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Finite-size analysis of eight-state continuous-variable quantum key
distribution with the linear optics cloning machine*
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We propose a method to improve the secret key rate of an eight-state continuous-variable quantum key distribution
(CVQKD) by using a linear optics cloning machine (LOCM). In the proposed scheme, an LOCM is exploited to compensate
for the imperfections of Bob’s apparatus, so that the generated secret key rate of the eight-state protocol could be well
enhanced. We investigate the security of our proposed protocol in a finite-size scenario so as to further approach the practical
value of a secret key rate. Numeric simulation shows that the LOCM with reasonable tuning gain A and transmittance T
can effectively improve the secret key rate of eight-state CVQKD in both an asymptotic limit and a finite-size regime.
Furthermore, we obtain the tightest bound of the secure distance by taking the finite-size effect into account, which is more

practical than that obtained in the asymptotic limit.

Keywords: continuous-variable quantum key distribution, linear optics cloning machine, finite-size

PACS: 03.67.Hk, 03.67.—a, 03.67.Dd

1. Introduction

Quantum key distribution (QKD) has been a signifi-
cant practical application in quantum-information science,!-!
which allows two distant parties to share a secret key over an
untrusted quantum channel that is controlled by an eavesdrop-
per. For decades, continuous-variable (CV) QKD has become
a hotspot of QKD research due to its high detection efficiency
and high key rate.3! It has been certified to be secure against
arbitrary collective attacks,®! which are optimal in the asymp-
totic limit.

In general, there are two main modulation approaches
in CVQKD, called Gaussian modulated CVQKD and dis-
cretely modulated CVQKD. A CVQKD protocol based on
coherent states with Gaussian modulation has been experi-
mentally demonstrated!”! and has been shown to be secure
against arbitrary collective attacks.!®) However, the level of
signal-to-noise ratio (SNR) has an important effect on the rec-
onciliation efficiency B of this protocol, which could only
achieve a short transmission distance. Recently, an irregular
low-density-parity-check (LDPC) technique, i.e., MET-LDPC
codel®! and multi-edge quasi-cyclic LDPC codes!'?! with a
GPU-based decoder have been proposed to reach a high rec-
onciliation efficiency over 95%. However, it would have a
high cost of equipment on the practical operation to obtain a
high reconciliation efficiency. Fortunately, there is another ap-
proach to solve the problem, that is, using discrete modulation
such as the four-state CVQKD protocol, proposed by Leverrier
et al.,'&"1] which generates four nonorthogonal coherent states
and exploits the sign of the measured quadrature of each state

DOI: 10.1088/1674-1056/27/9/090307

to encode information rather than using the quadrature £ or p
itself. This is the reason why the sign of the measured quadra-
ture is already the discrete value to which the most excellent
error-correcting codes are suitable even at very low SNR.!?!
In the experimental field, a fiber-based four-state discrete mod-
ulation CVQKD system has been demonstrated and various
factors that lead to excess noises have also been discussed with
the emphasis on the influence of the relative phase fluctuations

(13141 Although the security

and local field scattering process.
analysis of four-state has not been perfectly proven, we could
also find some merits of the discrete modulation scheme such
as the concise modulation process and less consumption of the
random number. 4]

Recently, a better discretely-modulated scheme with
higher secret key rate and longer transmission distance, called

(151 which potentially

the eight-state protocol, was proposed,
provides a better performance by offering a higher secret key
rate, better excess noise tolerance, and longer secure transmis-
sion distance.!'® Since the discretely modulated eight-state
protocol exhibits excellent performance at low SNR, we fur-
ther enhance its capability by applying a linear optics cloning
machine (LOCM) at Bob’s apparatus. The LOCM, in fact, is
the cloning machine which can be practically implemented us-
ing just linear optics, heterodyne measurement, and controlled
displacements.!!”) It is remarkable that the LOCM used here
does not violate the non cloning theorem since we make ap-
proximate copies instead of perfect copies of quantum states
in our protocol.!'8! The proposed scheme (eight-state protocol
with an LOCM operation) can improve the generated secret
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key rate of the eight-state protocol by tuning its parameters in
appropriate ranges to compensate for the imperfection of the
detector at Bob’s side with only a slight cost of transmission
distance.

In addition, the asymptotic limit is a universal method
when performing a security analysis of the CVQKD
protocol.['211 However, the length of secret key is impos-
sibly unlimited in practice.*>?3] Moreover, one can make the
assumption in the asymptotic case that the quantum channel is
perfectly known before the transmission is performed, while
in a finite-size scenario, one actually does not know the char-
acteristics of the quantum channel in advance, because a part
of exchanged signals has to be used for parameter estimation
rather than the generation of a secret key.[>*! Thus in this pa-
per, the finite-size effect will be taken into consideration. We
draw a comparison between the finite-size scenario and the
asymptotic case, and discuss the value of the secret key rate
with a different number of exchanged signals N.

This paper is organized as follows. In Section 2, we de-
scribe the schematic configuration of the eight-state CVQKD
protocol based on LOCM operation in detail. In Section 3, we
characterize the theoretical analysis of the proposed protocol,
and calculate the secret key rate in the finite-size scenario. In
Section 4, numeric simulation and performance analysis are
discussed. Our conclusions are drawn in Section 5.

2. Eight-state CVQKD with LOCM inserted

In this section, we mainly elaborate the discretely-
modulated eight-state CVQKD protocol with an LOCM. To
make the derivation self-contained, we firstly briefly introduce
the original eight-state CVQKD protocol.

2.1. Description of the eight-state CVQKD protocol

We first take a brief review of the discretely modulated
CVQKD protocols. Until now, some types of discretely mod-
ulated CVQKD protocols have been proposed, such as the
two-181 and four-state protocols.!?>! The discretely modulated
protocols can be generalized to the one with N coherent states
‘ (Xk> _ 2ikm/N >

modulation variance as V5 = 22, Without loss of general-

|ae , where ( is a positive number related to the

ity, we focus on the discretely modulated protocol with N = 8§,
which corresponds to the eight-state protocol.

In the prepare-and-measure (PM) scheme of the eight-
state CVQKD protocol,!>! Alice firstly prepares one of the
eight coherent states,

B =ae**  k=0,1,2,...,7. (1)

Alice then randomly sends one of these eight coherent
states to Bob with equal probability through an insecure quan-
tum channel controlled by an eavesdropper called Eve,”®! see
Fig. 1(a). For a certain channel, that is, given the transmit-
tance 7 and excess noise €, we can set the value of the o to

maximize the secret key rate.[?”]

After receiving the coherent
state, Bob measures randomly one of the quadratures in homo-
dyne detection and decodes the information by the sign of his
measurement result.

Afterwards, Bob sends the absolute value results to Alice
through a classical channel, in which approach Alice and Bob
share correlated strings of bits. Then through the operations of
error reconciliation and privacy amplification, the secret key
can be obtained.

The PM version is relatively easy to implement, but its

[28] Hence, the secu-

security is hard to be proved directly.
rity we describe is established by considering the equivalent
entanglement-based version of the protocol. In the EB version,
Alice initially uses a purification |®) of two-mode entangled
state!?’]

| DB (at Z W) Be) )

where the states

NM—‘

7
lyi) = Z i+4ome/d16 ) k=0,1,2,...,7 (3)

are a non-Gaussian orthogonal state, and

70522 o o8k
= V' ——|8n+k),
190 VI Z 8n+k)z| )
kf0,1,2,...,7 @

where

() ()

Ao le’o62 cosh(a?) +cos(a?) +2cos (az) cosh <O‘2>}
4) 4 | \/E 2 ’
l —062 [ . 2 . 2 iz . iz
Ais) 1 _smh((x )+ sin(a*) +2cos (\/ﬁ sinh 5
1 7a2 [ 2 2 . az . 052
X(6) 2¢ _cosh((x ) —cos(a )iZSm(ﬂ sinh 5
1 r 2
13(7) Zeiaz

sinh(?) — sin(0?) F 2 cos (\‘2) sinh (0‘2) +/2sin (\‘2) cosh (\O/‘;)] .
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Src

Alice

mel

Fig. 1. (color online) (a) PM scheme of the eight-state CV-QKD proto-
col: Alice obtained the random number & from a random number gener-
ator (RNG), and then modulated the original state sent from the source
by the modulator. (b) The equivalent EB version of the protocol: Alice
prepared a two-mode entangled state, one mode was measured to get
the result k. The other state of the mode was sent to Bob.

We can describe the eight-state CVQKD protocol per-
formed in the entanglement-based (EB) version, see Fig. 1(b).
Alice prepares the entangled state |®Pap) and performs the pro-

lwi)(wil,....ly7)(yr[} on
When her measurement gives the result &, the

jective measurement {|ywp){wp|,
her half.
coherent state |og) is sent through the quantum channel to
Bob who measures both of the quadratures with a heterodyne

detection.®”) The EB version provides a valid security proof
against collective attacks through the covariance matrix yap of
the state before their respective measurements. !

The covariance matrix ., of the original eight-state
|(DAB((X)> is

VI,

Z30.
YAoBy = |:Zg o s z} (6)

VI,

where I is the 2 x 2 identity matrix, and o, = diag(l,—1) ,

V =2a? +1 =V + 1 is the variance of quadratures for modes
A and B, and

z=va} 7 ™

reflects the relationship between mode A and mode B.

2.2. The improved eight-state scheme with LOCM

Due to the imperfection in Bob’s apparatus, the detec-
tion process cannot be ideal, which will mean the final secret
key rate is lower than expectation.?) Fortunately, the effect
of imperfect apparatus can be compensated by applying a lin-
ear optics cloning machine.?*! In what follows, we elaborate
the proposed eight-state CVQKD with an LOCM placed at
Bob’s side. It is remarkable that the LOCM used here does
not violate the non-cloning theorem since we make approxi-
mate copies instead of perfect copies of quantum states in our
protocol.!'8] Figure 2 shows the EB version of the proposed
scheme against Eve’s collective attacks.

/ Alice \

Bob

PA
heterodyne

Cetection j

quantum Chanrﬂ/

:heterodynei
+ detection

linear optics
cloning machine, -’

Fig. 2. (color online) The EB scheme for the eight-state CVQKD protocol with LOCM operation. A and 7 are two critical parameters
of LOCM. Alice randomly prepares one of the eight-state discrete-modulated states and sends it to Bob through the unsecure quantum
channel controlled by an eavesdropper, Eve. Additionally, an LOCM is placed in the input of Bob’s apparatus. Bob detects the received
mode to derive a sequence of bits shared with Alice by using the heterodyne detector.

Firstly, Alice prepares an entangled state |®Pg), one mode
of the modulated state with variance V = V5 + 1 is sent to
Bob through an insecure quantum channel. At Alice’s side,
she applies the heterodyne detection and obtains two measure-
ments X5 and ﬁA.B‘” After the quantum channel, the mode
goes through the LOCM which is placed in the input of Bob’s

side and then is detected by Bob’s apparatus with heterodyne

detection. The LOCM consists of two beam splitters (BS)

with the transmission efficiency 7 and two phase operations

(0)

with tuning gain A. Bob prepares two vacuum states £, and
)?éo), then the LOCM operation is implemented, and Bob mea-
sures both quadratures simultaneously via performing hetero-

dyne detection. As displayed in Fig. 2, we can obtain!®!
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The transmitted mode £, can be expressed as
£y =v1—tip, — vT£\". ©)

Based on the measuring result £, and the tuning gain A,
we can derive the relationship of the transmitted mode that

could be written as
£B, = £+ Aknm. (10)

On the basis of the calculations above, we can obtain the
variance Vg, 1= <)€]232> of mode £g, as follows:

2
Vs, = (\/1—r+x\/§> Vs,

+/122+(7L\/1;7T—\/%>2.

1)

/ Alice '\

Bob

eight-state

pA .
heterodyne
detection

/ Qlantum channy \\“

Eve i EPR
v —{ Vg N o .
' EPR ~—G !
A : Neq ' T :
. Bo « By ' By 1 B' !
: - : :
A Teq ) y PB :

heterodyne!
detection

Fig. 3. (color online) Equivalent eight-state CVQKD protocol with a thermal state of variance Neq characterized by the tunable noise

Xeq and transmittance Teq.

In order to expediently discuss the security of the pro-
tocol, we establish an equivalent system by considering the
entanglement-based version of the protocol, as shown in
Fig. 3. Accordingly, the expression of equivalent transmit-
tance Teq is given by

2
Teqg = (\/1—r+x\/§) . (12)

It should be noted that the equivalent transmittance Teq
limits of a numerical range in [0, 1]. Thus, we can derive the
LOCM-tuned noise Yeq With two parameters A and 7 referred
to Bob’s input, the expression can be written as

2 — 2
(5 )
Xeq = . (13)

(=)

In the equivalent scheme, Bob’s detection efficiency is

modeled by a beam splitter with transmission efficiency Teq.
An EPR state with variance Neq is used to model the ther-
mal noise Ve that is introduced by the process of Bob’s
detector,*%! where Neq = (TeqXeq — 1)/ (1 — Teq) is for hetero-
dyne detection. After that, Bob implements reverse reconcili-
ation and privacy amplification to generate the final bit string
of the secret key shared with Alice.

In this section, we introduce the EB version of the pro-
posed eight-state scheme using LOCM, and establish an equiv-
alent scheme. By utilizing an LOCM, the performance of
eight-state CVQKD can be enhanced especially in terms of
the secret key rate.

3. Security analysis in finite-size regime

In order to simplify the theoretical QKD security proofs,
researchers usually expand their theories based on some as-
sumptions, which can be more or less explicit. One assump-
tion might be considered that the security of a protocol in the
asymptotic regime of infinitely numerous signals could be ex-
changed by Alice and Bob.?”! However, the number of ex-
changed signals cannot be infinite, Alice and Bob need some
signals for parameter estimation so that they can ensure the ac-
curacy of QKD. 38! We here consider the secret key rate K that
is derived from heterodyne detection in the finite-size scenario
where the number of exchanged signals is confined to a finite
value. The finite-size scenario includes the loss of parameter
estimation, so the analysis can be closer to the realistic value
than the asymptotic scenario.

In the following, we mainly focus the analysis on hetero-
dyne detection in the case of reverse reconciliation.*”) N de-
notes the total number of signals exchanged by Alice and Bob
during the protocol. n is the segmental number of N signals
that is used for establishment of the secret key, and m =N —n
signals will be used in parameter estimation. Hence, in the
case of a CVQKD protocol, the finite-size secret key rate can
be written as

Ki= G IBI(:y) = Sen (v E) —A()],  (14)

where B is the efficiency of reconciliation, which ranges from
0 when no information was extracted to 1 for a perfect rec-
onciliation scheme. I(x : y) represents mutual information be-
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tween Alice and Bob. Sg,. (v : E) is defined as the maximum
conditional entropy compatible with the statistics given by the
parameter estimation except with probability pg, and A(n) is
related to the security of the privacy amplification.

The term A(n) related to security of privacy amplification
can be written as

A(n) = (2dimH, + 3) %

+ % logz(l/S]DA)7 (15)
where H, is the Hilbert space corresponding to the variable
x used in the raw key, € is the smoothing parameter, €pa is
the failure probability of the privacy amplification procedure.
Generally, we have H, = 2 since for all continuous-variable
protocols. Moreover, the second term can be neglected be-
cause the convergence speed of 2/n is faster than log, (1/&pa)
largely. So, we have A(n) as a function of n,

A(n) ~ 7\/%.

The efficiency of reconciliation is set to 0.95 U4 and the

(16)

mutual information /(x : y) for heterodyne detection can be
expressed as

V + Xiot
g2 ’
I+ Xtot

Vi
I(x:y):logzﬁ:lo (17)

where V = Va + 1, Xiot = Xiine + XLocMm/ T represent the total
noise referred to the channel input, Yjine = 1/7 +€— 1, and
XLocM can be calculated as

(1-Teq)Neg  A* =2+ (AV1—1—+21)?
Tg (V20— 0)+2v7)

In order to calculate Sg,. (v : E), first we have a matrix

. (18)

XLOCM =

representing the shared state pag, ,

,}/ — (VA+]>12 \/TZSO-Z (19)
PaB, VTZso, (TVa+1+Te)l,|’

where I is the 2 x 2 identity matrix, and o, = diag(1,—1).

We need to evaluate the covariance matrix ¥, compat-
ible with the exchanged data except with failure probability of
parameter estimation epg. Parameters estimation of covariance
matrix ¥, can be implemented by sampling of m couples of
correlated variables (x;,y;)i=12,.». Thus, we can find a co-
variance matrix Ye,, which successfully minimizes the secret
key rate Kt as follows:

(VA + l)Iz
tminZS€z

tminZS éz

, o (20)
([minVA + ér%lax ) I,

YAB &g =

where fiyip, represents the minimum of /7, and &2, indicates
the maximum of &2 compatible with sample couples.

The parameters #y;, and &2, can be calculated respec-
tively as

14+Te
mVA

V2(1 +Te)
—m

Then, we can obtain symplectic eigenvalues 1172_,374,5 as

Imin = \/T - ZepE/2 ’

(21
5r%1ax =1+Te +Z€PE/2

follows:
1
Ao= \/2(Aj: A2 —4B),
1
A3a = \/Z(Ci C2—4D),
As =1 (22)
with

A =dety,, +detyp,,, +2detops,, ,
B= detVABlePEv
_ Axfoem + B+ 1+ 23 0cM[VVB+T(V + Xiine) + 2T Z3)
T2(V + Xtor)?
D— (V+ \/E%LOCM>2.
T(V+ Xot)

C

(23)
The Sg, (v : E) can be derived by
2 (-1 > (Ai—1
SSPE(y:E):ZG< 12 )_ZG( lz )7 (24)
i=1 i=3

where G(x) = (x+1)log, (x+ 1) — xlog, x.

4. Performance analysis

In this section, we mainly research the effect of the
LOCM operation on the performance of the eight-state CV-
QKD protocol for reverse reconciliation with the heterodyne
detection. We consider the secret key rate Ky under the cir-
cumstance that the estimation of 7 and &2 are equivalent to
their expected values, see Eq. (21). Based on the security anal-
ysis above, the performance of LOCM in our scheme mainly
depends on two parameters T and A. In our simulation, the
fluctuation of the value of excess noise €*>*] exerts a small
influence on the final value of secret key rate Ky, thus we set
€ to be a conservative value € = 0.005. More details of pa-
rameter settings are shown in Table 1. Furthermore, the rela-
tionship between transmission distance d and transmissivity T
is T = 10794/10 where d represents the length of the quan-
tum channel and ¢ = 0.2 dB /km means the loss coefficient of
optical fibers.

The analysis of the equivalent state allows us to compare
the secret key rate obtained with and without an LOCM op-
eration in the finite-size scenario. As is shown in Eq. (12),
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the equivalent transmittance Teq has a relationship with two
parameters of LOCM, A and 7. We need to notice that the
constraint T4 € [0, 1]. Thus, it is necessary for us to solve the
parameter A in an available range [0,v/2(1 —+/1—1)//7] for
the given parameter 7 € [0, 1]. Afterwards, the function of Teq
has been plotted, as can be seen in Fig. 4, which is of value for
us to find the applicable parameter T¢q according to the val-
ues of A and 7. Thus, we can regulate T4 in a valid range by
properly tuning these two parameters.

Table 1. Parameter settings in the simulation.

Symbol Parameters description Values
T transmission efficiency independent variable
€ excess noise 0.005
T transmittance of LOCM changed
A tuning gain of LOCM changed
n detection efficiency 0.6
B reconciliation efficiency 0.95
Va Alice’s modulated variance 0.25
Vel thermal noise 0.05
1.0
1.0 0.8
0.8
0.6
0.4
0.2
0

Fig. 4. (color online) The LOCM-tuned transmittance Teq as a function
of two parameters A and 7. By choosing appropriate parameter values,
the transmittance Teq can be regulated in [0,1].

Based on the analysis above, we take 7T =
{0.25,0.45,0.65} as examples, the corresponding 74 can be
calculated from Eq. (12) by {0.945,0.781,0.582}, where the
tuning gain A is 0.3. The secret key rate K; in the finite-size
regime can be derived in Fig. 5(a). It is clear that the secret
key rate of eight-state CVQKD using LOCM operation has a
better performance than the original eight-state protocol. Fur-
thermore, by tuning the value of parameter 7 to be smaller in
a suitable range, we can obtain the higher secret key rate and
longer maximum transmission distance.

Accordingly, we can use the similar analytical approach
to take the fixed efficiency 7 = 0.45 for example to illustrate
the effect of the tuning gain A on the eight-state protocol with
LOCM. Here, we choose A = {0.1,0.3,0.5}, and the values of
the corresponding Teq are {0.623,0.781,0.958}, the numeral
relation can be displayed in Fig. 5(b). It is remarkable that by
using LOCM operation the secret key rate under the analysis

of finite-size scenario is increased obviously for the eight-state

protocol in comparison to the original protocol, which means
that the modified protocol has better security on a collective
Gaussian attack. Besides we can achieve the higher secret key
rate and longer maximum transmission distance by tuning the
value of parameter A to be larger in a compatible range.

109
(a) —7=0.25
—7=0.45
10—t 7=0.65 7
—— original

Secret key rate Ky (bits/pulse)

10-2} ]
10-3 ]
10-4 - S— T -
0 20 40 60 80 100 120 140
Distance/km
100 T T -
(b) — A=0.10
— A=0.30
10-1& A=0.50 7
original

10-2}

1031

Secret key rate K; (bits/pulse)

104

0 20 40 60 80 100 120 140
Distance/km

Fig. 5. (color online) Relationship between maximum transmission dis-
tance and secret key rate with the parameters’ analysis of LOCM in
the finite-size scenario, where the exchanged number signals N = 10'2.
(a) Comparison of the performance between the eight-state protocol
based on LOCM operation and the original eight-state protocol with
parameters A = 0.3 and 7 = {0.25,0.45,0.65}. (b) Comparison of the
performance between the eight-state protocol based on LOCM opera-
tion and the original eight-state protocol with parameters 7 = 0.45 and
A ={0.1,0.3,0.5}.

Furthermore, we draw a comparison between the finite-
size scenario and the asymptotic case (see Fig. 6). From
Fig. 6, we notice that the maximum transmission distance in
the asymptotic scenario is longer than the transmission dis-
tance in the finite-size scenario. Yet the values of the secret
key rates are basically equal to 10~!, which means that the
different analysis approaches of finite-size region and asymp-
totic case produce little impact on the secret key rate. More-
over, with the growth of the exchanged number signals N,
the performance in the finite-size regime will converge to the
asymptotic case. This is because more signals parameter es-
timation can be used and therefore the parameter estimation
is approaching perfection. Actually, it is impossible for the
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number of exchanged signals to reach infinity in practice. The
value of the block length of exchanged signals N = 108 is an
enormous number for a practical CVQKD system. Neverthe-
less, the eight-state protocol with LOCM always has better im-
provement of the secret key rate Ky than the original eight-state
protocol in the finite-size scenario.

10° Fsize (N=10%
Fsize (N=10%), LOCM

F-size (N=10%
——————— F-size (N=10Y), LOCM

F-size (N=10"?

F-size (N=10'?), LOCM
F-size (N=10"

* Fsize (N=10'), LOCM 7
asymptotic

, e asymptotic with LOCM

,_.
S
L

—
<
[

Secret key rate (bits/pulse)

100 150 200
Distance/km

Fig. 6. (color online) Discretely-modulated eight-state protocol with
LOCM in finite-size scenario in the case of heterodyne detection, where
Va =0.25,11 = 0.6, v = 0.05, and f = 0.95. Solid curves indicate the
original eight-state protocol while the dashed curves represent the sce-
nario with an LOCM (where the two parameters are set to A = 0.3 and
T = 0.45). From left to right, the first eight curves correspond to the
finite-size scenario of block length N = 108, 1010, 1012, 104 respec-
tively, and the last two curves represent the asymptotic scenario.

100 T T T
—— Fssize (N=10'%), OA
== F-size (N=10'), LOCM
—— Fssize (N=10"), OA

o -=.= Fsize (N =1014), LOCM

—— asymptotic with OA 1
== asymptotic with LOCM

Secret key rate (bits/pulse)
=
S

103 . .
0 50 100

Distance/km

150 200

Fig. 7. (color online) Numerical analysis of secret key rates based on
the comparison between the LOCM-CVQKD protocol and the OA pro-
tocol, where V4 = 0.25, 1 = 0.6, vg = 0.05, B = 0.95, the two param-
eters of LOCM are A = 0.3 and 7 = 0.45, and the parameter g = 20.
Solid curves mean the OA eight-state protocol, and the dashed curves
represent the scenario with an LOCM.

We are interested to compare our previous work on eight-
state CVQKD using an optical amplifier (OA),*?! with our
proposed scheme, which both belong to a phase-insensitive
amplifier. The secret key rates are compared in Fig. 7, which

shows that the two schemes both have the ability to enhance
the secret key rate about 20%-30%. Our proposed LOCM-
CVQKD protocol obtains a little better performance for the
secrete key rate than the OA-based CVQKD, while the maxi-
mum transmission distance is nearly the same.

10!
o
2
=
a
R — = —— =
) T . ——
=
&
]
) 102
s 12 km
> 15 km
i — 18 km
2 ——-18 km, LOCM
5 —22 km
3 ——-22 km, LOCM
!
10—3 | L L
108 1010 1012 1014

N, number of exchanged signals

Fig. 8. (color online) Number of exchanged signals and secret key
rate in the case of heterodyne detection, where Vp = 0.25, n = 0.6,
Ve = 0.05, B = 0.95, and the two parameters of LOCM are A = 0.3
and 7 = 0.45. Solid curves mean the original eight-state protocol, and
the dashed curves represent the scenario with an LOCM.

As shown in Fig. 8, we can find that various transmission
distances with different number of exchanged signals reflect
regular curves relative to the secret key rates Ky. It shows that
this novel scheme not only enhances the numerical value of
the secret key rate K¢, but also numerously decreases the num-
ber of exchanged signals. Thus, the whole data size of the
CVQKD derivation procedure can be cut down and the system
load also decreases correspondingly. Therefore, the proposed
scheme could also be a considerable approach to enhance the
performance of the CVQKD system in practical applications.

5. Conclusion

In this paper, we propose a scheme to improve the perfor-
mance of the eight-state CVQKD protocol by using a linear
optics cloning machine. In the proposed scheme, we show the
secret key rate of the modified CVQKD scheme with LOCM
operation in the case of a finite-size scenario, as a function
of total exchanged signals N, which can further approach the
practical value of the secret key rate. The numerical simu-
lation shows that by setting the two appropriate values of A
and 7, the LOCM is exploited to compensate for the imper-
fection of Bob’s apparatus so that the secret key rate can be
well enhanced and commendably harmonized with the maxi-
mum transmission distance. Furthermore, we need to notice
that the performance of secret key rate K; that is analysed in
the finite-size scenario is more pessimistic than that obtained
in the asymptotic case, whereas the finite-size region approach
is closer to the practical situation of the CVQKD protocol.
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