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GHz single-photon detector (SPD) is a crucial part in the practical high speed quantum key distribution (QKD) system.
However, any imperfections in a practical QKD system may be exploited by an eavesdropper (Eve) to collect information
about the key without being discovered. The sine wave gating SPD (SG-SPD) based on InGaAs/InP avalanche photodiode,
one kind of practical high speed SPD, may also contain loopholes. In this paper, we study the principle and characteristic
of the SG-SPD and find out the filtering loophole of the SG-SPD for the first time. What is more, the proof-of-principle
experiment shows that Eve could blind and control Bob’s SG-SPD by exploiting this loophole. We believe that giving
enough attention to this loophole can improve the practical security of the existing QKD system.

Keywords: quantum key distribution, sine wave gating single-photon detector, quantum hacking, practical

security
PACS: 03.67.Dd, 03.67.Hk, 42.50.Ex

1. Introduction

Quantum key distribution (QKD)!'#*! with high speed
has already been put into use in recent years, and the single-
photon detector (SPD) plays an important role in the quantum

[5-101 byt there are many kinds of at-

key distribution system,
tacks aimed at the SPD threaten the quantum key distribution
system.[!'=18] Finding and eliminating loopholes in the single-
photon detector is crucial to obtain provable practical security.
The sine wave gating single-photon detector (SG-SPD)[!19-21]
is one kind of high speed single-photon detector based on In-
GaAs/InP avalanche photodiode (APD), but the research on
the security of the sine wave gating single-photon detector is
still incomplete. In this paper, we analyze the working princi-
ple of the sine wave gating single-photon detector firstly, then
we find a filtering loophole of the sine wave gating single-
photon detector and propose a kind of attack, which can ex-
perimentally blind the sine wave gating single-photon detector
in principle. What is more, by adding a controlling laser pulse
with suitable light intensity, we can control the response of the
sine wave gating single-photon detector. Finally, we discuss
the countermeasures of this attack, so as to improve the secu-
rity of the quantum key distribution system.

The SG-SPD has been investigated for about ten years.
Here, we would like to review the operation principle of
the SG-SPD. As shown in Fig. 1, a direct current (DC)
power source and a sine-wave gating signal are loaded on the

DOI: 10.1088/1674-1056/27/8/080305

avalanche photodiode (APD) reversely through a bias tee, then
the avalanche photodiode can work under the Geiger mode and
the linear mode alternately. Thus the dark count and the after-
pulse could be reduced obviously, especially in high speed ap-
plications. However, the sine-wave gating signal will cause an
obvious noise, which is caused by the responding of the par-
asitic capacitance in the avalanche photodiode and will over-
whelm the weak single-photon avalanche signal. Differently
from the traditional gating mode, the capacitive noise out-
putted by the avalanche photodiode under the sine-wave gating
signal is simple, which is composed with the gating frequency
and its higher harmonics. Therefore, the noise can be filtered
by the band-stop filter (BSF) and the low-pass filter (LPF) eas-
ily, and finally, the avalanche signal could be extracted. When
a single-photon arrives at the avalanche photodiode under the
Geiger mode, it will be absorbed and cause a weak avalanche
signal. Then, the mixed signals, including the weak avalanche
and the capacitive noise of the circuit, pass through the band-
stop filter and the low-pass filter, which can filter the capaci-
tive noise. Thus the avalanche signals, which previously com-
pletely buried in the capacitive response, become detectable.
Finally, the avalanche signals are amplified by the amplifier
and then transformed to the processing circuit. We can also ob-
serve the single-photon avalanche signal by the oscilloscope,

which is shown in Fig. 1, the subgraph (c).
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Fig. 1. (color online) The operating principle of the sine-wave gating single-photon detector(SG-SPD). DC: DC power source; APD: avalanche photodiode;
Att: variable attenuator; BSF: band-stop filter; LPF: low-pass filter. APD’s model is JDS Uniphase X00408052-005. In our experiment, the laser is a pulse
laser with external trigger function, the full width at half maximum of the laser pulse is 80 ps, the delayer’s adjusting precision is 10 ps, the gain of the
amplifier is 20 dB, and the bandwidth of oscilloscope is 8 GHz. The dotted line represents the light connections, accordingly, the solid line represents the
electrical connections. (a) Schematics of the SG-SPD, in which the APD under testing is cooled electrically to —50 °C, the bias DC voltage is 49.7 V,
the detection efficiency 1 is 11.7% with a corresponding dark count rate of 18.6 kHz, and the discrimination level of the avalanche signal after 20-dB
amplification is 66 mV in our experiment. (b) The sine wave gating signal with frequency of w. Here we set @ = 1 GHz, and correspondingly we choose a
band-stop filter with 10MHz bandwidth and the stop-band central frequencies of 1 GHz, 2 GHz, and 3 GHz, while the low-pass filter with a cut-off frequency
of 3.5 GHz. (c) Schematics of a single photon signal captured by the oscilloscope.

2. The filtering loophole of the SG-SPD is very weak. Therefore, the generation of the avalanche sig-

Since the SG-SPD has a simple suppression circuit with nal is random, sudden, and independent, resulting a broadband
excellent performance in noise suppression, it is widely used ~ distribution in spectrum. Thus, the avalanche signal can be ex-
in high speed QKD systems. In the practical QKD system, tracted by filtering the sine-wave noise based on the BSF and
the average intensity of incident light arrived at the SG-SPD  the LPF, which has been mentioned in former section. How-
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ever, with the incident flux rising, the light pulse with the same
frequency of the SG-SPD gating will trigger an avalanche sig-
nal in each gating pulse. And the spectrum of the avalanche
signal will behave discrete spectral lines, with the gating fre-
quency and its higher harmonics, just like the spectrum of the
capacitive noise. Actually, we indeed demonstrate this phe-
nomenon when we test our homemade SG-SPD. As shown in
Fig. 2, the average voltage of avalanche signal is increasing
slowly and approaching to saturation, while its standard de-
viation (o) rises first and then falls with the increase of the
average photon number p. When u is larger than 10°, the
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avalanche signal is almost saturated with a negligible standard
deviation, and the periodicity of the avalanche signal is more
and more obvious. So, it is easy to understand that once a sig-
nal is periodic, it can be decomposed to a certain sine wave
and its higher harmonics based on the fourier transform. In
other words, when we apply a periodic bright light pulse to
the SG-SPD, in which both the light pulse and the sine-wave
gating have the same frequency of @ (in our experiment, we
set @ = 1 GHz), then, if the average photon number u is larger
enough, the avalanche signal could be decomposed into @, 2o,

3w, ..., and so on.
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Fig. 2. (color online) (a) The average voltage (V) of avalanche signal as the function of the incident flux (i). (b) The standard deviation (o) of the average
voltage (V) as the function of the incident flux (¢t). With the increase of incident flux, the average voltage increases, the standard deviation of the voltage
firstly increases and then decreases to almost 0, that is to say, the voltage is becoming saturated in this process. Here, we measure the amplitude of avalanche
signal (V) of the SD-SPD for different incident fluxes by the setup shown in Fig. 1(a) with 7 setting to 11.7% and the trigger rate of the light pulse setting
to /100 by a prescaler. A large number of V for a certain incident flux are recorded in the oscilloscope, and V and o are obtained by statistical analysis of
V., but the effect of the afterpulse of the SG-SPD and the background noise of the oscilloscope have been subtracted. It must be pointed out that the power

fluctuation of our incident light pulse is measured to be 15%, so the ©.

So in practical QKD system with SG-SPD, when the in-
cident light reaches to a certain intensity, the output avalanche
signal from the APD will become periodic, which will be fil-
tered when passing through the BSF and LPF, with none re-
sponse to the incident light. In other words, the SG-SPD has
be blinded in this situation. Here, we point out that this loop-
hole is introduced directly by the operating principle of the
SG-SPD, and we call this loophole the filtering loophole of
the SG-SPD.

3. Blinding of the SG-SPD

To confirm our hypothesis about the blind effect of the
SG-SPD, we test our homemade SG-SPD shown in Fig. 1(a).
Firstly, we use a single clock source with frequency of 1GHz
to trigger both of the pulse laser and sine-wave gating gen-
erator in the SG-SPD. Then we enter the pulse laser into the
SG-SPD. By adjusting the delayer between the clock source
and the pulse laser, we can achieve signal synchronization be-
tween the pulse laser and the SG-SPD. And by controlling the
variable attenuator between the pulse laser and the SG-SPD,
we can obtain different intensities of the incident laser pulse.
Based on this experimental platform, we test the count rate of
the SG-SPD for different average photon numbers L, of the
incident laser pulse, which is shown in Fig. 3.
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Fig. 3. (color online) The count rate as a function of the average photon
number Uy. Here we use a single clock source with frequency of 1GHz to
trigger both of the pulse laser and sine-wave gating generator in the SG-SPD.
In Fig. 3, the dotted line represents the dark count rate of the SG-SPD. Lim-
ited by our laser source, the biggest 11, we can obtain is 10® photons/pulse,
and in this case, the count rate is already very close to the dark count rate.

We can see that, the count rate of the SD-SPD will first in-
crease and then decrease with the increase of the incident flux.
Actually, when the incident flux is low, the count rate is pro-
portional to iy, but when py, is larger than 10° photons/pulse,
the count rate starts to fall. Specially, when the u;, reaches to
109, the count rate is close to dark count rate, which is meet our
expectation that the SG-SPD can ba blinded by a bright pulse

laser with frequency of 1 GHz, the same as the sine-wave gat-
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ing. It is no doubt that if u, keeps increasing, the count rate

could decrease below the dark count rate.

4. Controlling experiment of the SG-SPD

Since the SG-SPD can be blinded in certain condition,
Eve can insert another pulse with low frequency to control
Bob’s SG-SPD, then she can get all the secret keys without
being discovered by the legitimate parties. As shown in Fig. 4,
Alice’s laser diode (LD) generates a laser pulse, then the pulse
is transformed to Bob by the quantum channel after modula-
tion and attenuation. Bob first demodulates and then detects

his received photons using his SG-SPDs. In order to con-

trol Bob’s SG-SPDs, Eve intercepts the pulse on the quantum
channel and then generates fake state to Bob. On the one hand,
Eve generates a blinding light pulse by driving the laser diode
with frequency of 1GHz, synchronizing with the clock signal
from Alice, and the intensity of the blinding laser could be ad-
justed to an appropriate value. On the other hand, Eve imitates
Bob’s behavior, she demodulates and detects the photons from
Alice, and modulate a controlling light pulse according to her
detection results, in the same way, the control pulse could be
adjusted to the optimal state by the variable attenuator, finally,
the two pulses are mixed with the BS and then transmits to
Bob.

I
: I
.
. i

Bob
i A
! |
QC | I
OONE
! L2 |
|

from Alice -

Att control pulse

Fig. 4. (color online) The experimental principle diagram of controlling the SG-SPDs. LD: laser diode; M: Alice’s modulation process; Att: variable
attenuator; QC: the quantum channel; DM: Bob’s demodulation process; PD: the photoelectric conversion; BS: the beam splitter. The laser source of control

pulse and blinding pulse is EIG1000D and WT-LD100 respectively.

In our paper, without loss the generality, we simplify
Bob’s equipment and make the blinding pulse and the con-
trol pulse enter into the SG-SPD directly, in which the inten-
sity of the blinding pulse is 10® photons/pulse, and the control
pulse uses the periodic light pulse with 1-MHz repetition fre-
quency. Then we can gain the count rate of the sine-wave gat-
ing SPD by changing the controlling pulse intensity, as shown
in Fig. 5. Using U, to represent the average photon number
of the controlling laser pulse, we can see from Fig. 5 that, the
count rate increases gradually with the increase of L, espe-
cially when p is bigger than 2.5 x 10°, the count rate will re-
sult in super linear characteristic.[*?! In fact, when the control-

ling flux increases from 2.5 x 10 photon/pulse to 5 x 10° pho-

ton/pulse, the detection probability increases from 1, = 15%
to My = 100% just as shown in Fig. 5. In this way, Eve can
control Bob’s SPD’s detection efficiency following her own
wishes.

Since Eve could control the SG-SPD of Bob, she can
make an intercept and resent attack just like the conventional
gate mode SPD’s blinding attack, >3] which can be realized by
the following steps. First, Eve intercepts the pulse on the quan-
tum channel and imitates Bob’s behavior, she demodulates and
detects the photons from Alice, then she resends the detec-
tion results and controls Bob’s detection events, in which she
uses a blinding pulse to blind Bob’s SG-SPDs, and a control-
ling pulse to control Bob’s SG-SPDs which has already been
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blinded. Under Eve’s attack, Bob will certainly have a detec-
tion event when his active basis choice coincides with that of
Eve, otherwise, the detection probability of Bob’s SG-SPDs is
only 15%, which decreases the error rate introduced by Eve.

=
[\
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Counts of SPD of Bob/10°
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0 1 2 3 4 5 6

Taser intensity of control pulse y /10°

Fig. 5. (color online) Bob’s count rate under the control pulse with different
light intensity .. In Fig. 5, the intensity of the blinding laser pulse i is
10%. When p, is lower than 2.5 x 10, the counts change slowly, but when
U reaches 3 x 10°, the counts begin to rise sharply and show the super-
linearity character. So Eve can control Bob’s SG-SPD by the way without
being exposed.

5. Discussion

Here we point out that there are some imperfections in our
experiment. Firstly, in our theory analysis, when the blinding
laser pulse is periodic strictly with very small jitter both in time
and amplitude, the avalanche signal could be triggered periodi-
cally by increasing of the blinding laser pulse, and the SG-SPD
could be blinded completely. However, there is a gap between
our existing experimental conditions and the ideal conditions,
our blinding laser pulse’s jitter cannot be ignored, which af-
fects our experimental results obviously, resulting in incom-
plete blinding and controlling of the SG-SPD.

Secondly, in theory, under a blind light with a certain jit-
ter, the count rate of the SG-SPD should be reduce first and
then increase with the increasing of the intensity of the blind-
ing pulse, and there is a minimum point of the count rate curve,
which could gain the best effect of blinding. Unfortunately,
in our experiment, our equipment cannot generate a blinding
laser pulse larger than 10° photons/pulse, so we cannot reduce
the count rate lower than the dark count rate (see Fig. 3).

In addition, the blinding results are affected by the dis-
crimination level of the avalanche signal, which is closely re-
lated to the performance of the SG-SPD. In general, the better
the filtering effect is, the lower the discrimination level could
be set, then the SG-SPD could distinguish the avalanche sig-
nal with a lower amplitude, and resulting in a lower after pulse
In this case, the dead time of the SG-SPD could be
shorter, and the maximum count rate of the SG-SPD will be

rate.

higher. However, in order to achieve better blinding effect, we

need the avalanche signal to be very periodic, in other words,

the standard deviation of the avalanche signal should be much
lower than the discrimination level. In a word, the discrimi-
nation level is lower, the SG-SPD will be more difficult to be
blinded.®*! In our experiment, the discrimination level is only
66 mV to get a higher count rate, with such a low discrimina-
tion level, the SG-SPD is relatively difficult to be blinded.

We also point out that the filtering loophole of the SG-
SPDs is introduced directly by the working principle of the
SG-SPD, and it can even be controlled completely under cer-
We believe that this loophole is
threatening in existing QKD system using SG-SPDs. In or-

tain specific parameters.

der to apply the SG-SPD safely, some countermeasures should
be taken, such as photocurrent monitoring or setting parame-
ters more carefully. For example, we can add another APD to
monitor part of the laser pulse, in this case, we could observe
the change of optical signal, which can discover the potential
Eve. What is more, other countermeasures are put up in re-
cent years, such as setting appropriate discrimination level to
prevent the SG-SPD from being blinded,**! using an explicit
random number generator to prevent the SG-SPD from being
blinded by the bright laser pulse,!*! or using a coupler with
asymmetric splitting ratio to monitor the bright light attack. %%
Further, the measurement-device-independent (MDI) QKD at-
tracts a lot of attention now, it can fill the loophole caused
by the imperfections of measurement devices especially the
SPD, 2721 maybe years later, MDI-QKD could put into use
in practical.

6. Summary

At the end of this paper, let us review our experiment sim-
ply. Firstly, we obtain an idea of blinding the SG-SPD from its
working principle. Secondly, we observed the blinding effect
in the experiment when the blinding pulse with incident pho-
ton number U, exceeds 10°. And then, we realize the control-
ling the count rate of Bob’s SG-SPD, which could be exploited
by Eve to control Bob’s SG-SPD. Finally, we analyze the im-
perfections in our experiment and discuss the countermeasures
of this loophole in QKD system using the SG-SPD.
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