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To solve the problems of updating sub-secrets or secrets as well as adding or deleting agents in the quantum secret
sharing protocol, we propose a two-particle transform of Bell states, and consequently present a novel dynamic quantum
secret sharing protocol. The new protocol can not only resist some typical attacks, but also be more efficient than the
existing protocols. Furthermore, we take advantage of the protocol to establish the dynamic secret sharing of a quantum

state protocol for two-particle maximum entangled states.
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1. Introduction

Quantum secret sharing (QSS)! is one of the most attrac-
tive research branches in quantum cryptography,!=>! which al-
lows a secret of the dealer to be shared among many agents,
and only the authorized groups of agents can reconstruct the
secret information. In 1999, Hillery et al.!'l proposed the
first QSS protocol based on the GHZ states. From then on,
QSS has received widespread attention and a range of QSS

(6-24] have been presented in succession, which can

protocols
be classified purposefully as two categories:!!! one is to share
classical information and the other is to share quantum infor-
mation (secret sharing of quantum state).

Although varieties of QSS protocols have been presented
in recent decades, how we add or delete agents as well as up-
date secret or sub-secrets (the messages held by agents) in the
QSS protocol is still a novel field. Here we call it the prob-
lem of dynamic parameter update, and refer to this kind of
protocol as a dynamic quantum secret sharing (DQSS) proto-
col. In 2011, Yang et al.”>!) presented a DQSS protocol for the
member expansion based on the ideas of the classical Shamir
scheme.[?>! However, in this protocol, the cost of quantum re-
source and the number of the transmission for member expan-
sion are considerable. In 2012, Jia et al.!*?! presented two
DQSS protocols based on starlike duster states, which allows
the agent group to change during the procedure of sharing clas-
sical and quantum secrets. But these protocols also consume
too many quantum resources, and they cannot update secret
or sub-secrets dynamically like Yang’s protocol can. In 2013,
another DQSS protocol was presented by Hsu ef al.!?3! based
on the entanglement swapping of EPR pairs, which can allow

DOI: 10.1088/1674-1056/27/8/080304

an agent to be added or deleted. However, it has been proved
that the protocol cannot resist a collective attack. (261 15 2016,
a multi-group DQSS protocol was presented by Liu et al.*¥
based on single photons, which is more flexible and practi-
cal, but it is fitter for sharing secrets between a boss and some
groups.

In this paper, we firstly propose the two-particle trans-
form of Bell states to solve the problems of dynamic param-
eter update in QSS, which can perform different local unitary
operations separately on two particles of Bell states. Accord-
ing to this transform, we present a DQSS protocol realizing
the functions of adding or deleting agents and updating sub-
secrets or secrets. The new protocol can resist attacks such as
a dense-coding attack, compound entanglement swapping at-
tack, and a cheating attack from a dishonest agent. Based on
the high coding-efficiency of a two-particle transform of Bell
states and the exchangeability of the phase shift operation set,
the number of coding operations is only half of the secret bits,
and the computation complexity of the secret reconstruction
is O(n—1). Furthermore, we take advantage of the new pro-
tocol to establish the dynamic secret sharing of the quantum
state (DSSQS) protocol for the two-particle maximum entan-
gled states.

2. Two-particle transform of Bell states

We propose a method by the name of two-particle trans-
form of Bell states, which can perform the different local
unitary operations chosen by the dealer and agents sepa-
rately from the Pauli operations and the 3-element phase shift
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operations!?’! on two particles of Bell states. Firstly, we prove
the following conclusions.

Theorem 1 Suppose U; and U, are two arbitrary two-
dimensional unitary operations, and |¢),, is an arbitrary Bell
state, thus

U eI RU) (U1 R1)[@),;, = I@U2)|@),,-

Proof Suppose U; = <Zl 22) andUs = (21 Zz) We
3 .d4 3 by

can deduce it as follows:

(IeU)- (U ®I)

(U 0 ) arl axl
- 0 U, a3l aql

b] b2 00 aq 0 ar 0
o b3 b4 0 0 0 aq 0 an
- 0 0 by by a3 0 a4 O
00 b3 b4 0 as 0 ag
b1a1 b2a1 b1a2 b2a2
_ bzay bsa; bzar bsar
o b1a3 b2a3 b1a4 b2a4
b3a3 b4a3 b3a4 b4a4
_ ale CleQ _
o (agUz a4U2) =(U1el).

Using the same process as above, we have

(U1 @1)-(I®U>)
blal b2a1 b](lz bzaz
_ bzay bsay bzax bsay |
- b1a3 b2a3 b1a4 b2a4 o (Ul ®U2)'
b3a3 b4a3 b3cl4 b4cl4

Thus

U @ DI 20) (U 1) |9),,
= (U @)U, D) (I 2U1)[9), = IR U1) @),

According to theorem 1, when designing the QSS proto-
col, we can regard U; as the compound operation on photon ¢
performed by agents, and U, as the encoding operation of the
secret on photon 4 performed by the dealer, and U, ! as the
reverse compound operation on photon ¢ performed by agents.

It is obvious that there are three properties on this trans-
form:

(i) Independence of operations

Based on Theorem 1, the operation on one particle of Bell
states has no influence on the operation on the other particle.
Thus we can make use of this property to design the DQSS
protocol.

(i) Nonlocal correlation of measuring results

Based on the nonlocal space properties of quantum en-
tangled states, the local operation performed on one particle
of Bell states can be deduced just by measuring collectively

on the Bell states. Thus when we design the QSS protocol, the
property can ensure the security of the protocol: if the unau-
thorized groups cannot obtain enough messages of agents’ op-
erations (as the sub-secrets), they cannot deduce the encoding
operation (as the secret) by measuring.

(iii) High coding-efficiency

Based on the quantum high-coding scheme,?8! the Pauli
operations on 1 qubit can code 2 bit classical messages; that is
to say, the Pauli operation /(0y, 0;,10,) corresponds to the two
classical bits “00” (“10”,“01”,“11”). In the QSS protocol, if
the number of classical secrets is n bits, the number of coding
operations is [1n/2], as many as half of the secret bits.

3. DQSS protocol based on two-particle trans-
form of Bell states

The new DQSS protocol consists of two parts as follows.

3.1. Process of secret sharing

Suppose that Alice is the dealer with her secret, the set of
agents is B = {Bob, Charlie, ..., Zach}, and the number of B
is n. The purpose of the protocol is that Alice shares a secret
M among these agents in B, and all the agents can only recon-
struct the secret information by cooperating with each other.

i)  Alice prepares k pairs of Bell
[91)n>- - |®x);,) randomly from {[9),[07),[w™), [y™)},
here [¢=) = (|00) £ |11))/v2. [y*) = (01) £[10))/)/v2.

Then she stores all the photons 4 of these Bell states (as H-

states (i.e.,

sequence) in her laboratory, and sends all the photons 7 (as
T-sequence) to Bob.

ii) After receiving the T-sequence, Bob firstly ascertains
whether it is the single-photon sequence by using the pho-
ton number splitter (PNS: 50 = 50) or photon beam split-
ter(PBS: 50 = 50), etc.
tion; otherwise, he performs the local unitary operations U (o)

If not, he aborts the communica-

(i=1,2,...,k) respectively on the photon #; of the T-sequence,
which is chosen randomly from the phase shift operation set
S={U(0),U(2x/3),U(4r/3)}.*7] Here

cosq; —sinq; 2n 4w
Ula) = < sinot,-l cosail> » %€ {0’3’3}'
Then Bob stores all of the operation messages as his sub-
secret, and sends the T(l)-sequence (transformed from T-
sequence) to Charlie.

iii) Charlie and the other agents perform procedures sim-
ilar to Bob till the last agent Zach finishes his operations. At
that time, Zach stores all the photons of the T(")-sequence in
his laboratory, and tells Alice by the classical channel that all
the operations of agents have been finished.

iv) After receiving the message from Zach, Alice en-
codes the secret M by performing the Pauli operations on the
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photons of the H-sequence according to the following def-

initions: I(oy,0;,10,) corresponds to the two classical bits

“00” (“1097’“01”7“1157)' Here
1=10) (0| +[1) (1], o=
o = 1) (0[+0) (1], ioy =

|0) (O — 1) (1],

10) (1] =[1) (0]
Then Alice sends the H<1)—sequence (encoded from H-
sequence) to Zach.

v) After receiving the H(l)-sequence, Zach together with
other agents firstly performs the eavesdropping detection with
Alice.
sequence to tell all the agents. Then the agents choose ran-
domly a delegate (like Green) to collect the others’ messages

First Alice chooses randomly k; positions of T()-

of operations on the chosen photons and to perform the re-
verse compound operations deduced by these messages. Then
Green measures these photons associated with the correspond-
ing photons of the H!)-sequence in the Bell-basis, and sends
the measuring results to Alice. According to the results and the
initial states of corresponding Bell states, Alice deduces the
corresponding operations and judges whether the photons are
attacked by comparing them with the corresponding messages
of the secret. If so, the communication is aborted. Otherwise,
Alice announces all of the initial Bell states.

If there is no eavesdropping, all the agents can recover the
secret by collaborating together. Similarly, they choose ran-
domly a delegate (like Green) to collect all the agents’ mes-
sages of operations. Then Green performs the reverse com-
pound operations deduced by these messages on photons of
the T(")-sequence and measures these photons associated with
the corresponding photons of the H<1>—sequence in the Bell-
basis. Finally, he can deduce the secret M, according to both
the initial Bell states from Alice and the corresponding mea-
suring results. The structure of the new protocol is depicted in
Fig. 1.

| Bob |—P|Charlie|—P| l—PI Zach|

Fig. 1. Structure of the dynamic QSS protocol.

Symbol “o0-o” denotes Bell states |¢;),, (i =1,2,...,k)

prepared by Alice; symbol “o—@ ” represents the new entan-
gled states, the left particle of which the phase shift operations
have been performed on by all of the agents, and the right par-
ticle of which the Pauli operations have been performed on by

Alice.

3.2. Process of dynamic parameters update

Without loss of generality, we suppose that |¢T),, are the
Bell states prepared by Alice, U = H U; is the compound op-
eration on photon ¢ by all the agents and N is the encoding op-
eration on photon % by Alice. At that time, the new entangled

state is |@),, = (U®N)|¢™T),,. Before Alice sends photon A
to agents, two actions are taken as follows.

3.2.1. Update the sub-secret or secret message

(I Some agent (like Green) wants to update his sub-
secret U; (j=1,2,...
t to himself, and then perform operation U j’ U ;1

,n). He can ask Zach to send photon
on it. At that
time, the new entangled states have transformed like this

n

IT v

i=Li#]

U;-U @), = U ®N)|¢"),, U =U;

(II) Alice wants to update the secret. She can perform
operation N’ - N on photon A. At that time, the new entangled
states have transformed like this

(I®N'-N

N) @)= (USN)[97),,-

3.2.2. Add or delete an agent

I) Some agent (like Green) wants to leave the protocol.
He can ask Zach to send photon ¢ to himself, and then perform
operation U]TI on it. At that time, the new entangled states

have transformed like this

n
(U’®N)|¢+>th, U = H U;.
i=1,i#j

U @I |e), =

I) The new agent (like James) wants to take part in the
protocol. Similarly, he can ask Zach to send photon ¢ to him-
self to perform his own operation U, 1. At that time, the new
entangled states have transformed like this

(Un+1 ®1) |(p>th = (Un+1 'U®N/) ‘¢+>th

If Alice has sent photon i to agents, the secret cannot
be updated obviously. Before measuring the entangled states,
however, it is allowed to update the sub-secrets of agents, and

add or delete an agent.

4. Security analysis

According to Ref. [29], the QSS protocol is secure if and
only if both the sub-secret and secret are secure. Except a
series of attacks in the practical views by using the photon
number splitter, etc., we will analyze the security of both the

sub-secret and secret separately from the theoretical views.
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4.1. Security of the sub-secret message

The theoretic foundation of attack to sub-secret is as fol-
lows: the attacker measures the different quantum states which
are gained by performing the different unitary operations (like
1, o,, 0y, i0y) on the same quantum states, and then can de-
duce these operations by distinguishing among the quantum
states. The typical example is the dense-coding attack.>"]

In the dense-coding attack strategy,*°! the attacker (like
Eve) intercepts the T(/)-sequence (j=1,...,n) sent from one
agent (like Green) to the other agent (like Hulk), and replaces
them by a fake T’-sequence, which is composed of the first
particles of the ordered Bell states (like |y~ ),,) prepared by
herself. Eve sends the T’-sequence to Hulk and intercepts them
again when Hulk has operated on these photons and sends
them to the next agent. Then Eve performs collective mea-
surements on each pair of Bell states to deduce the operations
of Hulk, and performs the same local operations on every pho-
tons of the T(/)-sequence to send them to the next agent. At
that time, Eve can obtain the sub-secret of Hulk while she has
not been detected by anyone.

This protocol can resist this attack. Now we prove
that the operations of the phase shift operations set S =
{U(0),U(2x/3),U(4m/3)} cannot be distinguished exactly
by measuring the different quantum states, which are gained
by someone’s performing operations of set S randomly on the
same Bell states (from {|¢™),[¢07), |w™), |y ™) }).

Proof Without loss of generality, we suppose that the
Bell states are [¢ ) = (]00) + |11))/+/2, and may choose ran-
domly the operation of set S on the first particle of |@™) as
follows:

U(a)@I[¢")
= %(COSWO@—Sina|01>+sina|10>+cosa|11>).
I =0,0(0)01]0%) = —=(00) +]11)) = |o°)
Ifo= %n, let

15) = U(in) 1))
- \2<i|oo>+\f|o1>\f|10>+;|11>)
1 V3,

=Ly L),

4
Ifx=—m,let
3 €

) = v(57) @1le")

- é(;om—‘f|o1>+\f|1o>+;|11>>

1 V3,
=5lo7) == lv7).

At this time, the inner products between the two of

{|¢7),|8),|B)} are all nonzero:

(318 = |(3l0™)| = |07 1B)] = 5 #0.

Obviously the three entangled states cannot be distin-
guished exactly in the Bell-basis. The results about [¢ ), |w™)
and |y ™) are the same as about | ™). [ |

4.2. Security of secret message

There are mainly two kinds of attack strategies on the se-
cret message: one is the compound entanglement swapping
attack, 317331 and the other is the cheating attack. [34]

4.2.1. Security against compound entanglement swap-
ping attack

This kind of attack strategy combines an intercept-and-
resend attack and entanglement swapping scheme (such as the
collective attack[zé]). In these attack strategies,m’m the dis-
honest agent (such as Eve) or their group can intercept and re-
place the travel photon (such as photon ¢) with photon ' of Bell
state |y~ ),,,s, and then send it to the dealer. After the dealer
sends back photon ¢ with the secret, Eve can associate with
other agents to obtain the secret by measuring both photon ¢’
and A’ of |y~ ), together. If the eavesdropping detection is
coming, Eve can measure both photon ¢ and /' together and
deduce the suitable unitary operations according to the disci-
pline of entanglement swapping, to escape from the detection.

The compound entanglement swapping attack requires
two basic conditions: firstly, the agents of the QSS scheme
need to send photon 7 to the dealer after their operations, thus
Eve has the opportunity to replace it with fake photon ¢'; sec-
ondly, the fake operations declared by Eve must be contained
in the unitary operations set of the QSS protocol so that the lies
can escape from the eavesdropping detections. Correspond-
ingly, there are two effective means against this kind of attack:
firstly, modify the structure of the QSS protocol without send-
ing any photons to the dealer, so that it is useless for Eve to
replace the travel photon #; secondly, restrict Eve’s announce-
ments, so that she cannot declare the proper unitary operations
to hide her behaviors in the process of detections.

The protocol can resist the kind of attack by using the
new structure and the phase shift operation set. Firstly, in
our QSS protocol the dealer does not ask agents to send
photon ¢ back, but encodes the secret on photon 4 and
then sends it to agents. Secondly, the phase shift opera-
tion set S = {U(0),U(2x/3),U(4m/3)} can restrict the fake
announcements.'?*] Suppose that §' is the fake operation set,
and all elements of S and their compositions may establish the
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multiplicative group (S). It is easy to know S = (S), then
2 4 4 2
5 3 4 3
(¢(57) - (o57)) oo

It has been demonstrated that S’ ¢ (S) in Ref. [29]. Thus,
the fake operations cannot be deduced by all elements of .S and
their behaviors cannot escape from the detections.

4.2.2. Security against cheating attack

A cheating attack from a dishonest agent'**! is as follows.
In the secret reconstruction phase, the dishonest agent may
provide a false share so that the secret cannot be recovered
correctly by the authorized groups but he can correct the er-
ror alone. At present, most schemes cannot resist this attack.
Only by using the verifiable QSS scheme,**! can authorized
groups resist an attack by verifying the truth of shares.

Our protocol can also resist this cheating at-
tack by utilizing the phase shift operation set § =
{U(0),U(2r/3),U(4/3)}. Suppose that |¢*) is the Bell
states prepared by Alice, and Eve is a dishonest agent who
performed the unitary operation U(@) € S on photon 7 in
Step 2 or 3. However, she provides the false operation mes-
sage U(P) # U(a) in Step 5. If the compound operation of
other agents is U(60), and the encoding operation of Alice on
photon 4 is N, thus (U~ (B +6)-U(a+6))@N]|¢"),, #
(I®N)|9T),,, and N € {I,0y,0;,i0y}.

Now, the entanglement states cannot be located in the
basis {|9%).16),[w*),[y™)}. but in the basis {(|¢*) +
V3lyT)/2, (97) + V3l 2. (lwv) + V3[97)/2,
(Iy*) +v3197)/2} or {(197) = V3ly7))/2. (197) -
V3Iw)/2, (lw™) =V3197)) /2. (lw*h) —V3|97))/2}. Ob-
viously the two bases are non-orthogonal with the Bell basis.
If Eve provides the false share for recovery, the authorized
group of agents will choose the wrong measurement basis.
According to the uncertainty principle, the measurement result
about the entanglement states will inevitably be distributed in
error states randomly, so that Eve cannot correct and obtain
the secret from the error because of the irreversibility of mea-
surement. Therefore, the protocol can resist an in-attacker’s
cheating attack.

5. Efficiency analysis

The new DQSS protocol is more efficient than previous
ones.

Firstly, the two-particle transform of Bell states is based
on a quantum dense-coding scheme. Thus we can transmit the
2-bit classical message by performing an operation on 1 qubit
in this protocol.

Secondly, the elements of the set S = {U(0),U(27/3),
U(4m/3)} satisfy the commutative principle of multiplication.
Suppose Vo, B € {0,27/3,47/3}, then

uie-ve) = (e oo ) (o o)
B (cos(oH—ﬁ) —sin(OH-ﬁ))
~ \sin(fa+B) cos(a+pf)
=UB)-U(a)=U(ax+p).

So the agents need not consider the order of agents’ lo-
cal unitary operations in step 2 or 3 but just do the addition
to deduce the compound operation of all agents. Suppose that
Bob; (i = 1,...,n) performs unitary operations U') = U (6;)
on the photon #, where 6; € {0,27/3,4n/3}. The compound
operation of all agents is

LI 1 2n 4w
U:iIJU() =U(6) and e:i;eie {0,3,3}.

Thus it reduces the computation complexity of secret re-
construction to O(n — 1). It not only provides convenience
to the secret reconstruction phase, but also improves the effi-
ciency of the scheme.

Thirdly, the unitary operation set S has the least number
of elements on the premise of satisfying the conditions of se-
curity, which improves further the efficiency for recovering the
secret. According to the conclusions in Refs. [35] and [36], if
the elements of set S constitute a multiplicative group (S), the
number of elements of (§) must be no less than 3, or else ele-
ments of (S) can be distinguished during performing them on
a suitable single-particle state or one particle of an entangled
state, which cannot satisfy the conditions of security. Obvi-
ously, the number of elements of (S) reaches the lower bound:
(S)=S={U(0),U(2n/3),U(4m/3)}.

The detailed comparisons between the new protocol and
some existing ones are presented in Table 1.

Table 1. Comparisons between new protocol and some existing ones

Issue'\ protocol Yang’s protocol 2] Jia’s protocol 2} Hsu’s protocol 23] The new protocol
The total b
© fotal umber 2 mk+ K k2n+1)+K 2k(n+1)+k 2%
of photons
The times of
e tmes oF 2n(n— 1)k / k
encoding operations
Th lexity of
e complexity o o) / o(n—1)

secret reconstruction
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Suppose that the length of the secret message is 2k bit,
and the total number of sample photons used for detections
will be £’ bit.

6. New DSSQS protocols

According to Ref. [20], we can also present a kind of
DSSQS protocol based on the new protocol above, the DQSS
protocol for two-particle maximum entangled states, which is
as secure as the former, and similarly has the functions of dy-
namic parameter update: adding or deleting an agent and up-
dating sub-secrets. Here we just brief it as follows:

Suppose that the unknown two-particle maximum entan-
gled state is [@) 1, = ot |+x); [+), + B |=x); [-y), (0 + B> =
1). Similarly, Alice prepares two pairs of Bell states (like
|@1),, and |@,),,), one of which is used for the quantum en-
tanglement swapping from Alice to Bob, the other is used to
send the classical message of the Bell-state measuring result
on both |¢) and one particle of |¢,),, to other agents by use of
the DQSS protocol we just proposed. In the secret reconstruc-
tion phase, Bob and other agents must collaborate together to
reconstruct the unknown single quantum state. Moreover, this
protocol can expand straightly into the one for unknown GHZ
states. The structure of the DSSQS protocol for two-particle
maximum entangled states is depicted in Fig. 2.

measure

Bob Charlie > Zach

Fig. 2. Structure of the DSSQS protocol for two-particle maximum en-
tangled states.

Symbol “o—@” denotes unknown two-particle entangled
state |¢),,; symbol “o-0” represents Bell states |¢;),, or
|2),,, prepared by Alice; symbol “®@—@” refers to new entan-
gled states, the left particle of which the phase shift operations
have been performed on by agents except Bob, and the right
particle of which Pauli operations have been performed on by
Alice.

7. Summary

To summarize, firstly, we have proposed the two-particle
transform of Bell states, and then presented a novel DQSS
protocol for classical messages and DSSQS protocols based
on the former one. Compared with the existing QSS protocol,
this kind of QSS protocol is not only more secure and efficient,

but also has the functions of a dynamic parameter update. Be-
sides, our protocols are merely the (n,n) threshold protocols,
which can be described by the fact that at least n agents must
combine their sub-secrets together to recover the secret, and
we will propose the (¢,n) threshold protocol (with ¢ < n) in
the coming paper. Furthermore, the two-particle transform

of Bell states may also have potential impacts on quantum

37,38

key distribution, 3738 quantum secure direct communication,

quantum signature, and quantum secure multiparty computa-
tion, and so on, which is worth further exploration.
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