[ —
WM&W

Chinese Physics B3

Continuous-variable guantum key distribution based on continuous random basis choice

Weiqi Liu(x14E2H), Jinye Peng(e2idtl), Peng Huang(Z ), Shiyu Wang (¥ #), Tao Wang(F#), Guihua Zeng(t v14£)
Citation:Chin. Phys. B . 2018, 27(7): 070305. doi: 10.1088/1674-1056/27/7/070305

Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb

What follows is a list of articles you may be interested in

Practical security of continuous-variable quantum key distribution under finite-dimensional
effect of multi-dimensional reconciliation

Yingming Zhou(JH #iH]), Xue-Qin Jiang(#2% /1), Weiqi Liu(x114EEH), Tao Wang(+ %), Peng Huang(i#4 1), Guihua Zeng(%4
)

Chin. Phys. B . 2018, 27(5): 050301. doi: 10.1088/1674-1056/27/5/050301

Entangled-photons generation with guantum dots

Yuan Li(%*iz), Fei Ding(] &), Oliver G Schmidt
Chin. Phys. B . 2018, 27(2): 020307. doi: 10.1088/1674-1056/27/2/020307

Quantum light storage in rare-earth-ion-doped solids

Yi-Lin Hua(*£1f#), Zong-Quan Zhou(JH524), Chuan-Feng Li(Z£%%), Guang-Can Guo(¥5¢All)
Chin. Phys. B . 2018, 27(2): 020303. doi: 10.1088/1674-1056/27/2/020303

Cancelable remote gquantum fingerprint templates protection scheme

Qin Liao(Z42), Ying Guo(5Fidl), Duan Huang(#4 i)
Chin. Phys. B . 2017, 26(9): 090302. doi: 10.1088/1674-1056/26/9/090302

Spherical reconciliation for a continuous-variable guantum key distribution

Zhao Lu(/~ %), Jian-Hong Shi(5: #41'), Feng-Guang Li(ZFxt)
Chin. Phys. B . 2017, 26(4): 040304. doi: 10.1088/1674-1056/26/4/040304


http://cpb.iphy.ac.cn/EN/abstract/abstract72331.shtml
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn/EN/abstract/abstract72012.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract72012.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract71629.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract71466.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract70523.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract69637.shtml

Chin. Phys. B Vol. 27, No. 7 (2018) 070305

Continuous-variable quantum key distribution based on continuous
random basis choice”

Weiqi Liu(X|4E3H)!,

Jinye Peng(Zi#hlk)!, Peng Huang(FM%)> 7,

Shiyu Wang(VE 1 8)2, Tao Wang(FE#4)?, and Guihua Zeng(% 5t#)!2#

1 College of Information Science and Technology, Northwest University, Xi’an 710127, China

2State Key Laboratory of Advanced Optical Communication Systems and Networks, Shanghai Key Laboratory on Navigation and Location-based Service,
and Center of Quantum Information Sensing and Processing (QSIP), Shanghai Jiao Tong University, Shanghai 200240, China

(Received 12 March 2018; revised manuscript received 8 April 2018; published online 25 June 2018)

Gaussian-modulated coherent state quantum key distribution is gradually moving towards practical application. Gen-
erally, the involved scheme is based on the binary random basis choice. To improve the performance and security, we
present a scheme based on a continuous random basis choice. The results show that our scheme obviously improves the
performance, such as the secure communication distance. Our scheme avoids comparing the measurement basis and dis-
carding the key bits, and it can be easily implemented with current technology. Moreover, the imperfection of the basis
choice can be well removed by the known phase compensation algorithm.

Keywords: continuous-variable quantum key distribution, basis choice
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1. Introduction

Quantum key distribution (QKD) is an application of
quantum information sciences, enabling two partners (Alice
and Bob) to share a secret key, which in turn allows them to
communicate securely. The security is guaranteed by Heisen-
berg’s uncertainty principle and the no-clone theory. Since
almost ten years ago, lots of interest has arisen in continuous-
variable quantum key distribution (CVQKD), which provides
various CVQKD protocols.['®! One of the most favorable
protocols is the Gaussian-modulated coherent state (GMCS)
protocol.”=%! In this protocol, Alice performs Gaussian mod-
ulation to encode the key information, by modulating the
quadratures X and P (using the amplitude and the phase modu-
lators) of few-photon coherent states with a centered Gaussian
distribution. These states are then sent along with a phase ref-
erence through the quantum channel to Bob, who randomly
measures one of the two quadratures (X or P) using a ho-
modyne detector, or both quadratures simultaneously with a
heterodyne detector. So far, several experimental implemen-
tations have been carried out by several groups. Meanwhile,
the unconditional security of the GMCS QKD against general
collective and coherent eavesdropping attacks has been fully
proved in some references. [10-14]

Generally, the GMCS QKD protocol with homodyne de-
tector requires a binary random basis choice, i.e., 0 or /2,
which makes Alice and Bob have to discard half of their

data. Moreover, the devices and applications used in the
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practical system may be imperfect, which will incur loop-
holes to Eve in practical application. This points to the prac-
tical security which has been investigated widely, such as
the laser source, !>~ the beam splitter (BS),'8-211 the local
oscillator,?223] the detector, 2241 and the software or hard-

25.26] and the basis choice.

ware for the phase compensation!
For the binary random basis choice, Bob randomly modu-
lates 0 or /2 on the phase modulator (PM) to measure either
quadrature of the received quantum state. Maybe we can pro-
pose another alternative figuration of CVQKD system, so that
the performance and practical security of the system may be
improved.

In this paper, we present a GMCS QKD scheme based on
the continuous random basis choice, in which Bob randomly
measures the received states depending on the continuous ran-
dom phase, then Alice reshapes her data. The security of this
scheme is guaranteed by the no-cloning theorem and the un-
certainty principle. To testify the performance and security of
the scheme, we calculate the secret key rate under collective
attacks when using reverse reconciliation and investigate the
practical security under realistic quantum channel and detec-
tor. The simulation results show that the continuous random
basis choice does improve the performance, such as the secure
communication distance, and the imperfect basis choice can
be well removed by the perfect phase compensation algorithm.
Moreover, this scheme avoids comparing the measurement ba-
sis and discarding the key bits, and it can be implemented with
current technology easily.
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The paper is organized as follows. In Section 2, we intro-
duce the GMCS QKD scheme based on the continuous ran-
dom basis choice. In Section 3, the secret key rate of the
scheme under collective attacks is calculated. In Section 4, we
analyze the practical security induced by the imperfect basis
choice. Conclusions are drawn in Section 5.

2. Scheme description

In the prepare-and-measurement (P&M) model of a stan-
dard GMCS QKD scheme, Alice randomly prepares an en-
coded quantum state and sends it to Bob for detection. Alice
and Bob broadcast their measurement bases via an authenti-
cated channel. They discard all polarization data sent and re-
ceived in different bases and use the remaining data to generate
a sifted key. Here we substitute the continuous random basis
choice in our scheme, which avoids comparing the measure-
ment basis and discarding the key data. The P&M model of
our scheme is shown in Fig. 1. In detail, the quantum trans-
mission procedure is described as follows.

(I) Alice generates two Gaussian random numbers X and
Px with mean values 0 and variances V5. Meanwhile, Bob
generates a random bit b.

(IT) Alice prepares the quantum coherent state. The initial
quantum coherent state with shot noise (0Xa,dP4) is modu-
lated by the amplitude and the phase modulator to obtain the

(a)

(60X A,0Px)

Alice

(N |
= "é% | I—{ Ps| |
|: mg | (6,0—7/2) |
|
|: @

coherent state centered at (Xa,Pa). Then Alice sends the pre-
pared states to Bob through the quantum channel, which fea-
tures a transmission efficiency 7 and an excess noise €. The
total channel added noise referred to the channel input, ex-
pressed in shot noise units, is defined as Yjine = 1/7T — 1 +€.

(IIT) When Bob receives the modulated coherent state, he
randomly measures the quadratures by a detector depending
on the continuous random phase 6 (from O to 27). The con-
tinuous random basis choice is implemented by PM at Bob’s
side, which is based in the random bit b. The detection-added
noise referred to Bob’s input is defined and expressed in shot-
noise units as Yhom = (1 — N + Ve1)/N, where 1 denotes the
efficiency of the detector and V, is the detector’s electronic
noise. The total noise referred to the channel input can then be
expressed as Yot = Xline + Xhom/7T -

(IV) Bob informs Alice the phases 6 that he selects
in each time and keeps his measurement outcomes mp =
XacosO + Py sin6. Then Alice reshapes her data depending
on 6.

(V) Finally, Alice and Bob apply reconciliation and pri-
vacy amplification algorithms to extract a private binary key
string from the shared information. The reconciliation is di-
rect when Alice’s data are used as a reference for establishing

the key and reverse when the reference is Bob’s data.

EPR

BS Homodyne |

Bob

Fig. 1. (color online) The P&M model of the GMCS QKD scheme based on the continuous random basis choice. (a) The schematic model.
A represents the amplitude modulator (AM), P represents the phase modulator, and RNG represents the random numbers generator. (b) The
modulation module at Bob’s side, which can be equivalent to the dotted box in (a). 6 can be equal to the binary random basis choice 0 or 7/2

with the phase shifts 6 or 6 — /2. PS means the phase shifts.

Actually, this scheme can be seen just as one specific case
of the well-known GMCS model with special known phase
shifts @ or 6 — 7r/2, as shown in Fig. 1(b). That is, the se-
curity against collective and coherent eavesdropping attacks
will be the same as that of the general GMCS QKD proto-
col. The proposed scheme has several distinct features. We
can implement this scheme with current technology easily and
the scheme avoids comparing the measurement basis and dis-
carding the key bits. The reconstruction of Alice’s data may
be implemented in the data post-processing procedure, which
will reduce the complexity of the system. Specially, the pro-
posed scheme does increase the performance of the CVQKD
system and it is secure even when we apply the same angle
6 to hundreds of frames. In the intercept-resend attack, Eve

makes a heterodyne measurement (X5 and Py ) of each incom-

ing quantum state sent by Alice through the quantum channel,
then prepares a coherent state according to her measurement
results and sends it to Bob.[>”] However, the uncertainty prin-
ciple prevents her from doing so. The eavesdropper cannot
accurately measure the X5 and Pp at the same time, so will
not exactly know the sent quantum states and successfully at-
tacks the system though the 0 is published. In the proposed
scheme, when Eve wants to intercept and measure the pulses
sent by Alice, because the angle for the basis choice is from 0
to 27, she cannot guess the angle correctly. Eve must simulta-
neously measure the quadratures, then she will inevitably in-
duce at least two shot-noise units of excess noise/*’! and ob-
tain little information. It should be mentioned that it is inse-
cure when we apply the same angle to hundreds of frames in
the GMCS QKD protocol based on the binary random basis
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choice. Because there are only two possibilities of angle for
the basis choice, Eve can intercept the pulses sent by Alice
and accurately measure the quadrature X5 (or Py) by the ho-
modyne detector. She can control the interception proportions
to further decrease the excess noise to a normal level without
being detected and then obtains the information sent by Alice.

3. Performance analysis

In the following, we derive the expression of the secret
key rate of the proposed scheme for the case of collective
attacks. It is well known that the P&M scheme is formally
equivalent to the corresponding entanglement-based (E-B)
scheme.!®! In the E-B scheme, the coherent state preparation

is modeled by a heterodyne measurement of one half of a two-
mode squeezed vacuum (EPR) state of variance V = Vj + 1.
The other half of the EPR state is sent to Bob through the quan-
tum channel. Bob’s detector inefficiency is modeled by a BS
with transmission 17, while its electronic noise V| is modeled
by an EPR state of variance Vj, one half of which is entering
the second input port of the BS, as shown in Fig. 2. The vari-
ance for the homodyne detector is Vg = 1+ Vg /(1 —1).28
Finally, Alice and Bob proceed with classical data processing
procedures, which include a reconciliation algorithm. Reverse
reconciliation has been shown to offer a great advantage in the
QKD system, therefore calculations in this paper have been
performed for this case.

quantum channel

quantum
memor

Fig. 2. (color online) The E-B model of the GMCS QKD based on the continuous random basis choice.

In the case of collective attacks, Eve interacts individually
with each pulse but is allowed to wait for the entire classical
procedure to end before performing the best possible collective
measurement on her ensemble of stored ancillae. The maxi-
mum information of Bob’s key available to Eve is limited by
the Holevo bound

x8E = S(PE) — / dmg p(ms)S(pg"), (1

where mg represents the measurement of Bob, p(mg) is the
probability density of the measurement, pg > is the eavesdrop-
per’s state conditional on Bob’s measurement result, and S is
the Von Neumann entropy of the quantum state. Due to the
fact that Eve can purify the system AB;, and that Bob’s mea-
surement purifies the system AEFG (see Fig. 2), ygg becomes

xBE = S(Pas,) — S(PyFc)- 2)

For collective attacks, the Gaussian attacks are optimal. Thus
itis enough to consider the Gaussian states and for one n-mode
Gaussian state, the entropy can be expressed as

S(p)=;G<’L"2‘1>, 3)

where A; are the symplectic eigenvalues of the correspond-

ing covariance matrix y characterizing the state, and G(x) =
(x+1)log,(x+ 1) —xlog, x.

Therefore, the covariance matrix y4p,, which depends on
the system including Alice and the quantum channel, can be
written as

V-1,

T(VZ-1)-o; @

YAB, = T(V —‘y—%]ine) ) 12 )

where the matrices 1o = [} 9], and o, = [} %]. Then we

need to calculate the symplectic eigenvalues of the covariance
matrix 25, which can be written as

mp __ T
YarG = YAFG — O arG:3, H O AFG:B;.- )

In the above equation, H = [X (8)v5, X (0)]M?, where MP
stands for the Moore—Penrose pseudo-inverse of a matrix and

we have!29-30]

Q)

cos® O
X_[ 0 sine}'

The matrices vp,, YArG, and o 4rg;p, can be derived from the
following covariance matrix:

T
YAFG O AFG;B, } (7

YAFG:B3; =
OAF G;B 3 'YB 3

where YarG;;, = (YBS)T['yA;_z;1 @’yFog}YBS, here g g is writ-

ten as
Va-1p \/(Vi-1)-0;
YRG = ) (8)
\/(de—U'Gz Va-1z

and Y'BS is calculated as

1, 0 0 0

yBS _ 0 \/ﬁ']-Z vi-n-1, 0 9)
0 —/1-1m-1, NAERY) 0
0 0 0 1,

Finally, the above matrices are calculated as
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_ nT(V+XIine)+Vd(1*n) 0 (10)
B3 = 0 NT(V + xine) +Va(1—=1) |’
I nT(v:-1) 0 1
0 nT(V:—1)
A 0
OArGB, = 0 A , (11
—/(1=m)(Vi-1) 0
I 0 VI=mVi=1) |
% 0 B 0 0 0 ]
0 v 0 -B \/(Vi-1)n 0
B 0 C 0 0 —/(VZ—1)n
wre=| B 0 c Vi 0 : (12)
0 (VZ—1)n 0 0 0 Vy
0 0 —/(V2-1)n 0 0 0
with
A= /N1=1)(V+ Xine)T —Vayn(1—m), B=y/T(V>2=1)(1-1n), C=(1-1)(V+ Line)T +Va.

Here we assume that the distribution of 6 is symmetric and uniform, and define k = E [cos? 8], where E [X] denotes the expectation

of the random variable X. The parameter k is related to the chosen distribution of the continuous random phase. Because 6 can

be any angle from 0 to 277 and -3, is not associated with 6, finally the matrix X v, X is given as

X'YBgX: 0

We now have all the elements required to proceed to the
calculation of the symplectic eigenvalues. In addition, the mu-
tual information of Alice and Bob, I5g, is derived from Bob’s
measured variance Vg and the conditional variance Vg4,

1 VB 1 V + Xiot
IAB =—1lo — =10
208 Va2 £ + Xtot

. (14)

Given the parameters Vy, T, €, Ve, B, and 7, Alice and Bob
can obtain the shared information, as well as the maximal
bound on the information available to Eve. Finally, they will
derive the secret key rate of the proposed scheme based on
R = BIap — xBE, where J is the efficiency of the reverse rec-
onciliation. The secret key rate of the proposed scheme against
the collective attacks is plotted in Fig. 3. As a comparison, we
also plot the secret key rate of the conventional GMCS QKD
system with the same parameters. The results show that the
use of the continuous random basis choice does improve the
performance of the system, such as the secure communication
distance. Moreover, we study the secret key rate of the pro-
posed scheme under different expectations of the uniform dis-
tribution and find that the performance is obviously different
when we choose the different expectations of the distribution
of the continuous random phase. Meanwhile, the performance
of the proposed scheme is best when the expectation k = 0.5.

[NT(V + Xtine) + Va(1— 1)k

0

(NT(V 4 Xiine) +Va(1=m)](1 —k) | (13)

10

cooo
e\ B g

0.1

0.01

Secret key rate/bits per pulse

0.001
0

Distance/km

Fig. 3. (color online) The secret key rate of the scheme against the col-
lective attacks. The curve at the left-most position represents the secret
key rate of the GMCS QKD based on the binary random basis choice.
Then from left to right, the curves represent the secret key rates of our
proposed scheme with the parameters k = 0.8, 0.7, 0.6, and 0.5, re-
spectively. Meanwhile, other parameters of the simulation are Vs = 30,
£€=0.01,1=0.6,V, =0.01,and B =0.9.

4. Practical security analysis

For any practical CVQKD system, the security includes
not only the theoretical security, but also the practical secu-
rity induced by the devices and applications. In our proposed
scheme, the continuous random phase 6 is needed for the basis
choice. However, because of the imperfections of the digital
to analog convertor (DAC) and PM, the real phase values ap-
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plied to the system 6’ may be not equal to the expected phase
values 0, which will increase the excess noise of the system
and induce a loophole.

Considering a practical basis choice with the imperfect
DAC and PM, the output mode can be denoted as

mp = Xacos0' + Ppsin6’. (15)

When defining 66 = |6 — 6|, this imperfection will be equiv-
alent to adding an extra phase shift operation U(66) =
exp(i60ata) on Bob’s signal states. 66 denotes the phase
drifting after the imperfect basis choice, which follows a prob-
ability of p(80). We assume that the distribution 66 is sym-
metric and k = (E[cos §0])%. If Alice and Bob are not aware
of the imperfection of the basis choice, the transmission effi-
ciency and the excess noise used in the evaluation of the secret

key rate become!?*!
T* = «T, (16)
ef=le+(1—x)(V-1)]/x. (17)

When Eve performs collective attacks, then the secret key rate
under the reverse reconciliation is derived as

R* = BIXp — XBE> (18)

where I{g is the mutual information between Alice and Bob
with the imperfect basis choice procedure, and xfp is the
Holevo bound on the information between Bob and Eve with
the imperfection. The total noise and the total channel added
noise will be denoted as x5 = x5 + X /T and x5 =
1/T* — 1+ €¥, respectively.

The secret key rate R is plotted in Fig. 4. The noise of
the imperfect basis choice is weighted by the parameter k, thus
we plot the secret key rate with different parameters k. The
results show that the secret key rate is affected by the imper-
fection, since it affects the mutual information between Alice
and Bob, and increases the information eavesdropped by Eve
on the final key. Actually, this issue also exists in the GMCS
QKD protocol involving the basis choice procedure, but can
be well solved by the phase compensation algorithm.[2>-31]

In the CVQKD system, the phase shift between the lo-
cal and signal pulses is inevitable due to the variation of tem-
perature and vibrations in the environment. The phase shift
may affect the stability and the final key rate of the system.
To overcome this issue, the phase compensation is a necessary
procedure in practical applications of the CVQKD system. We
introduce some brighter and randomly labeled stabilization
pulses that are not used for generating a raw key, which can
therefore be used for the calculation of the phase shifts. The
stabilization pulses are sent in known phase states and placed
at random positions within the weak quantum signals. When
Bob receives the data, he firstly extracts the stabilization pulses

and calculates the values of the phase shifts. Then Alice recon-
structs the quantum data and Bob performs a linear operation
on the received data.*! In order to effectively compensate the
phase shifts, the phase variation of the phase shifts should be
less than the inaccuracy of the phase compensation algorithm.
We test our algorithm in practice, the precision can reach 0.1°
for each frame. Considering the angles of each pulse are the
same, then 0.1° represents k = 1.12°] Meanwhile, according to
the above analysis, k = 0.99 represents 60 = 1.8°. Therefore,
the precision of our phase compensation algorithm can meet
the requirement of eliminating the imperfections of the basis
choice. To demonstrate the effect of elimination, we simu-
late and plot the red marked curve in Fig. 4. The result shows
that the red marked curve and the curve with the perfect basis
choice are roughly coincident. In other words, the phase com-
pensation algorithm can well solve the imperfections induced

by the basis choice.

Secret key rate/bits per pulse

104 1 1 1 1 1
0 10 20 30

Distance/km

Fig. 4. (color online) The secret key rate as a function of the transmis-
sion distance of optical fiber with loss coeffiency 0.2 dB/km for different
degrees of imperfection of continuous random basis choice (perfect ba-
sis choice corresponds to kK = 1). The curves without the marked points
from right to left represent the secret key rates for k = 1, 0.997, 0.993,
and 0.98, respectively. The red marked curve represents the result of
eliminating the imperfections by our phase compensation algorithm.

5. Conclusion

We have explored the possibility of enabling the GMCS
QKD with the continuous random basis choice. The secret key
rate of the proposed scheme under collective attacks has been
calculated and the result shows that the use of the continuous
random basis choice does improve the performance of the sys-
tem, such as the secure communication distance. Moreover,
the devices and applications may be imperfect in the practical
system and we investigate the practical security of the scheme
with the imperfect basis choice procedure. The results show
that this imperfection will decrease the secret key rate and thus
incur insecurity of the system. Fortunately, this issue can be

well solved by the perfect phase compensation algorithm.
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