http://cpb.iphy.ac.cn
http://iopscience.iop.org/cpb

Chinese Physics B

Practical security of continuous-variable quantum key distribution under finite-dimensional

effect of multi-dimensional reconciliation

e

Yingming Zhou(F #if), Xue-Qin Jiang(¥#% =~ /), Weiqi Liu(xl4i#), Tao Wang(L#), Peng Huang(# 1),
Guihua Zeng (% 5t 1£)
Citation:Chin. Phys. B . 2018, 27(5): 050301. doi: 10.1088/1674-1056/27/5/050301

Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb

What follows is a list of articles you may be interested in

Entangled-photons generation with guantum dots

Yuan Li(%=iz), Fei Ding(T &), Oliver G Schmidt
Chin. Phys. B . 2018, 27(2): 020307. doi: 10.1088/1674-1056/27/2/020307

Improving continuous-variable guantum key distribution under local oscillator intensity attack
using entanglement in the middle

Fang-Li Yang(# 75 ill7), Ying Guo(ZBil'), Jin-Jing Shi(f 4:/#), Huan-Li Wang(F:4L), Jin-Jin Pan(i&#75)
Chin. Phys. B . 2017, 26(10): 100303. doi: 10.1088/1674-1056/26/10/100303

Spherical reconciliation for a continuous-variable guantum key distribution

Zhao Lu(/4l)), Jian-Hong Shi( 522 4T), Feng-Guang Li(ZX0%)
Chin. Phys. B . 2017, 26(4): 040304. doi: 10.1088/1674-1056/26/4/040304

Quantum hacking of two-way continuous-variable quantum key distribution using Trojan-horse
attack

Hong-Xin Ma(%3%), Wan-Su Bao(ffifiz 75), Hong-Wei Li(% %), Chun Chou(Ji%)
Chin. Phys. B . 2016, 25(8): 080309. doi: 10.1088/1674-1056/25/8/080309

Rise of quantum correlations in non-Markovian environments in continuous-variable systems

Liu Xin, Wu Wei
Chin. Phys. B . 2014, 23(7): 070303. doi: 10.1088/1674-1056/23/7/070303


http://cpb.iphy.ac.cn/EN/abstract/abstract72012.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract72012.shtml
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn/EN/abstract/abstract71629.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract70728.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract70728.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract69637.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract67825.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract67825.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract59838.shtml

Chin. Phys. B Vol. 27, No. 5 (2018) 050301

Practical security of continuous-variable quantum key distribution
under finite-dimensional effect of multi-dimensional reconciliation*

Yingming Zhou(J& Fi#H)!, Xue-Qin Jiang(# ¥ /)3, Weiqi Liu(Xl|4EH)2,
Tao Wang(E£7%)", Peng Huang(# /%), and Guihua Zeng(% #14E)!3#

1State Key Laboratory of Advanced Optical Communication Systems and Networks, Shanghai Key Laboratory on Navigation and Location-based Service,
and Center of Quantum Information Sensing and Processing (QSIP), Shanghai Jiao Tong University, Shanghai 200240, China

2Col]ege of Information Science and Technology, Northwest University, Xi’an 710127, China

3 School of Information Science and Technology, Donghua University, Shanghai 201620, China

(Received 15 January 2018; revised manuscript received 10 February 2018; published online 26 April 2018)

The well-known multi-dimensional reconciliation is an effective method used in the continuous-variable quantum key
distribution in the long-distance and the low signal-to-noise-ratio scenarios. The virtual channel employed to exchange data
is generally established by using a finite-dimensional rotation in the reconciliation procedure. In this paper, we found that
the finite dimension of the multi-dimensional reconciliation inevitably leads to the mismatch of the signal-to-noise-ratio
between the quantum channel and the virtual channel, which may be called the finite-dimension effect. Such an effect
results in an overestimation on the secret key rate, and subsequently induces vital practical security loopholes.
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1. Introduction

Quantum key distribution is a vital practical application
in quantum information science.!!:?! It enables two legitimate
parties, which are always called Alice and Bob, to produce
a shared random secure secret key via a quantum channel,
even in the existence of an eavesdropper, generally called Eve,
who possesses limitless ability. Its security is guaranteed by
the quantum mechanics laws, e.g., the Heisenberg uncertainty
principle and the quantum no-cloning theorem. Currently
two implementation methods, i.e., the discrete variable quan-
tum key distribution and the continuous variable quantum key
distribution (CVQKD), are often referenced. The CVQKD
scheme usually encodes information on the position and mo-
mentum quadratures of quantum states. 3! It has the merits of
a potentially high bit rate and compatibility with classical op-
tical communication. In the past few years, the CVQKD have
made a great number of achievements in both theories>™!
and experiments. ®-8] One of the most notable achievements is
that the Gaussian modulated coherent state (GMCS) scheme 9!
has been proven to be secure against collective attacks!®~!?]
and coherent attacks.[!3-10! Its practical securities with imper-
fection of the deployed devices in the CVQKD system have
also been investigated.!!”->*! In order to defend against practi-
cal attacks, real-time monitoring technologies are extensively
adopted to prevent both attacks and signal disturbance.[?>-28!
Recently, field tests based on the GMCS scheme in telecom-
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munication optical networks have been successfully imple-
mented by several groups./2°-3!]

A standard CVQKD system commonly consists of three
phases, i.e., the quantum communication, the reconciliation,
and the privacy amplification. In the quantum communication
phase, Alice sends a string of X through a quantum channel.
After performing a measurement of quadrature states by using
abalanced homodyne detector, Bob obtains a string of Y which
is correlated to X. Then, Alice and Bob obtain a string called
the raw key. After that, with the purpose of checking the ex-
istence of Eve, the parameter estimation is indispensable and
it determines whether they should abort or reserve the subset
of remaining strings. In the reconciliation step, Alice and Bob
achieve the same fix-length secret key strings by correcting er-
rors between the secret key strings obtained by Alice and Bob.
After the reconciliation step, Alice and Bob extract the secure
secret key with a privacy amplification algorithm.

As is well-known, the reconciliation efficiency and speed
are directly related to the transmission distance and the secret
key rate of the involved CVQKD system. Generally, a high
reconciliation efficiency improves the secure transmission dis-
tance and the secret key rate, while a high reconciliation speed
is necessary to realize the high bit-rate CVQKD. Currently, the
reconciliation has become a main bottleneck for the CVQKD
implementation in the high-rate and long-distance scenarios.
By far, several typical reconciliation schemes have been pro-
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posed. The proposed slice reconciliation scheme!*?! quanti-
fies the continuous variables to several layers, and then de-
codes them with correct-codes such as LDPC codes or BCH
codes to obtain the same bit strings at both Alice and Bob’s
sides. This scheme has low decoding complexity, but its rec-
onciliation efficiency is low and needs to be improved in a
practical application. Because the raw keys follow a Gaussian
distribution, it is more difficult to distinguish the signal in the
presence of noise. In light of such a case, the post-selection

scheme33-37]

was proposed to remove the small values and
keep the big ones. Unfortunately, its security against arbitrary
general attacks has not yet been proved. A most useful scheme

called multi-dimensional reconciliation >8]

was put forward to
validly enhance the reconciliation efficiency and transmission
distance in case of low signal-to-noise (SNR). With the assis-
tance of multi-edge LDPC codes, such kinds of schemes[39:40]
have achieved transmission distances up to 150 km!*!! and de-
coding speeds up to 25 Mb/s.[4?]

We note that all of the available multi-dimensional recon-
ciliation schemes are essentially finite dimensions,*?! which
actually deviates from the theoretical requirements of the rec-
onciliation procedure. This deviation results in the so-called
finite-dimensional effect (FDE), i.e., giving rise to the SNR
mismatch between the quantum channel and the introduced
virtual channel, subsequently, inducing the practical secu-
rity loopholes. In this paper, we investigate the FDE of the
multi-dimensional reconciliation scheme and its influences
on the practical security of the involved CVQKD system.
Since the multi-dimensional reconciliation scheme has finite
dimensions, we find that the virtual channel follows a stu-
dent’s ¢-distribution but not a Gaussian distribution, even if not
the binary input additive white Gaussian noise channel (BI-
AWGNC), which is an approximation of the Gaussian channel
at low SNR situation. Particularly, we find that the FDE may
lead to the SNR mismatch between the quantum channel and
the virtual channel. Consequently, it results in overestimation
on the secret key rate, and then introduces practical security
issues.

In Section 2, the
multi-dimensional reconciliation scheme is reviewed briefly,

This paper is organized as follows.

then the FDE of the multi-dimensional reconciliation is inves-
tigated in Section 3. The influence of the FDE on the CVQKD
is explored in Section 4. In Section 5, we investigate the prac-
tical loopholes in the involved CVQKD system induced by the
FDE. Finally, the conclusions are drawn in Section 6.

2. Review of multi-dimensional reconciliation
scheme

Different from the previously practical security issues due
to imperfections of devices deployed in the CVQKD system,

the practical security loopholes studied in this work are in-
duced by imperfections of the employed algorithm but not the
devices. In other words, in this paper we focus on the imper-
fections of the multi-dimensional reconciliation scheme. For
clarity, we review briefly the multi-dimensional reconciliation
scheme in this section.

Generally, in the GMCS scheme, Alice’s information is
encoded with a bivariate Gaussian distribution in phase space,
and then Alice sends the information to Bob via a quantum
channel interfered by the eavesdropper and channel noise.
After Bob’s measurement with a balanced homodyne detec-
tor, Alice and Bob share N couples of correlated variables
{(x,3i)]i =1,2,...,N}, i.e., the raw key data, where x; is the
quadrature modulated by Alice, and y; is the quadrature mea-
sured by Bob. Here N is the total number of transmitted data,
N =m+n. Then, m couples of variables are randomly selected
to estimate the quantities that are required to compute the se-
cret key rate, and the remaining n pairs of variables are used
for the key establishment. In the wake of these steps, the data
are exchanged through a public authenticated channel so that
one may execute the reconciliation procedure which distills an
identical binary bit string between two parties. Thus the virtual
channel which is used to exchange data is built. The schematic
of the CVQKD with multi-dimensional reconciliation scheme
is shown in Fig. 1.
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Fig. 1. (color online) Schematic of the CVQKD system based on
the multi-dimensional reconciliation scheme with reverse reconciliation
procedure.

The basic idea of the multi-dimensional reconciliation
scheme is as follows. Firstly, map the non-uniform Gaussian-
distributed variable space generated by the quantum commu-
nication into a uniform-distributed variable space. Then, ran-
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domly choose a stochastic code words space whose prior prob-
ability meets a uniform distribution. After that, the chosen
code words are transmitted over a public authenticated clas-
sical channel. In such a case, the two legitimated parties who
share the key will not leak any side information about the code
words so that Eve cannot obtain any extra key information.
The multi-dimensional reconciliation scheme executes the fol-
lowing steps.

Step 1 Alice and Bob have to divide the obtained con-
tinuous variables into consecutive d-dimensional vectors in
the multi-dimensional reconciliation scheme for the purposes
of security. A common tactic is straightforward to assemble
every d successive continuous variables into a d-dimensional
vector. One may also recombine those elements after rearrang-
ing the continuous sequences such that x = {xj,x2,...,%4},
y={yi,y2,...,ya}.andn=d x I.

Step 2 Bob generates a uniform distribution random bi-
nary string S of length d (in the reverse reconciliation scheme)
via a quantum random number generator. The total size
n =d x| of the code S is bounded by the mutual informa-
tion between Alice and Bob, i.e., log,(n) < I(A;B). Then,
Bob randomly chooses d-dimensional vector u € {\_/—37, ﬁ}d
according to the binary phase shift keying (BPSK) encoding,
and sends the side information expressed by function f sat-
isfying f(y) = u and the generated syndrome to Alice. After
that, Alice computes f(x) = v with the function transmitted
over a public authenticated classic channel.

Step 3 Alice receives the noisy version of . In this way,
the two parties, i.e., Alice and Bob, build a virtual channel with
input u and output v. Afterwards, Alice tries to reconstruct u
by utilizing the intensive sum-product belief propagation algo-
rithm for decoding the LDPC code.[*3#*] The virtual channel
noise is eliminated and Alice shares the same key with Bob.

3. Finite-dimensional effect of multi-

dimensional reconciliation

According to the multi-dimensional reconciliation
scheme described in the above section, the function f ro-
tates the quadrature measure y into binary codeword u. In
practice, one may choose a function M so that M(y,u) -y =u
for every word y ~ N(0,1)¢ sent by Bob and every codeword
u e S in the regime of reverse reconciliation. Then, Bob
sends M = u-y~! to Alice through a public authenticated
channel (the multiplication and division operators are defined
in M(y,u)-y=uand M = u-y=1).[4 Assume the quantum
communication procedure to be a standard linear model, the
following relationship can be obtained:!'!l x = ¢y + z with
y~N(0,1)? and z ~ N(0,062)¢ , where £ = \/nT, and 1, T,
z are the detection efficiency, the transmission efficiency, and
the quantum channel noise term, respectively. In order to de-
rive the virtual channel model with input « and output v more

explicitly, we set £ = 1, i.e., without considering channel loss
in the reverse reconciliation. Then, the noisy version of u is
deduced as follows:
v=M-x

=u-y '(y+2)

e u.yy71_|_uy71 -z
utu-Z. 1)

y

The multi-dimensional noise in the virtual channel is given by
the term u - z/y, such that v = u+ € which is the rotated version
of quantum channel noise. Due to the spherical symmetry and
independence of the distribution on z and x, the noise of the
virtual channel follows the distribution
Z <
U-—r~uU- .
y [yl

Hereto we have established a virtual channel and succeeded in

@)

reducing the reconciliation problem to a channel coding prob-
lem. In this way, one can graft the post-processing procedure
of CVQKD on searching for a good code which has been de-
veloped maturely in the traditional communication system.

The noise of the virtual channel with input # and output v
is given by

e=vou=u~ou .

y [yl
According to the multi-dimensional reconciliation scheme, the

3

continuous variable x and quantum noise z are decomposed
. . . . -1 1 d
into d-.dlmensmnal vectors, and u sa.tlsﬁes ue{ L \/3} . So
the noise €; (i = 1,2,...,d), which is the element of vector €,
can be rewritten as

ﬁ(mizzi'“i&z)

VIR

ottt 4z4)-0

VIR
Vd
Let Z = %(zl +75+---+z4). Clearly, Z has zero mean and
62 /d variance. Subsequently, Z—0/(c/+/d) follows a nor-
mal distribution and y3 +y3 +--- +y3 ~ x*(d). Then, equa-
tion (4) may be expressed in a simplified form

o)

vi\'Z .

Jﬁ+ﬁ+m+ﬁ
d

€; o<

&)

€; &<

In the probability theory,®! the student’s ¢-distribution is de-
fined as follows. Let Q be a standard normal distribution,
ie., O ~ N(0,1), and P be a chi-squared distribution, i.e.,

P ~ x%(k). Meanwhile, Q and P are independent. Then let

t = —— ~t(k). (6)
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The ¢ satisfies the student’s ¢-distribution with k degrees of
freedom. In terms of the above definition of the student’s #-
distribution, the distribution of noise over the virtual channel
€ =(er,€2, -+, €4) can be expressed as follows:

g ~ %t(d). 7

That is, the noise of the virtual channel follows the student’s
t-distribution with d degrees of freedom. The noise € has a
zero mean and a noise variance of 62 /(d —2). Clearly, such a
channel does not follow the Gaussian distribution.

Now we study the SNR of the virtual channel. According
to the above calculation, the SNR of the virtual channel may
be calculated by
_d-2 1 d- 2S
T d o2 4%
where Sg =1/ o2 is the SNR of the quantum channel (physical

Sv ®)

channel).

Apparently, the SNR of the virtual channel is associated
with the reconciliation dimension d. The FDE of the multi-
dimensional reconciliation will be eliminated when d — co.
Actually, since the norm of d-dimensional vector x follows the
x(d) distribution, when d approaches to infinity, x(d) is ap-
proximately close to the Dirac distribution. In this way, the
small absolute value coordinates benefit the final key extrac-
tion and become abundant. In addition, with the dimension
d becoming larger, the virtual channel becomes closer to the
BIAWGN channel, even the AWGN channel in the practical
CVQKD system.

4. Influences of finite-dimensional effect on
CVQKD system

In this section, we investigate the impacts of the FDE on
the channel capacity, reconciliation efficiency, secure secret
key rate, and secure transmission distance of the CVQKD sys-
tem.

First, we consider the impacts of the FDE on the chan-
nel capacity. The capacity of the Gaussian channel, i.e., the
AWGN channel, is given by

1
CA == E logz(l +SG), (9)

where Sg refers to the SNR which is equal to 1/02. How-
ever, this channel capacity cannot be reached since the multi-
dimensional reconciliation scheme employs the BPSK encod-
ing. Previously, the virtual channel is often regarded approx-
imately as a BIAWGN channel, which uses a random vari-
able U € {—1,+1} as its input and outputs a random variable
V = U + €, where € is a zero mean Gaussian random variable
with variance 6. The capacity of BIAWGN is

oo
Cg = — @(V,SB)10g2(¢(V,SB))dV

1 1
— —log,(2me) + 3 log,(Sp), (10)

2
%‘; { exp ((v — ;)2SB)

2
+ exp <(V+;) SB)}7 (11)

and Sp corresponds to the SNR of the BIAWGN channel.
Since the practical virtual channel actually follows the

where

(P(V, SB) =

student’s 7-distribution, the capacity of the virtual channel is

given by
o0
¢ = [ b5y togs (. 5v))ds
d
+10g2£—H2> (12)
c
where

2
+ exp (_(x—k;) SV) }, (13)

Sv refers to the SNR of the virtual channel which is equal to

dd;z : é, and
iy = () [e(5) -(5)]
—I—logz{\/E-B[%,%H. (14)

Here ¢ (-) and B(-) are the Beta function and Digamma func-
tion, respectively. The Beta function is given by

(¢
B[Eﬁ] _vAs) 15)
2720 T4
and the Digamma function is expressed as
_T'(g)
I(q)

In the multi-dimensional reconciliation scheme, the di-

¢(q) 16)

mension is only restricted to d = 1,2,4,8 according to the
Hurwitz theorem of composition algebras,38! or the dimen-
sion is restricted to d = 16.1* Figure 2 demonstrates the in-
fluences of the FDE on the channel capacity when d = 8. As
a comparison, we also plot the AWGN channel capacity and
the BIAWGN channel capacity. As one may see from Fig. 2,
the channel capacities of the Gaussian channel and BIAWGN
channel are approximately equal in the low SNR situation.
However when d = 8, the 8-dimensional channel capacity is
much lower than that of the BIAWGN channel. Obviously,
this deviation will influence inevitably the performance and
practical security of the involved CVQKD system.
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Fig. 2. (color online) Channel capacity with respect to the SNR. The red
dash line represents the Gaussian channel capacity. The black solid line
represents the BIAWGN channel capacity. The blue dotted line repre-
sents the octonian channel capacity. The octonian channel capacity is
lower than the Gaussian channel capacity in the low SNR scenario.

Now we investigate the impacts of the FDE on the recon-
ciliation efficiency. Generally, the reconciliation efficiency
is defined as

A7)

where R is the code rate used for the reconciliation procedure,
and C(S) is the channel capacity when S corresponds to the
SNR. Consider the impacts of the FDE, based on Egs. (10),
(12), and (17), the reconciliation efficiency 3 in the virtual
channel is given by

5 _CB
Ba = C%ﬁ, (18)

where f in Eq. (18) represents the reconciliation efficiency of
the CVQKD system over the BIAWGN channel. The SBIAWON
which enters to the Cg is the SNR threshold on the BIWAGN
channel for the LDPC codes (size 22°) predicted by the density
evolution. The S, which enters to the C%, is the threshold on
the student’s ¢-distribution channel for the LDPC codes (size
229 predicted by the density evolution. Based on the den-

43] ¢BIAWGN
n,[ ] SDE

sity evolutio is smaller than Sh,; which enters

the C{I,. There is no definite numerical relationship between
Sglé\WGN and Sh. Clearly, the SNR between the quantum
channel and virtual channel would match when d trends to in-
finity. Then the reconciliation efficiency [fd approximates f3 in
the AWGN channel.

In Table 1, we list the reconciliation efficiency Bg in the
virtual channel based on Eqgs. (12), (17), and (18), which cor-
responds to the 8-dimensional reconciliation. The code rate R
is set as 0.02 and 0.05 quoted from Refs. [40] and [39]. Ap-
parently, since the virtual channel is not exactly a BIAWGN
channel, the efficiency is lower than the reconciliation effi-
ciency predicted by the density evolution on the BIAWGN
channel. It is shown that the reconciliation efficiency descends
from 96.9% to 91.3% when the FDE is considered.

Table 1. Reconciliation efficiency of BIAWGN versus rotation in 8-
dimensions. The SNR is 0.0492 on Bob’s side at 93 km (18.6 dB
losses). The code rate R is set as 0.02 and 0.05. The exact reconciliation
efficiencies [KNg on the virtual channel are lower than the efficiencies 8
without considering FDE. When the code rate R = 0.02, 8 = 96.9%,
and Eg = 91.3% are obtained.

R B/% Bs/% SBIAWGN SHe
0.05 95.8 89.7 0.075 0.083
0.02 96.9 91.3 0.029 0.042

Finally, we consider the influence of the FDE on the se-
cret key rate. According to Ref. [11], the secret key rate K
with n received pulses used for key establishment can be rep-
resented as follows:

K= %[BIAB — S A(n)], (19)

where n=N—m, € (0, 1) is the efficiency of the reverse rec-
onciliation, Izp represents the mutual information*®! between
Alice and Bob, which can be derived from Bob’s measured
variance Vg and the conditional variance Vg, i.e.,

VB 1 VB

1
IAB:*I :Elogzg, (20)

3 08> K\A
and Sgr¥ represents the maximal value of the Holevo infor-
mation compatible with statistics except with probability epg.
Since Bob’s detector is calibrated before the experiment and
cannot be controlled by Eve, S;EE is determined by the follow-
ing covariance matrix between Alice and Bob with finite-size

effect:

(Va+1)I
Tnin (V2 +2VA) 0 [Tnin(Va + €max) + 1] 12

Tonin (V2 +2Va) 0

Ihg = ; 2D

where matrices I, = [} 9] and o; = [} %], Tinin and &max corre-
spond to the lower bound of the transmission efficiency 7' and
the upper bound of the excess noise €, respectively. When m
is large enough (e.g., > 10%), we could compute Tiin and Emax
as follows: 1]

Thin = (gmin)za
2
ax — 1
Emax = Gma%. (22)

Furthermore, when m is large enough, ¢, and Gﬁlax can be
calculated by

1+¢
foin = VT = 2epon "

(1+Te)V2

Omax =~ 1+Te+ Zepp/2 Jm , (23)
where z¢ ./ follows
1 1
1— Eerf (ZEPE/Z/\@) = 5 €PE; (24)
and erf(-) is the error function defined as
2 [r _n
erf (x :—/ e "dr. 25
®=—= e3)
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Meanwhile, S5FF is calculated as follows:

2 L 5 .
Sei = ZG(A’Z 1) —ZG(A’Z 1>, (26)
i=1 i=3

where G(x) = (x+ 1)log,(x+ 1) —xlog,(x), and A; are sym-

plectic eigenvalues derived from the covariance matrices

1
Afy = 5(Aj: A2 —4B),
1
A3y = E(Cj: C2—4D),
As =1, X))
with
A = (Va+1)? = 2Tin(VZ 4+ 2VA) + [Train (VA + &max) + 1]7,
B = [(Tmin8+1)(VA+1)—TminVA]27

A(l -1 +Vel) + (VA+ 1)\/§+ Tmin(VA+€max) +1
N Tnin (VA + Emax + 1+ ver)
VB(Va+1+VB(1—n+va)/n)
NTmin(Va +€) + 14 ve '

a
|

)

D = (28)
In Eq. (19), A(n) is a linear function of n and related to
the security of privacy amplification. For a CVQKD system,

A(n) can be expressed as!!'!!

Al —7,/12078)

2 1
—log, — 29
+ n ng €pa ) ( )

where parameters € and epa, which are virtual parameters and
can be optimized in computation, denote the smoothing pa-
rameter and the failure probability of the privacy amplifica-
tion, respectively. In calculation, € and epy are usually set to
be equal to epg, i.e., € = €ps = €pg, because it is observed
that the value of A(n) mainly depends on n instead of these
two parameters.

Based on Egs. (27) and (28), one may evaluate the secret
key bit rate with finite-size effects under collective attacks. For
a practical pulsed CVQKD system, the bit rate of the secret
key is given by

R= frepKa (30)

where the secret key rate K is defined in Eq. (19) and fiep rep-
resents the repetition frequency. Let m be the typical value
m = N/2 = 10'°, the secret key rate may be regarded as a
function K = K(Va, T, €, vel, No).

Figure 3 demonstrates the relationship between the secret
key rate and the transmission distance with various reconcil-
iation efficiencies. It shows that the change of the reconcil-
iation efficiencies dramatically decreases the secret key rate,
while the secure transmission distance is approximately 20 km
shorter than the original one when we have not accounted for
the FDE. It is shown that the value with FDE is lower than that

without FDE at transmitted distance d = 93 km. If the FDE is
not considered, it would lead to the misevaluation of the se-
cret key rate, and then introduce a potential safety risk. Thus
we can see that the FDE is significant for a practical CVQKD
system.
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—o0—fB=91.3%
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a 10()'_ i
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Fig. 3. (color online) Secret key rate under collective attacks in finite-
size scenario. The blue solid line is the accurate secret key rate based on
the finite-size security. The red solid line is the secret key rate based on
the same finite-size scenario without considering the FDE. The block
length N is set as 2 x 10'% and the security parameter € = 1 x 10710,
The modulation variance Vj is 6, and the excess noise is setas £ =0.01.
The electronic noise at Bob’s side is v = 0.04.

5. Practical security loopholes

Commonly, the information characteristic of the intro-
duced virtual channel should accord with that of the quantum
channel in a CVQKD scheme. However, if they are not match-
ing, for example, the SNRs between the quantum channel and
the virtual channel are not the same, miscalculations on the
secret key rate are generated. Consequently, such kinds of im-
perfections will inevitably degrade the practical security of the
CVQKD system. The above section has demonstrated clearly
the difference of SNRs between the quantum channel and the
introduced virtual channel. Such difference, which is gener-
ated by the imperfections of the multi-dimensional reconcili-
ation scheme, will lead to loopholes for the practical security.
Actually, figure 3 has shown that the CVQKD system is inse-
cure beyond about 100 km.

In the above section, we have demonstrated the influences
of the FDE on the secure secret key rate and secure transmis-
sion distance. The most significant factor is that the FDE leads
to the SNR mismatch between the quantum channel and the
virtual channel. For example, the noise variation of the virtual
channel is 4/3 times of the one of the physical channel (Gaus-
sian channel) when d = 8. Correspondingly, the SNR of the
virtual channel is 3/4 times of that of the quantum channel.
Such change will decrease the actual reconciliation efficiency,
which has a significant influence on the secret key rate.

Figure 4 plotted, respectively, for different reconciliation
efficiency B and modulation variation Vs shows that the se-
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cure secret key rates will drastically decrease and the secure
transmitted distances will become shorter when considering
the FDE. In addition, the FDE would be greater as the mod-
ulation V5 becomes larger. This explains that there is a gap
between the secret key rate considering FDE and the one with-
out considering FDE. In this way, Eve can utilize such a gap to
engage in attack, such as intercept-resend attacks. Then Eve
can gain access to some of the information on the legitimate
parties. Thus the FDE can induce significant practical security

issues.
T T T T T T T T T T T T T
107k = Vy=4, 3=96.9% T
: ~e-Vy=4, B=91.3% 1
-A-V)y=8, B=96.9%
2 106 -v Va=8,3=91.3% |
& Va=12, 8=96.9%
B I =V, =12, 3=91.3% |
s
5} 105_ -
4 L
-
]
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£ 1044 i
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Fig. 4. (color online) Secret key rate under collective attacks in finite-
size scenario. The block length N is set as 2 x 10'° and the security pa-
rameter € = 1 x 10710, The excess noise & is set as 0.01. The balanced
homodyne detection efficiency is set to 7 = 0.6, and the electronic noise
at Bob’s side is ve = 0.04.

6. Conclusion

We have investigated the imperfections of the multi-
dimensional reconciliation scheme and the induced practi-
cal security loopholes. Such kinds of imperfections come
from the algorithm but are not induced by the devices of the
CVQKD system, which has been investigated previously. We
find that the binary input virtual channel is different from the
BIAWGN channel due to the FDE. In particular, the FDE leads
to SNR mismatch between the quantum channel and the vir-
tual channel, and subsequently results in significant influences
on the channel capacity, the reconciliation efficiency, and the
secure secret key rate. Consequently, it leads to overestimation
on the secret key rate, and then introduces practical security
loopholes.
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