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In this paper, we proposed the scheme for a passive round-robin differential-phase-shift quantum key distribution
(RRDPS-QKD) set-up based on the principle of Hong—Ou—Mandel interference. Our scheme requires two legitimate parties
to prepare their signal state with two different non-orthogonal bases instead of single in original protocol. Incorporating
this characteristic, we establish the level of security of our protocol under the intercept-resend attack and demonstrate its
detector-flaw-immune feature. Furthermore, we show that our scheme not only inherits the merit of better tolerance of bit
errors and finite-sized-key effects but can be implemented using hardware similar to the measurement device independent
QKD (MDI-QKD). This ensures good compatibility with the current commonly used quantum system.

Keywords: quantum key distribution, round-robin-differential-phase-shift, untrusted detector

PACS: 03.67.Dd, 03.67.Hk

1. Introduction

Quantum key distribution (QKD) systems facilitate two
legitimate parties (commonly named Alice and Bob) to share
their security keys in an information-theoretic secure way.
Since the conception of first such protocol, i.e., Bennett—
Brassard 1984 algorithm (BB84),[l QKD has attracted signif-
icant attention worldwide, following which, many similar pro-

2131 However,

tocols and experiments have been presented.!
these protocols inherently rely on the original version of the
Heisenberg uncertainty principle, which dictates that greater
the amount of information obtained by Eve, higher would be
the disturbance caused by her on the signal.l'4!7] The amount
of leaked key information, which is quantified by the phase er-
ror epp, can be deduced from the channel disturbance, which
in turn is quantified by the bit error ep;. However, this leads to
a fundamental limitation on the error rate existing in the con-
ventional QKD protocol. For example, in the BB84 protocol
equipped with strong symmetries, the phase error rate can be
estimated by the bit error rate, i.e., epn = epjr. In the extreme
case, where the bit flip error ep;r > 11%, no secure key can be
generated. In other protocols, normally there exists a relation-
ship between the two error rates, as a result upper bounds of
error rate thresholds generally exist.['8 This enforces a strin-
gent requirement on the environment of the system, rendering
certain issues of practical implementation challenging.
Recently, a new approach known as the round-robin
differential-phase-shift (RRDPS) QKD!'”! and its alternative
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scheme[20:211

was proposed. The costs of privacy amplifica-
tion of this protocol is estimated without any monitoring, but
depends exclusively on the state prepared by Alice, such as
the number of L sequential pulses and photons (N) in the L-
pulse signal. This distinctive property causes the protocol to
have a better tolerance against bit errors and finite-length ef-
fects. In theory, by maintaining a large enough value of L,
the scheme can tolerate up to 50% of bit error rate. How-
ever, the realistic experimental apparatus, which is not strictly
ideal, poses a serious and non-trivial threat to the security of
these protocols, as eavesdropper (denoted Eve) may exploit
loopholes caused by imperfections in the apparatus. Recently,
it has been proved, that RRDPS-QKD protocol is vulnerable

22.23] own to the dif-

when equipped with practical detectors, !
ferences between the theoretical and practical models. Here,
we present a new RRDQPS-QKD scheme, in which Alice and
Bob prepare their own state by using X or Y basis indepen-
dently, following which Bob uses Hong—Ou—Mandel (HOM)
type interference set-up to read the detected events with time
slots, and subsequently broadcasts this information to Alice.
Finally, they can calculate the secure key by using this de-
tected information. Since the clicks of detectors are publicly
announced, our scheme is immune to all attacks against de-
tectors. However, it cannot exclude all security assumptions
about the measurement device, because the original protocol
theoretically requires that Bob can arbitrarily choose between

an actual or alternative measurement processing.
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2. Apparatus setup and protocol

In the following paragraphs, we describe a setup of our scheme as depicted in Fig. 1. Alice and Bob independently prepare
a block-wise phase random optical pulse train consisting of L pulses, which are strongly attenuated to a value less than one
photon per pulse on average, and successively pass through an asymmetric Mach—Zehnder interferometer (AMZI), whose role is
to perform time-bin encoding with X or Y basis. Let us consider a simple case when both Alice and Bob have exactly one photon
in their L-pulse block. The states of Alice and Bob can be represented as follows:

ié, L

7oz & (Pl+ i) o),

where §, is a common random phase shift of all the pulses in a block; p represents a legitimate party, i.e., Alice or Bob;

15p L

ey

W= 2 Z (i, + et pl,) 10) =

Opi = (7/2)ap; + 7sp; is the relative phase between the signal state |s) and reference state |r) of the i-th pulse; I’Zr and piT_S
represent the creation operator of reference’s and signal’s i-th position, respectively, as shown in Fig. 1; ap; € {0,1} represenfs
the as chosen of X or Y basis for the i-th pulse and s,; € {0,1} denotes the random bit value of the i-th pulse. Hence, the relative
phase of two time-bin on the X and Y basis are ¢p;ix € {0, 7} and @iy € {7/2,37/2}, respectively.

N N

Bob
D1 D2
<>c d<>

QC a b

Alice

Fig. 1. (color online) Passive RRDQPS-QKD scheme. Alice and Bob use a local laser to generate a train of L-pulse independently, which are then encoded
onto relative phases of two time-bin r and s by a phase modulator (PM), Bob records the coincidence clicks. LD: laser diode; BS: a 50/50 beam splitter; PM:
phase modulator; QC: quantum channel; D1 and D2 in gray box means these two detectors are untrusted.

Since Alice and Bob can share a secure key successfully only when they use identical bases to encode corresponding state,
we consider only the situation when X basis is chose for simplicity, i.e., a, = a,; = 0. The common random phase §, cannot
influence the response of detectors, so this item is omitted from the following discussion. After the interference caused by the

beam splitter (BS), which replaces a (s) and bT (s) by

t T gt
Ciris) Tints) Cirts) ~ inis) @
vz V2
respectively, where c () and dT (s) AT€ the creation operators at the two detectors, the outcome becomes
L
=Y (af,+ (- 1pal ) o Z( (~1)"b],)
2L =N
LN (g sai (@ 4 gt LN (g i (gt
_ ﬁi;(qﬁdlﬁ( 1) (ci7s+di$s>)®2ﬁl;<c —df,+ (=1 (e, - d,))
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L& [0 =) (eldf = dle] ) + (=0 = (1)) (]l —d ], .
+E b _1\$bitSaj _ (__1)\SaiTSbj T gt ot ()
1<i<j<L _+(( 1) ( 1) ) ¢ deY dzs .8
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From Eq. (3), we can see that Bob counts photons occasion-
ally and randomly and records the values as a function of time.
Since there are two photons in a block, one from Alice and one
from Bob, Bob would obtain at the most two detection clicks.
He postselects to choose the block which corresponds to ex-
actly two detections and announces his choice of basis, detec-
tion results, and positions i and j corresponding to time-bins r
or 5. However, if i = j or Bob’s basis choice mismatched with
Alice’s, the results will be discarded. Hence, after the inter-
ference and Bob’s postselection, the quantum state at the two
detectors becomes one of the following

[1+ (=1t ef cf 10y, [14 (1) df d [0),
[T+ (=15t ef et |0y, [14(=1)"]d] d} |0),
(1= (=it el df [0y, [1—(=1)"]d] ¢} ]0),
[1 (=1t et df 10y, [1—<—1>‘w*‘bf]dj,?s\0>,

( 1)(‘4{1*%]) +(spitspi) | 15 jS|0>

] g g o).

Sai+Sa Spits, ,»)_
— (=)t | ot o),
(- 1)(Sa1+5a/) (spitspi) | les js|0>. “4)

This means Alice and Bob can calculate their raw key by uti-
lizing the following Table 1.

Table 1. Detector clicks corresponding to Alice’s and Bob’s raw key.

3. Security analysis
3.1. The ideal single photon source setup

For performing the security analysis, we consider an al-
ternative measurement model executed by Bob, as shown in
Fig. 2. In this model, in the case of single-photon situation,
Bob simply measures the location of the photon in the incom-
ing train of L pulses to determine one of the indices i, when
the first photon is detected. The other indices represented by j
are passively determined by the position of the rest photon. In
other words, Bob postselects the block where two clicks detect
photons at positions i and j, but owing to the indistinguishabil-
ity of photons, it is difficult to tell whether the photon causing
the click belongs to Alice or Bob. Suppose Bob’s photon is
at i, the L — 1 possible positions of Bob’s photon i (exclud-
ing the position of Alice’s photon j) have the same weight
owing to the symmetry of all the pulses. This is equivalent
to the procedure that Bob generates at a random bit b, and
eventually the Random Number Generator (RNG) announces
the value r, which determines the index j using the relation
j=i+(=1)’r(mod L), as depicted in the original RRDPS-
QKD protocol. !

We can prove this procedure to be equivalent to our pro-
tocol depicted in Fig. 1 in the context of the production of
outcome (i, j). An arbitrary single photon inputting to the in-
terferometer from Alice (possibly corrupted by Eve) and Bob

i-th Time-bin j-th Time-bin ~ Alice’skey  Bob’s key .
_ is represented as
c(d); and ¢(d); clicks:
r K Saj Spi
s r Saj 5/7? L + L +
s s Sai D Saj Spi D Spj Z Yaitt; @ Z Yoib; s ®)]
=1 i—1
c(d); and d(c); clicks: ! !
r Saj 1 Shj 5
s r Sai 16 s where P (i)=|7|" is the probability that a photon is found in
: Sai DSa; 1O 51 D5 i-th time-stamp. After interfering at BS, it transforms into
ot +
Z [(Yaz}’ijF}/aj')/bt) ( i / *di d;) Jr(')’aj}’bi*%inj) (Cid;*djcj)} |0> (6)

ij
Hence, the probability of outputting the (i, j) pair is

Yot Yos + Yo Wi+ | Yai Vi — YaiWoi|” = 2| Yai o]
+2| Y Wil )

where we have omitted the normalization for the sake of sim-
plicity. Considering the indistinguishability of photons, Bob
cannot tell whether the photon causing the click belongs to Al-
ice or Bob. However, it is not difficult to confirm that a photon
in the i-th input pulse fails to arrive at the valid timing with
probability 1/2, and is paired with each of the other (L — 1)

pulses with an equal probability of 1/[2(L — 1)]. General con-

siderations, the probability of (i, j) announced in Fig. 1 is

|Yaiybj‘2+|7bi7aj|2-

2(L—1) ®

Pr{i7j} =

For the model in Fig. 2, it reveals whether the photon was orig-
inally located in the i-th or in the j-th pulse. Hence, Bob can
J), such that the first index i al-

ways represents the detected position of the photon, and its

announce an ordered pair (i,
probability for i # j is given by

’ YaiVhj |

Pr(i,j) = -1

©))
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If we regard the announced pair as an unordered pair, its statis-
tics is identical to the pair corresponding to the one shown in
Fig. 1. This is confirmed by the relation

|Yai}/bj|2 + |YbIYa/|
2(L—1) 2(L-1)

Hence, the equivalence between the two measurement

Pr{i,j} = Pr(i,j) +Pr(j.i) = (10)

methods shown in Fig. 1 and Fig. 2 is proved. In the alterna-
tive measurement in the original protocol,!'”! the probability
of detecting photons at (i, j) is(P(i)+P(j))/2(L—1), where

P(i)=|y|*and P(j ’y/| because the signal states are pre-
pared by Alice. However, in our scheme discussed in this pa-
per, Alice and Bob independently prepare their encoded states

and the random delay r = |i — j| is generated through a passive

route. In principle, our protocol can be regarded as a scheme
equivalent to the original one. Since Alice has emitted just
one photon, most of the L bits should be unknown to Eve, for
values of L corresponding to L > 1. In Fig. 2, Eve’s inter-
vention only affects the decision of the photon at index (),
and the other index j(i) is chosen randomly from the rest of
the L — 1 bits. Thus, we may expect that Eve has little infor-
mation on s (i) and hence, on the different cases of s; @ s; as
listed in Table 1, & denotes binary addition. Thus, the phase
error epy, can also be bounded by 1/(L—1). The two bases
are used for the preparation of state, so the encoded states are
non-orthogonal and Eve cannot fully decipher the transmitted
signal. This characteristic will further enhance the security of

our scheme.

Y 7
Eve

' :

— — | L €T
- [ = I o i
| i |

T

= = —
{i, 5} {4, 5}
Alice Aternative measurement Bob
- A /
Fig. 2. (color online) Equivalent model of measurement. Bob obtains a click at position i or j, and generates two random numbers r € {1,...,L—1} and

b €{0,1} to obtain j =i+ (—1)°rori = j-+ (—1)"r, and publicly announces i and j to Alice.

To calculate the rate of secure key generation, we should
know two important parameters, which is the bit and phase er-
ror rate, respectively. While the bit error rate can be obtained
directly from the experiment, so we just need to estimate the
phase error rate, which is used to quantify the information dis-
closed to Eve.

Moreover, we need to consider an entanglement-based
virtual procedure performed by Alice, she encodes her signal
state by preparing an L-pulse state |¥) and L ancillary qubits
102) = (1/v/2) (|0x) + |1x)), where |-z) and |-x) represents
the state prepared by Z and X basis respectively. The initial

state prepared by Alice is represented as:
LT A
1) aee =272 T (10x) + (=1 1)) 199)
k=1

2ty <Hst ) ¥y, (11)

Se{01}t \k=

where s = (s1,52...5L), |sxx) is the k-th ancillary qubit, and
fiy, is the photon number operator which acts only on the k-th
pulse. The density matrix of the initial state of Alice’s ancil-
lary qubit is |0z) (Oz|. If Eve becomes aware of the result of

this measurement, then this state becomes

5 (10x) (0x+ [1x) (1) = 5 (102) 021 + 112} {1]) . (12)

Hence, the total phase error rate can be estimated by finding
the |1z) states. According to Eq. (11), the state of the k-th
qubit depends on the photon number corresponding to the k-
th pulse. If and only if the photon number n; is odd, its state
is |1z), and the corresponding number of odd-photon-number
pulses in the L-pulse train is no larger than total the numbers
of photon, N. Eve cannot determine Bob’s state, and the other
index j is chosen randomly from the (L — 1) candidates ac-
cording to the alternative measurement scheme presented in
Fig. 2. If only one basis is used by Alice and Bob to prepare
their states, the phase error rate can be bounded by N/(L—1).
However, in our scheme, there are two non-orthogonal bases,
which are used to randomly prepare four states. Thus, if Eve
performs a typical individual attack, i.e., intercept-resend at-
tack, she will eavesdrop the key information with a probability
of 1/2 at most, since the probability of basis matching between
Alice and Eve is 1/2. For the security of our scheme, we pes-
simistically assume that Eve can get full of the information,
when her basis is the same with that of Alice. Thus, the phase

100309-4
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error rate, when Eve performs intercept-resend attack, can be
bounded by N/2 (L —
tribution except in the i-th pulse corresponding to Bob’s post-

1). If we only consider the photon dis-

selection, a more strict bound on the total phase error rate can
be derived according to the method discussed in a previously
reported work.!?%! Tt is represented as
1 1-[L-3)/L-1D"
RISl 03

where the one factor 1/2 is because the basis matching between

Alice and Eve. It is noted that this phase error rate is also de-
duced in the case of intercept-resend attacks, and we will study
its more strictly bound under the general attacks in the future
works.

3.2. The weak coherence source setup

The security analysis above is based on an ideal single-
photon source. However, most experimental implementations
of QKD protocols are based on weak coherent sources that
have photon statistics given by the Poisson distribution. It is
well know that a weak coherent source with multiple decoy in-
tensities can be used to overcome the photon-number-splitting
(PNS) attack against the multiphoton pulses and achieve se-
cret key rates similar to an ideal single-photon source.?* Tt
has been proved that the decoy technique can be applied to
the RRDPS-QKD protocol,?>2¢ we will develop our scheme
based on the decoy state in the future work. Below we will
estimate the information leaked to Eve caused by the multi-

photon pulses.

1 L 2(1r jr+djrd;rr)

tr /s

Lr—J,r L,r ]r

+7
AL\ i Tier | 4 2ifi(— l)s‘”< d

J.r ls

Evidently, the events for which the same detector clicks (cZ cj
and d; dj) and different detectors clicks (cid;, and le cj’) have
the same amplitude exhibit the same probability. Hence, it will
introduce 50% bit error regardless of Bob’s encoding state.
However, the corresponding value of phase error can be set
to 0. The situation will be the same when we consider the
case where the two participating photons are from Bob. In
summary, this case will introduce only 25% total inherent bit
error rate. When the mean photon number of Alice’s and

Bob’s L-pulse train are assumed to be both 1, the probabil-

E Z (a _Haa, 1)sma;!'7s> ® E Z ( T

4L1§i<j§L +2i“af(—1)““f( Tt 4+d dl

i,rj,s

d’f T>+2iaa1+aaj(,l)sm+5a/ (C dT

J.r Cis

Considering the weak-coherent-source scenario, we fol-
low the method introduced in a previous report>” since our
works are based on the same model. In this scenario, multi-
photon components may exist in both Alice and Bob’s respec-
tive pulse trains. We assume that Bob randomly chooses two
detected positions i and j, when he receives two or more de-
tector clicks in a block. To estimate the phase error rate, we
consider the mean photon number of Alice’s L-pulse train and
Bob’s L-pulse train to be both v, and set a proper mean pho-
ton number threshold vy, with a probability Pr (v > vy) < egp,
- 1)/2, and eg 1s a

constant. The phase error rate can be deduced when each of

where vy, is an integer less than vy, < (L

the following four cases for events corresponding to one detec-
tor click in each of the two pulses are considered separately.

(i) v < vm, and two clicks are one from Alice and one
from Bob;

(i) v < vy, and two clicks are both from Alice or both
from Bob;

@iii) v > vp;

(iv) The event where at least one of the clicks is caused
by more than one photon, in which case the first three cases
are excluded.

The first case is mainly contributing to the final secure
key, the phase error rate is equal to the one corresponding to
the single-photon protocol. For the second case, without loss
of generality, we assume that the two photons are both from
Alice, then the response of detector will be

i (~1)% i, Y)

SaitSaj T gt
1)‘ J(IS jS—"_dlSd/S)

)_,'_21'11,1,-(_1)&” ( Cis jr“v‘dzsd;r)

vk [2(ed dlel,) a1y (e dl )

ir ].&

(14)
ToT
dzs ]s)

i,sj.s

ity of the first and the second case has been proved to being
the same.[21 Thus, under these two circumstances and con-

sidering the intercept-resend attacks, the phase error rate is

1-[(L=3)/(L=1)]"
g . (15)

When the overall phase is randomized, it is shown that
the state of the whole pulse train can be described by a statisti-
cal mixture of the Fock state, whose photon number follows a
Poisson distribution.[*”! Thus, in principle, Alice can tag each

of the rounds with v > v, [?8] and we assume that this tagged
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portion, at most ey / 0, is fully leaked to Eve, while Q rep-
resents the overall gain. As for the fourth case, to present the
worst estimate, we suppose that all these events also contribute
to the maximal phase error. According to the fair sampling
assumption, as deduced in Ref. [20], the probability of occur-
rence of this case is

m/M

21—/’ 1o

where m is the total number of photon counts of one detector,
and M is the total number of pulses. In summary, we can ob-
tain the phase error rate under the weak-coherent-source sce-

nario and is represented as

Esrc esse \ 1 —[(L=3)/(L—

. D

m/M

21— /i) "

The three additive terms in the phase error correspond to the
probability of more than vy, photons, the probability of less
than vy, photons, and the probability that two or more photons
simultaneously enter the same detector at the same time stamp.

3.3. Untrusted detector

In the original protocol, it is assumed that Bob’s detec-
tors are independent of Eve, they cannot leak the information
to Eve, and even be control by Eve. However, this assump-
tion is unsustainable at the practical applications. When the
weak coherence source is used, detectors may be controlled
by Fred depicted in Fig. 2, and he can cooperate with Eve to
announce the filtered (i, ) pair,’?>! whose corresponding de-
tector click position has been predicted by Eve. Subsequently,
she will know the relative phase differential between Alice’s i-
th and j-th pulse, and finally obtain the maximum information
about the secure key. There is a more practical and efficient
eavesdropping scheme proposed in Ref. [23], wherein Eve can
launch the bright light into the detectors rendering them insen-
sitive to photons,?>3%! and subsequently she can control the
occurrence of detector click to obtain the entire information
about the secure key based on her measurement results.

Our scheme can remove the assumptions on the detec-
tor, as required in the original protocol. The detectors in our
scheme can be completely controlled by Eve, and the informa-
tion of the clicks of detector is allowed to reveal to Eve. Thus,
the detector parts can be regarded as a “Black Box” for Alice

and Bob. As we can see, Eve’s main purpose in the attacks

R= zlL{Q_th(ebit)_ {esrc+(Q_esrC)h{l

showed above is to obtain the information about the click po-
sition of the detectors, i.e., in the attack scheme proposed in
Ref. [22], Fred, who have controlled the detector’s clicks, can
announce a filtered (i, j) pairs, which are known by Bob in
advance. However, the specific detected results are also re-
quired to be published in our protocol. Since Eve may not
know the encoding information of Bob’s signal pulses, these
attack schemes cannot work effectively in our protocol, where
the secure key is generated according to the specific detec-
tor responses and the states are prepared by legitimated par-
ties. Hence, our protocol can effectively immune to all attacks
against the detector. Furthermore, the signal states are encoded
with two non-orthogonal bases, and Eve cannot identify the
transmitted signal entirely. This characteristic will further en-
hance the security of our scheme.

Actually, the model of our scheme is similar to that of the
MDI-QKD protocol, Alice and Bob need prepare their states
independently, and then encoded states are transmitted to the
untrusted part, named Charlie. However, it is noted that the
security of the original RRDPS-QKD protocol is ensured by
the principle of information causality and complementarity,
which suggests that Bob is required to switch the measure-
ment procedures depicted between Fig. 1 and Fig. 2 arbitrar-
ily, and thus, the measurement unit in our scheme may not
fully be placed at an untrusted third party. Nevertheless, com-
pared with the MDI-QKD, our scheme has a better tolerance
against bit errors and finite-sized-key effects. Even though the
detector-device-independent (DDI) scheme has been proved
insecure for the type of the BB84 protocol,**3! our scheme,
which can be treat as a DDI version for the RRDPS-QKD pro-
tocol, is still secure, since our scheme is based on the two
photon interference, and only two simultaneous clicks can be
treated as a successful Bell state measurement. Whereas, the
original DDI-QKD protocol is based on the two-qubit single
photon, and the successful Bell state measurement is extracted
from single click.

4. Secure key generation rates

In order to examine the performance of our scheme, we
calculated the secure key generation rate based on the follow-
ing model and the parameter for simulation*?! listed in Ta-
ble 2. From the Gottesman—Lo—Lutkenhaus—Preskill (GLLP)

[28]

formula,'*®! we obtain an asymptotic formula for secure key

rate per pulse

m/M

—[(L—3)/(L—1)]V“‘}
8

+Q2(l—m/M)}}’ (18)
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where f is the parameter related to the efficiency of the
employed error correction code, and h(x) is the binary
Shannon entropy function defined as h(x) = —xlog, (x) —
(x—1)log, (x—1). In the infinite data size limit, m = nuM,
where U is the mean photon number per pulse, 1) represents
the overall transmittance of the system and can be calculated
by 1 = NeNa, Na is the detector efficiency, 1. = 10~ (@2/10) the
transmittance of the quantum channel, D the transmission dis-
tance, and o represents the loss coefficient of the channel mea-
sured in units dB/km. Since, Alice’s and Bob’s basis choice
has 50% probability of mismatch, it leads to the factor 1/2 in
Eq. (18). In the weak-coherent-source scenario, Q and ey is

written as
2
Ly
0= <2 exp(—Lnu), (19)
O (L)
ese =1 —exp(—Lp) ) ~—~. (20)
= V!
D
o0
2
2
)
o
[}
g
]
-
>
[}
4
o
j=} C
Q
(}]0 10 10 1 1 1 1 1 1 1 1 1
0 20 40 60 80 100
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Fig. 3. (color online) Key rates versus transmission distance. (a) The rates
for epiy = 3%; (b) The rates for epiy = 11% (solid line)and epj; = 17% (dashed
line). Lines labelled a—c represent the proposed protocol with L=128, 64,
and 32, dashed line in panel (b) is the result when L=128.

In Fig. 3, we depict the plot of the key rate per pulse ver-
sus transmission distance for L=128, 64, and 32 respectively.
For simplicity, we assume that the dark counting is negligible
and there exists a constant bit error rate of 3%, 11%, and 17%
for the sake of comparison. In the case of simulation, where
the mean photon number per pulse y is set to a constant value
of 0.05, the value of the vy, photon is optimized to 21, 15, and
11 for L=128, 64, and 32 respectively. Since no positive se-
cure key rate is produced for L =64 and 32 when ey = 17%,

this situation is not represented in Fig. 2(b). When L=128
and epiy = 17%, the simulation result shows that our proto-
col can still cover over 60km transmission distance, while the
conventional BB84 protocol can maximally tolerate 11% error
rate based on Shor—Preskill security proof.!'> This means that
when ey > 11%, no secure key can be generated. It is noted
that these values are just partially optimized, u and vy, is ac-
tually all that is needed to be optimized for a different trans-
mission distance in a practical system as executed in the pre-
viously reported works.?%-32-34] We believe our scheme will
exhibit improved bit error tolerance and cover longer trans-
mission distance when a full optimization method is adopted
in the future work.

Table 2. Key parameters for simulation. 3]

I3 Na f B(dB/km)
0.05 19% 1.16 0.2

5. Discussions and conclusion

So far, we have described a new passive RRDPQS proto-
col with untrusted detectors. According to simulation results,
our protocol can cover over 60-km transmission distance when
the error rate ep;; > 17%, while no secure key can be generated
under such a high bit error rate for a conventional BB84 pro-
tocol. Since the random delay r = |j —i| is passively gener-
ated in our scheme, the parameter L can be decided during the
postprocessing step, which has an advantage in the case with
large fluctuations in the environment. However, the pulse train
length L in original scheme needs to be optimized before per-
forming the experiment, which requires a precise calibration
system. Furthermore, two non-orthogonal bases for encoding
are used to enhance the security of our protocol. Thus, our
scheme is more efficient and secure compared to the original
RRDPS-QKD protocol. We note that our analysis is limited
to the case when Eve performs the intercept-resend attack; it
remains to be prove the more strictly bound of phase error rate
under the general attack in the future works. In this simula-
tion, the parameter is partially optimized, and we believe our
scheme will exhibit a better performance when a full parame-
ter optimization is considered in the future work.

The Decoy state technique has been recently studied in
RRDPS-QKD protocol,[zs’%] and the error rate is considered
to improve the rate of secure key generation for a small value
of L.135301 It will be an interesting exercise to combine these
novel works to test the performance of proposed scheme under
a more practical situation. It is noted that a MDI-RRDPS-
QKD has been proposed by Chau et al.3”) However, their
protocol required photon number resolving detectors, it is in-

feasible with current technology. We believe our scheme will

100309-7
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contribute significantly to the formulation of a feasible MDI

version of RRDPS-QKD and its practical applications. Fur-

thermore, our scheme can be implemented with a hardware

similar to the MDI-QKD, ensuring good compatibility with

the current quantum system.
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