http://cpb.iphy.ac.cn
http://iopscience.iop.org/cpb

Chinese Physics D

Coherent attacks on a practical quantum oblivious transfer protocol

Guang-Ping He(fil]~F)
Citation:Chin. Phys. B . 2018, 27(10): 100308. doi: 10.1088/1674-1056/27/10/100308

Journal homepage: http://cpb.iphy.ac.cn; http://iopscience.iop.org/cpb

What follows is a list of articles you may be interested in

Two-step guantum secure direct communication scheme with frequency coding

Xue-Liang Zhao(#%%#5), Jun-Lin Li(Z=&#K), Peng-Hao Niu(Z: %), Hong-Yang Ma( ™ #¥:), Dong Ruan(Pi 4<)
Chin. Phys. B . 2017, 26(3): 030302. doi: 10.1088/1674-1056/26/3/030302

Probabilistic direct counterfactual guantum communication

Sheng Zhang(7Kk/%)
Chin. Phys. B . 2017, 26(2): 020304. doi: 10.1088/1674-1056/26/2/020304

Anonymous voting for multi-dimensional CV guantum system

Rong-Hua Shi(JitiZ#£), Yi Xiao( 4 ft), Jin-Jing Shi(f1 <), Ying Guo(5i), Moon-Ho Lee
Chin. Phys. B . 2016, 25(6): 060301. doi: 10.1088/1674-1056/25/6/060301

Controlled mutual quantum entity authentication using entanglement swapping

Min-Sung Kang, Chang-Ho Hong, Jino Heo, Jong-In Lim, Hyung-Jin Yang
Chin. Phys. B . 2015, 24(9): 090306. doi: 10.1088/1674-1056/24/9/090306

Multi-user guantum key distribution with collective eavesdropping detection over
collective-noise channels

Huang Wei, Wen Qiao-Yan, Liu Bin, Gao Fei
Chin. Phys. B . 2015, 24(7): 070308. doi: 10.1088/1674-1056/24/7/070308


http://cpb.iphy.ac.cn/EN/abstract/abstract72805.shtml
http://cpb.iphy.ac.cn/
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn/EN/abstract/abstract69471.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract69209.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract67363.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract65268.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract64695.shtml
http://cpb.iphy.ac.cn/EN/abstract/abstract64695.shtml

Chin. Phys. B Vol. 27, No. 10 (2018) 100308

Coherent attacks on a practical quantum oblivious transfer protocol
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In a recent quantum oblivious transfer protocol proposed by Nagy et al., it was proven that attacks based on individual
measurements and 2-qubit entanglement can all be defeated. Later we found that 5-body entanglement-based attacks can
break the protocol. Here we further tighten the security bound, by showing that the protocol is insecure against 4-body
entanglement-based attacks, while being immune to 3-body entanglement-based attacks. Also, increasing the number of

qubits in the protocol is useless for improving its security.
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1. Introduction

While quantum cryptography has achieved great suc-
cess in many cryptographic tasks such as quantum key
distribution,[!! there are also some tasks which are known to
be hard. Oblivious transfer (OT),!>3! being an essential prim-
itive for building two-party and multi-party secure computa-
tion protocols,*! is unfortunately covered. Because of the
existence of the so-called honest-but-curious attack,>! and
also partly due to the lack of a self-consistent definition of OT
specifically made for the quantum case (as elaborated near the
end of Section 5 of Ref. [10]), unconditionally secure quantum

11,12

OT was proven to be impossible.[ 1 Therefore, researchers

sought for practically secure OT in recent years./13-2%]

1.9 proposed a very feasible quan-

Recently, Nagy ef a
tum OT protocol, which does not require quantum storage
when all participants are honest. The authors proved that the
protocol is secure against individual measurements, as well
as 2-qubit entanglement-based attacks. Later, however, we
found that it is insecure against 5-body entanglement-based
attacks. 3!l More rigorously, the goal of OT is to provide a
method for the sender Alice to transfer a secret bit b to the
receiver Bob, and it is called secure if Bob can obtain b
unambiguously with probability 1/2 only, while Alice does
not know whether Bob has learned b or not. We showed in
Ref. [31] that if Bob has the technology to handle 5-body en-
tangled states, then in the protocol of Ref. [30], he can learn
b unambiguously with probability 62.5% using von Neumann
measurements, or 64.6% using positive operator-valued mea-
sure (POVM).

These findings lead us to the question what is the exact
security bound of the protocol between 2-qubit entanglement-
based attacks and 5-body entanglement-based attacks. In the
current paper, we will close the gap by showing that 4-body
entangled states can still enable Bob to cheat, while 3-body
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entangled states are insufficient for him to learn b unambigu-
ously with a probability higher than 1/2.

The paper is organized as follows. We will first review
the OT protocol of Ref. [30] in Section 2. Then in Section 3,
we will use the N = 1 case of the protocol as an example, to
elaborate the cheating strategy using 4-body entangled states.
The cheating strategy on protocols with arbitrary N will be
provided in Section 4. Finally, the cheating using 3-body en-
tangled states will be analyzed in Section 5.

2. The OT protocol of Nagy et al.

Let {|0),]|1)} be the computational basis of a qubit. De-
note the Hadamard basis as {|+),|—)}, where |£) = (|0) +
|1))/+/2. The OT protocol of Ref. [30] contains the following
steps.

(i) Bob sends Alice M qubit sequences. Each sequence
contains 4N qubits, where each of the states |0), |1), |+), and
|—) appears N times, while the order is random. After receiv-
ing the qubits, Alice measures them all in one of the two bases
(computational or Hadamard) and records the outcomes.

(i1) Alice verifies with Bob that the sequences received
correspond to the agreed specifications. The details of this
verification were provided in Section 3 of Ref. [30]. In brief,
she picks a sequence and asks Bob to announce the state of
each qubit, and checks whether the announced numbers of |0),
[1), |[+), and |—) in this sequence are equal. She also checks
whether Bob has announced the states honestly using her own
measurement outcomes on these qubits. All but one of the M
sequences are checked and then discarded in this step. The
sequence that is not verified is selected randomly among the
M sequences received, and if the verification is successful, she
assumes that the remaining unchecked sequence also contains
equal numbers of |0), |1), |[+), and |—).

(iii) Alice randomly chooses one qubit from the remain-
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ing sequence, and looks at the value measured in step (i). If the
outcome of this measurement was |0) or |+), she sends the bit
b she wants to transmit over to Bob through a classical chan-
nel. Or if the outcome of this measurement was |1) or |—), she
sends b (i.e., the complement of her bit b) to Bob.

(iv) Now Alice tells Bob which qubit she chose in step
(iii) and which basis she used for measuring this qubit. If her
measurement basis is identical to the one in which Bob pre-
pared that qubit in step (i), then Bob knows the value of b
(note that if the outcome of Alice’s measurement is |1) or |—),
Bob has to complement the bit value received). Otherwise,
Bob obtains no information on b.

3. Bob’s cheating strategy for the protocol with
N=1

Now we will show that if Bob is dishonest and he has
the technology to handle 4-body entangled states, then he can
learn Alice’s secret bit b unambiguously with a probability
higher than 1/2, making the protocol insecure.

For easy understanding, we first describe the cheating
strategy in the protocol where M (the total number of qubit
sequences) can be arbitrary, while each sequence merely con-
tains four qubits, i.e., N = 1. According to the protocol, when
Bob is honest, he should prepare the states of the four qubits
as |0), |1), |+), and |—), respectively, with a random order.
However, a dishonest Bob can cheat as follows.

In step (i) of the protocol, for the four qubits A, As, Az,
and A4 in each of the M sequences, dishonest Bob introduces
an additional 6-level quantum system B, and prepares their ini-
tial state as

6
i) = [0), @ V‘éizlmw ) =Dty )5

—[0),,® %mﬁ (a1 =)a, )5

F 1 =)as )4, 112)5)

+ )4, (D ay =), 113)g

1 =)ag [Da, lla)g)

1 =a, [Dag [+)a, 115)5

+[H)a;y 114, ll6)5))- (1

Here each P; denotes a permutation of the three states |1), |+),
and |—), with |l;); (i =1,...,6) being the states of system B,
which are orthogonal to each other. We can see that qubit A;
actually does not entangle with the others. Thus the state is
a 4-body entangled state of qubits Ay, Az, A4, and system B,
with qubit A; being prepared separately.

Bob then sends qubits Ay, Ay, Az, and A4 to Alice, while
keeping system B privately at his side. In step (ii) of the pro-
tocol, once such a sequence is selected for verification, Bob

uses {|/1),...,|lg)} as the basis and measures B. If the mea-
surement outcome is ’lio >, he announces the state of the qubits
A1, Ay, Az, and Ay as [0) @ P (|1) |[+) |—)). Itis trivial to show
that he can always pass the verification in step (ii) success-
fully with this method. On the other hand, consider the case
when such a sequence is not chosen for verification. Instead,
it is picked for transferring Alice’s secret bit b in steps (iii)
and (iv). Since Alice randomly selects one of the qubits in this
sequence to encode b, there can be four cases.

(I) Alice picks qubit A, which occurs with probability
pP1= 1/4

Bob cannot cheat in this case since A; was actually pre-
pared honestly following the protocol. Thus he can learn the
value of Alice’s b with probability r| = 50% only, as it is ex-
pected in the original protocol.

(1) Alice picks qubit A,, which occurs with probabil-
ity p» = 1/4. This case can be further broken down to
two possibilities.

(I-1) Alice measures A, in the basis {|+),|—)},
which occurs with probability p,; = 1/2 when case (ll)
indeed happens.

Bob keeps system B unmeasured until the end of step
(IV). Then after Alice reveals to Bob that she has used
{|+),]=)} as the basis for measuring system A;, Bob mea-
sures system B in the basis {|/1),...,|ls) }. If the result belongs
to the subset {|13), |l4), |I5), |lg) } (Which occurs with probabil-
ity p2.1.1 =2/3, as can be seen from Eq. (1)), he can deduce
whether qubit A, has collapsed to the state |[+) or |—), and
learns Alice’s secret bit b with probability 1, 1.1 = 100%.

On the contrary, there is the probability p2j, = 1/3
that Bob’s measurement result of B belongs to the subset
{|h),|)}. Tt indicates that the state of A, has collapsed to
[1) Ay In this case, Bob cannot learn Alice’s b at all, because
either one of the two results [+) and |—) is possible when Al-
ice measures |1),, in the basis {|+),|—)}.

(1I-2) Alice measures A, in the basis {|0),|1)}, which
occurs with probability p,» = 1/2 when case (ll) indeed
happens.

In this case Bob tries to project system B into the subspace
supported by {|/1),|/2)} using the projective operator

Mg =|L) (L] + k) {L]. )

Once the projection is successful (which occurs with proba-
bility p>2.1 = 1/3, as can be seen from Eq. (1)), Bob obtains
Alice’s b value with probability r;2.1 = 100%.

On the contrary, there is the probability py,, = 2/3 that
the above projection will fail. Then the state of Ay ® A3 QA4 ®
B will collapse from Eq. (1) into

) = 3 () (D 1, ) + 1D 1), i)
104, (DA )4, 15) 5+ 1) 4, 114, [l6)B))- (3)
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Under this circumstance, it will be unwise for Bob to com-
plete the measurement on B in the basis {|/3),|l4),|l5),|l) }.
because doing so cannot provide him any information on b at

1

7004, (1141004, (11305 + lis) ) —

+11)

) -

Then by defining the new notations

1D a; 114, (113) 5 —
Ay (|]>A3 |O>A4 (‘Z3>B - |l5>B> - |1>A3 |]>A4 (|l3>3+ |15>B+ |l4>B+ ‘16>B) +

all. Instead, the best strategy for him to learn b is to measure
system B in another basis, as constructed below. First, let us
expand Eq. (3) as

lIs)p +1la)p = ll6) g) +10) 4 [1)a, (la)p + ll6) 5))

10)a; 14, (k) = 1l6)p)))-  (4)

!l§>57(|ls>+|ls |l4>57(|l4>+|16 \ls>57(|13>—|15 !l6>57(|l4>—\16>) Q)
as well as
1¥6) 4,5 = (D a; 1000, [13) 5 = 11, 1), (115) 5+ [16) ) + 10}, 1), [ 1) ) /2,
) asags = (13 00, 115) 5 = 11, 1D, ([15) 5+ [12) ) + 1004, (1), 116) ) /2, (6)
we can rewrite |P’) as
19 = 500, ) 000+ 0, ¥, 0,8) 0

This equation implies that if Bob can discriminate the state |‘P0’>

y .
454, from the state ) 3, 5> then he is able to deduce

whether Alice’s qubit A, has collapsed to |0) or |1), and therefore learn Alice’s bit b. To study the probability for this state

discrimination, let us find out the reduced density matrices p; of Bob’s system B corresponding to |‘P/’>

are defined as

pi= TrA3A4(‘le/>A3A4B <

where Trs, 4, means tracing over the states of Alice’s qubits A3 and A4. Substituting Eq. (6) into it and we yield

o = 3 (15) (85 + (115 + 1))

= 1) AL+ (1) + 1))

We expanded the states of qubits Az and A4 in the basis
{]0),|1)} in Eq. (6) merely for the purpose of calculating
pj. Alice does not need to measure these qubits in this basis
though. This is because p;, being the reduced density matrix
of Bob’s local state only, has fixed values regardless of Alice’s
actual measurement bases.

The von Neumann projection operators for discriminating
Po and p; can be constructed as

(] = {4

Ml:%(|lg>_|lé>)3(<lg|—<lé‘). (10)

Mo:%(\l§>—\li>)8(

This is because applying them to Eq. (9), we have

TI'(M]pJ*) =0, (11)

and
Tr(M,p;) = 1/4 12)

for j=0,1, where j=j® 1.

A3A4B (j =0,1), which

) N
CIRRUDEIAMUAR

(] + (1)) + 1) 5 (T6])- ©

As aresult, if Bob can apply von Neumann measurements
only, once the operator Mp in Eq. (2) fails to project system B
into the subspace supported by {|/;),|/2)}, all Bob needs to
do is to measure system B with either the operator My or M,
randomly. If what he applied is M; (j € {0,1}) and Alice’s
qubit A, is in the state | j), the probability for his projection to
be successful is Tr(M;p;). On the other hand, from Eq. (11)
we know that if the state of Alice’s qubit A, is |j), then his
projection can never be successful. As Bob picks My or M|
with the same probability, there is probability 1/2 that he hap-
pens to pick M; while qubit A5 is in the state | j), so that he can
discriminate the state of qubit A, unambiguously and deduce
the value of Alice’s b with probability Tr(M;p;). Namely, the
probability for him to learn » unambiguously is

rvon =Tr(M;p;)/2 =

Moreover, if Bob owns the technology to perform a posi-

(1/4)/2 =12.5%. (13)

tive operator-valued measure (POVM), he can further increase
this probability. As elaborated in Ref. [32], the POVM for op-
timum unambiguous discrimination of the density matrices py

100308-3
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and P1 is {Ho,nl,nz}, with

HO = (2— \[2)M0,
H] = (2—\/§)M1,
IL=1-I)—II,. (14)

When Bob applies this POVM on system B and the result is
Iy (ITy), he will deduce with certainty that the density ma-
trix of B was pg (p1). Else if the result turns out to be I,
he knows that he fails to discriminate the state. Therefore, we
can calculate the probability for Bob to discriminate the state
unambiguously with this POVM, which is

Feows = Tr(TLjp;) = (2= V2) Tr (M;p;)
= (2-V2)/4~14.6%. (15)

As a brief summary of the above results, in case (II-2)
Bob applies the operator Mp in Eq. (2) on system B first. With
probability py» 1 = 1/3 the projection can be successful and
he learns the value of b with probability 551 = 100%. With
the rest probability p2, = 2/3 the projection fails. In this
case Bob continues by applying the von Neumann measure-
ment in Eq. (10) or the POVM in Eq. (14), depending on
what technology is available to him. Then he can learn the
rovm = 14.6%,
Therefore, the average probability for him to

value of b with probability ryon = 12.5% or r
respectively.
learn b unambiguously in case (II-2) is 2 = p22.1r22.1 +
P22.21von = (1/3) X 100% + (2/3) x 12.5% = 41.6% for von
Neumann measurement or 722 = p22.1722.1 + P222 poym =
(1/3) x 100% + (2/3) x 14.6% = 43.1% for POVM.

Consequently, the total probability for Bob to learn b un-
ambiguously in case (I) is

r = p21p2.1.112.1.1+ P22

1 2 1
=5 X 3 X 100%+§ X12. (16)

That is, r» = 54.1% for von Neumann measurement or r, —
54.9% for POVM.

(1) Alice picks qubit Az, which occurs with probabil-
ity p3 =1/4.

From the symmetric form of qubits A, Az, and A4 in
Eq. (1), we can see that the above analysis on case (II) also
applies here. Thus, in the current case Bob can learn b unam-
biguously with probability r3 = r;.

(IV) Alice picks qubit A4, which occurs with proba-
bility py = 1/4.

For the same reason in case (III), the probability for Bob
to learn b unambiguously in this case also satisfies r4 = ;.

As a result, the overall probability for Bob to learn b un-
ambiguously in all the four cases is

= pir1+ para+ p3r3+ para

1 1
:Zx50%+3><1><r2, (17

which is r = (1/4) x 50% + (3/4) x 54.1% = 53.1% for
von Neumann measurement or r = (1/4) x 50% + (3/4) x
54.9% = 53.7% for POVM. As they all exceed 50%, which
is the probability that a secure OT protocol should allow, the
protocol cannot be regarded as secure against this cheating.

Also, instead of Eq. (1), it is not hard to see that Bob can
cheat by preparing the initial state as either

1 6
|ql1nit> - |1>A1 ® %;Pz“(w |+> |_>)A2A3A4 |li>B (18)

or

1 6
|lﬂnil> = |+>A1 & %;P,(|—> |O> |1>)A2A3A4 |li>B (19)

or

1 6
[Fhnie) = [—)a, © 7 ;Piﬂﬂ 10} [1))aza54, |li)p, — (20)

with exactly the same probability r to learn Alice’s b unam-
biguously.

4. Bob’s cheating strategy for the protocol with
N>1

Now we proceed to show that even if we increase the
value of the security parameter N in the protocol of Ref. [30],
the probability of catching Bob’s attack cannot be raised.

The cheating strategy is not much different from the one
inthe N =1 case. For any N > 1, in step 1 of the protocol dis-
honest Bob simply prepares MN copies of 4-body entangled
states. Each copy still takes the form of Eq. (1). Again, he
sends the first four qubits of each copy to Alice, so that these
qubits in all copies form the M sequences required in the pro-
tocol. The order of the qubits in each sequence can even be
randomized too, as long as Bob himself remembered which
qubits are the ones that belong to the same copy of the 4-body
entangled states.

The remaining steps of the attack are exactly the same
as that of the N = 1 case. Namely, in step (II) of the pro-
tocol, once a sequence of qubits is selected for verification,
Bob measures system B in each copy of the 4-body entangled
states in the basis {|/1),...,|ls)}. As mentioned above, with
this method he can always know what can be disclosed as the
states of the qubits A;, A3, and A4 without causing any conflict
with Alice’s own measurement results.

Later in steps (II) and (IV) of the protocol, Bob waits un-
til Alice discloses the position and her measurement basis on
the qubit that she eventually selected for encoding the secret
bit b. Then he finds out the copy of the 4-body entangled states
which contained this qubit, and measures the corresponding
system B with the operators that we presented in Eq. (10) or
Eq. (14).

100308-4
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It is not hard to see that finally, Bob is still able to obtain
the value of Alice’s secret bit b unambiguously with probabil-
ity 53.1% when using von Neumann measurement, or 53.7%
when using POVM, as he did in the protocol with N = 1. That
is, by increasing the value of N, dishonest Bob merely needs
to raise the total number of the copies of the 4-body entan-
gled states. He can achieve the same probability for success-
ful cheating, without the need to entangle the quantum systems
from different copies together. In short, increasing N will not
make it harder for Bob to cheat. Also, as our above analysis on
the N = 1 case does not put any restriction on the value of M,
we arrive at the conclusion that both the security parameters N
and M have little to do with the difficulty of the practical im-
plementation of Bob’s cheating, and they are completely un-
helpful for reducing Bob’s probability of successfully cheat-
ing. Simply put, even if we merely choose N = M = 1, the
security level of the resultant protocol is exactly the same as
the protocols with higher N, M values.

5. Impossibility of attack using 3-body entan-
gled states

Here we will show that Bob cannot cheat if he can handle
3-body entanglement only. Again, taking the N = 1 case as
an example, as he needs to keep one of the quantum system
at his side, a 3-body entangled state used for his cheating can
contain two of Alice’s qubits at the most. In each of the M
sequences sent to Alice which contain four qubits Ay, As, A3z,
and A4, once the sequence is chosen in step 2 for verification,
Bob needs to show that all the four states |0), |1}, |+), and |—)
are presented. Without loss of generality, suppose that qubits
Aj and A; already took over the states |1) and |—) (or |+) and
|—)), respectively (regardless whether Bob prepared A| and A
in these states using entanglement or not). Then the states of
A3, A4 can only be chosen among {|0),|+)} (or {|0),[1)}).
Thus, in place of the 4-body entangled state Eq. (1), Bob has
to prepare the initial state of the 3-body entangled system as
either

‘ 1n1t> \/‘ |O>A; ‘+>A4 ‘ll> + |+>A3 ‘O>A4 |l2>B) 21

or
1" 1
|¥inie) = ﬁ(|0>A3 |Da, g+ (14,1004, [2)5).  (22)

Obviously, with these states he can always pass the verifica-
tion. Now consider the case that such a sequence is not se-
lected for the verification. Instead, Alice picks qubit Az for
encoding her secret bit b in steps (III) and (IV) (the case that
she picks A1, Ay, or A4 can be analyzed similarly). Let us study
the performance of the above two states one by one.

i) Suppose that Bob prepares the initial state as

’ 1n1t>

If Alice announces in step 4 that her measurement basis
on A is {|0),]1)}, Bob can expand |¥/, ) as

= (V3100 (100003 5000 120
-HDM¢:hm)+V%HMJ®Mbm>.@®

The reduced density matrices pg, p; of Bob’s system B when

| mlt

Alice found A3 as |0), |1), respectively, are

o= 55 )+ (0l (e + 5 )y
p1 =) (L] 24

We can see that if Bob measures system B in the basis
{ll1),]l2)} and the result is |/;), he knows with certainty that
Alice’s measurement result on A3 must be [0). On the other
hand, if Alice’s measurement result on A3 is |1), there is no
measurement for Bob to distinguish it unambiguously. As
equation (21) shows that system B can be projected to |/} ) with
probability 1/2, we know that when Alice encoded her secret
bit b with qubit A3 using the measurement basis {|0),|1)}, the
probability for Bob to learn » unambiguously is 1/2.

Similarly, from the symmetry of [0),, and |+),, in
Eq. (21), it can be shown that if Alice’s measurement basis
on Az is {|+),|—)}. Bob also stands a probability 1/2 to learn
b unambiguously. That is, preparing the initial state in the 3-
body entangled form of equation (21) does not bring an extra
advantage for Bob than following the original protocol hon-
estly.

i) Suppose that Bob prepares the initial state as
|lPl;1l1t>

If Alice announces in step 4 that her measurement basis
on Az is {|0),|1)}, Bob can simply measure system B in the
basis {|/1),]l2)}. From Eq. (22) we immediately know that
Bob can learn Alice’s measurement result and deduce her se-
cret bit b with probability 100%.

However, if Alice announced the measurement basis on
Az is {|4),|—)}, equation (22) can be written as

’q{mt> \/‘ ‘+>A3 \/‘ |1>A4 |ll> + |O>A4 |12>B)

+1=)a, \ﬁﬂ D, [1)p = 1004, 2)g)-  (25)

The reduced density matrices p4, p— of Bob’s system B when
Alice found A3 as |+), |—), respectively, are both

1
py=p- =§(|11>B<11|+\lz>3<12|)- (26)

Therefore, it is completely impossible for Bob to discriminate
p+ from p_ and deduce Alice’s secret bit b in this case.

Since the probabilities for Alice to choose the basis
{]0),|1}}, or {|+),|—)} are both 1/2, we can see that the
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average probability for Bob to learn b unambiguously using
Eq. (22) is 100% x (1/2) +0% x (1/2) = 1/2, which is the
same as that in the honest case too.

Thus it is shown that both the 3-body entangled states
equations (21) and (22) cannot increase dishonest Bob’s prob-
ability for learning Alice’s b unambiguously.

6. Summary

So we see that if Bob is limited to the technology to pre-
pare 3-body (or less) entangled states, the probability for him
to learn Alice’s b unambiguously will remain to be 1/2, which
is the same as that in the honest case where he does not apply
the entanglement-based attacks.

To increase this probability, dishonest Bob should at least
use 4-body entangled states. Then he can learn b unam-
biguously with probability 53.1% (using von Neumann mea-
surement) or 53.7% (using POVM). It is lower than the val-
ues 62.5% (von Neumann measurement) or 64.6% (POVM)
achieved by the cheating strategy proposed in Ref. [31] based
on 5-body entangled states, and is merely a little higher than
the value 1/2 in the honest case. However, it remain non-
trivial, and like the strategy in Ref. [31], raising the number
of qubits used in the protocol of Ref. [30] (i.e., the values of
N and M) cannot lower this probability nor make it harder to
cheat.

From a practical point of view, to implement the attack,
Bob needs the capacity to prepare 4-body entangled states, and
delay the measurement while keeping the entanglement from
decoherence. At the end of the process, however, he merely
needs to perform measurements on his system B alone. No
need for collective measurements on the multi-system. Nev-
ertheless, B is a 6-level system as shown in Eq. (1). If such
a system is implemented with qubits, then it takes 3 qubits so
that there cannot be less than 6 orthogonal states. The 4-body
entangled state will actually take 6 qubits to implement, and
the measurement on system B will become a collective one on
3 qubits. Thus the protocol of Ref. [30] remains secure until
this technology becomes available in the future. More interest-
ingly, as increasing N and M is useless, the honest participants

can simply run the protocol with N =M = 1, i.e., only 4 qubits
are needed for implementing the protocol, which saves a lot of
quantum resources.
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