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As one of essential multimedia in quantum networks, the copyright protection of quantum audio has gradually be-
come an important issue in the domain of quantum information hiding in the decades. In this paper, an improved quantum
watermarking algorithm based on quantum audio by using least significant qubit (LSQb) modification is proposed. Com-
pared with the previous achievements, it can effectively improve the robustness and security of watermark for copyright
protection of quantum audio. In the new algorithm, the least significant bites and the peripheral least significant bits of the
amplitudes are modified in terms of their logical consistency and correlation to enhance watermark robustness of resisting
various illegal attacks. Furthermore, the new algorithm can avoid the weak robustness defect of many previous algorithms
that directly embedded the watermark into the least significant bits. In order to implement the new algorithm, some spe-
cific quantum circuits are designed to obtain better applicability and scalability for embedding and extracting watermark.
Finally, the simulation results including the values of audio waveforms and signal to noise ratios (SNR) prove that the new
algorithm has good transparency, robustness, and security.

Keywords: quantum audio watermarking, least significant qubit, logical consistency and correlation, quantum
circuits

PACS: 03.67.Dd, 03.67.Hk, 03.67.Ac DOI: 10.1088/1674-1056/27/1/010306

1. Introduction

Information security[1,2] is a significant issue in the field
of information and communication technology.[3] With the
rapid development of computer network[4,5] in the decades, in-
formation security becomes more and more important. Quan-
tum key distribution protocol[6] is an ingenious application of
quantum mechanics in information security. It was firstly pro-
posed by Bennett and Brassard in 1984. On this basis, quan-
tum secure communication technology in quantum networks
witnessed the considerable development, such as quantum key
distribution (QKD),[7–9] quantum secret sharing (QSS),[10–12]

and quantum secure direct communication (QSDC).[13–17] In
recent years, quantum multimedia is rapidly becoming the im-
portant carrier with the development of quantum networks.
More and more classical digital multimedia, including text,
image, video, and audio, are extended to quantum communi-
cation networks with various quantum multimedia representa-
tions. As a result, information security of digital multimedia
in quantum channel becomes a significant issue that can not
be ignored and need to be urgently solved, as being consis-
tent with the classical digital multimedia technology. Conse-
quently, various information protection technologies emerged
in the last decades. As one of important quantum informa-
tion security technologies, quantum watermarking is the tech-

nique for copyright protection, which is fulfilled by embed-
ding invisible signal carrying identity information into a va-
riety of quantum multimedia carriers. In 2011, based on a
flexible representation of quantum image (FRQI),[18] Abdul-
lah et al. proposed a watermarking and authentication algo-
rithm for quantum images by means of restricted geometric
transformations.[19] The algorithm can excellently authenti-
cate the identity of the owner. In 2012, Negin et al. pro-
posed a quantum watermarking algorithm using entanglement
swapping.[20] It enables to make secret information secure
and reliable. Subsequently, Zhang et al. proposed a quan-
tum watermarking protocol[21] and a watermark algorithm for
quantum images based on quantum Fourier transform.[22] In
2014, Song et al. proposed a dynamic watermarking scheme
for quantum images based on Hadamard transforming.[23] The
proposed scheme has better visual quality, higher embedding
capacity, and lower complexity. In 2015, Wang et al. proposed
a watermarking scheme for quantum images based on least
significant bit (LSB).[24] In this scheme, only the copyright
owner who held the private key could extract the watermark in-
formation by quantum circuits of embedding and extracting al-
gorithms. Jiang et al. presented two blind LSB steganography
algorithms based on quantum images in 2016.[25] The algo-
rithms are absolutely blind and the whole extracting procedure
can be accomplished in quantum computer without the help of
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classical channel. In addition, a watermarking scheme is pro-
posed by using simple and small-scale quantum circuits.[26]

Although its computational complexity is reduced, however,
the embedding capacity is only 1/4 of the image carrier. Af-
ter reviewing the existing achievements, it can be known that
most of the previous achievements focus on quantum image
for copyright protection. As another important multimedia in
quantum networks, so far, the copyright protection of quantum
audio is seldom involved.

In 2015, a least significant qubit (LSQb) modification
algorithm[27] based on a novel enhanced quantum represen-
tation (NEQR) of digital images was put forward. The algo-
rithm substituted the least significant bit of the carrier image
with the secret information for covert communication. It has
the merits of large capacity and easy to calculate. However,
its security is vulnerable to be attacked or tempered by illegal
third parties, due to that it embeds the secret information into
the least significant bit of carrier image. On this account, a
novel LSB watermarking algorithm for quantum audio based
on logical consistency and correlation is proposed in this pa-
per. It changes the embedding position of watermark bit se-
quence by means of connecting the least significant bit and
that of sub-low bits, which improves the robustness, security,
and transparency. The good performances make it harder to be
detected and attacked by illegal third parties. Besides that, to
make embedding and extracting processes of watermark based
on QLSb more applicable, the quantum embedding and ex-
tracting circuits are designed in this paper to obtain better ap-
plicability and scalability for copyright protection.

In addition, compared with classical watermarking algo-
rithms for audio, the proposed quantum watermarking algo-
rithm has the following advantages.

(i) Due to the quantum no-cloning theorem and eaves-
dropping detection, as carrier, quantum audio transmitted in
quantum channel is generally difficult to be imperceptibly in-
tercepted for attackers. Even if some copies of quantum audio
were imperceptibly intercepted by attackers, due to the quan-
tum uncertainty theorem, it is still impossible to obtain the
whole information of carrier audio for attackers, not mention
that of embedded watermark in carrier audio. Therefore, the
proposed algorithm can achieve better security.

(ii) For classical audio watermarking algorithms, there are
various audio processing methods available to remove embed-
ded watermark for attackers after obtaining carrier audio in
classical channel by eavesdropping. However, it is impossi-
ble for attackers to get all the copies of quantum carrier audio
without being detected as mentioned above. Besides that, even
if attackers have obtained all the information of carrier audio
and embedded watermark, because quantum state is very eas-
ily collapsed by external disturbances, it is still impossible for
them to remove embedded watermark by multiple attacks on

it, in case carrier audio remains intact or still available. From
this point of view, the proposed algorithm also can achieve
better robustness.

(iii) Moreover, based on basic quantum gates, the corre-
sponding quantum circuits are designed in the new algorithm.
Compare to classical watermarking algorithms, the new algo-
rithm theoretically can be implemented at a much higher speed
through quantum computer with the power of concurrent com-
putation. From this perspective, the new algorithm can also
have better applicability and scalability for its high processing
efficiency.

2. Preliminaries
2.1. Quantum representation of digital audio (QRDA)

In 2016, Wang proposed the first quantum representation
for digital audio.[28] In this new audio model, the amplitude
of classical audio is represented by the amplitude of quantum
audio. Based on the model, a QRDA can be denoted as

|ψ〉 = |A〉+ |B〉

=
1
√

2
l

L−1

∑
T=0
|DT 〉⊗ |T 〉+

1
√

2
l

2l−1

∑
T=L

q−1
⊗

i=0
|0〉 |T 〉

=
1
√

2
l

L−1

∑
T=0

∣∣∣Dq−1
T Dq−2

T · · · D0
T

〉
|T 〉

+
1
√

2
l

2l−1

∑
T=L

q−1
⊗

i=0
|0〉 |T 〉,

|T 〉 = |tl−1 tl−2 . . . t1 t0〉 , (1)

l =

{
log2L, L > 1,
1, L = 1. (2)

Here, |ψ〉 is the quantum representation of digital audio, |DT 〉
represents a binary sequence for encoding the amplitude value,
and |T 〉 denotes the corresponding time point in quantum au-
dio. In addition, |A〉 denotes the amplitudes with the length of
L corresponding to the effective time points, and the last 2l−L
time points are redundancies, denoted by |B〉. QRDA sets the
amplitude values of all the redundancies as |0〉. For clarity,
its representative expression in QRDA with length 2l = 16 is
given by

|ψ〉 = 1
√

2
4 (|0101〉⊗ |0000〉+ |1010〉⊗ |0001〉

+ |1110〉⊗ |0010〉+ |1110〉⊗ |0011〉
+ |1010〉⊗ |0100〉+ |0101〉⊗ |0101〉
+ |0010〉⊗ |0110〉+ |0010〉⊗ |0111〉+ |0101〉⊗ |1000〉
+ |0110〉⊗ |1001〉+ |0110〉⊗ |1010〉+ |0101〉⊗ |1011〉
+ |0010〉⊗ |1100〉+ |0000〉⊗ |1101〉
+ |0000〉⊗ |1110〉+ |0000〉⊗ |1111〉) (3)

and by Fig. 1.
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the L time points the redundancies

Amplitude

Fig. 1. (color online) An example audio and its representative expres-
sion in QRDA.

2.2. NEQR of digital images

In this paper, the embedded quantum watermark is rep-
resented by NEQR.[29] For NEQR, the gray-scale image with
2n×2n pixels can be denoted by

|I〉 = 1
2n

22n−1

∑
i=0
|ci〉⊗ |i〉 ,

|ci〉 =
∣∣∣cq−1

i cq−2
i . . .c1

i c0
i

〉
,

ck
i ∈ {0,1} , k = q−1,q−2, . . . ,1,0,

i = 0,1, . . . ,22n−1. (4)

Here, |I〉 is the quantum representation of digital image. The
gray-scale value and the position information are encoded by
|ci〉 and |i〉, respectively. Position information includes the ver-
tical information and the horizontal information, while |y〉 en-
codes the vertical information and |x〉 encodes the horizontal
information.

|i〉 = |y〉 |x〉= |yn−1 yn−2 . . . y0〉 |xn−1 xn−2 . . . x0〉 ,∣∣y j
〉∣∣x j

〉
∈ {0,1} .

Taking an image with 2× 2 pixels as an example, figure
2 shows its NEQR. Since the range of gray scale is from 0 to
255, the gray values of pixels are stored with 8 qubits, and the
subsidiary two particles are used to denote the coordinates of
pixels,

|I〉 = 1
2
(|10011001〉⊗ |00〉+ |01100110〉⊗ |01〉

+ |00110011〉⊗ |10〉+ |11001100〉⊗ |11〉). (5)

10011001

00

01100110

01

00110011

10

11001100

11

Fig. 2. An example image and its representative expression of NEQR.

2.3. A watermark-scrambling method based on quantum
circuits

In the new algorithm, in order to enhance the robust-
ness to resist invalid attack and increase the security perfectly,
compared with previous embedding methods, a watermark-
scrambling method is adopted[22] to transform a meaningful
image into a meaningless or disorder image. For example, fig-
ure 3 shows an original watermark and scrambled watermark
with 4×4 pixels, and the quantum circuit corresponding to the
watermark image’s scrambling is also given in Fig. 4.

Fig. 3. Watermark-scrambling method on a quantum image sized 4×4.
The left is the original watermark and the right is the corresponding
scrambled watermark.

For a image with 2n × 2n pixels, two random permu-
tations K and R are generated by the owner, denoted by
the sequences of binary value respectively. Here, K =

{K(1),K(2), . . . ,K(2n)} and R = {R(1),R(2), . . . ,R(2n)}.
The secret key K is corresponding to the vertical information,
and the other secret key R is corresponding to the horizontal
information. Specifically, assuming that K(i) and R( j) are the
i-th and j-th binary values of K and R, respectively, the (i, j)
pixel value of the original watermark will be interchanged with
the pixel value at position (K(i),R( j)) in the new watermark.
By executing watermark scrambling on the watermark, the wa-
termark can be scrambled to be meaningless or disordered.

color

Y axis

X axis

>

>

>

>

Fig. 4. The image-scrambling quantum circuit on the quantum image
sized 4×4 of Fig. 3.

010306-3



Chin. Phys. B Vol. 27, No. 1 (2018) 010306

Assuming K = {1,0,3,2} and R = {3,1,2,0}, the origi-
nal position values are rearranged as {9, 12, 11, 10, 13, 16, 15,
14, 1, 4, 3, 2, 5, 8, 7, 6} by using the watermark-scrambling
quantum circuit shown as Fig. 4. The first two qubits of the
output x and y coordinates are the original watermark’s coor-
dinates, while the last two qubits of the output x and y coordi-
nates are the scrambled watermark’s coordinates.

The inverse watermark-scrambling process is similar to
the scrambling process. The pixel (K(i),R( j)) value of the
scrambled watermark replaced the pixel value at the position
(i, j) of the new watermark. Thus the image obtained is the
original watermark. The corresponding inverse watermark-
scrambling circuit is similar to that of watermark-scrambling.

3. New quantum watermarking algorithm based
on LSQb

Most of information hiding algorithms based on LSQb
modification have the characteristics of large capacity and easy
to operate. In this section, an improved quantum audio water-
marking algorithm based on LSQb modification and QRDA is

proposed. The steps of the algorithm are presented in details
as follows.

3.1. The embedding process of watermark

The classical algorithm based on LSB modification sub-
stitutes the least significant bit of carrier’s pixel values with
the bit sequence of secret information. Thus the changes hap-
pening on the original carrier are ±1. The method has little
effect on the quantized audio by modifying the least signifi-
cant qubits, which nearly is impossible to be perceived just by
the ear. The outline of the embedding process in our algorithm
is given in Fig. 5.

Due to that two bits can denote four binary numbers
{00,01,10,11} , the decimal value of the last two bits (x1,x0)

can denote the position of lowest four bit planes of each
pixel. Adjusting the decimal value denoted by (x1,x0) can
make values of bit plane denoted by it consistent with the
pixels of binary watermark. Assuming that the amplitude of
quantum audio corresponding to time points are expressed as
D = {D0,D1,D2,D3, . . . ,Dn−1}, the scrambled watermark can
be denoted as W = {w0,w1,w2,w3, . . . ,wn−1}.

quantum audio

logical relationship LSB

embedding circuit

embedded quantum

audio
embedding algorithm

scrambled watermark image
scrambling

quantum watermark

Fig. 5. The LSQb embedding process of watermark based on logical relationship (LR-LSQb).

The process of embedding watermark is presented in de-
tails as follows.

Step 1 The copyright owner firstly determines the em-
bedding positions for watermark in quantum audio. The deter-
mined positions are required to be sufficient to embed all the
watermark pixels with binary values.

Step 2 Assuming that an amplitude of quantum audio
corresponding to time-point is Di, the binary values of Di are
denoted as Di = D7

i D6
i D5

i D4
i D3

i D2
i D1

i D0
i , whose binary values

of the low four bit planes will be (D3
i ,D

2
i ,D

1
i ,D

0
i ).

Step 3 Get the binary value of the pixel wi in the scram-
bled watermark. Then, the binary value of the pixel wi will
be compared with the binary values of the low bit planes of
the carrier audio’s amplitude selected successively according
to the order of D2

i → D3
i .

Step 4 Compare the binary value of the pixel wi with
the binary value of the bit plane denoted by D1

i D0
i . If the

two values are equal, nothing will happen on D1
i D0

i . For ex-
ample, when the binary value of wi is 0 and the value of

(D3
i ,D

2
i ,D

1
i ,D

0
i ) is (1010), the binary value of the bit plane

denoted by D1
i D0

i (10) is 0, which means that it is marked as
D2

i . Since the binary value of the bit plane D2
i is consistent

with that of the pixel wi, there is no modification to be done on
D1

i D0
i .

Step 5 Otherwise, the binary value of D1
i D0

i is needed to
be modified correspondingly. If the binary value of wi is con-
sistent with D2

i or D3
i , it needs to modify D1

i D0
i by getting the

binary value of wi and comparing it with the binary value of
the low bit planes of the corresponding amplitude. For exam-
ple, if the binary value of wi is 0, the value of (D3

i ,D
2
i ,D

1
i ,D

0
i )

is (0110). The bit plane D2
i is denoted by D1

i D0
i (10). We can

see that the value of bit plane D2
i is 1 and it is not consistent

with the binary value of wi. However, due to the binary value
of bit plane D3

i is equal to that of wi, the copyright owner will
change the binary value of D1

i D0
i to 11. Herein, it means that

the binary value of the low four bit planes of amplitude will be
changed to 0111. Thus the pixel of binary watermark can be
embedded into the amplitude in quantum audio carrier without
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modifying the value of D3
i .

Step 6 For other special cases, the unique agreements are
presented in details as follows.

Case 1: If the binary value of wi is 0 and the binary value
of (D3

i ,D
2
i ,D

1
i ,D

0
i ) is (0000), the binary value of D1

i D0
i will be

modified to 01.
Case 2: If the binary value of wi is 0 and the binary value

of (D3
i ,D

2
i ,D

1
i ,D

0
i ) is (1100), (1101), or (1110), the binary

value of D1
i D0

i will be modified to 00.
Case 3: If the binary value of wi is 0 and the binary

value of (D3
i ,D

2
i ,D

1
i ,D

0
i ) is (1111), the binary value of D1

i D0
i

will remain unchanged. In this case, the algorithm makes an
agreement that the extracted binary value is unified as 1100.

Case 4: If the binary value of wi is 1 and the binary
value of (D3

i ,D
2
i ,D

1
i ,D

0
i ) is (0000), the binary value of D1

i D0
i

will remain unchanged. In this case, the algorithm makes an
agreement that the extracted binary value is unified as 0001.

Case 5: If the binary value of wi is 1 and the binary value
of (D3

i ,D
2
i ,D

1
i ,D

0
i ) is (1111), modify the binary value of D1

i D0
i

to 10.
Case 6: Otherwise the binary value of wi is 1 and the

binary value of (D3
i ,D

2
i ,D

1
i ,D

0
i ) is (0001), (0010), or (0011),

modify the binary value of D1
i D0

i to 01.
In specific, Table 1 shows the logical relationship (LR)

between bit information of watermark and binary values of
the low four bit planes of amplitude for LSQb modification of
embedding watermark. Meanwhile, in order to make the em-
bedding process more practical and obtain better usability and
scalability for copyright protection, an effective quantum em-
bedding circuit is designed in Fig. 6. The LR-LSQb embed-
ding circuit contains two parts. One is quantum comparator
and the other is modification circuit based on the logical rela-
tionship in Table 1 (the special cases are excepted). Here, four
ancillary states used as the input are prepared in the standard
states |0〉, while the states |a〉, |b〉, |c〉, and |d〉 are the outputs.

If |a〉 |b〉 |c〉 |d〉 = |0〉 |0〉 |0〉 |0〉, the binary value of D2
i is

consistent with that of wi. If the binary value of the bit plane
denoted by D1

i D0
i is consistent with the binary value of D2

i , the
binary value of D1

i D0
i is remained unchanged. Otherwise, the

binary value of D1
i D0

i will be modified correspondingly.
If |a〉 |b〉 |c〉 |d〉 = |0〉 |1〉 |0〉 |0〉 or |a〉 |b〉 |c〉 |d〉 =

|1〉 |0〉 |0〉 |0〉, the binary value of D3
i is consistent with that

of wi. If the binary value of the bit plane denoted by D1
i D0

i

is consistent with the binary value of D3
i , the binary value of

D1
i D0

i is remained unchanged. Otherwise, the binary value of
D1

i D0
i will be modified correspondingly.
If |a〉 |b〉 |c〉 |d〉 = |0〉 |1〉 |0〉 |1〉 or |a〉 |b〉 |c〉 |d〉 =

|0〉 |1〉 |1〉 |0〉 or |a〉 |b〉 |c〉 |d〉= |1〉 |0〉 |0〉 |1〉 or |a〉 |b〉 |c〉 |d〉=
|1〉 |0〉 |1〉 |0〉, the corresponding modification on the binary
value of D1

i D0
i will be implemented in term of the logical

relationship shown in Table 1.

Table 1-1. The relationship between bit information of watermark and
the binary values of the low four bit plane of amplitude.

The binary values of low four The binary values of The modified binary values of
bit planes of carrier watermark image low four bit planes of carrier

D3
i D2

i D1
i D0

i wi D′3i D′2i D′1i D′0i
0 0 0 0 0 0 0 1 0
0 0 0 1 0 0 0 1 0
0 0 1 0 0 0 0 1 0
0 0 1 1 0 0 0 1 0
0 1 0 0 0 0 1 1 1
0 1 0 1 0 0 1 1 1
0 1 1 0 0 0 1 1 1
0 1 1 1 0 0 1 1 1
1 0 0 0 0 1 0 1 0
1 0 0 1 0 1 0 1 0
1 0 1 0 0 1 0 1 0
1 0 1 1 0 1 0 1 0
1 1 0 0 0 1 1 0 0
1 1 0 1 0 1 1 0 0
1 1 1 0 0 1 1 0 0
1 1 1 1 0 1 1 0 0

Table 1-2. The relationship between bit information of watermark and
the binary values of the low four bit plane of amplitude.

The binary values of low four The binary values of The modified binary values of
bit planes of carrier watermark image low four bit planes of carrier

D3
i D2

i D1
i D0

i wi D′3i D′2i D′1i D′0i
0 0 0 0 1 0 0 0 1
0 0 0 1 1 0 0 0 1
0 0 1 0 1 0 0 0 1
0 0 1 1 1 0 0 0 1
0 1 0 0 1 0 1 1 0
0 1 0 1 1 0 1 1 0
0 1 1 0 1 0 1 1 0
0 1 1 1 1 0 1 1 0
1 0 0 0 1 1 0 1 1
1 0 0 1 1 1 0 1 1
1 0 1 0 1 1 0 1 1
1 0 1 1 1 1 0 1 1
1 1 0 0 1 1 1 1 0
1 1 0 1 1 1 1 1 0
1 1 1 0 1 1 1 1 0
1 1 1 1 1 1 1 1 0

|0>

|0>

|0>

|0>

a>

b>

c>

d>

logical relationship operationquantum comparator

Fig. 6. The LSQb modification circuit of embedding watermark based
on logical relationship.

Note The copyright owner firstly obtains the binary se-
quence W after zigzag sorting the watermark. If the length
of the bit sequence W is less than that of quantum audio as
the carrier, the binary sequence W needs to be filled so that
its length can be consistent with that of quantum audio. In
other words, if there are no enough pixels of watermark to
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be embedded into all the carrier amplitudes, the amplitudes
of redundancy in quantum audio will be filled with copies of
some amplitudes based on corresponding parts of time-points
in quantum audio. Hence, the length of watermark can be con-
sistence with that of quantum audio carrier.

3.2. Watermark image’s extracting process

In the new algorithm, the embedding process is based on
the logical relationship of bit values of different lowest bit
planes. By comparison, the extracting process of quantum
watermark basically is an inverse process of embedding. The
crucial factors of extracting process for copyright owner also
is the logical relationship shown as Table 1. The outline of the
extracting process in the new algorithm is given in Fig. 7.

It is noteworthy that the watermark was embedded into
the superimposed components of quantum carrier audio. Thus,
if any one attempts to obtain the embedded watermark, it is
necessary for him to perform measurement on the quantum
state of carrier audio. However, each of superimposed com-
ponent of quantum state only contain a small part of audio
information. Due to the quantum uncertainty theorem, many
enough copies of quantum carrier audio shall be prepared to
transmit or measure all the information of audio for commu-
nicators. Similarly, the same rule applies to the embedded wa-
termark. On this account, many enough copies of the water-
marked quantum audio is needed to extract the whole informa-
tion of embedded watermark.

stegano quantum audio

logical relationship LSB

extracting circuit

extracting algorithm scrambled watermark image

inverse
scrambling

watermark image

Fig. 7. The LSQb extracting process of watermark based on the logical relationship (LR-LSQb).

Since that LSQb watermarked quantum audio can be re-
garded as a complex vector in Hilbert space with the size of
2q+l , it can be decomposed as a vector direct product of am-
plitudes and the corresponding time-points.

For the cast that the length of time-points is 16 in Fig. 2
(the length of effective time-points L = 13), the stegano audio
vector is denoted as 𝐷, which can be disintegrated as

𝐷 = D1⊗



1
0
0
...
0
0


+D2⊗



0
1
0
...
0
0



+D3⊗



0
0
1
...
0
0


+ · · ·+D13⊗



0
...
1
0
0
0


. (6)

The vector 𝐷 and time-points encoded by binary values
are known for the copyright owner. He can covert the first
part of every direct product (amplitude information) to a bi-
nary data, and the number of binary values exactly equals to
that of quantum audio carrier’s amplitudes encoded. Based
on Table 1, the binary values of watermark can be extracted
by getting the binary values of lowest two bit planes, succes-
sively. The extracting process can be described in details as

follows.
Step 1 The copyright owner firstly confirms the positions

of watermark embedded in quantum audio carrier. The corre-
sponding amplitudes can be extracted in term of Eq. (6).

Step 2 Get the binary value of the lowest two bit planes
D1

i D0
i of each amplitudes successively. The bits denoted by

D1
i D0

i can be extracted according to the Eq. (6) and the logical
relationship in Table 1. Then the binary sequence of scrambled
watermark W can be extracted from quantum audio carrier.

Step 3 The correct binary sequence of watermark can be
recovered according to the scrambling key K and R.

The LSQb extracting module based on the logical re-
lationship is given by Fig. 8. An image with 2× 2 pixels
as scrambled watermark can be denoted as wi = {0,0,1,1},
where i ∈ {0,1,2,3}. Taking the quantum audio in Fig. 1
as example, the quantum extracting circuit of watermark is
shown in Fig. 9.

lo
g
ic

a
l 
ex

tr
a
ct

in
g
 m

o
d
u
le

|0>
|0>

Fig. 8. The extracting module based on the logical relationship in Ta-
ble 1.
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Fig. 9. A concrete example for extracting the watermark image with the
size of 2×2.

4. Simulation-based experiments and analysis
4.1. The evaluation criteria of audio quality

Because that the signal to noise ratio (SNR) is generally
used to evaluate the quality of stegano audio, in this paper,
we also adopt this evaluation criteria to evaluate transparency
of our new watermarking algorithm. If the quality of an au-
dio does not change obviously after embedding watermark, it
indicates that the algorithm has good transparency.

SNR is also widely used for the objective evaluation of
the audio quality. The definition of SNR is the ratio of sig-
nal to noise in an electronic system. The noise is regarded as
an additional signal that produced by the electronic system,
which does not exist in the original signal. Due to that wa-
termark can be regarded as a kind of noise, the transparency
of the watermark can be effectively evaluated by SNR. The
calculation formula of SNR is defined as

SNR = 10lg
(

Ps

PN

)
, (7)

where its unit is dB, and Ps and PN represent the effective
power of the signal and noise, respectively.

4.2. Experimental simulation and results

The transparency and robustness of the new algorithm
can be demonstrated by simulation experiments on MATLAB

original watermark-Lena scranbled watermark-Lena extracted watermark-Lena

original watermark-Camera scranbled watermark-Camera extracted watermark-Camera

original watermark-Girl scranbled watermark-Girl extracted watermark-Girl

Fig. 10. Three binary watermark images. The left images are original watermarks, the medium images are scrambled watermarks, and the right
image are extracted watermarks.
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R2014a. The audios used in the simulation experiments are
based on WAV format, and provided by Microsoft Windows it-
self without any compression. For digital audio, some changes
to the least significant bits will not affect the audio auditory
effect apparently. The experimental audios used are labeled

as WAV1 and WAV2. Besides that, in order to facilitate the
simulation, we choose three binary images as watermarks to
be embedded into the audio, as shown in Fig. 10. The corre-
sponding scrambled watermarked images are named as Water-
mark Lena, Watermark Camera, and Watermark Girl.

original audio original audio

marked audio marked audio

original audio original audio

marked audio marked audio

original audio original audio

marked audio marked audio

(a) audio: WAV1, watermark: Lena (b) audio: WAV1, watermark: Camera

(c) audio: WAV1, watermark: Girl (d) audio: WAV1, watermark: Lena

(e) audio: WAV1, watermark: Camera (f) audio: WAV1, watermark: Girl

Fig. 11. (color online) Simulation waveforms of the original and marked quantum audio for embedding different binary images. (a) The audio
carrier is WAV1 and the watermark image is Lena, (b) the audio carrier is WAV1 and the watermark image is Camera, (c) the audio carrier is
WAV1 and the watermark image is Girl, (d) the audio carrier is WAV2 and the watermark image is Lena, (e) the audio carrier is WAV2 and the
watermark image is Camera, and (f) the audio carrier is WAV2 and the watermark image is Girl.
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4.2.1. Transparency experiment

The simulations are demonstrated on a computer with In-
tel(R) Core(TM) i5-2400 CPU3.10 GHZ 4GB RAM, and 64-
bit operating system. Based on the logical relationship in Ta-
ble 1, the experimental results are shown in Fig. 11. The SNR
values of the three embedded binary images are presented in
Table 2.

Table 2. SNR values of three examples used in the simulation.

Audio Binary watermark image SNR/dB
WAV1 Lena 59.4628
WAV1 Camera 59.3266
WAV1 Girl 58.9347
WAV2 Lena 57.2553
WAV2 Camera 56.8298
WAV2 Girl 56.6542

From the simulation waveforms given in Fig. 11, it can
be seen that no matter what the embedded watermark is, the
waveforms of the original audio and the stegano audio are vir-
tually identical. This means that it is nearly impossible for a
third party to detect the watermark embedded in the audio by
ears. So transparency of the watermark is good. Besides, from
Table 2, it can be seen that the SNR values are high enough for
all the stegano quantum audios after combining different car-
riers and watermarks. It further proves that our new algorithm
has very good transparency.

4.2.2. Robustness experiment under noise channel

In an open quantum channel interacted with external en-
vironment, the transmitted qubits are susceptible to the noise.
To demonstrate the robustness of the proposed watermarking
algorithm under noise attacks, the related simulation and anal-
ysis on four Pauli noise attacks are presented in this section.

In general, there are four common quantum noises includ-
ing 𝜎I, 𝜎x, 𝜎y, and 𝜎z. Since they belong to Pauli matrix, they
are also called as four Pauli matrix noises. The specific defini-
tions are given as

𝜎I =

[
1 0
0 1

]
, 𝜎x =

[
0 1
1 0

]
,

𝜎y =

[
0 −i
i 0

]
, 𝜎z =

[
1 0
0 −1

]
. (8)

Herein, 𝜎I is unitary matrix and it means that there is no
noise effect on qubit. 𝜎x is the bit-flip and 𝜎z is the phase-
flip. 𝜎y = i𝜎x𝜎z is the superposition of 𝜎x and 𝜎z excepting a
global phase of π/2. Obviously, the types of noise that really
need to be discussed are only 𝜎x, 𝜎y, and 𝜎z .

(i) The bit-flip noise 𝜎x. Simply speaking, the effect of
this noise is to cause |0〉 → |1〉 and |1〉 → |0〉. No matter for
quantum carrier audio represented by QRDA, or quantum im-
age watermark represented by NEQR, the amplitude values or
pixel values are all encoded by binary qubit sequences. It is
easy to know that bit-flip noise 𝜎x can cause direct influence
on quantum carrier audio and quantum watermark.

Due to quantum computer is not yet available for us, it
is impossible to simulate the bit-flip 𝜎x noise on a quantum
computer directly. Because the Gauss–White noise in classi-
cal channel can perform bit-flip on any position of classical bi-
nary bit sequences, in this paper, the simulation experiment of
Gauss–White noise attack on classical computer is carried out
effectively to evaluate the influence of bit-flip noise on the pro-
posed algorithm and prove the robustness of watermark in the
new algorithm. The experimental results are shown in Fig. 12.
The SNR values of three embedded binary image watermarks
are presented in Table 3.

Fig. 12. Three extracted watermarks under Gauss–White noise attack.

Table 3. SNR values of three examples under Gauss–White noise at-
tack.

Audio Binary watermark image SNR/dB
WAV1 Lena 50.4038
WAV1 Camera 49.6576
WAV1 Girl 47.8630
WAV2 Lena 49.3523
WAV2 Camera 48.2176
WAV2 Girl 47.4805

From the simulation results given in Fig. 12 and Table 3,

although the SNR values of watermarks are slightly reduced

compared with the original watermarks, their visual qualities

have no obvious changes and the watermarks still have high

fidelity. It proved that the new algorithm has good robustness

and can effectively resist on bit-flip noise attack.

(ii) The phase-flip noise 𝜎z. The effect of this noise is to
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cause |0〉 → |0〉 and |1〉 → −|1〉. As mentioned above, due
to quantum audio amplitude and quantum image pixels are all
encoded by binary qubit sequences, the phase-flip noise will
not have substantial effect on the quantum carrier audio and
quantum image watermark. As a result, the new algorithm can
effectively resist phase-flip noise attack to obtain good robust-
ness.

(iii) The bit and phase-flip noise 𝜎y. It is a superposition
of the noises of 𝜎x and 𝜎z excepting a global phase of π/2.
As mentioned above, phase-flip noise 𝜎z has no substantial ef-
fect on quantum carrier audio and quantum image watermark,
while only bit-flip noise 𝜎x has effect. Therefore, the influence
on robustness of the new algorithm caused by the noise 𝜎y can
be simplified to be that of the bit-flip noise 𝜎x . Consequently,
the relevant simulation and analysis of the bit-flip noise also
can prove that the proposed algorithm has good robustness to
resist on the bit and phase-flip noise 𝜎y.

In conclusion, the new algorithm can achieve good ro-
bustness to resist on the four quantum Pauli noises.

5. Performance analysis
5.1. Transparency

In the new algorithm, the embedding positions (third or
fourth bit plane) of watermark based on logical relationship
can be adjusted by modifying D1

i D0
i . The embedding of wa-

termark does not modify the binary values in high-level bit
planes of amplitudes. So it avoids obvious distortion to au-
dio carrier caused by substituting corresponding bit values of
amplitudes with the binary values of watermark’s pixels. In
addition, the simulation waveforms and SNR values show that
it is nearly impossible to detect the embedded watermark in
stegano quantum audio by ears for any third parties. It proves
that the new algorithm has good transparency.

5.2. Security

In this paper, the embedding positions of watermark are
indirectly selected by using the four low bit planes of ampli-
tudes based on logical relationship, which enhances the link
between bit values of watermark pixels and binary values of
amplitudes in quantum audio carrier. Besides, embedding po-
sitions (in third or fourth bit plane) of watermark based on
logical relationship can be dynamically adjusted by modify-
ing D1

i D0
i . As a result, compared with previous quantum wa-

termarking algorithms, embedding positions of watermark are
dynamic rather than fixed. It means that, for illegal third par-
ties, it is more difficult to find out the correct positions of em-
bedding watermark. Thus, the new algorithm can greatly en-
hance watermark’s security.

5.3. Robustness

In the new algorithm, embedding positions of watermark
are determined by the logical relationship between binary val-
ues of four lowest bit planes of amplitudes in quantum audio
carrier. By virtue of this logical relationship, the inner con-
nection between four low bit planes of amplitudes can be used
to effectively improve the robustness of watermark embedded
into quantum audio carrier. At least, it is easy to know that
its robustness will be better than that of previous algorithms in
which LSQb modification is simply adopted to embed water-
mark. Furthermore, in a open network environment, the new
proposed algorithm can effectively resist illegal attacks. The
reason is that, for the illegal third parties, it is very hard or
even impossible to know the correct embedding positions of
watermark. Under this circumstance, illegal attacks will fo-
cus on LSQb values of amplitudes in quantum audio carrier to
remove watermark. Consequently, the bits of watermark em-
bedded into the third bit plane or the fourth bit plane will not
be affected. In summary, the new algorithm can improve the
robustness of watermark.

6. Conclusion
In this paper, an improved watermarking algorithm based

on LSQb modification for quantum audio is proposed. Com-
pared with previous algorithms, it substitutes the least signif-
icant bits of corresponding amplitudes of quantum audio car-
rier with the binary values of watermark pixels by utilizing the
logical relationship between the sub-low bit planes and lowest
bit plane of quantum audio amplitudes, for achieving better
transparency, security, and robustness. The new algorithm can
enhance the connection between watermark’s bits and binary
values of amplitudes, and realize dynamically embedding and
extracting of watermark image. In order to implement the new
watermarking algorithm, the unique quantum circuits are de-
signed to realize embedding and extracting processes of wa-
termark. In addition, these quantum circuits make it possible
for the new algorithm to obtain better usability and scalabil-
ity. The SNR values and simulation waveforms in the experi-
mental results prove that the watermarking algorithm proposed
achieves good transparency, good security, and strong robust-
ness.
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