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Quantum randomness amplification protocols have increasingly attracted attention for their fantastic ability to amplify
weak randomness to almost ideal randomness by utilizing quantum systems. Recently, a realistic noise-tolerant randomness
amplification protocol using a finite number of untrusted devices was proposed. The protocol has the composable security
against non-signalling eavesdroppers and could produce a single bit of randomness from weak randomness sources, which
is certified by the violation of certain Bell inequalities. However, the protocol has a non-ignorable limitation on the min-
entropy of independent sources. In this paper, we further develop the randomness amplification method and present a
novel quantum randomness amplification protocol based on an explicit non-malleable two independent-source randomness
extractor, which could remarkably reduce the above-mentioned specific limitation. Moreover, the composable security of
our improved protocol is also proposed. Our results could significantly expand the application range for practical quantum
randomness amplification, and provide a new insight on the practical design method for randomness extraction.

Keywords: quantum random number generation, quantum randomness amplification, quantum key distribu-
tion
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1. Introduction
Randomness is a kind of particularly special resource that

we could benefit from in nature. Nowadays, it is broadly ap-
plied in gambling, economics, cryptography, and quantum key
distribution.[1–4] Generally, there are two different types of
randomness, which could be classified as classical random-
ness and quantum randomness. The classical randomness,
derived from specified algorithms or classical physical phe-
nomenons, such as thermal noise,[5] radioactive decay,[6] or
optical chaos,[7] is so-called pseudo randomness as its deter-
ministic nature. However, the quantum randomness is truly
“real” randomness, which particularly stems from the uncer-
tainty principle in quantum mechanics.[8]

Recently, as a widely used task, quantum randomness
amplification is firstly proposed by Colbeck and Renner in
Ref. [9], building on the breakthrough results in Ref. [10].
They constructed a device-independent quantum randomness
amplification protocol based on the violation of a Bell inequal-
ity, and demonstrated that one can amplify a weak random-
ness ε-Santha–Vazirani (SV) source[11] to almost ideal ran-
domness bits, which is not possible in classical theory. Subse-
quently, many protocols have been proposed to further develop
the original result.[12–16]

More recently, it has been shown that the quantum ran-
domness amplification protocol could be accomplished with
only a finite constant number of devices, even in the presence
of a certain noise level.[12] Using a finite number of untrusted
devices, this realistic noise-tolerant protocol could produce

randomness from an arbitrarily weak SV source and achieve
composable security against general no-signaling adversaries,
even working with correlations attainable by noisy quantum
resources. Compared to most previous quantum randomness
amplification protocols, one of the biggest advantages of this
protocol is that it needs only a finite number of devices, i.e., 4
or 8 untrusted devices, which therefore makes it directly im-
plementable in practice. Specifically, under certain limitations
on the min-entropy sources obtained from the Bell test, the
protocol could produce one bit of output randomness in poly-
nomial time with four untrusted devices.

In this paper, we investigate and further develop the real-
istic noise-tolerant quantum randomness amplification proto-
col presented in Ref. [12], wherein we focus on the protocol
performance from another practical point of view, namely, a
randomness extraction method in the practical scenarios. We
present an improved quantum randomness amplification pro-
tocol with four untrusted devices by introducing a novel non-
malleable two independent-source randomness extractor pre-
sented in Ref. [17]. Using this novel extractor, we could re-
duce the limitations on the min-entropy h∞ of a randomness
amplification protocol from O(poly logn) to O(logn log logn)
with n times of running. This notable improvement could im-
mediately expand the application ranges of quantum random-
ness amplification protocols for practical scenarios. Moreover,
the composable security against general no-signaling adver-
saries is presented.
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Fig. 1. (color online) Schematic diagram of improved quantum randomness amplification protocol with four untrusted devices. The
protocol works as follows. First, the bit sequences X from the SV source are delivered to four devices as their measurement inputs,
producing output bits Y . Then the inputs and outputs of devices (X ,Y ) are subjected to the Bell tests. When the tests are passed (ACC),
the honest parties subsequently apply an extractor to the output strings Y from the devices and further n bits t from the SV source,
obtaining the final single random bit S with composable security against most general adversaries. The protocol runs n times, and the
colors of the arrows schematically represent their provenances.

2. General setup and protocol procedure
We describe the novel explicit non-malleable randomness

extraction protocol for improved realistic quantum random-
ness amplification with four untrusted devices in detail as fol-
lows.

Before going into more details, let us introduce some no-
tations and definitions. Let x and y denote the measurement
input and output sets of the four honest parties with untrusted
devices, respectively. Considering n runs of each untrusted
device, we have 𝑥 = (x1,x2, . . . ,xn) and 𝑦 = (y1,y2, . . . ,yn).
For k ∈ {1,2, . . . ,n}, every xk and yk is in the form 𝑥 =

(𝑥1,𝑥2,𝑥3,𝑥4) and 𝑦 = (𝑦1,𝑦2,𝑦3,𝑦4), respectively. Let w
and z be the inputs and outputs of the adversary and Eve,
respectively, and let e denote the side information held by
Eve. To specifically describe the protocol, we introduce the
so-called probability box, which defines the total probability
relation between the input and output in the protocol. Finally,
the probability box, held by the four honest parties and Eve is
given as p(y,z | x,e,w).[12]

As illustrated in Fig. 1, the improved quantum random-
ness amplification protocol includes the following specific
steps:

(i) Measurement step First, a portion of bits from clas-
sical ε-SV source is delivered to the four honest parties, and
used to choose the measurement settings 𝑥k = (𝑥1

k ,𝑥
2
k ,𝑥

3
k ,𝑥

4
k)

for the four no-signalling untrusted devices in the n runs of the
protocol. It then produces the output bits 𝑦k = (𝑦1

k ,𝑦
2
k ,𝑦

3
k ,𝑦

4
k ).

(ii) Estimation step To check whether a particular Bell
inequality is violated to a certain specified level, an estima-
tion test is then performed on the input x and output y. The
estimation quantity of Bell inequality is given as

B̂est :=
1
n

n

∑
k=1

B(yk,xk), (1)

where B is an indictor vector given in the following equa-
tion (7), with 16×16 entries B(y,x) representing the violation

amount of the Bell inequality and 𝐵 · {P(𝑦|𝑥)} = 0 denotes
the maximally algebraically violation of Bell inequality. In
fact, we can firstly obtain the conditional probability distribu-
tion P(𝑦|𝑥) from the experimental data of the measurement
input 𝑥 and the measurement output 𝑥. Then, combining the
P(𝑦|𝑥) and the Bell indictor vector 𝐵, we can obtain the Bell
inequality to estimate the violation of Bell test. The protocol is
aborted unless B̂est ≤ δ for some fixed constant δ > 0, where
δ is interpreted as the noise level. In particular, we would ob-
serve B̂est = 0 in the absence of noise.

(iii) Randomness extraction step. Conditioned on the
successful test in the above step, the four users then apply
an explicit non-malleable independent-source extractor Ext in
Ref. [17], to the output strings y from the devices and further
a second part of bits t from the SV source. Finally, we could
obtain a single perfect random bit S from the extractor Ext,
where S is the output of Ext, S := Ext(y, t).

In fact, to ensure the composable security of the proposed
protocol, in the first two steps we adopt similar strategies as
those presented in Ref. [12], as well as the Bell inequality.
The most important improvement that we develop here is the
novel construction method of different randomness amplifica-
tion extractors, which could significantly improve the practical
performance of randomness amplification protocols.

3. Composable security proof
In this section, we present some necessary notions and

definitions for detailed descriptions at first, and prove the com-
posable security of our protocol in the end.

ε-SV source. In the most general case, an ε-SV source
is described as the probability distribution P(Xi | Xi−1, . . . ,X1),
such that

1
2
− ε ≤ P(Xi | Xi−1, . . . ,X1)≤

1
2
+ ε (2)

for all i, where 0≤ ε < 1
2 .
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Bell inequality As demonstrated in Ref. [10], the vio-
lation of Bell inequalities could be used to generate certified
randomness with device-independent certification. The Bell
inequality we use here is four-parties Bell inequality as pre-
sented in Ref. [12]. It contains four spatially separated parties
with measurement settings 𝑥= (𝑥1,𝑥2,𝑥3,𝑥4) and respective
outcomes 𝑦 = (𝑦1,𝑦2,𝑦3,𝑦4). We have two possible mea-
surement settings and two possible output settings, namely,
𝑥i ∈ {0,1} and 𝑦i ∈ {0,1} for i ∈ {1,2,3,4}, where the mea-
surement settings could be divided into two sets such that

𝑋0 = {{0001},{0010},{0100},{1000}}, (3)

𝑋1 = {{0111},{1011},{1101},{1110}}. (4)

The Bell inequality is given in Ref. [18] as

∑
𝑦,𝑥

(𝐼⊕4
i=1𝑦

i=0 ·𝐼𝑥∈X0 +𝐼⊕4
i=1𝑦

i=1 ·𝐼𝑥∈X1) ·P(𝑦|𝑥)≥ 2, (5)

where the indicator function 𝐼𝑥∈X0 = 1 if 𝑥 ∈ X0 and 0 other-
wise. Hence, the Bell inequality can be written as

𝐵 · {P(𝑦|𝑥)}= ∑
𝑦,𝑥

B(𝑦,𝑥)P(𝑦|𝑥)≥ 2, (6)

where 𝐵 is an indicator vector for Bell inequality with 16×16
entries

B(𝑦,𝑥) = 𝐼⊕4
i=1𝑦

i=0 ·𝐼𝑥∈X0 +𝐼⊕4
i=1𝑦

i=1 ·𝐼𝑥∈X1 . (7)

Next, we show that there exists the maximally algebraic viola-
tion of the given Bell inequality. First, we suggest the quantum
state

|Ψ〉= 1√
2

(
|φ−〉|φ̃+〉+ |ψ+〉|ψ̃−〉

)
, (8)

where

|φ−〉=
1√
2
(|0〉|0〉− |1〉|1〉), (9)

|φ̃+〉=
1√
2
(|0〉|+〉+ |1〉|−〉), (10)

|ψ+〉=
1√
2
(|0〉|1〉+ |1〉|0〉), (11)

|ψ̃−〉=
1√
2
(|0〉|−〉− |1〉|+〉). (12)

Then choose the measurements in the X basis as{
|+〉= 1√

2
(|0〉+ |1〉), |−〉= 1√

2
(|0〉− |1〉)

}
(13)

corresponding to 𝑥i = 0 and the measurements in the Z basis
as {

|0〉, |1〉
}
, (14)

corresponding to 𝑥i = 1 for each of the four parties i ∈
{1,2,3,4}.[12] Finally, we perform the above measurements

on the quantum state |Ψ〉 and could achieve the maximally
algebraic violation of Bell inequality, i.e., 𝐵 · {P(𝑦|𝑥)} =
∑𝑦,𝑥B(𝑦,𝑥)P(𝑦|𝑥) = 0.

Min-entropy sources For a given random variable S, the
min-entropy is defined as

H∞(S) = min
s∈supp(S)

log
1

P(S = s)
. (15)

As an example, the min-entropy of the SV source is no smaller
than log( 1

2 + ε). We notice that, one can realize the random-
ness amplification task by using two independent-source ex-
tractors for multiple weak sources of randomness. Here, we
use the following result on a two-source extractor.

Explicit non-malleable two-source extractor The ex-
plicit non-malleable extractor that we use in the randomness
extraction step is described as the following lemma.

Lemma 1 (Theorem 1.9 in Ref. [17]).
For every constant σ > 0, there exists a constant c′ > 1

and an explicit two-source extractor Ext : {0,1}n×{0,1}n 7→
{0,1} for min-entropy h∞ ≥ c′ logn log logn, with error σ .

Actually, as described above, this non-malleable extrac-
tor is a two min-entropy source randomness extractor. In fact,
once we have two random sources that both satisfy the restric-
tions on min-entropy, then using this novel extractor, we could
extract one single bit of randomness from two min-entropy
sources, which is termed as y and t in our protocol. Moreover,
as explained detailedly in Ref. [17], the non-malleable extrac-
tor has an explicit construction way, leading to an important
significance for practical applications.

Proof of composable security In this subsection, we
briefly proof the composable security of our protocol as fol-
lows.

Theorem 1 For a general ε-SV source with ε > 0 and the
specific parameters described in Ref. [12], then for any prob-
ability distribution pw(y,z,x, t,e) satisfying the Bell violation,
the proposed protocol could produce on single perfect random
bit s using an explicit non-malleable independent-source ex-
tractor Ext: Ext(y, t) = s with constant error σ , such that

dc p(ACC)≤ 2−Ω(n log logn), (16)

where s is the finally obtained one single random bit, ACC
means the acceptance of the estimation step and dc is the com-
posable security criterion which is defined in terms of the stan-
dard variational distance of the actual box p(s,z,e | w,ACC)
and an ideal box, given by

dc : = ∑
s,e

maxw ∑
z

∣∣p(s,z,e | w,ACC)

− 1
2

p(z,e | w,ACC)
∣∣. (17)

We briefly proof the above theorem as follows. From the
security proof in Ref. [12], it is shown that with high prob-
ability, either we can get a min-entropy from the outputs of
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the devices when conditioned on the successful acceptance
of ACC, or else the probability of acceptance is small. As
claimed in Ref. [12], the crux of the proof is to show that the
outputs of untrusted devices constitute a min-entropy, which
is certified by the violation of Bell inequality. Then we can
apply a randomness extractor to the two independent sources.
Here, using the similar building method of two independent
min-entropy sources y and t, we could then produce one sin-
gle random bit with the explicit non-malleable extractor pre-
sented in Lemma 1. Thanks to the cascaded structure, we
could adopt the explicit non-malleable extractor proposed in
Ref. [17] instead of that in Ref. [12], which immediately re-
duces the limitation on the min-entropy. Namely, we could
change the h∞≥ logc(n) with h∞≥ c′ logn log logn (c is a large
enough constant, see Ref. [12]). As a result, similar to the se-
curity proof in Ref. [12], one can easily get the inequality (16)
with the setting |S|= 2. That completes the proof.

It is clear from the above analysis that, the improved ran-
domness amplification protocol we present here requires only
four untrusted devices, and holds composable security against
the most general adversaries by introducing an explicit non-
malleable extractor, which enables a true random bit to be
generated from two min-entropies. Compared to the origi-
nal results presented in Ref. [12], our protocol could signifi-
cantly reduce min-entropy h∞ requirement from O(poly logn)
to O(logn log logn).

In fact, due to the cascaded structure, our approach could
be easily extended to the alternative randomness amplification
protocol with the eight devices in Ref. [12] and other random-
ness amplification protocols. Moreover, our extractor has an
explicit construction method as described in Ref. [17]. This
added benefit makes our protocol more useful for applications
in practical scenarios.

4. Conclusions
In this work, we demonstrated a novel randomness am-

plification protocol with four untrusted devices using an ex-
plicit non-malleable extractor. We characterized the compos-
able security of the proposed protocol and proved that it could
produce a single random bit from two min-entropy sources.

Improvements in the randomness extraction method could ob-
viously reduce the demand for min-entropy sources. More-
over, the cascaded nature of the protocol makes it compatible
with a variety of practical random number generations, such
as source-independent[19] and source-device-independent[20]

quantum random number generation schemes.
Future work into the more advanced randomness extrac-

tion method would enable general practical random number
generations in a range of applications. As such, our results
may provide new insights into common randomness extrac-
tion techniques for practical quantum randomness amplifica-
tion and quantum random number generations.
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