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With the increasing popularity of fingerprint identification technology, its security and privacy have been paid much
attention. Only the security and privacy of biological information are insured, the biological technology can be better
accepted and used by the public. In this paper, we propose a novel quantum bit (gbit)-based scheme to solve the security
and privacy problem existing in the traditional fingerprint identification system. By exploiting the properties of quantum
mechanics, our proposed scheme, cancelable remote quantum fingerprint templates protection scheme, can achieve the
unconditional security guaranteed in an information-theoretical sense. Moreover, this novel quantum scheme can invalidate
most of the attacks aimed at the fingerprint identification system. In addition, the proposed scheme is applicable to the
requirement of remote communication with no need to worry about its security and privacy during the transmission. This is
an absolute advantage when comparing with other traditional methods. Security analysis shows that the proposed scheme
can effectively ensure the communication security and the privacy of users’ information for the fingerprint identification.
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1. Introduction

With the continuous development of biological technolo-
gies and artificial intelligence, fingerprint identification tech-
nology has been commonly used by the public. Compared
with the traditional identity authentication methods using
passwords or character string, the usage of fingerprint iden-
tification is simple, convenient, and without having to make
extra efforts in memorizing, because only with the scanning
of the user’s finger over the sensor, the identity authentication
process will be completed. However, the biological technol-
ogy does not equal to absolute security and it also has sev-
eral intrinsic problems. For example, the original feature data
of the fingerprint (called ‘minutiae’) are usually stored in the
database of servers, if the database is compromised, all feature
data from fingerprints will be exposed,!! eavesdroppers, then,
can restore the original fingerprint images by using these ex-
posed and compromised minutiae. Therefore, it will never be
secure once the original fingerprint images are compromised.

To overcome the mentioned problems, a technology
called revocable biological template protection has been
proposed. > This technology protects user’s security and pri-
vacy by using irreversible template transformation of minu-
tiae. In the process of fingerprint identification, only the trans-
formed template is used for authentication. By doing this,
compromise and exposure of minutiae can be prevented. The
advantage of this scheme is that a renewed irreversible trans-
formed template will be generated from records of the same
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minutiae once the transformed template is exposed. In re-
cent years, a fingerprint identification algorithm by exploit-
ing biological features template protection technology has be-
come a hot-spot, researchers have proposed various strategies
to protect the biological features template, and these strate-
gies can be categorized into two types:[?! (i) transformation of
biological features*°! and (ii) the methods based on helper
data.['0-15] However, these classical security schemes still
have problems. For example, in the first type, bio-hashing
of biological features!® is proposed in which one can com-
bine random number and fingerprint images to create the tem-
plate. However, eavesdroppers can easily attack the system
if he/she has obtained the identity token. Chulhan et al.[®]
came up with an idea of reflecting the minutiae into a three-
dimensional array and combining the personal PIN code to ob-
tain a transformed bit string. This scheme still has weakness,
once the PIN code is reset, the security of the system could be

(131 proposed

greatly reduced. For the second type, Yang et al.
a Delaunay quadrangle-based fingerprint authentication sys-
tem, which expands the Delaunay triangle-based structure pro-
posed in Refs. [14] and [15]. The local Delaunay quadrangle-
based structure has better structural stability than the Delau-
nay triangle-based structure and it is able to tolerate a certain
extent of nonlinear distortion-induced structural change, but
lots of parameters in this method need to be set which thus
may lead to complexity and expenditure problems. Generally

speaking, the two types of protection strategies both have in-
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trinsic weaknesses, which to some degree causes security and
privacy issues for the biological characteristics template.

By contrast with the above-mentioned classical methods,
in the field of physics, meanwhile, quantum mechanics is a
set of theories established at the beginning of 20th century.1®!
After the development of a century, it has become one of the
sub-disciplines of physics, which focuses on researching the
movement pattern of micro-particles in the material world.!!”]
Quantum mechanics is not only one of the basic theories in
modern physics, but also has wide applications in relevant dis-
ciplines (e.g., chemistry and cryptology) as well as many mod-
ern technologies.!'®! Interestingly, the micro-particles have
lots of strange properties which could provide new methods to

m.[1920) Tnspired by distinct prop-

solving the classical proble
erties of quantum, Bennett and Brassard proposed a quantum
method to solve the problem of key distribution; their research
results were published as the well-known BB84 protocol, [>!]
which encodes information by exploiting the complementarity
of two states of a linearly polarized photon (horizontal and ver-
tical directions) and two states of a circularly polarized photon
(levorotary and dextrorotary directions). This protocol has a
profound impact on the discrete-variable quantum key distri-
bution (DVQKD) area. For decades, researchers have put for-
ward lots of improved DVQKD protocols. Meanwhile, the
unconditional security proofs for this type of protocols have
steadily improved and today unconditional security, namely,
the security guaranteed in an information-theoretical sense,
has been established for DVQKD protocols in both asymp-

23241 Our quantum fin-

totic limit!*?! and finite-size regime.!
gerprint templates protection scheme can be deemed as an ap-
plication of the DVQKD protocol in fingerprint identification
area. Thus, from this viewpoint, our scheme not only can well
defend most specific attacks aimed at the fingerprint identifi-
cation system, but also can defend the collective attacks which
are the most powerful attacks to the DVQKD protocols.

In what follows, we detail the proposed novel cance-
lable remote quantum fingerprint templates protection scheme,
which can theoretically guarantee the security and privacy of
the fingerprint identification system. The organization of this
paper is as follow. In Section 2, we briefly describe several
quantum properties related to our works. The novel quantum
fingerprint templates protection scheme is detailed in Section
3. Security analysis is presented in Section 4 and the conclu-
sion is given in Section 5.

2. Quantum properties

Details about quantum mechanics can be found in
Ref. [17]. In this section, we only discuss several basic quan-
tum properties related to the proposed scheme, and they are
significant for the design of a quantum fingerprint recognition
system.

2.1. Uncertainty principle

In order to acquire the information encoded in quantum
bit |@), we must measure this quantum bit. Given a measure-
ment operator @, let |g;) (i =1,2,...,n) be @’s eigenstates,
then arbitrary quantum bit |@) can expand according to the
eigenstate of @@, namely,

|9) =Y cila). (M)

If at least two items in ¢; (i = 1,2,...,n) are not 0, |@) is cer-
tainly not the eigenstate of operator Q. Let |@) be an eigen-
state of measurement operator L, namely,

Lip) = A|9). 2)

Since |¢;) (i=1,2,...,n) is a set of orthonormal basis, which
is linear independence and can expand a linear space. But
|o) and |g; )(i = 1,2,...,n) cannot be orthonormalized due
to Eq. (1). Thus, they cannot be the eigenstate of ) and L
simultaneously. In quantum mechanics, this situation is called
that @ and L cannot be commuted, namely,

LQ# QL. A3)

Hence, @@ and L cannot be measured simultaneously. That is
to say, the measurement result of |@) using the measurement
basis corresponding to @ as the measurement operator is dif-
ferent from the measurement result of |¢) using the measure-
ment basis corresponding to L as the measurement operator.

For example, consider a basic quantum bit which could
be |0) or |1), their corresponding probabilities are || & ||> and
| B ||?, respectively. According to the superposition princi-
ple, this quantum bit also could be the linear state |0) + |1),
but we cannot exactly know which state it is without measure-
ment. Quantum measurement is related to the option of mea-
surement basis, that is to say, if we choose an improper basis,
we cannot obtain the precise result. Figure 1 shows that an ar-
bitrary quantum bit |y) in a two-dimensional Hilbert space can
be represented by a vector |y) = a|0) + §|1) (orange arrow)
which consists of base |0) and base |1) (black solid coordinate
axes). As a result, the measurement result is either |0) or |1)
when one chooses the basis |0)(0] and |1)(1| to measure |y).
However, since the amplitude and phase are not commuted,
we can only obtain the precise result of the amplitude while
the phase is uncertain. But if using {|0),[1’)} (blue dashed
coordinate axes) as the measurement basis, |y) can be abso-
lutely determined. This is because quantum bit | ) can be rep-
resented by |y) = ’|0'), which is one of the orthogonal basis
{|0),]1")}. Hence, the amplitude and phase can be precisely
measured in {|0),|1’)} rather than {|0),|1)}.
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Fig. 1. (color online) Uncertainty principle of quantum bit.

The property of imprecise measurement of quantum bit
is determined by uncertainty principle. This speciality renders
the quantum bit completely different from a classical bit.[?>]
For a classical bit, on which most cancelable fingerprint tem-
plates protection methods are based, it can be measured pre-
cisely under any situation. A classical binary bit only can be
‘1° or ‘0.

obtain accurate information if improper measurement basis is

However, for a quantum bit, it is impossible to

chosen. The uncertainty principle is the quantum’s inherent
nature. Although this property may cause some difficulties in
quantum computing, it provides novel ideas in security com-
munication area.

2.2. No-cloning theorem

In quantum physics, the no-cloning theorem states that it
is impossible to create an identical copy of an arbitrary un-
known quantum state.

Suppose that a clone-wanted quantum state is arbitrary
quantum bit |¥), and the initial quantum bit state of the clone
particle is |s). The objective of the quantum clone is to trans-
form |s) to |¥) under the impact of unitary transformation U
without destroying the clone-wanted quantum state, namely,
the following process:

W) @ls) = U(|¥)@ls) = [¥) @[¥), ©)

which is impossible.

No-cloning theorem is an inherent property of quantum
mechanics, which is as if one has set an insurmountable limita-
tion. This theorem is one of the bases of quantum information
science, which guarantees the security of quantum cryptogram
and makes it impossible for an eavesdropper to acquire legal
user information through clone technology./?®! Hence, it pro-
vides a qualitative safeguard for quantum fingerprint template
protection scheme.

2.3. Entanglement

A basic quantum bit is made up of a single quanta, while
the composited quantum bit is compounded by n quantum bits,
which can be expressed as

) = 01|0102---0,) + @2]1102++-0,,—10,) + -+

|11y 1Oy -0, + - -+
= 01(01)[02) -+ [0n) + @2[01)[02) - -+ |05 —1)[0p) + -+~
+(X2’”‘11>|]2>"'|1m>|0m+1>""0n>+"' 5 (5)

where m < n, subscripts represent different quantum.

There is a special kind of composited quantum bit,
namely, the entangled state. Thereinto, EPR entangled pair
is the most representative entangled quantum bit, which can
be represented as follows:

1
V2

The characteristic of this system is that when particle 1 is in

PF) = —=(|01)[12) 4 [11)]02)). (6)

the state |0), particle 2 is inevitably in the state |1); and when
particle 1 is in the state |1), particle 2 is inevitably in the state
|0). However, the quantum state will collapse into a sort of
eigenstate after measurement operation and it is no longer ca-

pable to turn back to the original state anymore.[?”)

3. Quantum fingerprint system

In this section, we detail the remote quantum fingerprint
templates protection scheme. This scheme encodes the tradi-
tional minutiae feature in quantum bits and utilizes inherent
properties of quantum bit to ensure the system’s security and
privacy. Therefore, this scheme not only can be deployed in-
dependently, but also adapt to most existing classical minutiae
extraction algorithms. Meanwhile, we creatively propose the
concept of quantum remote fingerprint verification, namely,
the minutiae extraction device (client) and the fingerprint ver-
ification device (server) do not need to deploy at the same
place, which could meet the demand of remote authority.

Although the proposed scheme does not involve concrete
physical implementation, the complementarity of two states
of linearly polarized photon | 1),| —) (horizontal and ver-
tical directions) and two states of circularly polarized pho-

ton | ),

be used (not limited to use) to illustrate the principle of the
28

) (levorotary and dextrorotary directions) can
scheme.?®! Thereinto, two states of linearly polarized photon
and two states of circularly polarized photon are orthogonal
respectively, while the states of linearly polarized photon and
the states of circularly polarized photon are not orthogonal,

namely,

<x|y> = 6x,y7 (7)

where x € {1,—} and y € { 7, \/} represent the states of lin-
early polarized photon and circularly polarized photon, respec-
tively.

The states of linearly polarized photon and circularly po-
larized photon are conjugate states, which meet the uncertainty
principle discussed in Section 2. The more precise the mea-

surement of linearly polarized photon means the less precise
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of that of circularly polarized photon and vice versa. That is
to say, a certain result can be obtained when measurement ba-
sis L for a linearly polarized photon is adopted to measure the
linearly polarized photon, while, due to the uncertainty princi-
ple, the result is uncertain if measurement basis L is adopted
to measure the circularly polarized photon. Similarly, a certain
result can be obtained when measurement basis () for circu-
larly polarized photon is adopted to measure circularly polar-
ized photon while the result is uncertain if measurement basis
(O is adopted to measure linearly polarized photon.

We define an interconversion rule: | =) — 0, | /) — 0,

1= 1

tation of four polarized photon states and classical binary bit.

) — 1, which is used to interconvert the presen-

Subsequently we introduce the concept of decision sequence.
The role of the decision sequence is to determine which polar-
ized photon state is used to denote O or 1. According to the
interconversion rule mentioned above, 'C’ means using two
states of circularly polarized photons (| ) and | \)) to de-
note classical bits, while 'H’ means using two states of linearly
polarized photons (| —) and | 1)) to denote classical bits. For
example, Table 1 shows that the minutiae binary bit string {0 1
100 1} (note that the length of a genuine bit string after minu-
tiae extraction is much longer than the example bit string) is
translated into quantum bit string {| =) | \) | T) | =) | /Y
| \) } by using decision sequence [H C H H C C].

Our proposed scheme consists of two modules, one is a
fingerprint extraction module (client) and the other is a finger-

client (remote)

produce random}

print recognition module (server). The former module could
be considered as a small portable device, and its main function
is to extract and translate original fingerprint features (minu-
tiae) and execute necessary communication with the server.
The role of the latter module is similar to the cloud server in
cloud computing technique, its main task is fingerprint identi-
fication. Having these two modules, users could fulfill various
objectives such as remote authority, unlock, and recognition
through scanning their fingerprints on portable micro devices.
The security and privacy of telecommunication, which will be
elaborated at Section 4, can be guaranteed by the proposed
scheme. Similarly with most traditional template protection
methods, the proposed quantum template protection scheme is
also divided in two stages, which are the enrollment stage and

the verification stage. We detail each stage as follows.

Table 1. Interconversion between classical binary bit and quantum bit.

Original binary bit 0 1 1 0 0 1
Decision sequence H C H H C C
Corresponding quantumbit | =) |N\) [T |[=) [ |\0)

3.1. Enrollment stage

At the enrollment stage, a decision sequence and a mea-
surement basis sequence are produced by the client and the
server respectively for each registrant. The procedure of the
enrollment stage is shown in Fig. 2 and the detail steps are
explained below.

server

minutiae
extract

corresponding EPR |q,);

decision sequenceJ

intercon\érsion rules

quantum bit string

easuremen

----- —_- string |gy); according to

{save to the databaseF

generate EPR quantum bit

decision sequence

( produce random

measurement basis
L sequence

y
(corresponding EPR)

EPR quantum bit ]
string |qu>icollapsedJ

process
classical channel
quantum channel

quantum teleportation

Lquantum bit string measuremen
gn)i

translate X|qp); into binary)
bit string according to
interconversion rules

EPR quantum bit
string |gp); collapsed

encrypted key

Fig. 2. (color online) Enrollment stage.
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1) The client firstly produces a random decision sequence
for each fingerprint and then transmits the sequence to the
server’s database through a classical channel. This sequence is
used to decide which interconversion rule is used to transform
the presentation from classical bit to quantum bit. After that,
a classical binary bit string, which is acquired by minutiae ex-
tract, is transformed to the corresponding quantum bit string.
Meanwhile, the server prepares a set of EPR entangled pairs
according to each single quantum bit in the quantum bit string
mentioned above. For each EPR entangled pair, the server
transmits one of its particle |¢,) to the client through quantum
channel and reserves |g) at its own quantum memory. By
doing these, every binary bit corresponds to an EPR pair.

2) The server randomly produces a measurement basis se-
quence, subsequently saves it in the database and transmits its
copy to the client through classical channel. The client mea-
sures each particle |g,) successively using the corresponding
measurement basis according to the measurement basis se-
quence. Owing to the property of EPR entanglement, which is
discussed in Section 2, once a particle of EPR has been mea-
sured, another particle state can be confirmed. In this case,
|g) has been measured, thus the state of |g,) can be known
without additional measurement. Note that the server actually
does not know what the state is if the client does not tell it
the result of measurement, so the server must utilize the cor-
responding measurement basis to measure |g,). Since each
measurement basis of randomly produced measurement ba-
sis sequence probably cannot measure the quantum state pre-
cisely due to the uncertainty principle, the measurement re-
sult of server’s quantum bit string may contain several impre-
cise quantum states. Then, the server recovers the classical bit
string according to the decision sequence produced in step 1),
and saves it in database. After doing these, the key of each
fingerprint has been formed and encrypted without using clas-
sical channel to transmit minutiae. The encrypted key is stored
in server’s database.

3) Generate a cancelable template using the decision se-
quence and measurement basis sequence. Note that the lengths
of both types of sequences are fixed according to the orig-
inal fingerprint features. Each type of sequence is formed
randomly and independently, which means each of them be
reformed without affecting the other. Here we use an exam-
ple to illustrate the generation of cancelable template. As can

be seen from Fig. 3, providing that the decision sequence is

[HCH H CC H C C H] and the measurement basis sequence
is[L L O L O LO OL QO we use these two se-
quences to generate a template. Firstly, these two sequences
are translated into a binary string presentation. Let 1’ indicate
H and 1,0/ indicate C and (). After doing this, a NOT gate
is used to act on the translated decision sequence. A new bi-
nary string is generated by using the translated measurement
basis sequence and inverse translated decision sequence as in-
puts through XOR gate. Finally, ‘0’ in this novel binary string
is replaced with '?". In this case, template [1??11221 7?7

is generated.

template

[1??211?2?21°?7?]

[[HCHHCCHCCHH—{[lOllOOlOOl]

[[LLOLOLOOLO]H[llOlO10010]

[1001100100]

Fig. 3. (color online) Generate cancelable template.

3.2. Verification stage

At this stage, the primary task of the system is to identify
whether users are legitimate or not. For each enrolled record
in the server database, the procedure of verification stage is
illustrated in Fig. 4 and details are stated below.

1) The client prepares a set of EPR entangled pairs ac-
cording to this record’s decision sequence and query finger-
print minutiae binary string. For each EPR entangled pair, the
client transmits one of its particles |g;) to the server through
quantum channel and reserves |q,) for itself. By doing these,
every query fingerprint minutiae binary bit has an EPR pair
counterpart. Then, the client possesses a quantum bit string
|ga)i (i=1,2,...,n) while the server possesses a correspond-
ing quantum bit string |gp); (i = 1,2,...,n), where n is the
length of the classical binary bit string extracted from the
query fingerprint.

2) The server utilizes each measurement basis in this
record’s measurement basis sequence to measure the corre-
sponding quantum bit in |gp); (i = 1,2,...,n). After mea-
surement, all these quantum bits are collapsed into the eigen-
states of their corresponding measurement operators. Apply-

el?8] to these collapsed quantum bits, subse-

ing Pauli-X gat
quently, the quantum bits X|gp); are translated into a classi-
cal binary bit string according to the interconversion rule. By
these two steps, an encrypted and specific binary bit string for
the current record has been produced. This binary bit string is

called the query code.
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Fig. 4. (color online) Verification stage.

Table 2. Matching process.

Input:
BE7 BQ7 BT
Process:
for (i=1li<ni++)
ifBT[ =1
Sg = Sg +' By
So =S¢ +' By i
else if By =7
Ug =Ug+' By,
Ug =Uq+' By,
Output:
SE, Sq, Ug, Ug

3) The final step of the verification stage is to match the
query code and record’s encrypted key. Assume that Bg rep-
resents the encrypted key, B represents the query code, and
Br represents the template. The matching process is shown
in Table 2. After obtaining four substrings, Sg, Sq, Uk, Ug,
two similarity matrices are proposed to determine whether the
record belongs to the current user or not. The similarity match-
ing scores can be calculated as follows:

Y1 (SEi @ Sqi)

(S, Sq) = =T, ®)
M (Ugi e Ug;
s(Us, ) = Tl i =) ©)

where e represents a bit-wise XOR-NOT operator. }(Ce )
counts the positions that have a value 1 in the operate result
and sums them up. n and m denote the lengths of the template
and the number of 1 in the template, respectively. s(Sg,Sq)

ranges from O to 1, where ‘1’ indicates a perfect match. We
propose another metric s(Ug,Uq) here to avoid the situation
that once an encrypted key stored in the server database is
compromised, an adversary may try to login in using this en-
crypted key, which makes the value of s(Ug,Ug) be ‘1. That
is to say, if the value of s(Ug,Uq) is larger than a certain
threshold #score (0 < fscore < 1), this verification can be con-
sidered as a failure.

4. Security analysis

In this section, we elaborate the security analysis of the
proposed cancelable remote quantum fingerprint templates
protection scheme. The security of this scheme can be dis-
cussed from two aspects, one is unconditional security in
quantum communication, and the other one is specific security
against fingerprint system. We show the unconditional secu-
rity of our proposed scheme first.

As we mentioned in Section 1, our proposed scheme is
based on the discrete-variable quantum key distribution proto-
col, in particular the well-known BB84 protocol. The method
that we use gbits to transmit minutiae is similar to the method
that the BB84 protocol uses gbits to encode communication
information. From this viewpoint, the proposed cancelable
remote quantum fingerprint templates protection scheme can
be deemed the practical application of the BB84 protocol for
which unconditional security has already been proved.?>->4
Thus, our scheme also has unconditional security which means
the security is not based on the computational power or quan-
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tum memory power but guaranteed by the quantum nature.

On the other side, owing to the speciality of quantum
technique and the limitation of our laboratory, we cannot di-
rectly test the performance of the proposed scheme by using
authentic fingerprint data, e.g., FVC2002 and FVC2004. In-
stead, we give the detailed specific security analysis in finger-
print system of our proposed scheme.

The specific security analysis in fingerprint system in-
cludes four aspects, which are briefly summarized as follows.

Diversity Cross-matching between templates from the
same user across different applications must be prevented.

Remoteness It should allow users to login to the system
remotely.

Cancelability A new template can be reissued once the
obsolete template is compromised.

Irreversibility It should be computationally infeasible or
hardly realizable to derive the original biometric information
from the encrypted key.

In what follows, we discuss the specific security analysis
of our proposed scheme.

4.1. Security against specific attacks aimed at fingerprint
system

Our proposed scheme must guarantee the user’s privacy
during the whole process of the quantum fingerprint system,
therefore, several scenarios are considered to analyze the se-
curity against specific attacks aimed at the fingerprint system.

4.1.1. Lost quantum bit string attack

Assume that legal user’s quantum bit string is lost some-
how. In this scenario, there is no need to be nervous only if the
quantum bit string is stolen by eavesdropper. Actually, legal
user’s quantum bit string is useless for the eavesdropper with-
out knowing any other extra information. Since this string is
formed by a set of EPR pairs according to a certain decision
sequence and the interconversion rule, the eavesdropper can-
not recover original biometric information from this quantum
bit string because the formation rules are unknown. For the
eavesdropper, he does not even know the state of each quan-
tum bit in this string, he can only randomly choose a certain
measurement basis to measure the quantum bit one-by-one.
The probability of choosing the correct measurement basis for
all quantum bits is 1/2", where n represents the length of the
quantum bit string, it would not be a likely achievement in
practice. Moreover, the entanglement of the EPR pair will no
longer exist once a certain particle in the EPR pair has been
measured and this particle’s quantum state will collapse. That
is to say, if the eavesdropper chooses at least one improper
measurement basis, he not only cannot acquire the correct re-
sult but also irreversibly changes this quantum bit string. On
the other hand, some attackers may want to copy this quantum

bit string as classical binary bit string. This process is impos-
sible according to no-cloning theorem. Thus, security can be
guaranteed in this scenario.

4.1.2. Lost decision sequence or measurement basis se-
quence attack

Consider two scenarios, which are lost decision sequence
or lost measurement basis sequence, respectively. Each legal
user corresponds to a unique PIN stored in the server database,
every PIN is related to a decision sequence and a measure-
ment basis sequence. If the decision sequence is stolen by an
eavesdropper, all he knows is just the rules how to generate
the EPR quantum bit string. On the other hand, if the mea-
surement basis sequence is stolen, the eavesdropper can only
be aware of which measurement basis can measure the quan-
tum bit correctly. The eavesdropper actually does not know the
user’s biometric information in both cases because these two
sequences completely do not contain any minutiae informa-
tion. That is to say, even though the eavesdropper knows the
rules of how to generate the EPR quantum bit string or how to
measure each quantum bit for a legal user, he still cannot re-
cover a user’s original biometric information and thus cannot
get successful access to the system.

4.1.3. Template is compromised

The template is formed by the decision sequence and the
measurement basis sequence through some bit-wise operators,
as shown in Fig. 3. The function of the template is to de-
code the encrypted key and extract the matching information.
An eavesdropper could locate the position of the measured
quantum bit which uses the proper measurement basis if the
template is compromised. However, because the eavesdropper
does not know the corresponding encrypted key, he still cannot
obtain the final matching information.

4.1.4. Lost encrypted key attack

Lost encrypted key attack is the most dangerous situa-
tion in all attacks. This is because once the eavesdropper has
acquired someone’s encrypted key, he can bypass all the for-
mer steps and directly use this encrypted key to start matching.
Due to two identical encrypted keys as the matching step’s
input, the score of s(Sg,Sq) equals 1, which means perfect
match. But, meanwhile, the score of s(Ug,Uq) also equals
1, which is larger than threshold fsore. In this situation, the
eavesdropper will be denied access to the system.

4.2. Diversity

Our proposed scheme is applicable to different applica-
tions simultaneously. Due to the randomness of the generation
of decision sequence and measurement basis sequence, tem-
plates generated by different applications are also different,
even these templates are generated from the same fingerprint
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image. As a result, the final encrypted keys from the same fin-
gerprint image are also different, which means an individual is
allowed to enroll different templates by using the same finger
for different applications without cross-matching. This fea-
ture provides the security on which even if the eavesdropper
has obtained a template of the user in an application, he still
cannot use this template to access other applications which the
same user has enrolled using the same fingerprint.

4.3. Remoteness

An advantage of our quantum fingerprint system is re-
moteness. Users can carry a little device featured with client
function or a mobile phone integrated client function to lo-
gin the quantum fingerprint system remotely. For example, a
user can unlock their house door remotely or absently autho-
rize someone to do something with this system. The tradi-
tional fingerprint system may also do these things, but there
is an important problem that cannot be ignored in the remote
respect, that is, communication security. The traditional re-
mote fingerprint system needs to transmit user’s minutiae in-
formation (translated or untranslated) to the server, which is
a high risk process. In this step, an eavesdropper could in-
tercept the information, even steal or revise it in order to get
a fake access. Although some systems transmit information
with classical cryptographic algorithm, the eavesdropper still

t.12%1 Moreover, a stolen minutiae in-

has a chance to crack i
formation can be copied by the eavesdropper, whenever the
attacker wants to access the system, he can use the copy to
login in.

In our proposed remote quantum fingerprint system, com-
munication can be guaranteed by the unconditional security of
quantum communication.!?’ As can be seen in Figs. 2 and 4,
no matter at which stage, only decision sequence and measure-
ment basis sequence are transmitted through classical chan-
nel. These two sequences might be stolen by an eavesdrop-
per during the transmission, which could lead to lost decision
sequence or measurement basis sequence attack and compro-
mised template discussed above. Nevertheless, our system
can handle both situations well according to the correspond-
ing analysis.

There is one step in both enrollment stage and verification
stage in which we need to transport quantum bits using quan-
tum channel, that is, when a side has prepared EPR quantum
bits, each particle in a single EPR quantum bit must be trans-
ported to the other side through the quantum channel. Granted
that an eavesdropper has acquired the entire quantum bit string
somehow, he still cannot copy this quantum bit string on ac-
count of no-cloning theorem. Furthermore, the eavesdropper
will know nothing about the state of each particle in this quan-
tum bit string, because once he measures these particles using

an improper measurement basis, they will collapse into uncer-
tain states and the original quantum state cannot be recovered.

In addition, note that user’s minutiae features actually do
not transmit through either classical channel or quantum chan-
nel, which means an eavesdropper has no chance to acquire
the user’s related fingerprint data during the communication
process. The technique, which ensures fingerprint minutiae
communication without passing any channel, is called quan-
tum teleportation. 30321

Therefore, the security of remote communication of the
quantum fingerprint system can be guaranteed by the inherent
properties of quantum bit.

4.4. Cancelability

One may consider a kind of situation in which an eaves-
dropper has obtained a legal user’s encrypted key; he could
modify a few bits to let s(Sg,Sq) get bigger and s(Ug, Ug) less
than threshold fscore. By doing this, the eavesdropper may get
access to the system. This is a very dangerous attack. Fortu-
nately, the proposed cancelable quantum fingerprint templates
protection scheme can well handle this problem. When the
system is compromised, all the current information including
two kinds of sequences, template, and encrypted key can be
discarded and subsequently a set of new information can be
regenerated by changing randomly the formed decision se-
In addition, the
latest information is uncorrelated to the compromised infor-

quence and measurement basis sequence.

mation although it is actually derived from the same original
fingerprint. Hence, even if the eavesdropper obtained the en-
crypted key, he still cannot access the system as long as the
system renews the encrypted key in time.

4.5. TIrreversibility

At the lost encrypted key attack, although the eavesdrop-
per knows the encrypted key, he still can hardly derive the
original biometric information (classical binary bit string as
an input to this system), even if he knows the corresponding
template. This feature is called irreversibility, which is guar-
anteed by uncertainty principle. This is because each bit in the
encrypted key is formed by different measurement basis, the
measurement result cannot be sure if the selected measurement
basis is improper to the corresponding polarized photon state.
Thus, the eavesdropper cannot recover the original classical
binary bit string. If the eavesdropper mandatorily recovers
the original classical binary bit string regardless of uncertainty
principle, he will obtain a string of fragmentary and useless
bits.

5. Conclusion

We proposed a cancelable remote quantum fingerprint
templates protection scheme by exploiting the inherent prop-
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erties of quantum state, specifically the uncertainty principle,
no-cloning theorem, and entanglement. The proposed scheme
has provided a novel orientation and idea for cancelable fin-
gerprint verification system. By taking advantages of quantum
techniques, the complexity of fingerprint identification system
could be simplified tremendously and, foremost, the security
and privacy of the system can be protected unconditionally.
As the research goes on, there are several quantum commu-
nication techniques that can be considered to further improve
the system. For example, a better scheme to defend the sit-
uation when n — m is too small at the matching step will be
considered, and we will take the experimental implementa-
tion of our proposed scheme into account. Furthermore, in the
future, we are planning to exploit continuous variable quan-
tum information!33-* to carry fingerprint feature minutiae,
which is more compatible with standard telecommunication
technologies and easy to implement.
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