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The paper studies the robustness of the network in terms of the network structure. We define a strongly dominated
relation between nodes and then we use the relation to merge the network. Based on that, we design a dominated clustering
algorithm aiming at finding the critical nodes in the network. Furthermore, this merging process is lossless which means
the original structure of the network is kept. In order to realize the visulization of the network, we also apply the lossy
consolidation to the network based on detection of the community structures. Simulation results show that compared with
six existed centrality algorithms, our algorithm performs better when the attack capacity is limited. The simulations also
illustrate our algorithm does better in assortative scale-free networks.
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1. Introduction

A large number of complex systems can be represented

as networks. The research scope of the complex network

includes biology,!"?! social network,>* communication, ¢!
and so on. The robustness of the network is significative to
be focused on. It has been proved that the large-scale real
network is robust to the random attack while it shows vulner-
ability to the targeted attack. Most real networks are sparse

[7-101 are those with small number

networks. Sparse networks
of short loops and edges. So, in complex network, we focus
on the researches of sparse networks.

Generally, the network will be broken after deleting a part
of nodes chosen by centrality algorithms. The existing cen-
trality algorithms!'!:'? include the degree algorithm, 3] the
betweenness algorithm,[!4l the closeness algorithm, ' the k-
core algorithm,[16] and so on. In real networks, the number of
nodes in the network is large, but the attack capacity is lim-
ited, that is to say, we can just attack a small part of nodes in
the network. Under this occasion, deleting the nodes chosen
by the algorithms above has no big influence on the network,
which means the existing centrality algorithms perform not so
well when the attack capacity is limited. So in this paper we
tend to design an effective centrality algorithm to figure out
the critical nodes when the attack capacity is limited.

The process of deleting nodes can be seen as the process
of percolation in the network. Latoral!”! studied the vulnera-
bility and protection of infrastructure networks in which he put
forward a framework to define critical damages, critical im-
provements and structural vulnerability. Karrer!'8 reformu-
lated percolation as a message passing process and gave effec-
tive way to calculate the size of the percolating cluster and the
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average cluster size in sparse network. Agliaril!”! analysed
bond percolation process on correlated random network and
showed different evolution of the network between stochas-

201 studied k-core

tic and deterministic process. Azimitafreshi!
percolation in multilayer networks and presented an analyti-
cal framework which enables us to describe the nature of the
transitions. Liu?!! figured out influential nodes via SIR model
and used dynamic centrality to measure the importance of the
nodes. Tian!??! focused on phase transition during percolation.
The explosive percolation is found in finite networks. How-
ever, the explosive percolation will not appear after limited
nodes deleted. Therefore, the existing centrality algorithms
are not effective when the attack capacity is low.

In this paper, we tend to pay attention on the network
structure and design a novel algorithm to measure the central-
ity of nodes. There are vast previous researches on network
structure. Kanevsky!?*! gave fast algorithm to find out mini-
mum cut vertex set in the network from which we can merge
the network iteratively. Rosvall>¥l used maps of information
flow to detect the community structure in the network. We
can use the community structure to merge the network and the
nodes which have swallowed many other nodes are considered
to be important to the network. Wang!>! detected the com-
munity structure using nonnegative matrix factorization which
has powerful interpretability and close relationship between
clustering methods. Singh!?¢! found community structure in
sparse network using random walks with reluctant backtrack-
ing operators. Liu!?’! defined three properties of community
and proposed a simple and novel framework to detect commu-
nity by network topology. However, if we merge the network
by just using the exiting community detection algorithm, the
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critical nodes perform poorly during the process of attack.

In this research we define a dominated relation between
nodes based on the cut vertex in the network. Then we merge
the network using the strongly dominated relation and we call
this process as the lossless consolidation. We design a dom-
inated clustering algorithm to figure out the critical nodes by
the weights which can be obtained by the merging process.
Simulation results show the effectiveness of our algorithm in
sparse real networks when the attack capacity is limited. Our
algorithm performs better in assortative scale-free network
compared with other centrality algorithms.

The rest of this paper is arranged as follows. Sec-
tion 2 gives the indicators for the network vulnerability and
shows the limitation of the existing algorithms. We define the
strongly dominated relation and put forward the dominated
clustering algorithm in Section 3. In Section 4, the simula-
tion result of deleting nodes is shown. Section 5 concludes the

paper.

2. Topology vulnerability
2.1. Indicators for vulnerability

The indicators for measuring the vulnerability of net-
works are abundant. This paper uses the Largest Connected
Component (LCC) to evaluate the communication capability
of the network currently, in other words, the robustness of net-
works. Furthermore, we use the number of components (the
isolated nodes are excluded) and the scale of small compo-
nents to evaluate the broken degree of the network. Then we
can write down the definition of vulnerability indicators as fol-
lows:

(i) The scale of the LCC

Sz{nj\iffﬂnieSAeijzl}. @))

Here we use S to represent the number of nodes in the LCC of
the network. n; and n; represent node i and node j. e;; is the
edge between the node i and node j. The LCC is the carrier
of the network traffic. Therefore, when the network is under
attack, we can use the number of nodes in the LCC to evalu-
ate the overall connected situation of the network. S is also an
import indicator to indicate whether the network is failed.
(i1) The number of connected components

C={Cj|Fn,...,m € Cjk>1}. )

After deleting several nodes in the network, the connected
components will appear in the network. Considering the exist
of the isolated nodes will impact the study results, we exclude
the isolated nodes from the connected components.

(iii) The mean scale of small connected components

_ Sum(C;)

M= NC) CjecC. 3)

Small connected components are the set of connected compo-
nents except the LCC. Here we use Sum(C;) to represent the
number of nodes in small connected components. Then N(C})
is the number of small connected components.

2.2. The limitation of existing algorithms

Generally, the way to find out the critical nodes is to
use node centrality algorithms. Different centrality indicators
measure the nodes value from different angles. If we attack the
network with different centrality algorithms, it will show dif-
ferent attack performances. Here we give some existing node
centrality indicators. First, we introduce the degree centrality

which is known as the most common used indicator. '3

Ca(i) = k(7). “)

Here i represents the node i in the network. Degree centrality
indicates the value of the node by using the number of edges
connected to it. Then the betweenness centrality?8] which cal-
culates the number of the shortest paths which pass the node

is shown as
2 ;tgst,t/nst
N S
Cb(l)_ n(nfl) B (5)

where g, ; is the number of the shortest paths from node s to
node ¢ passing node i. ny is the total number of the shortest
paths from node s to node ¢. n is the total number of nodes.
After that we introduce the closeness centrality which mea-
sures the distance of the node to other nodes in the network.

11]

The value of the closeness centrality!'!l shows the broadcast-

ing time length of information in the network.

Cc(i) = stt; (6)

§s<t
where d;; represents the distance from node s to node ¢. Eigen-

vector centrality?®! uses the eigenvectors of the adjacent ma-
trix to indicate the importance of nodes

Ce(i)2171 Zaijej, (7
=1

where A is the adjacent matrix. If there is an edge between
node i and node j, we set a;; = 1. Otherwise, a;; = 0. Be-
sides (A1,42,...,A,) are eigenvalues of A, and the correspond-
ing eigenvectors are (ej,e,...,e,). We also use Pagerank
centrality 3! to indicate the node’s value which is defined as

l—f]_ G ()
n &)

Here k(j) is the number of adjacent nodes of node j. ¢ is the

Coli) = . ®)

transition probability. What is more, the k-core centrality is an
important indicator, which deletes the nodes of degree k and
sets the centrality of the deleted nodes as k (k=1,2,3,...). In
this paper, we use Cy (i) to represent k-core centrality!!?! of the
node i.
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However, the existing centrality algorithms do not always
perform well, especially under the limited attack capacity. Fig-
ure 1 shows the 20 most important nodes of different central-
ity algorithms in the Router network. From Fig. 1 we can find
that different centrality algorithms select different important
nodes, but there are also some nodes chosen by two or more
algorithms. It is shown that the centrality algorithms measure
the node importance from various aspects. However, the sim-
ulations will show the shortness of the existing centrality al-
gorithms in the following part. In the percolation process of
the network, we delete the nodes according to the order of the
centrality. In simulations, we observed that the phase transi-
tion will not appear until at least 5 percents of the nodes are
deleted. While deleting 5 percents of the nodes in the real net-
works may exceed the attack capacity. Furthermore, the nodes
centrality just measure the importance of the single node, ig-
noring the linkage effect between nodes. Thus we need to
design an algorithm which considers the connection between
nodes and indicates the importance of the nodes as well.

O closeness

@ betweenness
@ pagerank

@ k-core

@ cigenvector

@ degree

Fig. 1. (color online) The visualization of nodes selected by different al-
gorithms.

2.3. Network dataset

In order to show the different performances of the central-
ity algorithms, we do simulations on the real networks and the
Barabasi Albert network with different assortativities. Table 1

[31-36

and 2 give networks | properties in our simulations.

Table 1. The real networks.

Networks 7 m (k) P C  kmax kmin D
Router 23441 32049 2.73 —0.18484 0.00152 123 1 0.000117
Yeast 2361 6646 5.63 —0.09910 0.13006 64 1 0.002386
Erdos 6927 11850 3.42 —0.11259 0.12390 507 1 0.000494

Powergrid 4941 6594 2.67 0.00347 0.08010 19 1 0.000540
Geom 9343 11898 2.55 0.24259 0.32024 102 0 0.000273

Polblogs 1490 16715 22.44 —0.22123 0.26265 351 0 0.015067
Roget 1022 3648 7.14 0.17912 0.14985 28 0 0.006992

Table 2. The artificial networks.

Networks n m (k) p C  kmax Kkmin D

BA1 1000 1996 3.992 —0.3 0.00802 55 2 0.003996
BA2 1000 1996 3.992 —0.1 0.01970 55 2 0.003996
BA3 1000 1996 3.992 0 0.01353 55 2 0.003996
BA4 1000 1996 3.992 0.1 0.01450 55 2 0.003996
BA5 1000 1996 3.992 0.3 0.01617 55 2 0.003996
BA6 1000 3984 7.968 —0.3 0.00028 131 4 0.007976
BA7 1000 3984 7.968 —0.1 0.04067 131 4 0.007976
BA8 1000 3984 7.968 0 0.03377 131 4 0.007976
BA9 1000 3984 7.968 0.1 0.03735 131 4 0.007976
BAI10 1000 3984 7.968 0.3 0.11466 131 4 0.007976

Here n is the number of nodes in the network. m is the
number of edges, (k) is the mean degree, and p is assorta-
tivity coefficient. C represents clustering coefficient. kmax is
the largest node degree and kp;, is the smallest node degree in
the network. D measures the density of the network which is
defined as

2
D=m/ . ©)
n
We can find that for sparse network, D is very small. The
density of networks relative. If the network is fully connected
(D = 1), our algorithm is disabled. However, at this time, it is
useless to analyze the robustness of centrality. For most net-
works, D is small. These networks are sparse network.

We also compare performance in artificial network. BA
networks are scale-free networks. Initially we have mg nodes
fully connected. At each time step, we introduce a node
with m (m < myg) edges, and the m edges are connected to
other nodes with probability k;/ Y kj. After that we can use

J

structural algorithm to change the assortativity of the network.
Assortativity?7] coefficient is defined as

Y kikj—pg | (10)

p— 1
— 52
2 ejj

where L1, is the sum of degree and o is the variance of degree.
For structural algorithm, we randomly choose two links a ~ b,
c ~d ateach time. If k k. +kpky > kokp, + kckg, we change the
connections to a ~ ¢, b ~ d. Obviously in this algorithm, the
degree distribution does not change. By repeating this process,
we can get different networks with different p.

3. Network mergence based on dominated rela-
tion
3.1. The dominated relation
In this paper, we tend to analyze the network using a new

relation between nodes which is called as the dominated rela-
tion. For an undirected network G(V, E), we use V to represent
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the vertex set and E to represent the edge set. To fully under-
stand the dominated relation between nodes, we give defini-
tions below.

Definition 1 An undirected network is k-cut, if the net-
work is unconnected after at least removing k nodes.

Lemma 1 If there are nodes whose degree is 1, then the
network is 1-cut.

Definition 2 If the network is k-cut, then the minimum
cut of the network is the set of k nodes, and if the k£ nodes are
deleted the network is not fully connected.

Lemma 2 The minimum cut of the network is not unique.

In the 1-cut network, node a is one of the nodes whose
degree is 1. Node b is connected with a. From the theories
above, we can define node a is dominated by node b, in other
words, there is a dominated relation between nodes a and b.
We also define node b as the minimum cut of the network.
Then we can merge the dominated nodes whose degree is one.
This process can be repeated several times until there is no
node whose degree is 1.

Then we focus on the situation when the network is 2-
cut. In this situation we can say the nodes which connect
only to the minimum cut are dominated by the minimum cut
of the network. However, this relation is not reliable for de-
ciding the critical vertex. In this paper we define a strongly
dominated relation between nodes. Suppose one minimum
cut of the network is (a,b), the dominated nodes of (a,b) are
(c1,¢2,...,¢1). Weuse p(a), p(b), p(c;) to represent the profit
of just deleting one node a, b or c. (The profit of nodes repre-
sents the degree of damage to the network) p(a,b) is the profit
from deleting nodes a and b. If there is

pla,b) > Max(p(a), p(b), p(ci)), i € [LLk.  (11)

Then we call (a,b) and (cy,cz,...,c;) have strongly domi-
nated relation between them. Furthermore, we extend this
strongly dominated relation to k-cut situation. Then we have

plai,az,...,ar) >Max(p(a;),p(bj)), i € [1,k], j € [1,m].
(12)
Here a;,a3,...,a; is the minimum cut set and by,bs,..., by,
are dominated nodes.

3.2. The dominated clustering algorithm

Using the strongly dominated relation between nodes, we
can design dominated clustering algorithm (DCA) to find out
the critical vertex. To find the important nodes is to find the
nodes with high profit. In our algorithm, we merge nodes step
by step, and use two lists to save the node information (value
and size). Value is the profit of the node and size keeps the
index of the other nodes merged by the node.

Generally, we suppose there are one-degree nodes in the
network. So from the Lemma 1 we can gain the network is
1-cut. At the first step, we initially set the value of every node
is 1, and the size of it just keep the index of itself. After that,
we delete the dominated nodes and their values are added to
the corresponding minimum cut nodes’ value. The value of

the deleted nodes is set to be 0. According to Lemma 2, this
process will be repeated until the network has no one-degree
nodes.

Then we tend to deal with 2-cut situation. (a,b) are min-
imum cut and (c1,c¢z,...,c;) are dominated nodes. From for-
mula (11), we obtain

k
(a-vxa-s+b~v><b~s—|— Zci-vxci-s>
i=1

a-s+b-s
> Max(a-v,b-v,c;-v) i€ [1,k]. (13)

Here we use v to represent value and s to represent the number
of nodes in size. If the formula (11) is satisfied, we delete b
and (cy,cy,...,c) and set the value to zero. Then we connect
node a to the nodes that node b used to be connected with. The
value of a is set as the profit of (a,b). The profit is

i=1

k
(a-vxa-s+b~v><b~s+}: c,--vxc,--s)
. (14)

b) =
p(a7) a-S—l—b-S

During the process of dealing with 2-cut situation, the
network may have new one degree nodes. We just deal with
the nodes as the method of 1-cut. When the network is k-cut,
we can extend our algorithm to k-cut. aj,as,...,aq; is mini-
mum cut set and by, by,...,b, are dominated nodes.

k m
(Za,-~v><a,~-s+ Yy bj~v><bj~s>
i=1 j=1

=

k m
Yai-s+ ) bj-s
j=1

i=1

> Max(a;-v,bj-v),i € [1,k]. (15)

At the merging step, we merge the kK minimum cut nodes
as 2-cut. The value is set as

J

k
(): a;-vxa;-s+
=

1

m
bj'Vij'S
=1

k m
ai-s+ Y bj-s
=1 j=1

p(alaaZa"'7ak) =

l
(16)
Figure 2 shows several special cases for 1-cut, 2-cut, and
3-cut. We also show the merging method of each case.
Overall our algorithm is arranged as:
Step 1 Initialize the data struct value and size.
Step 2 Deal with 1-cut situation iteratively until there is
no one degree node.
Step 3 Deal with 2-cut, 3-cut, and so on.
Step 4 Sort the node value. The node indexes in the size
of node with high value are critical nodes for our algorithm.
From formula (15), we can find that when & is larger the
strongly dominated relation is harder to be satisfied. Gener-
ally, for real networks, when we deal with k-cut situation, k =4
is enough. In this process, the information of the network is
lossless, so we call this process as the lossless consolidation.
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Fig. 2. (color online) The node centrality of different algorithms.

In Fig. 3, here is a small network with 52 nodes and 87
edges. In Step 1 of our algorithm, we find all the nodes with
one degree, and then we merge the one-degree nodes into the
connected nodes. At this moment, there exists no one-degree
vertex in the network. In Step 2, firstly we find all the two-
degree nodes. Then we focus on the nodes connected to these
two-degree nodes and merge them into one node. For instance,
we merge node A and the other nodes in the same circle into
node A. Now we notice the existence of one-degree nodes in
the network, so we repeat Step 1. Actually, Step 3 is the same
as Step 1. At this point, we turn our attention to the cut point
in the network. In Step 4, we find the one cut points, for in-
stance, node C, and merge the other connected nodes into the
one cut points, which is actually merge the nodes in the red
circle into node C. In Step 5, two cut points are found and the
nodes they connect are merged. For example, the nodes in the
red circle are merged into node D. In this process, we should
judge whether the nodes to be merged meet the combination
condition before every merging.

The characteristics of our algorithm is that the algorithm
focus on local structure of the network through cut nodes.
We understand the network structures more clearly. The ex-
isting centralities can be divided into three classes which are
neighborhood-based centralities, path-based centralities, and

iterative refinement centralities. Neighborhood-based central-
ities are degree, k-core, H-index, and so on. These centralities
focus on neighbor nodes of the central nodes. For path-based
centralities, there are betweenness, closeness, and Subgraph
centrality. These centralities concentrate on the shortest paths
between nodes. For iterative refinement centralities, there are
eigenvector, pagerank, HITs, and so on. These centralities are
based on that the influence of a node is not only determined
by the number of neighbor nodes, but also determined by the
influence of its neighbor nodes. So in these centralities, every
node gets support from its neighbor nodes. However, there is
no centrality which concentrates on local dominated relations
between nodes. In our algorithm, we calculate the node cen-
trality using node mergence. This is also a characteristic of
our algorithm.

After using the lossless consolidation, we can also do the
lossy consolidation. This means the network will be further
merged after applying our algorithm. The significance of the
lossy consolidation is the visualization of the network. The
real network has too many nodes to show the details of the
network. Thus we want to merge the nodes first, and then the
struct of the network will be easy to be shown. In lossy con-
solidation, firstly, we do community detection in the network
after mergence. In every community, there are nodes which
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Fig. 3. (color online) The schematic diagram of mergence process.

are connected with other nodes in other community. We call
these nodes as gate nodes. In a community C, ny,no,...,n,, are
nodes which are just connected with nodes in C. g1,82,...,8%
are gate nodes of the network. So the profit of g1, g>,...,8x is

i=1

m k
(Z,ni'VXni'H- Zgi'vxgi's)
i1

p(81,82,---,8k) = - p
Yni-s+ Y gi-s
i=1 i=1
)

In every community, we keep the gate nodes. For nodes
ny,ny,. .. Ny, if there is p(n;) > p(g1,42,- - -,&k), we keep the
node n;. Otherwise, we delete it. Obviously, this process dose
not satisfy the strongly dominated relation and the informa-
tion of the network is missing, so we call this process as the
lossy consolidation. The network after this process is easy for
visualization.

3.3. The merging performance of networks

To show the efficiency of our algorithm, we do simulation
in the dataset. Figure 4(a) is the visualization of router network
which has 23441 nodes. Figure 4(b) is the router network af-
ter mergence which has 1164 nodes. We can use the network
with 1164 nodes and merge data to represent the whole net-
work. It is easy to observe that figure 4(a) is too complicated
to show the structure of the network, while figure 4(b) shows
the details of the network.

Table 3 shows the merging performance of different net-
works, and we can find that the dominated clustering algorithm
can effectively merge the network. From lossless consolida-
tion we can obtain strong dominated relation in the network.

Then we use the node weight of the network after lossless con-
solidation to find out critical nodes.

(b)

Fig. 4. (color online) Comparison of theoretical value and simulation
value.
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Table 3. The merging performance of different networks.

Networks (size) Lossless Lossy Networks (size) Lossless Lossy

Router (23441) 1164 1151  BA3 (1000) 282 211
Yeast (2362) 1091 1081  BA4 (1000) 278 241
Erdos (6927) 1774 429  BA5 (1000) 473 320

Powergrid (4941) 750 692 BA6 (1000) 638 5
geom (9343) 1299 1180  BA7 (1000) 1 1

polblogs (1490) 959 951  BAS (1000) 401 150
Roget (1022) 804 745  BA9 (1000) 575 233
BAI (1000) 252 BAI0 (1000) 498 7
BA2 (1000) 11 8

4. Simulation
4.1. The correlation analysis on algorithms

To verify the effectiveness of the algorithm, we uti-
lize Spyder on the python platform to achieve the DCA
algorithm we proposed. We compared the simulation re-
sults among different algorithms in different networks. In
the simulation we used the Package networkx. We can
use nx.degree(), nx.betweenness_centrality(), nx.pagerank(),
nx.eigenvector_centrality(), and

In order to guaran-

nx.closeness_centrality(),
nx.k_core() to calculate six centralities.
tee the accuracy of the simulation results, we expand the scale
of the networks and repeat the experiments to reduce the er-
ror. The simulation results are the average of the experimental
data.
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In this part, we tend to analyze the correlation between
the dominated clustering algorithm and existing algorithms.
Table 4 shows the top ten nodes obtained by our algorithm
and their value and rank in other centrality algorithms. (In Ta-
ble 4, the first item is value and the second item is rank). We
can find that the nodes chosen by our algorithm rank differ-
ent in other algorithms, which shows our algorithm measure
the importance of the nodes in a new angle. From simulations
later, we can prove that the important nodes in our algorithm
are conducive to network attack under the limited capacity.

Table 4. The artificial networks.

Rank Degree Betweenness Closeness k-core Eigenvector Pagerank
1 63/37 0.0843/0 0.169/42  10/167 26514/58 0.00069/102
2 35/190 0.0563/11  0.169/42 10/167 14386/1050 0.00034/369
3 58/46  0.0535/61  0.147/670 10/167 19588/402 0.00083/54
4 55/53 0.0767/67 0.146/716 10/167 18106/470 0.00078/70
5 39/148 0.0279/126  0.145/876 4/1390 10972/1437 0.00054/188
6 36/176 0.0250/183 0.144/952 4/1390 10740/1444 0.00050/206
7 34/205 0.0205/187 0.144/952 7/875 11630/1200 0.00046/231
8 37/171 0.0324/70 0.094/19085 4/1390 16100/870 0.00064/129
9 14/1074 0.0317/83 0.094/19085 11/1 19838/365 0.00021/737
10 31/242  0.0117/25  0.155/431 3/2867 9622/1900 0.00045/243

4.2. Comparision on attack performance
Figure 5 shows comparison between dominated clus-
tering algorithm and other centrality algorithms. Figure 5(a)
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Fig. 5. (color online) The comparison of algorithms in router network.
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measures the change of S during the process of deleting nodes.
After deleting 0.18 percent of the nodes, dominated cluster-
ing algorithm performs best. S declines steadily. Figure 5(b)
shows the change of C. We can find that dominated cluster-
ing algorithm generates more clusters than other algorithms.
It means that the dominated clustering algorithm damages the
network more thoroughly. Figure 5(b) is the change of M. The
dominated clustering algorithm produces more clusters. The S
of the dominated clustering algorithm is stable at 30 or so. We
also use community detection algorithm (Greedy algorithm)
to cluster nodes. Then we use the value of the nodes to show
the importance of the nodes. From Fig. 5 we find that if we
just use community detection algorithm, the performance of
the attack is poor.

If we just attack the network using single indicator, this
approach is too naive. There have been many existing re-
searches describing this process as Information Maximum
Problem (IMP). Given network G(V,E), the target is to find
a set S to maximize function f(S). In this paper, f(S) rep-
resents the degree of damage to the network which is related
with LCC. Here we use a heuristic algorithm.?8) We obtain
the remove nodes by adaptive recalculation, that is, to choose
the node with the largest centrality at first, and then recalcu-
late the centrality after removing the chosen node. Then we
choose degree and betweenness to do this because of better

performance. Greedy algorithm can also be used for choosing
nodes. We choose top n nodes in every centralities as a strat-
egy set. In every step of removing nodes, we choose the node
which maximizes f(S).

In the Fig. 5(d), we find if we remove the nodes with re-
calculating betweenness, the attack performance can be better.
This process costs so much time because of the calculate com-
plexity of betweenness. However, our algorithm still performs
best when the attack capacity is limited.

In this section, we pay more attention on the perfor-
mances of the algorithms under real networks. Tables 5-7
show the LCC of the network after deleting 0.4%, 0.7%, 1%
nodes respectively. Each table gives the LCC of the seven real
networks after deleting certain percent nodes based on six cen-
trality algorithms and DCA we proposed. The lighted number
is the minimum of the row, in other words, the algorithm the
lighted number corresponding to has the best performance un-
der the certain situation. From three tables, it can be derived
that DCA we proposed is more effective when the attacked
nodes number is small, alternatively, the attack to the network
has a limited capacity. When the attacked nodes number is
allowed to be larger, the advantage of our algorithm becomes
not so obvious. We also noticed that DCA has a better perfor-

mance when the network is sparser.

Table 5. The performance in the real networks (¢ = 0.4%)

Network Betweenness  Eigenvector  Closeness Degree  k-core  Pagerank DCA
Router (23441) 9998 18027 16225 12866 19129 14070 9762
Yeast (2362) 2151 2192 2165 2164 2207 2151 2128
Erdos (6927) 5625 6214 6186 5828 6384 5653 5587
Powergird (4941) 4914 4911 4826 4826 4917 4803 4425
Geom (7344) 3354 3426 3416 3410 3515 3340 3086
Polblogs (1490) 1184 1210 1209 1184 1216 1184 1168
Roget (1022) 1189 1212 1214 1196 1218 1189 1178
Table 6. The performance in the real networks (g = 0.7%).
Network Betweenness  Eigenvector  Closeness  Degree  k-core  Pagerank  DCA
Router (23441) 4527 15687 14924 9064 17324 10176 8068
Yeast (2362) 2121 2172 2132 2118 2196 2107 2069
Erdos (6927) 4993 5785 5718 5163 6010 5052 4889
Powergird (4941) 4892 4857 4766 4766 4859 4706 4343
Geom (7344) 3168 3355 3289 3251 3459 3158 2870
Polblogs (1490) 1168 1205 1174 1174 1212 1174 1151
Roget (1022) 987 987 987 987 983 987 971
Table 7. The performance in the real networks (¢ = 1%).
Network Betweenness  Eigenvector  Closeness  Degree  k-core  Pagerank DCA
Router (23441) 2449 14611 14614 6067 15050 7901 7111
Yeast (2362) 2070 2158 2106 2075 2185 2065 2029
Erdos (6927) 4392 5433 5273 4666 5700 4433 4404
Powergird (4941) 4861 4852 4650 4650 4821 4592 3991
Geom (7344) 2976 3249 3168 3081 3322 2981 2686
Polblogs (1490) 1151 1200 1165 1164 1202 1160 1129
Roget (1022) 983 984 984 984 980 983 962
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To show more detailed information about our algorithm,
we display the results of deleting nodes from O to 1 in router
networks in Fig. 6. We can find that when the attack capacity is
not limited, the attack performance is similar for betweenness,
degree, pagerank, and our algorithm. We can also find there is
percolation phase in the process of deleting nodes. Further-
more, our algorithm focuses on the limited attack capacity.
When the proportion of deleting nodes is below 1%, our al-
gorithm is obviously better than other networks. In reality, it
is impossible to have infinite attack capacity. For large net-
works, 1% of nodes may already have hundreds of nodes. So
our algorithm is more practical.

After that, we study the comparison between the attack
performance of the dominated clustering algorithm (DCA) we
proposed and that of other centrality algorithms. Different
from the simulations before, this section focuses on the per-
formance in the BA networks with different assortativity co-
efficients. To simplify the simulation and make the figures
clearer, here, we choose the degree algorithm (DA) to rep-
resent the centrality algorithms because of its popularity and
good performance.
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Fig. 6. (color online) The attack process of router network.

The simulation results are shown in Fig. 7. The networks
in this section are all BA networks with 1000 nodes. The
networks in Figs. 7(a) and 7(b) have 4000 edges while the
networks in Figs. 7(c) and 7(d) have 2000 edges. Figures 7(a)
and 7(c) give the comparison under the networks more disas-
sortative, while for Figs. 7(b) and 7(d), the networks are more
assortative. Generally, figure 7 shows DCA performs better
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Fig. 7. (color online) The comparison of different performance in BA network. (a) Disassortative BA networks with 4000 edges, (b) assortative BA networks
with 4000 edges, (c) disassortative BA networks with 2000 edges, (d) assortative BA networks with 2000 edges.
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than DA when a few nodes are deleted. With the number of
the deleted nodes increases, the performances of the two al-
gorithms meet an intersection. Moreover, when the network is
more assortative, the time they meet will be later, that is to say,
the intersection will move right. That results further illustrate
that the DCA we proposed is more useful for the network at-
tack under the limited capacity and performance is better when
the networks are more assortative.

5. Conclusion

In this paper, we focus on the dominated relation between
nodes in the network. Based on minimum cut set of the net-
work, we define a strongly dominated relation between nodes.
After that, we can merge the network based on strongly dom-
inated relation. Besides, the merging process is lossless. Be-
cause this process just merge the nodes which are dominated
nodes. Then we design the dominated clustering algorithm us-
ing effective data structure to realize this process. With DCA
we can find the critical nodes in the network. We also de-
sign an algorithm of lossy consolidation which is helpful in
visulization. In simulation we compare the performance of our
algorithm with other centrality algorithms. Simulation results
show that when the attack capacity is limited, DCA performs
best in the real networks. Furthermore, DCA is effective when
the network is sparse. From simulation in scale-free network,
we can obtain that DCA works better in assortative scale-free
network.
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