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Optical encryption scheme based on ghost imaging
with disordered speckles*
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An optical encryption scheme based on a ghost imaging system with disordered speckles is proposed to obtain a higher
security with a small key. In the scheme, Alice produces the random speckle patterns and obtains the detection results with
the help of a computational ghost imaging (CGI) system. Then Alice permutes the order of the random speckle patterns and
shares the permutation sequence as a secure key to the authorized users. With the secure key, Bob could recover the object
with the principle of the CGI system, whereas, the unauthorized users could not obtain any information of the object. The
numerical simulations and experimental results show that the proposed scheme is feasible with a small key, simultaneously,
it has a higher security. When the eavesdropping ratio (ER) is less than 40%, the eavesdropper cannot acquire any useful
information. Meanwhile, the authorized users could recover completely with the secure key.
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1. Introduction

Since it was experimentally demonstrated with an entan-
gled source in 1995 by Pittman et al.,!!! ghost imaging (GI)
has attracted a lot of attention. Its successful realization with
thermal light in 2002/?! made GI become a promising field to
obtain higher resolution images. Especially, a new configu-
ration of the GI system, called computational ghost imaging
(CGI),P! opened up some new perspectives with the GI sys-
tem. The key principle of GI is the correlation between the two
signals obtained from two separated detectors in a GI system,
where one signal is recorded by a bucket detector in the signal
beam to collect all the illumination passing through an object,
and the other is the intensity signal collected in the reference
beam with a high spatial resolution detector, such as a charge
coupled device (CCD). The image is retrieved at the refer-
ence beam after the correlation between the signals from both
beams.!*"17! The past has witnessed the rapid developments of
the GI technique. For example, Ferri ef al. presented the dif-
ferential ghost imaging (DGI) to enhance the signal-to-noise

ratio of recovering images.!'?! Bromberg et al. experimentally
14]

15]

demonstrated a GI technique using only a single detector.!
Cao et al. discussed the geometrical optics of a GI system, |
and achieved color GI with pseudo-white-thermal light.[1®!
Recently, GI has found its novel application in optical
encryption.!'8-261 For example, in 2010, Clemente et al. pro-
posed an optical encryption scheme based on computational
GI to encrypt and securely transmit information to a remote

party. (23] Successively, Tanha et al. proposed a gray and color
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optical encryption scheme to improve the security and devel-
oped the application in 2012.*] Kong et al. proposed an ap-
proach to encrypt ghost images by flexibly manipulating the
position correlation of a pair of ‘signal’ and ‘idler’ beams. >
We presented a QR-coded compressive ghost imaging opti-
cal encryption, where the computational GI technique, QR
code, and compressive sensing technique are adopted in the
scheme.*”! Additionally, Li et al. proposed a new protocol
of high-speed secure key distribution over an optical network
based on computational correlation imaging.?!!

It is shown that the optical encryption schemes based on
CGI have noticeably reduced the number of the bits required to
transmit an image because the encryption of the object image
is not a complex valued matrix but simply an intensity vector.
However, the series random speckle patterns to produce the
detection results in the signal beam are commonly selected as
a secure key in most existing optical encryption schemes, and
they have to be transmitted to the authorized users in a private
channel. Hence, the corresponding key distribution is a se-
vere task in the realizations of the existing optical encryption
schemes based on the CGI system. A secure and only with a
little key distribution scheme is a promising direction.

In this paper, we propose a secure optical encryption
scheme based on CGI with a small key. Here, a permutation
sequence of the random speckle patterns, instead of the ran-
dom speckle patterns themselves, is used as the secure key. In
the proposed scheme, Alice produces the random speckle pat-
terns and obtains the detection results with the help of a CGI
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system. Then Alice permutes the order of the random speckle
patterns and keeps the permutation sequence as a secure key.
Later, Alice transmits the disordered speckle patterns and the
detection results to Bob by a public channel, and sends the per-
mutation sequence to Bob by a private channel. The unautho-
rized users cannot reconstruct the object because the correla-
tions between the detection results and the speckle patterns are
destroyed. On the contrary, the legitimate users could reorder
the random speckle patterns by the received key, and recover
the object with the theory of CGI.

This paper is organized as follows. In Section 2, we pro-
pose a secure optical encryption based on CGI with a small
key, and give the theoretical analysis of the proposed scheme.
In Section 3, we present the experimental and numerical sim-
ulations results to testify the proposed scheme. Finally, we
draw our conclusion in Section 4.

2. Optical encryption scheme based on GI with
disordered speckles

Figure 1 shows the schematic diagram of the proposed
optical encryption scheme, where {I;(x,y)}!L, are M speckle

patterns with random intensities. They could be produced by
projecting light on to a special digital light device, such as a
spatial light modulator (SLM) or digital micro-mirror device
(DMD). {/;(x,y) }1]"1: , are the disordered random intensity pat-
terns produced by {/;(x,y)}*, with a permutation P, which
is taken as the secure key in this paper. Alice uses the ran-
dom speckle patterns {/;(x,y)}*, in a CGI system to generate
a series of detection results {B;}¥ |, and transmits both of the
detection results {B;}*, and the disordered random intensity
patterns {/;(x,y) }1]"1: | to receivers by a public channel. Simul-
taneously, she shares the secure key, the permutation P, with
the authorized users by a private channel. Because the correla-
tions between the detection results and the disorderly random
speckle patterns are destroyed, eavesdroppers who have no se-
cure key cannot reconstruct the imaging of the object even
though they have the detection results. On the other hand, the
legitimate users first reorder the disordered random intensity
patterns {/;(x, y)}’;”: , by the same permutation operation with
the secure key, then reconstruct the imaging with the help of
the GI principle. In the proposed scheme, the secret key with
M bits is very small in comparison with the random speckle
patterns in most existing encryption schemes based on CGI.
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Fig. 1. (color online) Schematic diagram of the proposed encryption scheme with CGI system. The detection results from the object and the
disorderly speckle patterns are transmitted to users by a public channel, meanwhile, the secret key, the permutation P for the disorderly speckle

patterns, is transmitted to the authorized users by a private channel.

The detection result B; in Fig. 1 represents the whole of
the intensities passing through an object and is detected by a
bucket detector in the CGI system

Bi= / 1:(x,y)T (x,y) dxdy, )

where T'(x,y) is the transmission function of the object, and
I;(x,y) is the intensity distribution of the i-th speckle pattern.
With M detections, the detection results {B;}*, are achieved
with the M different random speckle patterns {Z;(x,y) }*,. Al-

ice permutes the speckle patterns {/;(x,y)}!, to the disor-

M

dered speckle patterns {Z;(x,y)}/Z,,

{1 (e 3) Yoy = P{Li(x,9) M, )

where P is the permutation operation with only M data. Be-
cause P is a permutation operation, it is known that P> = I,
which indicates that the order of the speckle patterns can be re-
covered when the permutation is operated twice. With the key
and the transmitted information, the authorized users (Bob)

could recover the object with GI theory. He first reorders the

M
j=1

{I5(x,y) Yy = P{Ixy) ML = PP{L(x ) 1

received intensity patterns {/}(x,y) }
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= I{I;(x,y) ?11 = {Ii(%)’)}gy 3)
Then, the imaging of the object can be reconstructed with the
second-order correlation

O(x,y) = [Bi — (B)]1; (x,y)
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On the other hand, the unauthorized users cannot recover the
imaging O'(x,y), because {B;}), have no correlation with
Ii(x.y) ]

WY) j—

[Bi — (B)]I}(x,y)
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[Bi — (B)|I}(x,y), (5)

where O'(x,y) is random data. No useful information can be
obtained from the random data O’ (x,y).

3. Experiment and simulation results

In this section, we testify the proposed optical encryption
scheme by experiment and numerical simulations. In addition,
we discuss the vulnerability of the proposed scheme to eaves-
dropping.

Figure 2 is the schematic setup of the experiment. A dig-
ital micromirror device (DMD TIDLPC350) controlled by a
computer is used as a source to generate the random speckle
patterns. After, the beam with the random speckle patterns
{L;(x,y)}¥, (64 x 64 pixels) expands with a projecting lens
and illuminates object ‘NUPT’ which is printed on a piece of
transparent plastic thin sheet. The distance between the object
and the DMD is 787.5 mm. The light through the object is fo-
cused by a lens with focal length 250 mm, and is received by
a detector (Thorlabs power meter S120C and P-M100USB),
where S120C is an optical power meter and PM100USB is a
USB power and energy meter interface: they work together to
play the role of the bucket detector. This signal is recorded as
the detection result B;. Alice sends both disordered random
speckle patterns {/;(x,y)}}L; and detection results {B;}}’, to
remote users in a public channel. Meanwhile, the secure key
is sent to the legitimate user, Bob, in a private channel. The
intensities of the random speckle patterns are produced by a
computer. Each random speckle pattern has a Gaussian distri-
bution with size 64 x 64 pixels.

In order to qualify the reconstructed image objectively,
the mean square error (MSE) and peak signal-to-noise ratio

(PSNR) are used as evaluations, which are defined as/2”}
1
MSE = NZ(T/(xvy) _T(xvy))zv (6)
x,y
max Val?
PSNR = 101 _— 7
0g1o ( MSE ) , @)

where T(x,y) and T’(x,y) denote the intensities of the orig-
inal and the reconstructed images, respectively, N is number
of pixels of the image, and maxVal is the maximum possible
pixel value of the image.

projecting lens

object image collecting lens

detector

Fig. 2. (color online) Schematic setup of the experiment to testify the
proposed scheme.

We first demonstrate the feasibility of the proposed en-
cryption scheme in Fig. 3, where ‘Lena’ and ‘NUPT’ (64 x 64
pixels) are selected as the objects in the simulation, and only
‘NUPT" is used for the experiment. Both compressive sens-
ing and second-order correlation recovery methods are used.
The measurement times are 4096 for the simulations and 5000
for the experimental results. With the proposed optical en-
cryption scheme, the recovered images with the key have the
complete information of the original ones; whereas, the re-
covery images without the key have no useful information of
the original object images. For the object ‘NUPT’, the re-
sults in Fig. 3 show that PSNR = Inf, MSE = 0 for the le-
gitimate users, PSNR = 5.22, MSE = 0.28 for the unautho-
rized users using the compressed sensing recovery method,
while PSNR = 8.13, MSE = 0.15 for the legitimate users,
PSNR = 5.21, MSE = 0.30 for the unauthorized users us-
ing the second-order correlation recovery method. The results
with the compressed sensing technique are much better than
those with the second-order correlation method. The exper-
imental results have also demonstrated that for the recovered
‘NUPT’, PSNR is 7.15, MSE is 0.18 with the key, while PSNR
is 5.13, MSE is 0.29 without the key using the second-order
correlation recovery method. Due to the impact of environ-
ment and equipment noise, the recovered image from the ex-
periment has a little lower quality. All the results indicate that
the proposed scheme is feasible.

We then test the security of the proposed encryption
scheme with the object ‘NUPT’ and compare with the results
of the encryption scheme in Ref. [23]. Assume that a poten-
tial eavesdropper, who knows the proper reconstruction mech-
anism, has unauthorized access to a fraction (eavesdropping
ratio, ER) of the secure key and uses the corresponding cor-
rect speckle patterns to reconstruct the image. The value of
ER is set from 0 to 50%.
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(color online) The experimental results with the proposed

scheme under different eavesdropping ratios.
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Fig. 5. (color online) The PSNR and MSE of the recovered images

against the eavesdropping ratio.

Figures 4 and 5 show the experimental results using the
proposed scheme under different ER. The measurement time
is setup to 5000. All the results are reconstructed using the
second-order correlation method. Figure 4 shows the re-
constructed objects with the disordered speckles encryption

scheme and the CGI encryption scheme!>}! under different

ER. Figure 5 shows that the PSNR and MSE of the recon-
structed images against ER. The results indicate that the pro-
posed scheme has similar results to the encryption scheme in
Ref. [23], however, it has a much smaller key. With the pro-

posed scheme, the amount of the secret key is bout 6.5 x 10*
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bits, while it is about 2.048 x 107 bits with the scheme in
Ref. [23]. The ratio of the secret key is 3.17 x 1073, The
results also show that the encrypted information cannot be re-
trieved when ER is less than 40%. The proposed scheme has
high security.

4. Conclusion

We have proposed an optical encryption scheme based on
the CGI system with disordered speckles. Alice produces the
random speckle patterns and obtains the detection results with
these random speckle patterns by the CGI technique. Later,
she permutes the order of the random speckle patterns and
shares the permutation sequence as a secret key to the autho-
rized users. With the secret key, the legitimated user could
recover the object, whereas the unauthorized user could not
obtain any information of the object. It has similar results to
the encryption scheme in Ref. [23], however, it has a much
smaller key. The simulation and experiment results show the
feasibility and the security of the proposed scheme. When the
ER is less than 40%, the eavesdropper cannot acquire any use-
ful information of the encrypted image. Meanwhile, the au-
thorized users could recover completely the encrypted infor-
mation with the secret key. The proposed optical encryption
scheme has a samller key distribution in the private channel
with a higher security. It has provided a practical method to
complement optical encryption with the CGI system.
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