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Quantum secure direct communication (QSDC) is an important branch of quantum cryptography. It can transmit
secret information directly without establishing a key first, unlike quantum key distribution which requires this precursory
event. Here we propose a QSDC scheme by applying the frequency coding technique to the two-step QSDC protocol, which
enables the two-step QSDC protocol to work in a noisy environment. We have numerically simulated the performance of
the protocol in a noisy channel, and the results show that the scheme is indeed robust against channel noise and loss. We

also give an estimate of the channel noise upper bound.
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1. Introduction

The security of information is more important nowadays
than at any other time in history. It is significant to the suc-
cess and development of our society, and it has become one
of the primary concerns in everyday life. Historical conflicts
within the last century, such as World War II and the subse-
quent Cold War have propelled many technological advance-
ments in the security of information. Today, information secu-
rity is not only crucial to national defense and military affairs,
but also has gained profound importance within civilian affairs
since the rise of the Internet in the 1990s. The absolute secu-
rity of classical cryptography has not been proven as it is based
on the existence of some difficult mathematical problems. It
is always possible that some flaws might exist and the code
may be broken without being announced. In contrast, quan-
tum cryptography, which emerged in the 1980s,!!! is provably
safe.[?] Since then it has attracted much attention and gained
tremendous development.

Secure quantum communication includes several differ-
ent modes, such as quantum key distribution (QKD),[!-3-13]
quantum secret sharing (QSS),['! and quantum secure direct
communication (QSDC).!!7-2! The security of these protocols
is ensured by the principles of quantum mechanics, such as un-
certainty principle, quantum no-cloning theorem, the principle
of quantum measurement, and non-locality of entangled parti-
cles. In the earliest QKD protocol, the BB84 protocol,!!! two
orthogonal bases are used to prepare the photons and encode
the states. In 1991, Ekert proposed a QKD scheme based on
EPR pair (E91).13] In QKD schemes, a key is established first,
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and the secret information is then encoded with the key into
ciphertext and sent through a classical communication.

Since the first QSDC scheme was proposed in 2000,!7]
many QSDC protocols have been designed and studied.[!8-67]
Different from QKD, QSDC transmits a secret message di-
rectly without establishing a key first. Besides this, QSDC
also satisfies two features:!'®! direct communication and se-
cure communication. Direct communication of QSDC means
that an authorized receiver can obtain the secret information
directly from the received quantum states without another clas-
sical transmission. Secure communication refers to the capa-
bility of QSDC that even if an eavesdropper is able to control
the communication channel, she cannot get any useful infor-
mation about the secret message except blind random results.

Earlier QSDC protocols are designed for ideal condi-
tions. However, in practice, noise is inevitable, and con-
sequently it causes losses and errors of information. There
are some technologies to combat against the channel noise,
such as entanglement swapping, [°8%] quantum entanglement

(74751 and quan-

purification,’%73) quantum error correction,
tum privacy amplification.!”®! Instead of the complicated
schemes mentioned above, we propose a simple frequency
coding scheme to a two-step QSDC protocol. This coding
scheme has been applied in quantum one-time pad QSDC pro-
tocol which is also known as DL04 protocol'?! and realized in
experiment recently.!”’] Rather than encoding quantum qubits
on every EPR pair, this frequency coding scheme encodes a
block of EPR pairs into a periodic sequence in which we can

analyze its frequency by using discrete time Fourier transform.
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The new coding scheme has a large advantage in resisting the
channel losses and errors.

2. The two-step QSDC protocol with frequency
coding

2.1. A description of the scheme in general

Before the coding procedure, the new protocol is com-
pletely identical to the original one.['®! The difference between
the original one and this scheme is the introduction of fre-
quency coding. The scheme contains the following five steps.

(i) Alice prepares a sequence of EPR pairs in one of the
four Bell states

[¥7) = 250041 D= 11,1005,
|w+>=\if<|o> 1)p+11410)5).

>=7 05— 104l 1)),
167) = = (10141 05+ 1 ).

where |0) and | 1) represent two eigenstates of the photon po-
larization operator o, respectively. She can prepare them in
state | W) = (1/v2)(|0)4] 1)g—[1)4] 0)p)-

(i) Then Alice separates the ordered N EPR pairs into
two sequences, namely, she picks up one photon from each
EPR pair to form an ordered photon sequence A, called A-
sequence. The remaining photons form another sequence B,
called B-sequence, and there is a one-to-one correspondence
between the two sequences.

(iii) Alice sends the A-sequence to Bob, while holding
the B-sequence. After the A-sequence is received by Bob, he
checks eavesdropping with Alice by the following steps. 1)
Bob chooses moderate amounts of photons randomly from the
A-sequence. Then he randomly chooses one of two measuring
bases Z or X to measure the chosen photons. 2) After the mea-
surement, Bob tells Alice which photons he has chosen, which
measuring basis he used, as well as the measuring results. 3)
According to the information from Bob, Alice uses the same
measuring basis to measure the corresponding photons in the
B-sequence. 4) Then Alice compares her results with Bob’s,
and estimates the error rate. If there is no eavesdropping, the
error rate should be lower than the threshold, which means the
transmission is safe. If not, the photon sequence should be
discarded and the communication process should be ceased.

(iv) If the transmission of the A-sequence is proved se-
cure, Alice can transmit the secret message. In the original
protocol,['8 Alice uses a dense coding scheme to encode the
message. Instead, the frequency coding scheme is applied with
frequency coding, and specific details will be described later.
Meanwhile, Alice randomly selects some photons as check

bits from the B-sequence and changes their states by randomly
performing one of four unitary operations

Uo = [0) O]+ [1) (1], U1 =[0) (O] — 1) (1],
Ur=| 10) (1] = 1) {0 -

, U
=[1)(0[+]0) (1], U
(v) Alice sends the encoded sequence to Bob, and Bob

3 =
performs Bell-basis measurement on two sequences simulta-
neously. After transmission, Alice tells Bob which photon is
the check bit and what operation she has chosen. Then Bob
can estimate the error rate. If the error rate is lower than
the threshold, the transmission is safe. Otherwise, it will be
concluded that there is an eavesdropper who is disturbing the
transmission. Nevertheless, Eve will not be able to get any
useful information because if the first sequence is secure, the
eavesdropper cannot obtain the two photons of EPR pair for
Bell-basis measurement and cannot speculate on the secret
message. After excluding the check bits, Bob can do the de-
coding procedure to get the secret message sent by Alice.

2.2. Frequency coding with two unitary operations

Next, we will describe the frequency coding scheme in
detail. This scheme was first introduced to the QSDC with
single photons in Ref. [77]. As is well-known, in the origi-
nal two-step QSDC protocol, information is encoded on EPR
pairs directly with the four unitary operations Uy, Uy, U,, and
Us, which correspond to 00, 01, 10, and 11, respectively. How-
ever, in a practical system, there exist losses and errors. Be-
yond that, the detection efficiency of single photon detectors is
not 100%. This scheme provides solutions against the noises
and losses using the frequency coding, which encodes the op-
erations on EPR pairs to a periodic sequence of operations.
Receivers can obtain the encoded frequency by discrete time
Fourier transform, and they can translate the frequency into
the secret message according to the corresponding rules estab-
lished by the sender and the receiver beforehand.

To better understand this coding scheme, let us go with
the single frequency situation first. In this situation, we only
keep two unitary operations Uy and U}, which represent coding
0 and 1, respectively. First Alice chooses the coding frequency
which she wants to send, then she performs the operation on
the B-sequence according to the periodic function which is de-
cided by the chosen frequency. For example, if she wants to
code frequency f = 1/T, she can operate each photon by the
following periodic subsection function (of course, she should
exclude the checking photons first):

1
Uy, nT<ti< (n—|—2) T

operation = :
Vo, <n+2>T§t;< (n+1)T

where T is the coding period, each photon corresponds to one

time t;, i = 1,2,3,...,N, which is the time when the photon is
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emitted, V is the total number of useful photons of B-sequence,
and n=0,1,2,... is an integer. Based on this function, Alice
can adjust the period T of the flipping operations, or the num-
ber of photons of the two operations in the sequence. After the
whole operation is finished, Alice sends the B-sequence to Bob
in the same order of time as they arrive. After receiving the
photons, Bob also records the arrival time 7;, i = 1,2,3,...,N.
When the transmission is done, he performs Bell-basis mea-
surement on the corresponding pairs of the two sequences, and
obtains a periodic discrete function of 0’s and 1’s.

To obtain the encoded message, namely, the encoding
frequency, the periodic discrete function in the time domain
is transformed into the frequency domain using discrete time
Fourier transform, namely,

x(i)e 127/

X(f)=

=

1

1

where x(i) is 0 or 1 according to the operation Uy or U; coded
on the photon i. If we draw the frequency spectrum, we will
find a peak at the encoding frequency f and other peaks are
much lower than it. According to this frequency, Bob is able
to get the secret message sent by Alice.

2.3. Frequency coding with multiple unitary operations

The above example explains the working principle of a
single frequency coding, where only two dense coding opera-
tions Uy and U are used. Actually all four dense coding opera-
tions can be used, or all four Bell states can be used, to encode
frequencies on EPR-sequences. Instead of single frequency
with two unitary operations we can encode three frequencies
with four unitary operations. This can increase the transmis-
sion capacity greatly and make it more difficult to crack. Here
is the specific procedure. (i) Four unitary operations Uy, Uj,
U,, and Us correspond to 0, 1, 2, and 3 respectively, which
will be used later in the frequency coding. The secret mes-
sage is encoded in the frequency, not the unitary dense coding
operations themselves. (ii) Here we have four unitary opera-
tions, namely, four different amplitudes O, 1, 2, and 3. With
four amplitudes, we can combine three frequencies by adding
together three time sequences corresponding to three frequen-
cies, as shown below

x(t) =x1 (t) +x2 () +x3 (),
X(f)=X1(f)+X2(f) +X3(f).

An integer number between 0 and 3 can be obtained at
each instant of time. For example, O corresponds to three Uy
operations, and 3 corresponds to three U; operations. Instead
of performing three U; operations, Alice performs a single U
operation, which also represents 3. The details are as follows.
Alice first decides which three frequencies to be encoded, and

figures out each frequency’s time domain by the above meth-
ods. Then she adds these three frequencies of operations to-
gether. There will be four different amplitudes, which can be
represented by 0, 1, 2, and 3. According to this, Alice per-
forms the corresponding unitary operation on the B-sequence.
As shown in Fig. 1(c) Alice sends the sequence to Bob. Bob
then follows similar steps of the single frequency situation
mentioned above, and also obtains a frequency spectrum by
using discrete time Fourier transform. The spectrum is the su-
perposition of three frequencies, so three peaks can be found
on the spectrum. After getting the three frequencies, Bob can
obtain the secret message sent by Alice. An example is given

in Fig. 1.
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Fig. 1. (color online) Three different frequencies’ direct sum in time
domain. The dots represent every photon of the B-sequence. The num-
ber on the horizontal axis represents the photon number of B-sequence.
The number on the vertical axis represents four different amplitudes.

3. Performance analysis in a noisy condition and
numerical simulation

As in Ref. [18], if the security of the A-sequence is guar-
anteed, two parties of communication can ascertain that the
transmission is safe. Without both photons of each EPR pair
at hand, the only thing Eve could do is to disturb the commu-
nication between Alice and Bob, as she cannot perform the
Bell-basis measurement to eavesdrop the secret message.

However, in a noisy channel, the situation is different.
Eve can hide herself behind the noise from being detected. If
she controls the communication channel completely, she can
intercept the A-sequence and capture a moderate amount of
photons, then replace each captured photon by the photon of
an EPR pair that she prepared before. Then she sends the
sequence to Bob via a channel with less noise; here we can
assume Eve’s channel is ideal. When Bob does the security
checking, he will mistakenly think the error is generated by
noise and the communication is safe. During the transmission
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of the B-sequence, Eve captures the corresponding photons to
perform Bell-basis measurement. As a result, Eve could get
some of the secret information without being found. However,
if the frequency coding scheme is used, it is useless for Eve to
capture a few EPR pairs, since she should have enough EPR
pairs for spectrum calculation. Nevertheless, if she continu-
ously captures photons in a period of time, she may have a
complete cycle with a few EPR pairs. It is much easier for
Eve to speculate the frequency which Alice wants to trans-
mit. In order to avoid this situation, more checking photons
are needed (about 50%) for security check. It is also crucial to
analyze the error density in different positions of the checking
B-sequence. Suppose the channel and the instruments are reli-
able, the errors are generated randomly. If the error density in
the sequence is much higher than any other place, it means that
the sequence has been eavesdropped by Eve, then the commu-
nication should be aborted. Using this method, Eve can only
intercept the photon randomly, not continuously. Suppose the
error rate of the channel is e, Eve can get a fraction 2e of all
the useful photons. Because the half photons are A-photon,
and there is a probability of 50% that Alice and Bob cannot
find the error photon caused by Eve, as Eve intercepts more
photons, she gains a higher chance to speculate the frequency,
so there is a channel noise upper bound for communication se-
curity. In this paper, we will give a rough estimate but not a
rigorous proof.

There is a sampling theory in classical communication.
Only when the sampling rate is higher than twice the maxi-
mum frequency component, the signal can be restored almost
without distortion. Enlightened by the sampling theory, we
borrow the idea to analyze the channel noise upper bound.
According to the idea of the sampling theory, the signal can-
not be restored when the sampling rate is lower than twice
the maximum frequency component. But here, we allow the
sampling rate to be lower than twice the minimum frequency
component to ensure that the eavesdroppers cannot speculate
the frequency at all. Suppose the transmission of 600 photons
in each sequence block. Half of the photons in each check-
ing sequence are checking photons, besides Alice chooses 100
photons for the second security check. In other words, there
are 200 useful photons in a B-sequence. For example, if the
minimum frequency of the channel is set as 500 Hz, Eve is un-
able to speculate the frequency with the sampling rate lower
than 1000 Hz. Meanwhile, if the time interval of sending each
photon is set as 0.1 ms, it takes 0.02 s to transmit 200 photons.
Eve can capture 20 photons with the sampling rate 1000 Hz in
0.02 s. That is to say, Eve cannot get the secret information
if the captured EPR pairs are less than 20. In this situation,
the channel error rate is 5%, which is a rough estimate of the
channel noise upper bound. Actually, according to this the-
ory, the upper bound of the error rate is e = 1/n, where n is the

number of photons coded in a cycle of minimum frequency. In
addition, if Alice wants to transmit three identical frequencies,
only 100 photons are needed in one sequence block. The 100
photons not only are enough to transmit the information, but
also can reduce the photon captured by Eve. It is because one
frequency is less complicated than three frequencies for Eve to
guess with limited information. The following is a numerical

simulation.
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Fig. 2. (color online) The frequency spectrum in an ideal channel. The
x-axis is the frequency and the y-axis is the Fourier transformed ampli-
tude.
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Fig. 3. (color online) The frequency spectrum in a noisy channel with
5% error rate. The x-axis is the frequency and the y-axis is the Fourier
transformed amplitude.
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Fig. 4. (color online) The frequency spectrum that the eavesdropper
gets from 10% useful photon. The x-axis is the frequency and the y-axis
is the Fourier transformed amplitude.

As shown in Fig. 2, with an ideal channel, Bob’s spec-
trum will appear three peaks obviously, which is exactly what
Alice wants to transmit. If we set the frequency channel capac-
ity as 2% = 16, then one frequency can indicate 4 information
bits, and three frequencies mean 12 bits of information. As
shown in Fig. 3, in the presence of noise, when 20 EPR pairs
are incorrect, the peak’s height is lower, the width is wider,
but the frequency shift is very small. Bob can still get the
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accurate information by spectrum analysis. Meanwhile, Eve
cannot get any useful information by spectrum analysis using
only 20 EPR pairs. As shown in Fig. 4, what she gets is a
completely random frequency spectrum.

4. Summary

An anti-noise frequency coding scheme to improve the
two-step QSDC protocol is proposed in this paper. The new
scheme has a strong ability of resisting channel losses and
errors. When the security of communication is guaranteed,
the receiver can still get the secret information precisely, even
though the error rate is high. Also, the new scheme can im-
prove the security of communication, because the eavesdrop-
pers cannot get any secret information when they only cap-
ture a few EPR pairs. Though the transmission efficiency is
weakened by this scheme, it can significantly improve the fea-
sibility of the two-step QSDC protocol. It is not a complex
technology, and is easy to realize. With the development of
quantum entanglement technology, the two-step QSDC proto-
col can be realized in experiment one day. Recently, an ex-

perimental demonstration of the two-step QSDC protocol has

been demonstrated. 78!
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