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Parameter analysis of chaotic superlattice true
random number source*
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Superlattices in chaotic state can be used as a key part of a true random number generator. The chaotic characteristics
of the signal generated in the superlattice are mostly affected by the parameters of the superlattice and the applied voltage,
while the latter is easier to adjust. In this paper, the model of the superlattice is first established. Then, based on this model,
the chaotic characteristics of the generated signal are studied under different voltages. The results demonstrate that the
onset of chaos in the superlattice is typically accompanied by the mergence of multistability, and there are voltage intervals

in each of which the generated signal is chaotic.
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1. Introduction

Random number generator (RNG) has been widely used
in the fields of scientific research, information processing,m
national defense and security,?! etc. Physical systems ex-
hibiting fast spontaneous chaotic oscillations are used to gen-
erate high-quality true random sequences in random number
generators.3] Recently, high frequency chaotic oscillations of
a semiconductor superlattice under room temperature were
found, and it is considered to be an excellent noise source,
which makes the superlattice an ideal candidate for true ran-
dom number generation. A semiconductor superlattice con-
sists of a periodic sequence of thin layers of different types of
semiconductor materials. It was first proposed by I Kanter et
al. and W Li et al.|*”]

Specifically, a superlattice is a cyclic structure of coupled
quantum wells, where at least two types of semiconductor ma-
terials with different band gaps are stacked on their top along
the said direction in an alternating fashion.!®”] For a structure
composed of two materials, e.g., GaAs and AlAs, the regions
of GaAs serve as quantum wells while those of AlAs are ef-
fectively potential barriers. As a result, the conduction band of
the whole system exhibits spatially periodic modulation with
the period given by the combination of width of the quantum
well and the barrier, which is typically much larger than the
atomic lattice constant. If the widths of the barriers are suffi-
ciently small, then the quantum tunneling effectively forms a
one-dimensional energy band in the growth direction. 8-

The quality of the true random number is determined by
the chaotic signals generated by the superlattice. Thus, the first
step is to study the influence of the signal generation system
on the output chaotic signal. There are numerous parameters
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that can affect the chaotic characteristics of the output chaotic
signals, and in principle, all of the system parameters can be
adjusted. Experimentally, certain parameters are not readily
susceptible to changes, especially those characterizing the ma-
terials properties. What could be adjusted are the parameters
associated with the driving direct current (DC).

In this paper, we first establish the model of the superlat-
tice. Then, based on this model, the chaotic characteristics of
the generated signal are studied under different voltages. The
results demonstrate that the onset of chaos in the superlattice
is typically accompanied by the emergence of multistability,
and there exist voltage intervals in each of which the gener-
ated signal is definitely chaotic.

2. The model of the superlattice

In weakly coupled superlattices in which sequential res-
onant tunneling is the main transport mechanism, chaos can
arise and its potential use as a random number generator has

d.['>=14) Tn this paper, the focus is placed on the

been propose
strongly coupled regime, in which miniband conduction is the
primary contribution to transport.

Using the force-balance equation!!>! for an n-doped semi-
conductor quantum-dot superlattice, we write the dynamical
equation for the electron center-of-mass velocity V, (¢) as

Vcd(tt) = =1 +Lsin(Q]Ve (1) + 3705

X [E0+Esc ([)L (1)

where 7, is the momentum-relaxation rate constant, I; comes
from channel-conductance modulation, . is the modulation
frequency, M (&) is the energy-dependent averaged effective
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mass of an electron in the superlattice, & (¢) is an average en-
ergy per electron, Ej is the applied DC electric field, Ey repre-
sents the electric field intensity caused by the applied voltage.
The relation between Ey and the applied voltage is determined
by the parameters of the structure of the superlattice which are
nonlinear variables and are quite different for different super-
lattices; and E (¢) is the induced space-charge field due to the
excitation of plasma oscillation. Here, the statistical resistive
force is approximated by the momentum relaxation rate. Ac-
cording to the energy-balance equation, one can show!'®! that
&, (¢) satisfies the following dynamical equation:

d& (1)

dt

where 7, is the energy-relaxation rate constant and & is the

=18 (t) — &l +eVe (1) [Eo + Esc (1)), (2

average electron energy in the thermal equilibrium, and the
thermal energy exchange of the electrons with the crystal lat-
tice is approximately described by the 7, term. Applying the
Kirchoff’s theorem to the resistively shunted quantum-dot su-
perlattice, we obtain the dynamical equation for the induced
space-charge field E (¢) as

M = _Y3Esc (t) - ( e ) VC (t)V (3)

dr 00 Op

where 73, which is inversely proportional to the product of the
system resistance and the quantum capacitance, is the dielec-
tric relaxation rate constant, n is the electron concentration in
the thermal equilibrium, and oy, is the relative dielectric con-
stant of the host semiconductor material. The exact micro-
scopic calculations of y; and 7 can also be done through the
coupled force balance and the Boltzmann scattering equations.
The space charge field is the only source of nonlinearity.

Within the tight-binding model, the single-electron ki-
netic energy & in a semiconductor quantum-dot superlattice
can be written as

o — % (1 — cos (kd)], @

where k (k| < 7/d) is the electron wave number along the su-
perlattice growth direction, A is the miniband width, and d is
the spatial period of the superlattice. This energy dispersion
relation gives

s (h52) -2 (el o

where m* = 2h*/Ad? and |1/M (E)| < 1/m"*.

For numerical calculations, it is convenient to use di-
mensionless quantities. Specifically, we introduce v(7) =
(m*d/i_z) Ve, @(7) = [(2/4)&—1], f(7) = (ed/i_za)o) E.,
and T = @yt with wy THz being the frequency scale. In terms
of the dimensionless quantities, the dynamical equations of the
resonantly tunneling electrons in the superlattice become

dv(r)

dz

= —bv(7) [l +asinQ1] — [a1 + £ (7)] 0 (T),

10 — o) - @) +a+ (@),
YO p (@) —as(a), ©

where @ = [(2/A)& —1] = —1, by = 1/, by = p /o,
by = 13/ @0, a1 = wp/wy, ax = I/, and a3 = (Qc/wp)?
are positive real constants. The field related parameters are
wp = eEpd /h, 05 = eE\d/h, ®, = eE|d/h, Q = Q./wy, and
Q. = /eZng /m*0poy. The last quantity is the bulk plasma
frequency. The fields are assumed to be turned on at ¢ = 0.
The initial conditions for Eq. (6) are v(0) = vo, f(0) = fo,
andw (0) = ay.

3. Experiments and simulations

In the experiment, the superlattice used in this study is
designed by the Suzhou Institute of Nano-Tech and Nano-
Bionics (SINANO), Chinese Academy of Sciences. The en-
capsulation of the superlattice is shown in Fig. 1.

Fig. 1. (color online) Encapsulation of the semiconductor superlattice.

The measurement system is built as shown in Fig. 2. Mea-
surements are made by connecting to a 50-Q high frequency
cable with SMA connector and a bandwidth of more than
20 GHz. In this system, a 50-Q precision coaxial load is used
as a sampling resistor, and the Keithley 2612A high-precision
bias source as a bias power supply. By utilizing this equip-
ment, the spontaneous oscillation characteristics of the super-
lattice under a specific voltage can be measured and analyzed.
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Fig. 2. (color online) Time-frequency measurement system of the

chaotic superlattice.
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When the applied DC voltage equals 2.5 V, the output
chaotic signal is measured as shown in Fig. 3(a). In Fig. 3(b),
the phase space of the output is reconstructed using the delay
coordinate method with the delay T and embedding dimension
m calculated from normal output time series.!!”) The value of
7 is calculated using mutual information method, and m is cal-
culated using the False Nearest Neighbor (FNN) method.
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Fig. 3. (color online) (a) Output signal of the superlattice and (b) phase
space of the output.

The basic characteristics of the chaotic dynamics are ex-
tremely sensitive to the initial condition. Trajectories of two
close initial conditions will separate (or get close) exponen-
tially. Lyapunov exponent is the quantitative description of
the phenomenon. For an n-dimensional dynamic system, there
usually exist n Lyapunov exponents, which are referred to as
the Lyapunov spectrum of the system. The smallest Lyapunov
exponent determines how fast the trajectory contracts, while
the largest Lyapunov exponent determines the divergence rate.
In reality, it is not necessary to calculate all the Lyapunov ex-
ponents of the system as the calculation of the largest Lya-
punov exponent is enough. As long as the largest Lyapunov
exponent is larger than zero, the existence of chaos can be de-
termined. The largest Lyapunov exponent of the superlattce
system can be calculated from the phase space reconstructed
from the output time series. In this paper, the method proposed
by Wolf is used to calculate the largest Lyapunov exponent
of the superlattice,[18J and the result is LE,x = 3.256, which
shows that the chaotic state definitely exists.

The applied voltage is then adjusted, the results show that
there are several voltage intervals in which the outputs of the
superlattice are chaotic, while in the other intervals the outputs
are determined. It means that the applied voltage of the super-
lattice is one of the most important parts in the design of the

chaotic random number generators using superlattice. While
in the past, these voltage intervals are always determined by
experiences, in this paper we use the model in Eq. (6) to ana-
lyze the relationship between the applied voltage and the state
of the output signal.

Equation (6) describes a nonlinear dynamical system with
three variables. While in principle, all of the system parame-
ters can be adjusted, experimentally, certain parameters are not
easy to change, especially those that characterize the material
properties such as ;2 3. What could be adjusted are the pa-
rameters associated with the driving DC field, such as ag.

The study of the influences of the superlattice parameters
on the output chaotic signal is also important, e.g. it would
benefit the design process of the superlattice, and give a direc-
tive suggestion for the design of the chaotic superlattice. Thus,
the influence of parameter a; is studied as an example. First,
a is set to be a; = 1.8, and other parameters are set to be
ap=2.1,a,=0,b1 =0.18, b, = b3 =0.0018, and Q- =1.2.
The largest Lyapunov exponents of the system in the plane
(vo=—-1,—1<my <1, —1< fy <1) are calculated as shown
in Fig. 4.
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Fig. 4. (color online) The largest Lyapunov exponent of the superlattice
system.

Figure 5 shows the points in the f—® plane whose largest
Lyapunov exponents are larger than zero when a; = 1.8. Tra-
jectories coming from these points will eventually evolve into
a chaotic state. For a superlattice device, it means that the
output of the semiconductor superlattice is a chaotic signal,
which is suitable for generating the true random numbers. It
can be seen that there are several disconnected areas in the
plane, which means the existence of the multistability.

As aj changes, the areas that would eventually enter into
a chaotic state will also change. Figure 6 shows the points in
the f— plane whose largest Lyapunov exponents are larger
than zero when a; = 2.4. As is well known, a; is a parameter
associated with the fabrication of the superlattice. It can be
seen from Fig. 6 that the parameter changes of the superlat-
tice will eventually change the initial conditions, leading to a
chaotic state. That is to say, it can be used to direct the design
of the superlattice chaotic true random number source.
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Fig. 5. (color online) Points in the f—® plane whose largest Lyapunov
exponents are larger than zero when a; = 1.8.
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Fig. 6. (color online) Points in the f—® plane whose largest Lyapunov
exponents are larger than zero when a; = 2.4.

As mentioned above, parameters associated with the DC
field are easier to adjust. Figure 7 shows the changes of the
largest Lyapunov exponents with setting of @y when a; = 2.0,
(vo, @p, fo) = (0.1,—0.2,0.4). Likewise, there are several in-
tervals in which the superlattice eventually goes into chaotic
state. There the intervals are (1.5-1.72), (1.74-1.81), (1.93—
2.49).

30

—10

1.5 2.0 2.5 3.0
ap

Fig. 7. (color online) Change of the largest Lyapunov exponents with
setting of ag.

In the reality, when the chaotic characteristic of the su-
perlattice is used to generate true random numbers, there are
several stages of the parameter design, which should be taken
into consideration. In the stage of the fabrication of the su-
perlattice, the influences of the superlattice parameters on the
output chaotic characteristics should be first studied. The pa-
rameters should be set, for the output signal is easier to be

chaotic and has the expected characteristics. Then, in the use
of the superlattice, outer conditions like the voltage and cur-
rent of the superlattice should be considered first to assure that
the output has the ideal characteristic. So, the study of how the
parameters of the superlattice itself and the external factors af-
fect the chaotic characteristics of the output signal is important
and will guide the fabrication and use of the superlattice.

4. Discussion

Semiconductors are complex many-body systems whose
physical, e.g. electric or optical, properties are governed by
a variety of nonlinear dynamic processes. In particular, mod-
ern semiconductor structures whose structural and electronic
properties vary on a nanometer scale provide an abundance
of examples of nonlinear transport processes. In these struc-
tures nonlinear transport mechanisms are given, for instance,
by quantum mechanical tunneling through potential barriers,
or by thermionic emission of hot electrons that have enough
kinetic energy to overcome the barrier. A further important
feature connected with potential barriers and quantum wells
in such semiconductor structures is the ubiquitous presence
of space charge. This, according to Poisson’s equation, in-
duces a further feedback between the charge-carrier distribu-
tion and the electric potential distribution to govern the trans-
port. This nonlinear mutual interdependence is particularly
pronounced in the cases of semiconductor hetero structures
and low-dimensional structures, in which abrupt junctions be-
tween different materials on an atomic length scale cause the
conduction band discontinuities, resulting in potential barri-

ers and wells.[!?

1 The local charge accumulations in these po-
tential wells and nonlinear processes for transport of charge
across the barriers are found to provide a number of nonlinear-
ities. The other important nonlinear processes that influence,
in particular, the electric transport properties, but are also op-
tical phenomena, are the generation and recombination pro-
cesses of nonequilibrium charge carriers. These are generally
described by rate equations for the variations of carrier con-
centrations with time, which are nonlinear functions of these
concentrations and electric field. Other nonlinearities are ex-
hibited by nonlinear scattering processes of hot carriers, which
may lead to a field-dependent mobility, and thus to a current
density that is a nonlinear function of local electric field.

In this paper, we show that the output chaotic state of the
superlattice can be controlled by the output atmosphere param-
eters, and establishes a relation between the applied voltage
and the chaotic state of the output signal.

5. Conclusions

The design of a chaotic superlattice for the generation of
the true random number is difficult since there are many un-
stable parameter factors. In this paper, the influences of the
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parameters on the output chaotic signals are studied, and the

working voltage factors in chaotic state are also calculated.

These results will provide guidance for the design and use of

the superlattice.
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