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Reference-frame-independent quantum key distribution (RFI QKD) can generate secret keys without the alignment of
reference frames, which is very robust in real-life implementations of QKD systems. However, the performance of decoy-
state RFI QKD with both source errors and statistical fluctuations is still missing until now. In this paper, we investigate
the performance of decoy-state RFI QKD in practical scenarios with two kinds of light sources, the heralded single photon
source (HSPS) and the weak coherent source (WCS), and also give clear comparison results of decoy-state RFI QKD with
WCS and HSPS. Simulation results show that the secret key rates of decoy-state RFI QKD with WCS are higher than those
with HSPS in short distance range, but the secret key rates of RFI QKD with HSPS outperform those with WCS in long

distance range.
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1. Introduction

Based on the laws of quantum physics, quantum key dis-
tribution (QKD)!!! allows two distant legitimate parties (typ-
ically called Alice and Bob) to share unconditionally secure
keys, in the presence of the eavesdropper (Eve).[?! Since
the first Bennett—Brassard-1984 (BB84) QKD protocol was
proposed, 'l many successful QKD works have been achieved
during the past decades.>~13! In most of these experiments, a
feedback setup is needed to align the reference frames between
Alice and Bob, which will undoubtedly increase the complex-
ity and time cost of QKD systems. Otherwise, the high quan-
tum bit error rate (QBER) will prevent the generation of net
secret keys.

Fortunately, reference-frame-independent QKD (RFI
QKD) was proposed by Laing et al.l'%! to avoid the active
alignment of reference frames, which can obviously increase
the whole communication efficiency between Alice and Bob.
After that, a series of theoretical!'7~1°! and experimental 2%-23!
works on RFI QKD have been reported. However, none of
them considered the practical scenarios including both source
errors and statistical fluctuations.

In this paper, we investigate the performance of decoy-
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state RFI QKD in practical scenarios with two kinds of
light sources, the heralded single photon source (HSPS) and
the weak coherent source (WCS). The widely used vac-
uum + weak decoy-state method?*28] is adopted to combat
the photon-number-splitting (PNS) attack>*% caused by the
multi-photons in the practical sources. Moreover, clear com-
parison results of decoy-state RFI QKD with WCS and HSPS
are given, and simulation results show that the decoy-state RFI
QKD even with both source errors and statistical fluctuations

is very practical and robust.

2. Decoy-state RFI QKD with both source errors
and statistical fluctuations

RFI QKD employs three mutually unbiased bases (Z, X,
and Y) to encode the information,['® which is very similar
to the six-state protocol.*" During the quantum communica-
tion phase, Alice randomly prepares quantum states with her
local bases Xy, Y4, and Z4, and sends them to Bob. Bob ran-
domly measures the received states with his local bases Xp,
Yp, and Zp. In RFI QKD, the stability of the Z basis can be
well maintained, which is also the case in most other QKD
systems, while the X and Y bases are allowed to vary slowly.
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That is, Alice and Bob’s Z, X, and Y bases satisfy Zg = Z4,
Xp = cos X4 + sin Y4, and Yp = cos BY4 — sin BX4, where
B is the relative rotation between Alice and Bob’s reference
frames and may drift with time slowly. After the quantum
communication phase, Alice and Bob can distill secret keys
from the data in Z4Zp basis, and estimate Eve’s information
from the data in X4Xp, X4Yp, Y4aXp, and Y4Yp bases. Accord-
ing to the decoy-state method,!?®! the total gain and quantum
bit error rate (QBER) that Alice sends in &4 (€4 € {X4,Ya,Z4})
and Bob measures them in &g ({p € {Xp, Y5,Z5}) in the decoy-
state RFI QKD can be calculated by

0%, = ;Yémpe(i)v (I
EEA‘:BQEA‘:B = ;}e%AéBYéAéBPE(i)’ 2)

where € refers to the signal states u, the decoy states v, or
the vacuum states o, i denotes the i-photon states, P (i) cor-
responds to the photon-number distribution for the € inten-
sity. e%A & (YéA ¢,) denotes the QBER (the yield) of the i-
photon states. According to Egs. (1) and (2), Alice and Bob
can estimate the yields (error rates) of single-photon contribu-
tions YZIAZB’ Y)%AXB’ Y)}AYB’ YYIAXB’ and YYIAYB (e%AZB’ e;(AXB’ e)lfAYB’
ey, x,» and ey ) with the three-intensity decoy-state method.
2

Then, they can estimate the quantity C = (1 —2e§(AXB) +

2 2 2
(1- ze)l(AYB) +(1— 2")1/Ax3) +(1 _23%‘)’3) .
information can be bounded by

1+¢

Finally, Eve’s

1+
= fe%AZB)h(T> +e§AZBh<T¢), 3)
where |
0 =min|[——/C/2.1],
l—eZAZB
and

¢ = \/C/Z— (1- e%AzB)z‘l)z/eéAzB-
After the post-processing phase, the final key generation rate
in the case of phase-randomized light sources with three-
intensity decoy-state method can be calculated by?")

R=03" (1-1Ip)— 0% , fh(EL ;) <4>‘

Pi(2)0, 7,1 = PV ()07, 7,0 — (B ()P (0) = P (2)PL(0)02, 7,

where Q‘Z‘AZB (EZZB) represents the gain ( QBER) of the sig-
nal states in Z4Zp basis, QZL Zs denotes the counting rate of
the single-photon pulses from the signal states, % is the binary
Shannon information function, and f is the error correction
efficiency.

In practice, source errors and statistical fluctuations are
inevitable issues in the security analysis of practical decoy-
state RFI QKD systems. When considering source errors (for
simplicity, we assume the vacuum source is precise which has
no source errors), due to the imperfection of practical sources,
the intensity of the pulses is not stable. That is to say, € ranges
from €,(3) to €y (), where 8 refers to the intensity fluctua-
tions. Then, we can obtain the upper bound (PY (i) and the
lower bound (PX(i)) of the i-photon number distribution with
intensity fluctuations. Take the WCS for example,

PU(G)=e€1-8) =0,
{ PEL(Z) — 678(14*5)7 i= 07 (5)
—e(1+6) i
R !
’ (6)
—e(1-8) i
PL(i) = = U0 5y

Then, the upper bounds (the lower bounds) of the total gain
and QBER can be obtained respectively as follows:

QEA‘;:&U - Z YéAiBPg(i) JrYé(léBPeU (0),
i=1
o @)
QgAiBL - ; YéAéBPSL(i) + Y“S@BPSL(O)’
— - i i U/
EEA&B«UQEAéBvU - ;eéAgBY'éAgBPS (i)
0 0 U
T eéAéBYéAéBPE 0); ()

_ .- i i . 0 0 L
EgAéByLQgA‘SB-,L - ; €e,ép Y§A§BPSL(Z) + 65A53Y5A53P8 (0).

Finally, according to Ref. [32], the yield (error rate) of single-
photon contributions inZ4 Zp can be estimated by

1L
YZAZB -

, 9
TR (2)— PHPE2) ©
o EgAZ&UQ%AZB,U - 62A23P5(0)Q223 (10)

€z,.25 = 1.0
e P\I;(I)YZAZB

1,L 1.L 1L 1,L
The other parameters Yy 'y . Yy'y . Yy 'y, and Y,y

LU w1 LU .
(eXA Xp® €X1Yp0 €Y\ Xpo and eYAYB) can be obtained analogously

by applying the same method. According to the statistical fluc-

[33-35

tuations analysis theory, I the total gain and quantum bit

error should be modified as follows:

eU e Y
QéAéB_Q§A§B<1+\/Im>’ an

eL e _ y
Q§A§B - Q5A§B (1 /NPePe, P, ) ’ (12)

vU AV, U _ v v
Eeie,9ee, = Ezi5,90¢,
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.(1+ ___7 ) (13)
V2 2, % 2, NPePey P,

where P represents the probability that Alice randomly mod-
ulates pulses into the € intensity, Fy, |, denotes the conditional
probability that Alice sends the states to Bob in &4 basis with
the & intensity, Pg, refers to the probability that Bob chooses
the &g basis for his measurement, ¥ is the number of standard
deviation, and N refers to the total number of pulses.

3. Numerical simulations

In order to explore the performance of the above decoy-
state RFI-QKD scheme under practical experimental condi-
tions, we use two kinds of light sources, e.g., WCSP#! and
HSPS,[?728] as examples and carry out the corresponding nu-
merical simulations.

For the WCS, it has a Poisson distribution: Pé =
(e/it)e ¢, (i € (1,2,3,...)), while for the HSPS, it fol-
Pi= 1= (1—da)(1 -
Na)’](€!/i!)e ¢, where 14 and dj each correspond to the de-
tection efficiency and the dark count rate of the local detector

lows a sub-Poisson distribution:

at Alice’s side.

In all the simulation results presented below, we use the
following parameters: v =0.01, ® =0, P, = 1/2, P, =Py =
1/4, and Px, = Py, = Pz, = Px, = Py, = Pz, = 1/3. Moreover,
we set the misalignment of the reference frames as § = 7 /7
(in fact, B is unknown and we just use it to simulate a practical
RFI-QKD system). Other parameters used in the simulation
are listed in Table 1. For each line, the intensity of the signal
states is optimized at each distance to maximize the final key
rate.

Table 1. Simulation parameters for the three-intensity decoy-state RFI QKD
with both source errors and statistical fluctuations. 1, (Yp) is the detection
efficiency (the dark count rate) of Bob’s single photon detectors, e; is the
probability that Bob’s single-photon detector is clicked incorrectly. o de-
notes the loss coefficient of the standard fiber link, y is the number of the
standard deviation when considering statistical fluctuations (here 5.3 corre-
sponds to a failure probability of 10~7), and f is the error correction effi-

ciency. M4 (da) is the detection efficiency (the dark count rate) of Alice’s
single photon detector with HSPS.

Ny eq Yo o/(dB/km)  ma dy Yy f

145% 1.5% 3x107° 0.2 075 1x107® 53 1.16

First, we study the performance of the decoy-state RFI
QKD with standard statistical fluctuations, and the corre-
sponding results are shown in Fig. 1. In Fig. 1, W (H) denotes
WCS (HSPS), and the solid (dashed) curves from left to right
correspond to the secret key rates of the decoy-state RFI QKD
with WCS (HSPS) at N = 10°, 10'°, and 10'!, respectively.
From Fig. 1, it can be easily seen that the secret key rates of
WCS are higher than those of HSPS in short distance range,
but the key rates of HSPS outperform WCS in long distance
range.

10-2 4 s I s I s I s I

10—3

107+ 1

1077 4

104 — W, N=10° S
_W, N=109 N

10774 — W, N=10" ! v
-~ H, N=10° ‘, Voo

10#9 - - H, N=10" | : |
- - H, N=10" - :

10~° T T T T
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Transmission distance/km

Fig. 1. (color online) Comparison results of the decoy-state RFI QKD
with WCS and HSPS when considering statistical fluctuations. The solid
(dashed) curves from left to right refer to the secret key rates of the decoy-
state RFI QKD using WCS (HSPS) with N = 107, 10'°, and 10'!, respec-
tively.

Then, we consider the effect of different source errors in
the decoy-state RFI QKD with statistical fluctuations (N =
10'9), and the simulation results are shown in Fig. 2. Here,
W (H) denotes WCS (HSPS), and the solid (dashed) curves
from left to right in Fig. 2 denote the key rates of WCS (HSPS)
with source errors 6 = 0.04, 0.02, and 0, individually. From
Fig. 2, we find that the secret key rate declines with the in-
creasing of source errors for both HSPS and WCS. Moreover,
RFI QKD with WCS shows better performance than the one
using HSPS at short distance range (< 80 km), and presents
lower secret key rate than the one using HSPS at long distance
range (> 110 km).
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Fig. 2. (color online) Comparison results of the decoy-state RFI QKD with
source errors when the number of sent pulses is N = 100, The solid (dashed)
curves from left to right denote the secret key rates of the decoy-state RFI
QKD with WCS (HSPS) with 6 = 0.04, 0.02, and 0, respectively.

Finally, the optimal intensities of signal states and the cor-
responding key rates at 60 km with statistical fluctuations and
with both statistical fluctuations and source errors are shown
in Table 2 and Table 3.
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Table 2. The optimal intensities of signal states and corresponding key rates at 60 km with statistical fluctuations.

Par W H

N=10° N =10 N=10" N=10° N=10'"0 N=10"
u 0.539 0.653 0.684 0.482 0.596 0.629
R 4.080x1075 8327x107° 1.017x107* | 2.873x1075  5.858x 107>  7.182x 1073

Table 3. The optimal intensities of signal states and corresponding key rates at 60 km with both statistical

fluctuations and source errors.

w H
Par

§=0 §=0.02 §=0.04 §=0 §=0.02 §=0.04
u 0.653 0.626 0.566 0.596 0.554 0.482
R 8.327x 1070  5.163x107° 2.855x107° | 5.858x107°  3.598x 107>  1.981x 107

4. Conclusions

In conclusion, RFI QKD can generate secret keys without

alignment of reference frames, which exhibits obvious superi-

ority in real-life QKD systems. Considering both source er-

rors and statistical fluctuations, we studied the performance of

the decoy-state RFI QKD with two kinds of practical sources,
e.g., WCS and HSPS. Simulation results demonstrate that the
secret key rates of the decoy-state RFI QKD with WCS are
higher than those with HSPS in a short distance range, but the
secret key rates of RFI QKD with HSPS outperform those with
WCS in a long distance range. Our work will provide useful

guidance in practical implementations of RFI QKD systems.
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