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We show that the secret key generation rate can be balanced with the maximum secure distance of four-state
continuous-variable quantum key distribution (CV-QKD) by using the linear optics cloning machine (LOCM). Benefiting
from the LOCM operation, the LOCM-tuned noise can be employed by the reference partner of reconciliation to achieve
higher secret key generation rates over a long distance. Simulation results show that the LOCM operation can flexibly reg-
ulate the secret key generation rate and the maximum secure distance and improve the performance of four-state CV-QKD
protocol by dynamically tuning parameters in an appropriate range.
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1. Introduction

Quantum key distribution (QKD) allows two remote par-
ties, Alice and Bob, to distill a secret key over insecure
quantum and classical channels.[1–4] There are two main ver-
sions of QKD, i.e., discrete-variable (DV) QKD[5–7] and
continuous-variable (CV) QKD.[8–10] DV-QKD protocols en-
code information on properties of single photons, and use
single-photon counters to measure the photon number. While
CV-QKD protocols encode information on the quadrature
variables of the optical field, and use a homodyne or hetero-
dyne detector to measure the field quadratures.

A CV-QKD protocol based on Gaussian-modulated co-
herent states has been proved to be a practical scheme.[11,12]

However, the level of signal-to-noise ratio (SNR) has an im-
portant effect on the reconciliation efficiency of this proto-
col, namely, we can obtain high reconciliation efficiency when
the protocol operated at high SNR and achieve low recon-
ciliation efficiency when the protocol operated at low SNR
values.[13] Fortunately, discrete modulation CV-QKD proto-
col has no such limitation, and even at low SNR values, this
kind of protocol can still have a high reconciliation efficiency.
In this paper, we mainly study the four-state CV-QKD pro-
tocol, which has been proved to be secure against collective
attacks[14–17] and has been experimentally demonstrated.[18]

In order to improve the performance and balance the se-

cret key generation rate and the maximum secure distance of

four-state CV-QKD protocol, we insert a linear optics cloning

machine (LOCM)[19,20] inside Bob’s apparatus. The LOCM,

in fact, is the cloning machine which can be practically imple-

mented using just linear optics, homodyne measurement and

controlled displacements.[21] It is remarkable that the LOCM

used here does not violate the non cloning theorem since we

make approximate copies instead of perfect copies of quan-

tum states in our protocol.[22] The LOCM operation provides

a method to control the useful noise by tuning its parameters in

appropriate ranges.[19] Therefore, a good performance of four-

state CV-QKD protocol can be achieved by using the LOCM

operation.

The paper is organized as follows. In Section 2, we give

our theoretical analysis of the four-state protocol. In Section 3,

a schematic configuration of the four-state CV-QKD proto-

col based on LOCM operation is described in detail. In Sec-

tion 4, we derive the secret key generation rate of the four-state

CV-QKD protocol based on LOCM operation under collective

attacks. We compare the performance of the four-state CV-

QKD protocol based on LOCM operation with the standard

four-state CV-QKD protocol in Section 5. The conclusions

are drawn in Section 6.
∗Project supported by the National Natural Science Foundation of China (Grant Nos. 61379153 and 61572529).
†Corresponding author. E-mail: duan.huang@foxmail.com
‡Corresponding author. E-mail: guoyingcsu@sina.com
© 2017 Chinese Physical Society and IOP Publishing Ltd http://iopscience.iop.org/cpb　　　http://cpb.iphy.ac.cn

110304-1

http://dx.doi.org/10.1088/1674-1056/26/11/110304
mailto:duan.huang@foxmail.com
mailto:guoyingcsu@sina.com
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn


Chin. Phys. B Vol. 26, No. 11 (2017) 110304

2. Description of the four-state CV-QKD proto-
col
We introduce the four-state protocol based on two ver-

sions. One is the prepare-and-measure (PM) version, and the
other is the entanglement-based (EB) version. Subsequently,
we give the region in which the eavesdropper’s (Eve) mutual
information with reference party (Bob) is similar in the four-
state CV-QKD protocol and the Gaussian CV-QKD protocol.

2.1. PM and EB version of the four-state CV-QKD proto-
col

In the PM version of the four-state CV-QKD, Alice
prepares four coherent states {|αk〉 = |αeiπ((2k+1)/4)〉, k =

0,1,2,3} and then sends one of them randomly to Bob through
the quantum channel. When Bob receives the transmitted co-
herent states, he performs either homodyne or heterodyne de-
tection and uses his measurement results to decode the infor-
mation.

In what follows, we formulate the EB version of the four-
state CV-QKD protocol. Alice starts with a pure two-mode
entangled state

|ΦAB(α)〉= 1
2

3

∑
k=0
|ψk〉A|αeiπ 2k+1

4 〉B, (1)

where the state

|ψk〉=
1
2

3

∑
m=0

eiπ (1+2k)m
4 |φm〉, (k = 0,1,2,3), (2)

is a non-Gaussian orthogonal state. Here, the state |φm〉 is ex-
pressed as

|φk〉=
e−α2/2
√

µk

∞

∑
n=0

(−1)n α4n+k√
(4n+ k)!

|4n+ k〉, (3)

with the parameters

µ0,2 =
1
2

e−α2
[cosh(α2)± cos(α2)],

µ1,3 =
1
2

e−α2
[sinh(α2)± sin(α2)]. (4)

Alice performs a projective measurement {|ψk〉〈ψk|}(k =

0,1,2,3) on one of the trusted modes (mode A), then the other
mode (mode B) can be projected onto one of the four coherent
states |αk〉 (k = 0,1,2,3) randomly and sent to Bob through
a quantum channel. After receiving the transmitted states,
Bob measures them by performing either homodyne or hetero-
dyne detection. Once the communication has ended, the raw
key is encoded by the signal value which has been modulated
and measured. Therefore, Alice and Bob can share correlated
strings of bits and achieve a final key by reverse reconciliation
and privacy amplification.

Different from the PM version, the EB version does
not correspond to the real implementation. However, it is

remarkable that this version is fully equivalent to the PM
version.[15,17] Moreover, the EB version provides a more
powerful description for the establishment of security proofs
against collective attacks.[23,24]

2.2. Covariance matrix of the four-state protocol

The initial covariance matrix γA0B0 of the state |ΦAB(α)〉
is given by[13]

γA0B0 =

(
V I Z4σz

Z4σz V I

)
, (5)

where I and σz are, respectively, the identity matrix and the
usual Pauli matrix; V is the variance of the trusted modes
(A and B) in the quadratures which can be written as V =

2α2 +1 =VA +1. The parameter

Z4 = 2α
2(µ

3/2
0 µ

−1/2
1 +µ

3/2
1 µ

−1/2
2

+µ
3/2
2 µ

−1/2
3 +µ

3/2
3 µ

−1/2
0 ), (6)

refers to the correlation between the trusted modes. After
mode B passes through a quantum channel, the state |ΦAB(α)〉
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Fig. 1. (color online) Comparison of the correlation for two different
modulation protocols. Full lines correspond to the four-state protocol
(correlation marked as Z4) and dashed lines correspond to the Gaussian
modulation protocol (correlation marked as ZG). Both Z4 and ZG are
functions of the modulation variance VA = 2α2. (a) VA in a large range,
and (b) VA in a small range.
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is transformed into ρAB1 with covariance matrix

γAB1 =

(
V I

√
T Z4σz√

T Z4σz T (V +χline)I

)
, (7)

where χline = (1−T )/T + ε is the channel-added noise re-
ferred to the channel input, T is the channel transmittance
and ε is the excess noise. Note that in the Gaussian modu-
lation protocol, this covariance matrix can be reconstructed by

replacing Z4 with ZG, where ZG =
√

V 2
A +2VA. Fortunately,

Z4 is very close to ZG when VA is small enough, as shown in
Fig. 1. In other words, for VA ∈ (0,0.5), Z4 and ZG are almost
equal, meaning that in this region, Eve’s mutual information
with Bob is very similar in four-state protocol and Gaussian
modulation protocol.[24]

3. The four-state CV-QKD protocol based on
LOCM operation
In this section, a four-state CV-QKD protocol based on

LOCM operation is proposed, as shown in Fig. 2. It is worth
noting that we use the LOCM to make the approximate copies
instead of perfect copies of quantum states. As we all know,

the non cloning theorem forbids making perfect cloning, con-
sequently, the LOCM used here does not violate the non
cloning theorem.[22] In this protocol, Alice applies the het-
erodyne detection, and obtains two measurements x̂A and p̂A.
After receiving the coherent states centered at (xB1 , pB1), Bob
prepares for two vacuum states x̂(0)1 and x̂(0)2 , then the LOCM
operation is implemented, and the quadratures are measured
by Bob via performing either homodyne or heterodyne de-
tection. In the LOCM operation, due to the symmetry of all
transformations on pairs of quadratures (x̂, p̂), without loss of
generality, only one quadrature x̂B1 is considered here. On one
hand, at Bob’s side, a beam splitter (BS) with transmissions
τ reflects a fraction of the input mode x̂B1 , as displayed on
Fig. 2(a), then we obtain

x̂1 =
√

τ x̂B1 +
√

1− τ x̂(0)1 , (8)

and subsequently

x̂m =
1√
2
(x̂1 + x̂(0)2 )

=

√
τ

2
x̂B1 +

√
1− τ

2
x̂(0)1 +

1√
2

x̂(0)2 . (9)
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Fig. 2. The EB scheme for the four-state CV-QKD protocol based on LOCM operation. (a) The four-state CV-QKD with LOCM in
terms of two parameters λ and τ . (b) The equivalent four-state CV-QKD protocol with a thermal state of variance Ncm characterized
by the tunable noise χcm and transmittance Tcm.

On the other hand, the transmitted mode x̂2 can be written as

x̂2 =
√

1− τ x̂B1 −
√

τ x̂(0)1 , (10)

then based on the measurement result x̂m with the tuning gain
λ , the transmitted mode can be displaced as

x̂B2 = x̂2 +λ x̂m

=

(√
1− τ +λ

√
τ

2

)
x̂B1

+
λ√

2
x̂(0)2 +

(
λ

√
1− τ

2
−
√

τ

)
x̂(0)1 . (11)

Based on the right side of Eq. (11), the variance VB2 := 〈x̂2
B2
〉

of the mode x̂B2 can be calculated as
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VB2 =

(√
1− τ +λ

√
τ

2

)2

VB1

+
λ 2

2
+

(
λ

√
1− τ

2
−
√

τ

)2

. (12)

According to Eq. (12), the expression of transmittance Tcm is
given by

Tcm =

(√
1− τ +λ

√
τ

2

)2

. (13)

With the constraint Tcm 6 1 in mind, it is necessary for us
to solve the parameter λ in a range [0,

√
2(1−

√
1− τ)/

√
τ]

for the given parameter τ ∈ (0,1). Thus, we can derive the
LOCM-tuned noise χcm with two parameters λ and τ referred
to Bob’s input, the expression can be written as

χcm =

λ 2

2
+

(
λ

√
1− τ

2
−
√

τ

)2

(√
1− τ +λ

√
τ

2

)2 . (14)

The equivalent system can be established by combining a
thermal state of variance Ncm = Tcmχcm/(1−Tcm) on a beam-
splitter of transmittance Tcm, as shown in Fig. 2(b).

It is clear that Tcm is a function of two parameters λ , τ , as
shown in Fig. 3. We can regulate the Tcm in a range [0,1] by
properly tuning these two parameters.
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Fig. 3. (color online) Relation between the LOCM-tuned transmittance Tcm
and two parameters λ and τ . It is clear that the transmittance Tcm can be
regulated in [0,1] by choosing some appropriate parameters λ and τ .

Note that when we consider an additional constraint on
parameters λ and τ of LOCM operation,[25] equation (11) can
be rewritten as

x̂
′
B2

=
1√

1− τ
x̂B1 +

√
τ

1− τ
x̂(0)2 . (15)

If we set
√

g = 1/
√

1− τ , obtaining x̂
′
B2

=
√

gx̂B1 +
√

g−1x̂(0)2 , which is an exact operation of a linear optics
amplifier (LOA) on the input mode of Bob. According to
Ref. [13], the LOA is a phase-insensitive amplifier with gain
g = 1/

√
1− τ . The variance of the quadrature x̂′B2

can be cal-
culated as

VB′2
=

1
1− τ

VB1 +
τ

1− τ
. (16)

Using a method similar to the one mentioned above, we can
derive a quantum channel which features a transmittance Ta =

1/(1− τ) in the LOA quantum system. As a result, the LOA-
tuned noise can be calculated as χa = τ and this noise can be
regulated in a simple range (0,1) since τ ∈ (0,1). Comparing
the tunable noise χcm with χa, it is obvious that we can tune
two parameters λ and τ of χcm but only one parameter τ of
χa. Thus, the LOCM-tuned noise χcm characterized by two
parameters λ and τ can be made much larger than the LOA-
tuned noise χa, which is dependent on only one parameter τ

in a large range.
To describe the relation between the tuned noise χcm

based on LOCM operation and the tuned noise χa based on
LOA operation, we particularly define the differential noise
χl = χcm−χa, as shown in Fig. 4. This parameter contains the
information of both LOCM-tuned and LOA-tuned noise. If we
set χl = 0, meaning that the tuned noise based on LOCM op-
eration is exactly equivalent to the tuned noise based on LOA
operation. In other words, the LOCM can be transformed into
LOA for χl = 0.
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Fig. 4. (color online) Relation between the differential noise χl and two
parameters λ , τ . We can obtain χl = 0 easily and then derive χcm = χa
by selecting appropriate parameters λ and τ .

Note that the homodyne or heterodyne detection at Bob’s
side may be followed by a noise with variance χcm (imple-
mentation of LOCM operation) or χa (implementation of LOA
operation) in the four-state CV-QKD protocol. Under certain
conditions (χl = 0), these two operations are virtually equiva-
lent which has been demonstrated above. Once this implemen-
tation procedure is ended, data postprocessing is conducted by
Alice and Bob, and then the final secret key is generated. Here
we should remark that in direct reconciliation, the data owned
by Alice is seen as a reference to complete the key establish-
ment and in reverse reconciliation, the data owned by Bob
is the reference.[26] Reverse reconciliation has been demon-
strated that it can offer a great advantage in performance im-
provement of the CV-QKD,[11,13] thus we perform our calcu-
lations with this reconciliation.

4. Secret key generation rate of the four-state
CV-QKD based on LOCM operation
Based on the above-mentioned analysis, we will limit our

calculations to reverse reconciliation. The secret key genera-
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tion rate for reverse reconciliation under collective attacks can
be given by

K = β I(A : B)−S4(B : E), (17)

where I(A : B) and β are, respectively, the mutual information
of Alice and Bob and reconciliation efficiency; S4(B : E) is
Eve’s mutual information with Bob.

In order to predigest the security analysis of the four-state
CV-QKD protocol based on LOCM operation, we suppose
that Alice applies heterodyne detection with measurements
{xA, pA}. Considering the fact that the degraded LOCM op-
eration is essentially a phase-insensitive amplifier, therefore,
Bob here performs heterodyne detection via using a detec-
tor, which features an efficiency η and an electronics noise
vel.[13] For simplicity, we assume the heterodyne detector used
by Bob is perfect in our protocol, which means η = 1 and
υel = 0.[13,25] It is remarkable that the four-state CV-QKD pro-
tocol with LOCM is equivalent to a system by combining a
thermal state of variance Ncm, which are shown in Figs. 2(a)
and 2(b). Therefore, the additional noise referred to the input
of the detector can be derived as χLOCM = (1−Tcm)Ncm/Tcm

based on Fig. 2(b).[25]

For the protocol based on LOCM operation, the mutual
information of Alice and Bob I(A : B) can be calculated from
the measurement variance of Bob VB2 = τ0T Tcm(V +χtot) and
conditional variance VB2|A = τ0T Tcm(1+ χtot) which is given
by[12]

I(A : B) =
1
2

log2
VB2

VB2|A
=

1
2

log2
V +χtot

1+χtot
, (18)

where χtot = χline+χLOCM/T represent the total noise referred
to the channel input.

We have mentioned in the previous that when VA ∈
(0,0.5), Eve’s mutual information with Bob is similar in four-
state protocol and Gaussian modulation protocol. Therefore,
one has S4(B : E) ≈ SG(B : E). Based on this result, the ex-
pression of S4(B : E) can be given by

S4(B : E) = S(ρE)−S(ρE|B2), (19)

where S(ρ) is the von Neumann entropy of the state ρ . Con-
sidering the fact that Eve can purify the system EAB1 and
Bob’s measurement can purify the system AEFG [the mode
notations are shown in Fig. 2(b)], we thus get S(ρE) = S(ρAB1)

and S(ρE|B2) = S(ρ
xB2
AFG). Then S4(B : E) can be rewritten as

S4(B : E) = S(ρAB1)−S(ρ
xB2
AFG). (20)

For the first term S(ρAB1), we can use the symplectic eigen-
values υ1,2 of covariance matrix γAB2 to calculate it. The sym-
plectic eigenvalues υ1,2 can be expressed as[13]

υ
2
1,2 =

A±
√

A2−4B2

2
, (21)

with

A = V 2 +T 2(V +χline)
2−2T Z2

4 ,

B = TV 2 +TV χline−T Z2
4 . (22)

In order to calculate S(ρ
xB2
AFG), we need to derive the sym-

plectic eigenvalues υ3,4,5 of the covariance matrix γ
xB2
AFG char-

acterizing the state ρ
xB2
AFG. The matrix γ

xB2
AFG can be written as

γ
xB2
AFG = γAFG−σ

T
AFGB2

(XγB2X)MP
σAFGB2 , (23)

where X = diag(1,0) and MP is the Moore–Penrose inverse of
a matrix. The decomposed covariance matrix γAFGB2 is given
by

γAFGB2 =

(
γAFG σT

AFGB2
σAFGB2 γB2

)
. (24)

It is clear that we can achieve the sub-matrices γAFG, σAFGB2 ,
and γB2 from this matrix. Besides, matrix γAFGB2 can be ob-
tained from the rearrangements of lines and columns of the
matrix characterizing the system AB2FG:

γAB2FG = Ω
T(γAB1 ⊕ γF0G)Ω , (25)

where Ω = IA
⊕

Ω BS
BF0

⊕
IG represents the beamsplitter trans-

formation performed on modes B and F0 with

Ω
BS
BF0

=

( √
TcmI

√
1−Tcmσz

−
√

1−Tcmσz
√

TcmI

)
, (26)

and the matrix γF0G illustrates an effect of the additional
LOCM-tuned noise which can be written as

γF0G =

(
NcmI

√
N2

cm−1σz√
N2

cm−1σz NcmI

)
. (27)

After that, we can calculate the eigenvalues υ3,4,5, which are
given by[24]

υ
2
3,4 =

C±
√

C2−4D
2

, υ5 = 1, (28)

where for the heterodyne detection case,

C =
Aχ2

LOCM +B+1+2χLOCM[V
√

B+T (V +χline)]+2T Z2
4

[T (V +χtot)]2
,

D =

(
V +
√

BχLOCM

T (V +χtot)

)2

. (29)
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Based on these consequences, the expression for S4(B : E) can
be written as

S4(B : E) =
2

∑
i=1

G
(

υi−1
2

)
−

5

∑
i=3

G
(

υi−1
2

)
, (30)

where G(x) = (x+1) log2(x+1)− x log2 x.

5. Performance analysis and discussion

Considering the fact that the four-state protocol based on
LOCM operation depends much on parameters λ and τ , thus
we can tune λ and τ of the LOCM operation in appropriate
ranges to improve the performance of the four-state protocol.
We have mentioned in the above that the LOCM-tuned noise
χcm characterized by two parameters λ and τ can be made
much larger than the LOA-tuned noise χa, which is dependent
on only one parameter τ in a large range. Therefore, in this
section, we mainly study the effect of the LOCM operation on
the performance of four-state CV-QKD protocol for reverse
reconciliation with the heterodyne detection, as the LOA op-
eration can be analyzed in a similar way.
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Fig. 5. (color online) Comparison of the performance between the four-
state protocol based on LOCM operation and the standard four-state
protocol with parameters λ = 0.3 and τ = {0.2,0.4,0.6}.

In order to simplify the analysis, as mentioned above, we
assume that Bob uses a perfect heterodyne detector in our pro-
tocol as well as in the standard four-state protocol, namely,
the parameters η = 1 and υel = 0. Other parameters such
as reconciliation efficiency β and excess noise ε are fixed in
all simulations to the values ε = 0.005 and β = 0.8,[24] re-
spectively. The channel transmittance is T = 10−ςL/10, where
ς = 0.2 dB/km is the loss coefficient of optical fibers and L is
the channel length. Based on the previous analysis, correla-
tions Z4 and ZG are almost equal when VA ∈ (0,0.5), thus we
can take VA = 0.25 and V =VA +1 = 1.25 in our simulations.

In what follows, we compare the performance of the four-
state CV-QKD protocol based on LOCM operation with the

standard four-state CV-QKD protocol, as shown in Fig. 5
with gain λ = 0.3. We take τ = {0.2,0.4,0.6} as exam-
ples, the corresponding Tcm calculated from Eq. (13) are
{0.9787,0.8258,0.6348}, respectively, which are all physical
results. In Fig. 5, for the gain value λ = 0.3, the secret key
generation rates of our protocol are higher than the standard
four-state protocol over long distance, and what is more, we
can tune the parameter τ to improve the performance of our
protocol. It is clear in Fig. 5 that we can achieve the higher
secret key rate and longer maximum secure distance by tuning
the value of parameter τ to be smaller in an appropriate range.
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Fig. 6. (color online) Comparison of the performance between the four-
state protocol based on LOCM operation and the standard four-state
protocol with parameters τ = 0.4 and λ = {0.1,0.3,0.5}.

For simplicity, we take the fixed efficiency τ = 0.4 for ex-
ample to illustrate the effect of the tuned gain λ ∈ [0,

√
2(1−√

1− τ)/
√

τ] on the four-state protocol based on the LOCM
operation in Fig. 6. Here, we choose λ = {0.1,0.3,0.5},
thus the corresponding Tcm calculated from Eq. (13) are
{0.6713,0.8258,0.9964} respectively, which are all physical
results. As shown in Fig. 6, the secret key generation rates of
our protocol are higher than the standard four-state protocol
over a long distance. Besides, we can tune the parameter λ

in this case to improve the performance of our protocol. It is
clear in Fig. 6 that we can achieve the higher secret key gener-
ation rate and longer maximum secure distance by tuning the
value of parameter λ to be larger in a suitable range.

It is necessary to point out that the maximum secure dis-
tance of our protocol is slightly shorter than the standard four-
state protocol. Fortunately, we can reduce the distance gap
between our protocol and the standard four-state protocol by
controlling the parameters λ and τ of LOCM operation. For
example, in Fig. 5, when we choose λ = 0.3 and τ = 0.2
(Tcm = 0.9787< 1), the distance gap between our protocol and
the standard four-state protocol is about 2 km and in Fig. 6,
when we choose τ = 0.4 and λ = 0.5 (Tcm = 0.9964 < 1), the
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distance gap between our protocol and the standard four-state

protocol is about 4 km. In other words, based on LOCM oper-

ation, the secret key generation rate of our protocol improves

in a large range of distance with the price of decreasing lit-

tle of the maximum transmission distance compared with the

standard four-state protocol.

6. Conclusion

We have proposed an improved four-state CV-QKD pro-

tocol by inserting the tunable LOCM with reverse reconcili-

ation. The LOCM is actually a cloning machine which can

be implemented by using linear optics, homodyne measure-

ment and controlled displacement. We have pointed out that

the LOCM used here does not violate the non cloning theorem

since we make approximate copies instead of perfect copies

of quantum states in our protocol. The secret key generation

rate can be commendably harmonized with the maximum se-

cure distance as the parameters λ and τ can be stabilized to

an appropriate value. We focus on reverse reconciliation in

performance analysis mainly because this reconciliation has

been proved to provide a great advantage in CV-QKD proto-

col. Simulation results show that by tuning the parameters of

LOCM operation in a suitable range, we can improve the se-

cret key generation rate of the four-state protocol over long

distance and decrease the distance gap between our protocol

and the standard four-state protocol.
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