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A novel color image encryption scheme using fractional-order
hyperchaotic system and DNA sequence operations∗
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In this paper, Adomian decomposition method (ADM) with high accuracy and fast convergence is introduced to
solve the fractional-order piecewise-linear (PWL) hyperchaotic system. Based on the obtained hyperchaotic sequences,
a novel color image encryption algorithm is proposed by employing a hybrid model of bidirectional circular permutation
and DNA masking. In this scheme, the pixel positions of image are scrambled by circular permutation, and the pixel
values are substituted by DNA sequence operations. In the DNA sequence operations, addition and substraction operations
are performed according to traditional addition and subtraction in the binary, and two rounds of addition rules are used
to encrypt the pixel values. The simulation results and security analysis show that the hyperchaotic map is suitable for
image encryption, and the proposed encryption algorithm has good encryption effect and strong key sensitivity. It can resist
brute-force attack, statistical attack, differential attack, known-plaintext, and chosen-plaintext attacks.
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1. Introduction
Based on network and cloud computing, the development

of the information technology brings lots of challenges to pro-
tection of confidential and sensitive transmitted information,
and the information security of digital information has become
a hot topic.[1–7] The encryption is very important for the image
transmission, such as military image and private image.[8,9]

However, most conventional ciphers such as Data Encryption
Standard (DES) and International Data Encryption Algorithm
(IDEA) are not suitable for digital images, because of the in-
herent features of image data including the bulk data capac-
ity and strong correlation among adjacent pixels. Due to the
advantages in extreme sensitivity to initial conditions and pa-
rameters, ergodicity, high randomness and mixing, the chaotic
signals possess great value in the field of cryptography, and a
lot of chaos-based cryptosystems have been developed up to
now.[4–9]

Compared with integer-order chaotic system, the en-
cryption scheme based on fractional-order system has
higher security because of its nonlocal character and high
nonlinearity.[10,11] In addition, the key space is greatly im-
proved by introducing fractional-order system, although its
computing cost maybe increase. For the sake of security im-
provement, on one hand, the novel piecewise-linear (PWL)
hyperchaotic system[12] is solved by ADM algorithm,[13–15]

which owns less time and more space complexity. The system
possesses seven terms without any quadratic or higher-order

polynomials, and contains the piecewise continuous functions,
such as absolute value function. Thus, it is meaningful to study
the system dynamics and its applications in the image encryp-
tion. On the other hand, we reduce the iteration cost of hyper-
chaotic system in the encryption algorithm as far as possible.

Many hybird algorithms have been proposed[16–29] to
improve the security. Among them, DNA-based algorithm
arises most of concerned,[18–22,24,28] because DNA comput-
ing has some good characteristics such as massive parallelism,
huge storage and ultra-low power consumption. The core of
these schemes are DNA encoding and DNA computing, which
includes some biological and algebra operations on DNA
sequence, such as the DNA complementary rule,[20] DNA
addition[21,22,28] and XOR operations.[24] However, most of
these algorithms cannot resist differencial attack, because their
ciphered image only relys on the secret key. Attackers may use
some special plaintext image to crack these schemes. To ad-
dress this problem, we proposed a scheme that the ciphered
image not only depends on the secret key, but also relys on the
plaintext. It improves the ability to resist these attacks greatly.

In this paper, based on the fractional-order PWL hyper-
chaotic map, we proposed a new image encryption scheme.
In this scheme, permutation and substitution are combined to
smash the correlations between R, G, B components, and de-
sign a rule of twin DNA addition for DNA operation. The
rest of this paper is organized as follows. In Section 2, several
different definitions of fractional calculus are presented as the
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preliminary. In Section 3, the fractional-order hyperchaotic
map is obtained by ADM algorithm, and DNA rules is intro-
duced. The encryption and decryption scheme is described in
Section 4. Security analysis is given in Section 5. Finally, we
summarize the results.

2. Basic definition and preliminary
There are several different definitions of fractional-order

integration and differential so far,[10,11] such as Riemann-
Liouville definition and Caputo definition.

Definition 1 The Riemann–Liouville fractional-order
derivative of function x(t) with order q is defined as

Jq
t0x(t) : =

1
Γ(q)

∫ t

t0
(t− τ)q−1x(τ)dτ, (1)

where Γ(·) is the Gamma function, q ∈ R+, t ∈ L1[t0, t].
Definition 2 The Caputo fractional-order derivative of

function x(t) with order q is defined by

Dq
t0 x(t) : = Jm−q

t0 Dm
t0x(t)

=


1

Γ(m−q)

∫ t

t0

x(m)(τ)

(t− τ)q+1−m dτ,m−1 < q < m,

dm

dtm x(t),q = m,

(2)

where Γ(·) is the Gamma function, and q∈R+. x(m) is the m-th
order derivative, m ∈ N such that m−1 < q≤ m, t ∈ L1[t0, t].

Although the Riemann–Liouville derivative and Caputo
derivative are equivalent in the same homogenous initial con-
ditions, the Caputo derivative (2) ensures a direct connection
between the kinds of the initial condition and the fractional-
order derivative.[12] Grounded on these considerations, the
Caputo derivative is employed in ADM decomposition algo-
rithm. So the solution of the system (1) is expressed as

𝑥=
∞

∑
i=0

𝑥i = Jq
t0

∞

∑
i=0

𝑥i + Jq
t0

∞

∑
i=0

𝐴i + Jq
t0g+Φ , (3)

where

Φ =
m−1

∑
k=0

𝑏k
(t− t0)

k

k!

is the initial value. 𝐴 is the Adomian polynomial, and g is

constant for autonomous system. 𝑥i is derived from

𝑥0 = Jq
t0g+∑

m−1
k=0 𝑏k

(t− t0)k

k!
,

𝑥1 = Jq
t0L𝑥0 + Jq

t0𝐴
0(𝑥0),

𝑥2 = Jq
t0L𝑥1 + Jq

t0𝐴
1(𝑥0,𝑥1),

. . . ,
𝑥i = Jq

t0L𝑥i−1 + Jq
t0𝐴

i−1(𝑥0,𝑥1, . . . ,𝑥i−1).

. . .

(4)

3. Fractional-order hyperchaotic system and
DNA rules

3.1. Fractional-order piecewise-linear hyperchaotic map

The equation of integer-order PWL hyperchaotic system

proposed by Li et al.,[12] and its fractional-order form is ex-

pressed as


∗Dq

t0x = y− x,
∗Dq

t0y =−zsgn(x)+u,
∗Dq

t0z = |x|−a,
∗Dq

t0u =−by,

(5)

where a and b are the system parameters. The dynamical equa-
tions have seven terms without any quadratic or higher-order
polynomials, so it also reduces the computational complex-
ity. To our knowledge, it is the simplest hyperchaotic system,
which possesses complex dynamics. Equation (5) is solved
by applying the ADM algorithm.[13,15] The Lyapunov expo-
nents are shown in Fig. 1. When we fix a = 1, q = 0.95,
and b is variable in the range [−0.138,2], the system gener-
ates hyperchaos. When we fix b = 0.25, q = 0.95, the system
is chaotic for a ∈ [0,0.575], and it generates hyperchaos for
a ∈ (0.575,2]. When we fix a = 1 and b = 0.25, the system is
hyperchaotic for q ∈ [0.795,0.955], and it generates chaos for
q ∈ (0.955,1]. The chaotic attractors are shown in Fig. 2 with
a = 1, b = 0.25 and q = 0.75 or q = 1 respectively.
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Fig. 1. (color online) The Lyapunov exponents of the PWL fractional-order system (a) q = 0.95, b = 0.25, a ∈ [0,2]; (b) a = 1, q = 0.95, b ∈ [−0.2,2]; (c)
a = 1, b = 0.25, q ∈ [0.7,1].
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Fig. 2. (color online) Strange attractors for the PWL fractional-order
system while fixing a = 1, b = 0.25; (a) q = 0.75; (b) q = 1.

3.2. DNA encoding and decoding rules

A DNA sequence consists of four nucleic acid bases A
(adenine), G (guanine), T (thymine), C (cytosine), where T
and A are complementary, and C and G are complementary.
For a binary signal, 0 and 1 are complementary, so it is ob-
tained that 00 and 11 are complementary, and 01 and 10 are
also complementary. By using the four bases A, C, G, and
T to encode 00, 01, 10, and 11, the number of coding com-
bination kinds is 4! = 24. Because of the complementary re-
lationamong DNA bases, there are only eight kinds of cod-
ing combinations which satisfy the Watson–Crick complement
rule[25] as listed in Table 1. DNA decoding is the inverse of
DNA encoding. For example, if the first pixel value of the red
channel image is 216, it is converted into a binary sequence
as [11011000]. By using the DNA encoding Rule 1 to encode
it, we obtain the DNA sequence [TCGA]. If the encoded se-
quence is [TGCA], it is decoded to [00100111] according to
Rule 2, and the decimal value is 39 for the DNA decoding
result.

Table 1. DNA encoding rules.

Rule 1 2 3 4 5 6 7 8
00 A A T T G G C C
01 C G C G T A T A
10 G C G C A T A T
11 T T A A C C G G

3.3. The addition and subtraction operations for DNA se-
quence

For DNA sequences, addition and subtraction operations
are performed according to traditional addition and subtrac-
tion in the binary. Thus, there are 8 kinds of DNA addition
and subtraction rules corresponding to 8 kinds of DNA en-
coding schemes. For instance, we adopt one type of addition
operation as shown in Table 2 to add [AGCT] and [CTGA],
and a sequence [CCTT] is obtained. Similarly, we obtain the
sequence [ACCT] by subtracting the sequence [CTGA] from
[CATT]. The subtraction operation is shown in Table 3.

Table 2. Addition operation for DNA sequences.

+ A C G T

A A C G T
C C G T A
G G T A C
T T A C G

Table 3. Subtraction operation for DNA sequences.

− A C G T

A A T G C
C C A T G
G G C A T
T T G C A

4. Image encryption and decryption scheme
4.1. Key format

The key format used in this encryption scheme is shown
in Fig. 3. It is consisted of twelve components, including pa-
rameters a and b of system (5), the system order q, the initial
conditions x0, y0, z0, and u0, pre-iteration numbers m and n,
initial nucleic acid base c0 (c0 ∈ {A,T,C,G}), indexes of DNA
encoding rules in Table 1 α and β (α,β ∈ [1,8]).

qb u0x0 y0 z0 m n c0 α βa

Fig. 3. Key format.

4.2. Image encryption and decryption

The flowchart of encryption scheme is shown in Fig. 4.
As can be seen, the fractional-order PWL hyperchaotic map
is used as pseudo-random generator. The pixel positions are
scrambled by circular permutation, and there are two direc-
tions (up, left) to shift. The pixel values are substituted by
using DNA addition rule. The specific algorithm can be di-
vided into circular permutation in both directions and DNA
sequence operations stages as follows.

100504-3



Chin. Phys. B Vol. 26, No. 10 (2017) 100504

original
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fraction order PWL

hyperchaotic system

DNA encoding

DNA operation rules

matrix K

DNA decoding

matrices Br↪ Bc

encrypted image C′

key space

column cyclic shift

row cyclic shift

Fig. 4. Flowchart of the proposed encryption scheme.

Step 1 Generation of initial conditions. Assign a, b, q,
x0, y0, z0, u0 with the corresponding value in key. Inputting the
original image P with the size of M×N×3, initial conditions
(x′0,y

′
0,z
′
0,u
′
0) of system (3) are generated by

s =
[ M

∑
i=1

N

∑
j=1

3

∑
k=1

P(i, j,k)
]
/1010, (6)

x′0 = x0 + s−bx0 + sc ,
y′0 = y0 + s−by0 + sc ,
z′0 = z0 + s−bz0 + sc ,
u′0 = u0 + s−bu0 + sc .

(7)

Step 2 Generation of pseudo-random sequence. Set
L = M×N, and the system (3) is iterated for m+L times and
discard the former m values to avoid the transient effect and
enhance initial value sensitivity. Then hyperchaotic sequences
{xi}L

i=1, {yi}L
i=1, {zi}L

i=1, and {ui}L
i=1 are obtained to calculate

shift step numbers as follows.

Bri = mod
([

(|xi|−b|xi|c)×1016
]
,12N

)
, (8)

Bc j = mod
([

(|yi|−b|yi|c)×1016
]
,M
)
, (9)

where Bri is the step numbers of circular shift in row i, and
Bc j is the step numbers of circular shift in column j, where,
i = 1,2, . . . ,M and j = 1,2, . . . ,12N.

Step 3 Decomposing the RGB image P into PR, PG, PB

components, and then transform PR, PG, and PB to binary ma-
trices R, G, and B with the size of M×8N and combine them
into a M× 24N matrix. Then the matrix is encoded by using

the DNA encoding rule α , and the M× 12N DNA sequence
matrix T is obtained.

Step 4 Rows circular shift. The rows shift result T ′RGB

is obtained by following rules. The row i of TRGB is moved to
left with step numbers Bri; i = 1,2, . . . ,M.

Step 5 Columns circular shift. The columns shift S is
obtained by following rules. The column j of T ′RGB is moved
to up with step numbers Bc j; j = 1,2, . . . ,12N.

Step 6 Generation of encoded key sequence. The ob-
tained hyperchaotic sequences {xi}M

i=1N, {yi}M
i=1N, {zi}M

i=1N,
{ui}M

i=1N in the Step 2 are combined into one sequence P by
P(3i−3) = xi,

P(3i−2) = yi,

P(3i−1) = zi,

P(3i) = ui,

(10)

where i = 1,2, . . . ,MN. Then the new pseudo-random se-
quence k is obtained by

ki = mod (
[
(|P(i)|−b|P(i)|c)×1016

]
,256),

i = 1,2, . . . ,3MN. (11)

The sequence k is transformed to binary matrix, and the
matrix is encoded by using the same DNA rule α to obtain the
matrix K with M×12N.

Step 7 DNA operation rules. According to the value of
known ciphertext, two rounds of addition rules are employed
to encrypt the pixel values. So it does not need a lot of it-
erations of chaotic system, and has good substitution effect.
After the two rounds of addition, the final encrypted image of
DNA formulation matrixs D1 = {d1i}12MN

i=1 and D = {di}12MN
i=1

are calculated by

D1(1) = S(1)+K(1)+ c0,

D1(i) = S(i)+K(i)+D1(i−1),
(12)

D(1) = D1(1)+K(1)+D1(12MN),

D(i) = D1(i)+K(i)+D(i−1),
(13)

where i = 1,2, . . . ,12MN, and “+” is the DNA addition opera-
tion. c0 is one of the keys.

Step 8 DNA decoding. The matrix D is decoded by us-
ing the DNA rule β and then recover RGB image to obtain
encrypted image C′.

Remark 1 The advantage of this permutation algorithm
is that a pixel may be permuted to any position of the image
due to the combined operations of R, G, B components.

Remark 2 The number s obtained in the Step 1 is used
in the decryption algorithm.

The decryption algorithm is the inverse of encryption al-
gorithm. First of all, the encrypted image C′ is encoded as
matrix D using DNA Rule β , and the middle decryption result
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of DNA formulation matrix C1 = {c1i}12MN
i=1 and C = {ci}12MN

i=1

is recovered by

C1(i) = D(i)−K(i)−D(i−1),
C1(1) = D(1)−K(1)−C1(end),

(14)

C(i) =C1(i)−K(i)−C1(i−1),
C(1) =C1(1)−K(1)− c0,

(15)

where i = 12MN,12MN− 1, . . . ,1, and “−” is the DNA sub-
traction operation. c0 is one part of keys. The key matrix K is
generated by doing step 6 of DNA operations. The number s
is obtained in the Step 1 of encryption algorithm must be used
here. Secondly, by using the number s above, we carry out the
same iteration as Step 1 to generate the step numbers Bri and

Bc j. Finally, the decrypted image P′ is recovered by circular
shift of matrix S, and it is worth noting that the direction of
shift is opposite to the encryption process.

4.3. Simulation results

The simulation experiments are carried out on MATLAB
8.1, and the results are shown in Fig. 5. The color Lena im-
age is used as the plaintext as shown in Fig. 5(a) with the size
of 256× 256. The key is set as a = 1, b = 0.25, q = 0.75,
x0 = 0.2, y0 = 0.3, z0 = 0.1, u0 = 0.5, m = 2000, n = 2000,
c0 = A, α = 1, β = 1. The encrypted Lena image is shown in
Fig. 5(b), and the corresponding decrypted image is shown in
Fig. 5(c).

(a) (b) (c)

Fig. 5. (color online) Encryption and decryption results (a) original Lena image; (b) encrypted Lena image; (c) decrypted Lena image.

5. Security analysis

5.1. Key space

The size of the key space is the total number of differ-

ent keys that should be large enough to withstand the brute-

force attack. For the keys x0, y0, z0, u0, a, b, and q, if the

calculation precision is 10−15, the key space will be 10105.
For the keys c0,α and β , because there are four nucleic acid
bases and eight DNA encoding and decoding rules, the key
space is 4× 82 ≈ 4× 102. So the total key space is about
4× 10107 > 2357, which is large enough to resist the brute-
force attack.

Fig. 6. (color online) The results of key sensitivity test (a) decryption with x0 + 10−15; (b) decryption with y0 + 10−15; (c) decryption with
z0 + 10−15; (d) decryption with u0 + 10−15; (e) decryption with a+ 10−15; (f) decryption with b+ 10−15; (g) decryption with q+ 10−15; (h)
decryption with α +1.
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5.2. Key sensitivity analysis

An efficient encryption scheme should also be sensitive

to its secret key. It means that a very small change in the key

will cause a significant change in the decrypted image. In this

test, we employ a scheme to slightly change the keys to the

following

x0 +10−15, y0 +10−15, z0 +10−15,

u0 +10−15, a+10−15, b+10−15, q+10−15,

and α + 1 to decrypt the encrypted Lena image as shown in

Fig. 5(b), and the results are shown in Fig. 6. Obviously, these

decrypted images are different from the correctly decrypted

image as shown in Fig. 5(c). Therefore, the proposed algo-

rithm is extremely sensitive to its keys.

5.3. Statistical analysis

Shannon suggested that diffusion and confusion should

be employed in a cryptosystem for frustrating a powerful sta-

tistical analysis.[26] Histogram and correlation coefficient of

two adjacent pixels are employed to assess the ability of re-

sisting statistical attack.

1) Histogram analysis
An ideal encryption algorithm should be robust against

any statistical attack. Figure 7 displays the histograms of the

original image and its encrypted image. From these figures,

it is obvious that the histograms of the encrypted image are

uniform and significantly different from those of the original

image.

2) Correlation coefficient analysis

The effectiveness of an encryption algorithm is measured

by the correlation of images. The correlation coefficient rxy

between two adjacent pixels x and y is defined by the follow-

ing expressions

rxy =
cov(x,y)√
D(x)D(y)

, (16)

cov(x,y) = E{[x−E(x)][y−E(y)]}, (17)

E(x) =
1
N

N

∑
i=1

xi, (18)

D(x) =
1
N

N

∑
i=1

[xi−E(x)]2, (19)

where N is the total number of pixels, and E(x) and E(y) are

the means of xi and yi, respectively. The results of correlation

coefficients for two horizontally, vertically, and diagonally ad-

jacent pixels in R, G, and B channels of the original Lena im-

age and its encrypted image are listed in the Table 4, Table 5,

and Table 6, respectively. The results indicate that the corre-

lations of the original images are high, while the correlations

of the encrypted images are very low. Compared the results

with other references, it is shown that the encryption effect is

satisfactory.
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Fig. 7. (color online) Histograms of the original Lena image and its encrypted image. (a) Original image in R channel; (b) original image in G channel; (c)
original image in B channel; (d) encrypted image in R channel; (e) encrypted image in G channel; (f) encrypted image in B channel.
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Table 4. Correlation coefficients of the original and encrypted images in R, G, B channels.

Channels Directions Original image Our algorithm Ref. [20] Ref. [27] Ref. [28] Ref. [29]

R channel Horizontal 0.9556 0.0031 −0.0020 −0.0127 0.0054 0.0032
Vertical 0.9780 −0.0009 −0.0016 0.0067 0.0062 0.0058

Diagonal 0.9434 0.0027 0.0029 0.0060 0.0017 0.0133
G channel Horizontal 0.9443 −0.0018 −0.0015 −0.0075 0.0059 0.0068

Vertical 0.9711 0.0079 0.0035 −0.0068 0.0016 0.0042
Diagonal 0.9301 −0.0002 −0.0022 −0.0078 0.0029 0.0130

B channel Horizontal 0.9280 0.0033 0.0006 −0.0007 0.0013 0.0014
Vertical 0.9575 −0.0049 −0.0009 0.0042 0.0022 0.0035

Diagonal 0.9030 0.0015 0.0026 0.0026 0.0004 0.0091

Table 5. Identical position correlation coefficients among R, G, and B
channels.

Images R,G R,B G,B
Fig. 5(a) 0.8849 0.7013 0.9326
Fig. 5(b) 0.0001 −0.0019 0.0029
Ref. [18] −0.0038 −0.0509 0.0123
Ref. [20] −0.0026 0.0051 −0.0009

To demonstrate this result clearly, figure 8 represents the
correlation distributions of diagonally adjacent pixels for Lena
image. As shown in Figs. 8(a), 8(c), 8(e), there is strong cor-
relation between adjacent pixels of original image because all

the dots are congregated along the diagonal. Relatively, the
dots are scattered over the entire plane as shown in Figs. 8(b),
8(d), and 8(f). It indicates that the correlation is greatly re-
duced in the encrypted image.

Table 6. Adjacent position correlation coefficients among R, G, and B
channels.

Images R,G R,B G,B
Fig. 5(a) 0.8570 0.6700 0.8934
Fig. 5(b) −0.0038 0.0018 0.0053
Ref. [18] −0.0127 −0.0078 −0.0463
Ref. [20] 0.0030 0.0044 −0.0030
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Fig. 8. (color online) Correlation distributions between two diagonal adjacent pixels: (a) original image in R channel; (b) encrypted image in R
channel; (c) original image in G channel; (d) encrypted image in G channel; (e) original image in B channel; (f) encrypted image in B channel.

5.4. Information entropy

The randomness of gray value is evaluated by information
entropy, and it is defined by

H(m) =
L−1

∑
i=0

p(mi) log
1

p(mi)
, (20)

where p(mi) is the probability of symbol mi, and L is the total
number of symbols mi. For a 256-gray-level image, the ideal
value of information entropy is 8. The information entropy of
encrypted images in R, G, B channels and the combination of
R, G, B components S is shown in Table 7. It is clear that the
experimental values of our algorithm are close to 8 extremely.
Thus, the encrypted images possess good randomness.
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Table 7. Information entropy of encrypted images.

Images R G B S

Lena 7.9967 7.9974 7.9973 7.9990
Peppers 7.9969 7.9973 7.9967 7.9991
Baboon 7.9971 7.9973 7.9972 7.9991
Ref. [19] − − − 7.9975
Ref. [27] 7.9974 7.9970 7.9971 −
Ref. [28] 7.9971 7.9969 7.9962 −

5.5. Differential attack

For an encryption algorithm, the ability of resisting differ-
ential attack is connected with the sensitivity to original image.
It is evaluated by the number of pixels change rate (NPCR)
and unified average changing intensity (UACI). The formula
of calculating NPCR and UACI are defined as

NPCRR,G,B =
∑i, j DR,G,B(i, j)

L
×100%, (21)

UACIR,G,B =
1
L ∑

i, j

|CR,G,B(i, j)−C′R,G,B(i, j)|
255

×100%, (22)

where L is the number of pixels in the image. CR,G,B and
C′R,G,B are respectively encrypted images before and after one
pixel of the original image is changed, and DR,G,B(i, j) is cal-
culated by

DR,G,B(i, j) =

{
1, if CR,G,B(i, j) 6=C′R,G,B(i, j),

0, if CR,G,B(i, j) =C′R,G,B(i, j).
(23)

In our experiments, we only change the lowest bit of one
random pixel of the original image. The average NPCRs and
UACIs are obtained as listed in Table 8 after carrying out the
test for 15 times. The data shows that the mean NPCRs and
UACIs of the proposed algorithm are over 99.6% and 33.3%,
respectively. The results show that the proposed algorithm
could resist plaintext attack and differential attack effectively.

Table 8. Mean NPCRs and UACIs of encrypted images.

Images
Mean NPCR/% Mean UACI/%

R G B R G B

Lena 99.6268 99.6025 99.5878 33.3181 33.3107 33.3731
Peppers 99.6148 99.6134 99.6387 33.3836 33.3801 33.4658
Baboon 99.6254 99.6056 99.6296 33.2642 33.2689 33.4141
Ref. [28] 99.5865 99.2172 98.8479 33.4835 33.4640 33.2689
Ref. [29] 99.5712 99.6187 99.6922 33.3415 33.3523 33.3581

5.6. Time complexity analysis

We test the efficiency of this encryption algorithm. The
experimental environment is MATLAB R2012a with Intel(R)
Core(TM) i3-2350M CPU @2.3 GHz and 6.0G RAM on Win-
dows 8 OS. In this experiment, the 256× 256 color Lena im-
age is encrypted by one round of each algorithm, and the total

execution time is 3.4095 s, including 2.5805-s iteration time
of fractional-order hyperchaotic system. The convergence rate
of the ADM algorithm is faster than others, such as Adams–
Bashforth–Moulton (ABM) algorithm and frequency-domain
method. Although it is relative slow compared with the algo-
rithm of integer-order chaotic system, ADM algorithm also
has excellent convergence speed and accuracy.[30] In addi-
tion, if the experiment is implemented on other platform like
C/C++, the speed will be faster.

In the key generation of permutation process, the pro-
posed algorithm has low execution time because it only needs
Θ(M×N) iterations of fractional-order hyperchaotic system.
The obtained hyperchaotic sequences will be saved and used
in the DNA encoding and decoding key generation. Thus, the
encryption time is shortened twice more by using the same
sequences. In the DNA encoding and decoding process, the
computation time of our algorithm needs Θ(12×M×N) iter-
ations. In the diffusion process, the time-consuming parts are
the operation of multiplying floating point numbers and DNA
computing. The proposed algorithm needs Θ(24×M×N) it-
erations of two rounds of DNA addition. Therefore, the total
time complexity for our proposed algorithm is Θ(24×M×N).

6. Conclusion
In this paper, based on the fractional-order PWL hyper-

chaotic map, a novel color image encryption algorithm is pro-
posed combining with DNA sequence operations. The pixel
values of the original image are shuffled by DNA sequence
addition operation with the key matrix, and the positions of
pixels are permuted by the pseudorandom sequences gener-
ated from the fractional-order PWL hyperchaotic systems in
bidirectional directions. The experiments and security tests
show the novel scheme has good encryption effect. It pos-
sesses large key space and high sensitive to the key, and can
resist common attacks, such as statistical, differential, brute-
force, known-plaintext, and chosen-plaintext attacks. Thus,
the proposed algorithm has wide application prospect in the
future.
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