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The security of quantum broadcast communication (QBC) and authentication protocol based on Greenberger–Horne–
Zeilinger (GHZ) state and quantum one-time pad is analyzed. It is shown that there are some security issues in this protocol.
Firstly, an external eavesdropper can take the intercept–measure–resend attack strategy to eavesdrop on 0.369 bit of every
bit of the identity string of each receiver without being detected. Meanwhile, 0.524 bit of every bit of the secret message
can be eavesdropped on without being detected. Secondly, an inner receiver can take the intercept–measure–resend attack
strategy to eavesdrop on half of the identity string of the other’s definitely without being checked. In addition, an alternative
attack called the CNOT-operation attack is discussed. As for the multi-party QBC protocol, the attack efficiency increases
with the increase of the number of users. Finally, the QBC protocol is improved to a secure one.
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1. Introduction
As one of the most developed branches of quantum cryp-

tography, quantum key distribution (QKD) discusses the prob-
lem of how to distribute a secret key between two remote
users with the quantum manner. The pioneers Bennett and
Brassard[1] designed the first QKD protocol in 1984, where
four nonorthogonal single-photon states were used. After-
ward, Ekert[2] put forward another novel QKD protocol by us-
ing Einstein–Podolsky–Rosen (EPR) pairs in 1991, in which
Bell inequality was for the first time used to evaluate the secu-
rity of the quantum channel. In the next year, Bennett et al.[3]

proposed a new QKD protocol based on two nonorthogonal
single-photon states with unconditional security. After that,
QKD[4–11] received much attention and fruitful achievement
in both theoretical and experimental aspects. In recent years,
another branch of quantum cryptography called quantum di-
rect communication (QDC) was put forward. Different from
QKD, QDC allows the sender to transmit directly the secret or
the deterministic key (instead of a random key) to the receiver
in a deterministic and secure manner. Compared with that in
QKD, the security demands in QDC are more rigorous because
the information transmitted is the meaningful secret instead
of a random key, which cannot be eavesdropped. This means
the information cannot be leaked out whether the eavesdropper

would be discovered or not in QDC. In general, QDC can be
divided into two categories: quantum secure direct communi-
cation (QSDC)[12–26] and deterministic secure quantum com-
munication (DSQC).[27–35] The difference between QSDC and
DSQC is that there are some classical bits communicated to as-
sist the receiver to decrypt the secret in DSQC, while in QSDC
there is not. Quantum broadcast communication (QBC)[36–38]

as a special kind of QDC was put forward several years ago,
which involves a sender and multiple receivers. For QBC, a
sender broadcasts a secret message to a set of receivers with
the quantum manner, and every receiver can get the same mes-
sage.

Recently, Chang et al.[39] put forward a novel QBC and
authentication protocol with a quantum one-time pad based on
the Greenberger–Horne–Zeilinger (GHZ) state. For the sake
of convenience, we refer to this QBC protocol as the QBC-
CXZY protocol later. It was shown that one bit of informa-
tion could be broadcasted from the sender to the receivers at
the cost of a GHZ state consumed. The classical exclusive-or
(XOR) operation serving as a one-time-pad was used to forbid
the eavesdroppers to eavesdrop on the secret transmitted by the
sender. Eavesdropping detection and identity authentication
were implemented at the same time based on previously shared
identity strings. It was claimed that the identity strings could
be reused with unconditional security and no hash function or
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local unitary operation was used. However, if considering this
protocol carefully, one can find that it in fact has some secu-
rity issues. An eavesdropper can take the intercept–measure–
resend attack strategy to eavesdrop on some information of
the identity strings of the receivers and the secret message
without being detected. Moreover, one receiver can take the
intercept–measure–resend attack more efficiently than the ex-
ternal eavesdropper to eavesdrop on the other’s identity string
without being detected. As for the multi-party QBC-CXZY
protocol, the attack efficiency increases with the increase of
the number of users. In the following context, we will crypt-
analyze the QBC-CXZY protocol from the viewpoint of infor-
mation theory.

2. Description of the QBC-CXZY protocol
Suppose that the sender Alice wants to broadcast her se-

cret message to two receivers Bob and Charlie. Bob and Char-
lie have the secret N-bit strings IDB and IDC representing their
identities respectively. Alice shares IDB and IDC with Bob and
Charlie respectively. The QBC-CXZY protocol consists of the
following steps.

Step 1 Alice prepares N ordered three-particle GHZ
states to transmit the secret message. Each of them is in the
state

|φ〉= 1√
2
(|000〉+ |111〉)123. (1)

Then, Alice takes particles 1, 2, and 3 from each state to con-
struct three ordered sequences S1, S2, and S3, which are ex-
pressed as the following forms: {P1 (1) ,P2 (1) , . . . ,PN (1)},
{P1 (2) ,P2 (2) , . . . ,PN (2)}, and {P1 (3) ,P2 (3) , . . . ,PN (3)} re-
spectively.

Step 2 According to IDB and IDC, Alice prepares two N-
qubit sequences SIDB and SIDC. The rule is that she randomly
prepares the i-th qubit of SIDB (SIDC) in one of the two states
in Z-basis {|0〉 , |1〉} if the i-th bit of IDB (IDC) is 0; otherwise,
she randomly prepares the qubit in one of the two states in the
X-basis

{
|±〉= (1/

√
2)(|0〉± |1〉)

}
.

Step 3 According to IDB and IDC, Alice mixes SIDB and
SIDC to S2 and S3 to form S′2 and S′3 respectively. The rule
is that if the i-th bit of IDB is 0, Alice puts the i-th particle of
SIDB behind the i-th particle in S2; otherwise, she puts the i-th
particle of SIDB before the i-th particle in S2. In the same way,
SIDC is mixed into S3 to form S′3. After that, Alice transmits
S′2 and S′3 to Bob and Charlie respectively.

Step 4 After Bob and Charlie receive S′2 and S′3, they
extract SIDB and SIDC according to IDB and IDC, and then
measure the particles in each sequence using the right bases
respectively.

Step 5 According to the respective measurement results
of SIDB and SIDC, Bob and Charlie generate the classical bit
sequences DB and DC respectively. That is, states |0〉 and |+〉
both represent classical bit 0, and states |1〉 and |−〉 repre-
sent classical bit 1. After that, Bob and Charlie publicly an-
nounce DB and DC respectively. Then, Alice compares Bob’s

and Charlie’s results with the initial states of SIDB and SIDC

respectively. If the error rates are low enough, Alice believes
that Bob and Charlie are legal and no eavesdropping exists,
and thus the communication goes on. Otherwise Alice inter-
rupts it.

Step 6 Bob and Charlie respectively measure particles in
S2 and S3 with Z-basis in order to get the ordered classical bit
sequences CS2 and CS3 with the rule that the states |0〉 and |1〉
correspond to classical bits 0 and 1 respectively.

Step 7 Alice measures the particles in S1 in order with Z-
basis and constructs the ordered classical string CS1. Assume
that the secret message Alice wants to send is M, then Alice
encrypts it with CS1 bit-by-bit by exclusive-or (XOR) opera-
tion to get C (C = M⊕CS1). After that, Alice publishes C.

Step 8 According to CS2 and CS3, Bob and Charlie de-
crypt C to get the secret message M by XOR operation. That
is, M =C⊕CS2 =C⊕CS3.

Step 9 Two receivers Bob and Charlie store and deal with
the secret message M.

Step 10 Alice, Bob and Charlie continue to the second
transmission.

In the QBC-CXZY protocol, there are some obvious fea-
tures. Firstly, the security of the protocol completely depends
on the security of the identities, because eavesdropping check
and identity authentication are implemented at the same time.
Secondly, only Z-basis measurement is used to decrypt the se-
cret message, so if an eavesdropper (Eve) happens to make a
Z-basis measurement on a transmitted particle which comes
from a GHZ state, there is no error introduced.

3. Cryptanalysis of the QBC-CXZY protocol
3.1. An external eavesdropper eavesdropping on the iden-

tity strings of the receivers and the secret message
Now we consider the situation that an external eaves-

dropper (Eve) eavesdrops on some information of the identity
strings of the receivers (IDB and IDC) and the secret message
without bringing any error. The attack strategy is described as
follows.

i) In Step 3 of the QBC-CXZY protocol, when Alice
transmits the sequences S′2 and S′3 to Bob and Charlie, Eve in-
tercepts them, and measures the particles labeled even in each
sequence with Z-basis to get two classical sequences E2 and
E3 respectively. Here, classical bit 0 in E2 and E3 represents
the measurement result |0〉 and classical bit 1 represents |1〉.
After that, Eve prepares two sequences according to E2 and
E3 and resends them to Bob and Charlie respectively. Obvi-
ously, there is no error introduced by her action. The reason is
as follows. On the one hand, if one bit of IDB (IDC) is 0, then
the corresponding particle Eve has measured is a decoy parti-
cle and it inevitably stays in Z-basis according to the Steps 2
and 3 of the QBC-CXZY protocol. So measuring this particle
with Z-basis cannot bring error. On the other hand, if one bit of
IDB (IDC) is 1, the corresponding particle she has measured is
inevitably from a GHZ state according to Steps 2 and 3 of the
QBC-CXZY protocol. However, even if she has measured this
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particle with Z-basis, her action still cannot bring error, be-
cause she knows Bob (Charlie) will measure the particle with
Z-basis in the Step 6.

ii) Eve waits for Bob and Charlie in Step 5 to publish the
classical strings DB and DC which denote the measurement
results of decoy sequences SIDB and SIDC respectively. Then
Eve compares the classical strings E2 and E3 she has gotten
in Step 1, with the classical strings DB and DC she has gotten
from Bob’s and Charlie’s announcements.

Rule 1 If a couple of the corresponding bits from DB

and E2 are different, she can immediately deduce that she has
measured a particle from S2, which means IDB = 1. This is be-
cause if IDB = 0, then she has measured a particle from SIDB

according to the rule that SIDB is mixed into S2 in the Step 3
of the QBC-CXZY protocol, and thus DB must be identical to
E2. Similarly, if a couple of the corresponding bits from DC

and E3 are different, Eve can immediately deduce that she has
measured a particle from S3, which means IDC = 1;

Rule 2 If Eve has deduced that some bit of IDB (IDC) is
1, she can immediately infer that the corresponding bit of CS2

is equal to that of E2 (the corresponding bit of CS3 is equal to
that of E3). This is because if some bit of IDB (IDC) is 1, Eve

knows the particle she has measured is from S2 (S3) but this
does not bring any error. That is to say, Eve gets CS2 (CS3) in
this situation;

Rule 3 If Eve has inferred some bit of IDB (IDC) is equal
to 1, but the corresponding bits of CS2 (CS3) and E3 (E2) are
not equal, then Eve can deduce that the corresponding bit of
IDC (IDB) is equal to 0 according to the rule that SIDC (SIDB)
is mixed into S3 (S2) in Step 3 of the QBC-CXZY protocol;

Rule 4 In other cases, Eve cannot infer the direct values
of IDB, IDC, and CS2 (CS3), but this does not mean they are
useless from the viewpoint of information theory because the
posterior probability distributions of the bits of IDB, IDC, and
CS2 (CS3) may be changed.

To understand the above rules more unambiguously, we
can refer to Table 1. Now we will take the 10th row of Table 1
as an example to explain how Eve can deduce C′S2 (C′S3) where
C′S2

(
C′S3

)
represents the classical bit string about CS2 (CS3) that

Eve can deduce. Because DC 6= E3, Eve can deduce IDC is
equal to 1 (Rule 1). Thus Eve knows that she has measured
the particle from S3 without bringing any error. This means
C′S2 =C′S3 = E3 = 0 (Rule 2). As a result, Eve can deduce the
corresponding bit of the secret by M =C⊕C′S2 =C⊕C′S3.

Table 1. Using DB, DC , E2, and E3 to deduce ID′B, ID′C , and C′S2
(
C′S3

)
.

IDB IDC S2 (S3) SIDB SIDC DB DC E2 E3 ID′B ID′C C′S2
(
C′S3

)
0 0 |0〉 |0〉 |0〉 0 0 0 0 N N N
0 0 |0〉 |0〉 |1〉 0 1 0 1 N N N
0 0 |0〉 |1〉 |0〉 1 0 1 0 N N N
0 0 |0〉 |1〉 |1〉 1 1 1 1 N N N
0 0 |1〉 |0〉 |0〉 0 0 0 0 N N N
0 0 |1〉 |0〉 |1〉 0 1 0 1 N N N
0 0 |1〉 |1〉 |0〉 1 0 1 0 N N N
0 0 |1〉 |1〉 |1〉 1 1 1 1 N N N

0 1 |0〉 |0〉 |+〉 0 0 0 0 N N N
0 1 |0〉 |0〉 |−〉 0 1 0 0 N 1 0
0 1 |0〉 |1〉 |+〉 1 0 1 0 N N N
0 1 |0〉 |1〉 |−〉 1 1 1 0 0 1 0
0 1 |1〉 |0〉 |+〉 0 0 0 1 0 1 1
0 1 |1〉 |0〉 |−〉 0 1 0 1 N N N
0 1 |1〉 |1〉 |+〉 1 0 1 1 N 1 1
0 1 |1〉 |1〉 |−〉 1 1 1 1 N N N

1 0 |0〉 |+〉 |0〉 0 0 0 0 N N N
1 0 |0〉 |+〉 |1〉 0 1 0 1 N N N
1 0 |0〉 |−〉 |0〉 1 0 0 0 1 N 0
1 0 |0〉 |−〉 |1〉 1 1 0 1 1 0 0
1 0 |1〉 |+〉 |0〉 0 0 1 0 1 0 1
1 0 |1〉 |+〉 |1〉 0 1 1 1 1 N 1
1 0 |1〉 |−〉 |0〉 1 0 1 0 N N N
1 0 |1〉 |−〉 |1〉 1 1 1 1 N N N

1 1 |0〉 |+〉 |+〉 0 0 0 0 N N N
1 1 |0〉 |+〉 |−〉 0 1 0 0 N 1 0
1 1 |0〉 |−〉 |+〉 1 0 0 0 1 N 0
1 1 |0〉 |−〉 |−〉 1 1 0 0 1 1 0
1 1 |1〉 |+〉 |+〉 0 0 1 1 1 1 1
1 1 |1〉 |+〉 |−〉 0 1 1 1 1 N 1
1 1 |1〉 |−〉 |+〉 1 0 1 1 N 1 1
1 1 |1〉 |−〉 |−〉 1 1 1 1 N N N

ID′B represents the classical bit string about IDB that Eve can deduce;
ID′C represents the classical bit string about IDC that Eve can deduce;
C′S2

(
C′S3

)
represents the classical bit string about CS2 (CS3) that Eve can deduce;

N represents that Eve cannot deduce the value confidently.
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Without loss of generality, we assume that the probabili-
ties that classical bits 0 and 1 occur are identical in every iden-
tity string. It means that states |0〉, |1〉, |+〉, and |−〉 have the
same probabilities to be prepared for the decoy states. In ad-
dition, it is easily known that if measuring the particle 2 (3)
from a GHZ state, one has the identical probability to get the
results |0〉 and |1〉. This means in Table 1 the result that every
row expresses has the same probability to appear.

It can be easily found that Eve has the probability of 5/16
to obtain the bits of IDB (IDC) definitely. Furthermore, we
can calculate the average quantity of information Eve can gain
about every bit of IDB (denoting by IEve→IDB ).

IEve→IDB = 1+
5

32
×
(

3
5

log
3
5
+

2
5

log
2
5

)
×2

+
4

32
×
(

3
4

log
3
4
+

1
4

log
1
4

)
×2

+
2

32
×
(

1
2

log
1
2
+

1
2

log
1
2

)
×2

≈ 0.369. (2)

Similarly, the average quantity of information Eve can gain
about every bit of IDC (denoting by IEve→IDC ) is also 0.369.

From Table 1, one can easily see that Eve has the prob-
ability of 7/16 to get the bits of CS2 (CS3) definitely. This
means that Eve has the ability to get 7/16 of the secret mes-
sage definitely according to the equalities M = C ⊕CS2 =

C⊕CS3. Moreover, one can calculate the quantity of infor-
mation Eve can gain about every bit of the secret message on
average (denoting by IEve→M).

IEve→M = 1+
5

32
×
(

4
5

log
4
5
+

1
5

log
1
5

)
×2

+
4

32
×
(

1
2

log
1
2
+

1
2

log
1
2

)
×2

≈ 0.524. (3)

So far, we have put forward an attack strategy for an ex-
ternal eavesdropper to get some information of IDB and IDC

and the secret message M without being detected.

3.2. One receiver eavesdropping on the other’s identity
string

If a receiver acts as an eavesdropper to eavesdrop on the
other’s identity string, his attack obviously is more efficient
because he has more resources and knowledge than the exter-
nal eavesdropper. Here we take Bob as an example to eaves-
drop on Charlie’s identity string IDC. The situation that Char-
lie eavesdrops on Bob’s identity string IDB is the same. The
attack strategy is described as follows.

1) In Step 3 of the QBC-CXZY protocol, when Alice
transmits the sequence S′3 to Charlie, Bob intercepts it, and
measures the particles labeled even with Z-basis. Meanwhile,
he records classical bit 0 to express |0〉 and classical bit 1 to
express |1〉. As a result, he can obtain one classical sequence

which we denote by E3. After that, Bob prepares a new par-
ticle sequence according to E3 and resends this sequence to
Charlie. Obviously, there is no error introduced by his action.
The reason is as follows. On the one hand, if some bit of IDC is
0, the particle (from sequence S′3) he has measured is a decoy
particle which inevitably stays in Z-basis according to Steps 2
and 3 of the QBC-CXZY protocol, so measuring this particle
with Z-basis cannot bring error. On the other hand, if some
bit of IDC is 1, the particle he has measured is from the GHZ
state according to Steps 2 and 3 of the QBC-CXZY protocol.
However, he also knows Charlie will measure the particle with
Z-basis in the Step 6, which means that Bob measuring this
particle cannot bring error too.

2) Bob waits for Charlie to publish the classical string DC

which denotes the measurement results of decoy particles in
the Step 5. Then Bob compares the classical strings E3 he has
acquired in Step 1) with DC and CS2. Note that he gets CS2 by
measuring the sequence S2.

Rule 1 If a couple of the corresponding bits from DC and
E3 are different, Bob can immediately deduce that he has mea-
sured a particle from S3, that is to say, IDC = 1. The reason
is that if IDC = 0, then he has measured a decoy particle from
SIDC according to Steps 2 and 3 of the QBC-CXZY protocol,
and thus he knows that DC must be identical to E3.

Rule 2 If a couple of the corresponding bits from
CS2 (CS3) and E3 are different, Bob can immediately deduce
that he has measured a decoy particle from SIDC, that is to say,
IDC = 0. This is because if IDC = 1, then he has measured a
particle from S3, and he knows that CS2 (CS3) must be identical
to E3.

To understand the above rules more unambiguously, we
can refer to Table 2. Let us take the second row of Table 2 as
an example. Because E3 6=CS2, Bob can deduce that ID′C = 0.

Table 2. Using CS2 (CS3), DC , and E3 to deduce ID′C . In this table,
ID′C represents the classical bit string about IDC that Eve can deduce;
N represents that Eve cannot deduce the value confidently.

IDC S2 (S3) SIDC CS2 (CS3) DC E3 ID′C

0 |0〉 |0〉 0 0 0 N
0 |0〉 |1〉 0 1 1 0
0 |1〉 |0〉 1 0 0 0
0 |1〉 |1〉 1 1 1 N
1 |0〉 |+〉 0 0 0 N
1 |0〉 |−〉 0 1 0 1
1 |1〉 |+〉 1 0 1 1
1 |1〉 |−〉 1 1 1 N

Without loss of generality, we assume again that the prob-
abilities that classical bits 0 and 1 occur are identical in every
identity string. It means that states |0〉, |1〉, |+〉, and |−〉 have
the same probabilities to be prepared for the decoy states. In
addition, it is easily known that if measuring the particle 2 (3)
from a GHZ state with Z-basis, one has the identical probabil-
ity to get results |0〉 and |1〉. This means in Table 2 the result
that every row expresses has the same probability to appear.
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From Table 2, one can easily see that Bob has the prob-
ability of 1/2 to get the bits of the identity string IDC defi-
nitely. That is to say, the quantity of information Bob can gain
about every bit of the secret message on average is 1/2 . Since
1/2 > 0.369, it shows that an inner receiver is more efficient
than an external eavesdroppers to attack the identity string of
the other receiver.

4. Discussion
4.1. An alternative attack strategy

As described above, Eve can make an intercept–measure–
resend attack strategy to attack every particle labeled even in
each traveling sequence. Actually, Eve can exploit an alterna-
tive strategy to attack the QBC-CXZY protocol (we call it the
CNOT-operation attack). The concrete steps are as follows.
Eve prepares an ancilla sequence in which each ancilla ini-
tially stays in |0〉. When a GHZ particle labeled even passes
by, she performs a CNOT operation on this particle and an an-
cilla with the particle as the control qubit and the ancilla as the
target, where

CNOT = |00〉〈00|+ |01〉〈01|+ |11〉〈10|+ |10〉〈11| . (4)

Then she measures each ancilla with Z-basis. The following
steps are the same as described in Subsection 3.1. Also, one
receiver can use this alternative strategy to eavesdrop on the
other’s identity string as described in Subsection 3.2.

4.2. Cryptanalysis of the multi-party QBC-CXZY proto-
col

As for the multi-party QBC-CXZY protocol, an external
eavesdropper can use the same attack strategy to eavesdrop on
the receivers’ identity strings and the secret. The attack ef-
ficiency increases with the increase of the number of users.
Now we will explain the reason in the following. For any i
(2≤ i≤ n), according to the knowledge of information the-
ory, we have

I (IDi;D2,E2,D3,E3, . . . ,Dn,En)

≥ I (IDi;D2,E2,D3,E3, . . . ,Dn−1,En−1)

≥ ·· · ≥ I (IDi;D2,E2,D3,E3) = 0.369, (5)

i.e.,

I(n)Eve→IDi
≥ I(n−1)

Eve→IDi
≥ . . .≥ I(3)Eve→IDi

= 0.369. (6)

Here, IDi, D j, E j (2≤ j ≤ n) represents the identity string of
the i-th receiver (we let the sender be the first user), the clas-
sical bit string the j-th user can get by measuring the received
decoy particles, and the classical bit string Eve can get by mea-
suring the particles labeled even in the traveling sequence sent
to the j-th user. I (X ;Y ) denotes the mutual information be-
tween X and Y .

Similarly, the following inequalities hold.

I (CS;D2,E2,D3,E3, . . . ,Dn,En)

≥ I (CS;D2,E2,D3,E3, . . . ,Dn−1,En−1)

≥ ·· · ≥ I (CS;D2,E2,D3,E3) = 0.524, (7)

i.e.,
I(n)Eve→M ≥ I(n−1)

Eve→M ≥ ·· · ≥ I(3)Eve→M = 0.524. (8)

Here CS is the classical bit string each receiver can get by mea-
suring the received multi-qubit GHZ particles from the sender.
Since I (CS;D j,E j)≥ 1/4, one can easily know that

I(n)Eve→M ≥ 1−
(

3
4

)n−1

, (9)

which means that

lim
n→∞

(
I(n)Eve→M

)
= 1. (10)

In particular, when n≥ 17, I(n)Eve→M ≥ 0.99. It means that when
the number of the users is not less than 17, Eve can get at least
0.99 bit of every bit of the secret message. So far, we have
explained the reason why the attack efficiency increases with
the increase of the number of users.

5. Improvement of the QBC-CXZY protocol
The reason why an external eavesdropper or an inner user

can successfully make an intercept–measure–resend attack is
that the identity strings of the receivers are used not only to
prepare the decoy particles but also to determine how the de-
coy particles are mixed into the information carrier particles.
That is to say, the identity strings are repeatedly used. This is
not allowed in secure communication. Whether the particles
labeled even in every traveling sequence are decoy particles
or information carrier particles, they all will be measured with
Z-basis according to the rules that the decoy particles are pre-
pared and they are inserted into the information carrier parti-
cles. So Eve can use this drawback to make an attack without
bringing any error. Therefore, to improve the QBC-CXZY
protocol, every identity string should be used only once. So,
Steps 3 and 4 of the QBC-CXZY protocol are changed as fol-
lows.

Step R3 Alice randomly mixes SIDB and SIDC to S2 and
S3 to form S′2 and S′3 respectively. Apart from Alice, no one
else knows how SIDB and SIDC are mixed into S2 and S3. After
that, Alice transmits S′2 and S′3 to Bob and Charlie respec-
tively.

Step R4 After Bob and Charlie receive S′2 and S′3, Alice
publishes the information about which particles in S′2 and S′3
are decoy particles. That is, Alice tells Bob and Charlie which
particles compose SIDB and SIDC respectively. Bob and Char-
lie extract SIDB and SIDC according to Alice’s announcement,
and then they measure the particles in each sequence using the
right bases respectively.

Note that, before Alice, Bob, and Charlie start a new
communication, they will probably have to update the iden-
tity strings.
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Now if an external eavesdropper or an inner receiver still
exploits the intercept–measure–resend attack strategy to attack
the particles labeled even in every traveling sequence, she (he)
will introduce some errors. This is because the particles la-
beled even in each traveling sequence are not always staying
in Z-basis or measured by the corresponding receiver with Z-
basis.

6. Conclusion
In summary, we find that there are some security issues

about the QBC-CXZY protocol. An eavesdropper can take
the intercept–measure–resend attack strategy to eavesdrop on
some information of the identity strings of the receivers and
the secret message by measuring the particles labeled even in
every traveling sequence with Z-basis without bringing any er-
ror. The reason why Eve can use this strategy to successfully
attack is that whether the particles labeled even are decoy par-
ticles or information carrier particles, they all will be measured
with Z-basis. This is really a serious drawback. Of course, an
inner receiver can also take the intercept–measure–resend at-
tack more efficiently than the external eavesdropper to eaves-
drop on the other’s identity string without being detected. In
addition, an alternative attack called the CNOT-operation at-
tack is discussed. As for the multi-party QBC-CXZY protocol,
the attack efficiency increases with the increase of the number
of users. Finally, the QBC-CXZY protocol is improved to a
secure one. In a word, more attention should be paid to the se-
curity of the quantum secure communication in order to design
really secure quantum communication protocols.
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