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A novel quantum dual signature scheme, which combines two signed messages expected to be sent to two diverse
receivers Bob and Charlie, is designed by applying entanglement swapping with coherent states. The signatory Alice signs
two different messages with unitary operations (corresponding to the secret keys) and applies entanglement swapping to
generate a quantum dual signature. The dual signature is firstly sent to the verifier Bob who extracts and verifies the
signature of one message and transmits the rest of the dual signature to the verifier Charlie who verifies the signature of
the other message. The transmission of the dual signature is realized with quantum teleportation of coherent states. The
analysis shows that the security of secret keys and the security criteria of the signature protocol can be greatly guaranteed.
An extensional multi-party quantum dual signature scheme which considers the case with more than three participants
is also proposed in this paper and this scheme can remain secure. The proposed schemes are completely suited for the
quantum communication network including multiple participants and can be applied to the e-commerce system which
requires a secure payment among the customer, business and bank.
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1. Introduction

Quantum cryptography is a new cryptosystem which
combines quantum theory with classical cryptography.!! Be-
cause it is based on the Heisenberg uncertainty principle
and quantum no-cloning theorem,?! it has provable secu-
rity. Quantum cryptography includes a lot of branches, such
as quantum key distribution (QKD), quantum secret sharing
(QSS), quantum identification (QI), quantum secure direct
communication (QSDC), quantum signature (QS), quantum
encryption algorithm (QEA), etc.

A QS is considered as the additional information to the
message for the purpose of preventing the message from be-
ing forged or tampered with.[* Tt is based on the physical
properties which provide unconditional security and is one of
the most important ways to realize identity and message au-
thentication. QSs are classified into two categories, i.e., arbi-
trated quantum signatures (AQSs) and true quantum signatures
(TQSs). An AQS always needs the participation of a trusted
arbitrator. However, only in the case of dispute, a TQS re-
quires a trusted arbitrator. Moreover, a QS algorithm must
follow three principles, namely, non-forgery, non-repudiation,
and quantum properties.

So far, scholars and researchers have proposed a lot
of quantum signature schemes. In accordance with quan-
tum one-way functions and quantum swap-test, Gottesman
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and Chuang first presented a quantum digital signature pro-
tocol in 2001." In 2002, Zeng and Keitel put forward a
signature scheme based on the Greenberger—Horne—Zeilinger
(GHZ) triplet states, whose realization depends upon a trusty

(1,561 1n 2007, Wen and Liu presented a quantum sig-

arbitrator.
nature protocol without the participation of the arbitrator.[”]
Then Zeng et al.’) presented a true quantum signature pro-
tocol based on a continuous variable entangled state in the
same year. Shi et al. proposed a multiparty quantum proxy
group signature scheme!®! in 2011 and a (¢, n)-threshold quan-
tum group signature scheme!®! in 2012 which are both based
on quantum Fourier transform. In 2013, Shi et al.l'%! pre-
sented a batch proxy quantum blind signature scheme with
three-dimensional two-particle-entangled quantum-trits. In
2014, Dunjko et al.l"' introduced a quantum digital signa-
ture scheme, which applies coherent states without quantum
memory. In 2014, Chao et al. investigated the cryptanaly-
sis and the corresponding improvements of the previous pro-
posed AQS schemes, and constructed a novel enhanced AQS
scheme.[!?] Recently, Shang et al.!'3! first proposed a quan-
tum homomorphic signature protocol by using entanglement
swapping, which is used to authenticate data packets of multi-
ple streams for quantum networks.

However, the signature protocols mentioned above ei-

ther utilize discrete variables, or consider the situation for
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only one message. It is known that the transmission effi-
ciency of discrete-variable protocols is much lower than that
of continuous-variable protocols, and a single photon for the
discrete variable is detected with difficulty. Thus the efficiency
of signature protocols is expected to be improved with contin-
uous variables. The coherent state is one of the continuous-
variable states and it is the quantum state which is closest to
the classical state. The entangled coherent state (ECS) which
is made up of coherent states is wildly exploited in quantum
information processing.!!*~1%! There are two advantages of the
ECS. On one hand, the ECS is robust to decoherence caused
by the absorption of photons.!!”! On the other hand, quan-
tum information processing based on the ECS can be achieved
with existing experimental techniques, such as linear optics.
What is more, the multi-signature requirement in the quantum
communication network which involves multiple participants
should be taken into consideration as well. In the e-commerce
system, a classical dual signature can be utilized for realiz-
ing the connection of two different messages.!'®!° In detail,
the dual signature, which combines the customer’s order in-
formation and payment information that are encrypted with
separate secret keys, can be used to solve the problem that the
customer’s order information (payment information) should be
hidden to the bank (business) while the payment information
should be blindly forwarded to the bank by the business.

Inspired by the dual signature schemes and the ad-
vantages of continuous variables, a new quantum dual sig-
nature scheme based on coherent states with entanglement
swapping[?%-??l is proposed in this paper. Compared with
these discrete-variable schemes, the message and signature
states in our scheme are convenient to generate and operate.
Specifically, the quantum dual signature is generated by com-
bining two signed messages with entanglement swapping. The
information transmission in our scheme takes advantage of
quantum teleportation of coherent states.>3?*! Our proposed
scheme is absolutely satisfied with the security criteria of the
signature protocol.

The main contributions of this paper are presented below.

(i) Our scheme makes use of coherent states so that
the generation of the information carriers is much easier and
the detection efficiency is much higher than that of discrete-
variable schemes.

(i) The quantum dual signature scheme which involves
multiple participants in the communication network is first
presented in our scheme. It is a new way to connect two quan-
tum messages expected to be sent to different receivers.

(iii)) Our scheme has a wide application to the e-
commerce system and solves the secure communication prob-

lem for the consumer, business, and bank in electronic trans-

action. What is more, our protocol can be extended to the case
with more than three participants and still remain safe.

The rest of this paper is organized as follows. In Sec-
tion 2, we introduce the beam splitter with coherent states.
Section 3 describes the quantum dual signature algorithm in-
cluding the initial phase, the signing phase, and the verifica-
tion phase. The security of the proposed scheme is analyzed
in Section 4. The quantum dual signature scheme which in-
volves more than three participants is discussed in Section 5.

Finally, conclusions are drawn in Section 6.

2. Beam splitter with coherent states

Beam splitters (BSs) are the most commonly applied op-
tical components.[?*>] They are passive components which
do not need external energy and can actually operate in the
laboratory. The BS couples incident lights or generates two
light beams with the same frequency. A loss-less 50:50 BS is
denoted with

T A JEIN
By =exp [1 Z(a]‘az —&—a;al)} ,
and it transforms the coherent state |ct);|3)2 to be

Bula)iB) = |(a+iB)/V2) |(B+ia)/v2) . ()

.
where d; and d; respectively represent the bosonic creation
and annihilation operators of system j € {1,2}. It is well
known that a — /2 phase shifter can be described with the uni-
tary operator P, = e’“’“g@/ 2. Equipping the BS with a pair
of —m/2 phase shifters, then we can obtain the operator!2®!

Ti2 = P,B1 P, which transforms the state |@)|), to be

Tolai ), = |(a+B)/V2) |(@=B)/V2) . @

This is a significant operation which can be used to gen-
erate ECSs. Generally, the bipartite ECS!?’! with two modes

of the electromagnetic field is described as

@) = ula)1|B)2+VI1)i16)a, 3)

where (1 and v are complex numbers. |o) and |y) (|B) and
|6)) are coherent states of system 1 (2).

Based on Eq. (2), if a coherent superposition state!!”]

V2a),-|-v2a)))

1
V)= (
A
and a vacuum state |0), are input states of the BS which is ac-
companied by two —7/2 phase shifters, the outcome will be

19)12 = (lo)y o)y —[—a)y |=x)y), ©)

1
VN
where |ty and | — o) are coherent states with opposite am-

plitudes, Ny and N{X are the normalization factors. Thus, we
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acquire the ECS |¢)> which plays an important role in our
scheme.
Generally, we consider the following four two-mode

ECSs!28] ag quasi-Bell states, i.e.,

|c1>*=¢#N7<|a>|a>i|—a>|—a>>, )
G = (o)l - o) x| -apla)),  (©)

N/

where N; and N, are normalization factors. Then we construct
a pair of orthonormal bases!?8! which are conducted by |ct)
and | — a), i.e.,

1

[+) = —==(cos o|a) —sino| —a)), )

-3

(—sinw|o) +cos | — a)), 3)

-) =

3

where Ny, = cos?>2 is the normalization factor, and the pa-
rameter @ satisfies sin2@ = (| — a). We also define four

operators I, 0y, i0y, and o, and their functions**! are shown

Cxl+) = |-), (10,
Cx|—) = |+);
i6y|+>=ﬁ(—sinw\a)—cosw\—a»,
iay|—>=\/;Tw(cosw\wﬂinw\—a)); (11
GZ|+>:\/llviw(cosw|a)+sinw|—a>),
GZ|—>:\/]lviw(—sinw|a>—cosw|—a>). (12)

The above operations of BSs are important to most of
the quantum information processes which involve the coherent
states. Additionally, ECSs are easier to detect. Therefore, we
present the following quantum dual signature scheme based on
the properties of ECSs and BSs.

3. Quantum dual signature scheme

The schematic representation of the propounded scheme
is shown in Fig. 1. There are three participants, the signatory

as follows:
Alice, the verifiers Bob and Charlie. The proposal includes
I1+) = [+), three phases, i.e., initial phase, signing phase, and verification
I-)=|-); (9)  phase, which are described in detail in the following.
CVQKD
7/ B \
Vac
message 1 PS
. Fourier
: four-port
0 p
W2 ‘ 1 device
PS i—x/2
‘.jr/ e comparison
............. py
entanglement verification
swapping
> quantum \ Bob /
Vac teleportation
message 2
e H
) : o U
‘ 4 PS
PS « z/2 BS /2 4
.............. . comparison|
> &
CVQKD Charlie verification
Alice - ===

Fig. 1. (color online) Schematic representation of the quantum dual signature scheme. The signatory Alice first signs messages 1 and 2 which are
required to be received by Bob and Charlie, respectively. Then she combines the two signatures into a dual signature and sends it to the verifier
Bob. Bob verifies the part of the quantum dual signature which is related to message 1 and transmits the rest of the dual signature to Charlie.
Subsequently, Charlie completes the verification for the signature of message 2. PS and BS are phase shifter and beam splitter, respectively. The U

box stands for performing unitary operations.

3.1. Initial phase

In this phase, Alice generates coherent superposition
states, encodes her own message states with the secret keys
and acquires corresponding ECSs. The procedures are de-

scribed below.

Step 1 Alice shares her secret key Kp (K¢) with the ver-
ifier Bob (Charlie) by using continuous-variable quantum key
distribution (CVQKD) protocols which are demonstrated to be
unconditionally secure. 30331

Step 2 Alice prepares coherent superposition states
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Wig ={l¥)g| 1 <i<N}and |y)c={|y)q| I <i< N}
where

vin = oz ((Vas), |- vaa), ).

W), = \/Il\Ta <’\/§a>c,- B ‘\fZ(x>Ci> ,

N is the number of message states and Ny is the normalization

factor. Then she modulates the message 1 (message 2), i.e.,
My ={M,,| 1 <i<N} (M, ={M,| 1 <i<N}),on coherent
superposition states |y)g (|w)c). Here note that Alice needs
to prepare several copies of these coherent superposition states
for facilitating comparison and reducing error probability of
the verification phase.

Step 3  Alice transforms the secret key Kp into
{K},K3,...,KY}, where K} € {00,01,10,11}. According to
these keys, Alice encodes |y)p, into |y)p with the phase-
shift operation P(6p,) = exp(ip,a’a). Likewise, on the basis
of K¢, Alice performs the corresponding operation P(6c,) =
exp(ifc,a’a) on |y)c, to obtain |¥)c.- For simplicity, we de-
fine that 6p,(6c,) = 0 when the key is equal to 00 or 11, while
05,(6c,) = m when the key is 01 or 10.

Step 4 Alice inputs |y)j and a vacuum state |0); into
the BS which is equipped with a pair of —7/2 phase shifters.
As described in Section 2, Alice can acquire an ECS |¢)pg;,

1.e.,
1
V N&BE

Similarly, she obtains |¢)cr;, i.e.,

|¢>BE,- = (XB|a>Bi|a>Ei+yB|_a>Bi|_a>Ei)' (13)

1
9)cr = (xclo)g s +yel —a)c| —a)r), (14)
s
where Ny, and Np, . are the normalization factors of |¢) g,

and |¢)cr;, respectively. The parameters xg, yg, xc, and yc are
equivalent to 1 or —1.

3.2. Signing phase

This phase gives a specific description of the signature
algorithm, i.e., Alice signs the message states by implement-
ing unitary operations and merges these signed messages into
a dual signature in the network. The technique used here is
entanglement swapping which enables two parties that do not
share quantum entanglement to share quantum entanglement
with the assistance of a third party.[*"] The signing phase is
carried out by the following procedures.

Step 1 The expression of |¢) g, and |@)c in Egs. (13)
and (14) can be rewritten separately in terms of the orthonor-
mal bases |[+) and |—) described in Egs. (7) and (8), i.e.,

|0)8E, =W, |[+)81+)E +x1,1=)8 ), (15)

9)cr = wh, [ )|+ F +x5, =)l =) F, (16)
where

LB cos? @+ ygsin®

a7

, Xc sin® @ +yc cos’
le, = .
VNocr
Alice chooses the operation U (K% ) based on her secret key
K}"(, where the subscript X € {B,C}. The corresponding rela-

tionship between the operation U (K% ) and the secret key Ki
is described in Table 1.

Table 1. The corresponding relationship between the opera-
tions and the secret keys.

K U(K})
00 (I)x
01 (—ox)x
10 (ioy)x
11 (02)x

Then Alice implements the corresponding operation on

state |¢)pg, and derives the signature

0) 55, = U(Kp)|0) sk,

(Mgl + (1% — Aa)s] — a)e), (18)

V N&BE

where A; = (—1)M1%2_ & (ky) stands for the first (second) bit
value of K}, and the notation & stands for summation mod 2.

Therefore, the signature of message 1 is
Sp={|0)p,| 1 <i<N}.
Similarly, she can also encode the state |@)cF; to obtain the
signature
|0)cr, = U(KE)|)cr,

1 .
(I20)c|ayr + (1) = Lha)c| — a)r), (19)

/Ny
where Ay = (—1)8%%. k3 (k4) equals the first (second) bit

value of K’C We achieve the signature

Sc ={I$)cr|1 <i<N}

of message 2. Specifically, Alice’s two signatures based

on different secret keys are shown in Table 2, where N; =

1/y/Niy, and No =1/ /Ng, ...
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Table 2. Alice’s signatures based on different secret keys.

K K¢ 10)5e 19)cr

00 00 MN(la)ploye —|—a)pl—a)e) Na(|a)clo)r —|— el — a)F)
00 01 MN(la)ploaye —|—a)pl—a)p) Na(|—a)clo)r —|&)c| — &) F)
00 10 Ni(la)pla)e —|—a)s|—a)e) Na|—a)cla)r +[a)c| — o))
00 11 M(la)ploye —|—a)pl—a)e) Na(|a)clo)r +]— el — a)F)
01 00 N(|—a)pla)e —|a)sl —a)e) Na(|a)cla)r —|— &)cl— a)F)
01 01 Ni(|—a)sla)e —|a)s| —a)e) Na|—a)cla)r —[a)c| — o))
01 10 M(|—a)pla)e —|a)pl —a)e) Na(|—a)clo)r +|a)cl — a)F)
01 11 N(|—a)pla)e —|a)sl —a)e) Na(|a)cla)r +]— &)cl— a)F)
10 00 Ni(|—a)sla)e +|a)s| —a)e) Na(|a)c|a)r —[—a)c| — o))
10 01 N(|—a)pla)e +|a)pl —a)e) Na(|—@)clo)r — el — a)F)
10 10 Ni(|—a)pla)e +|a)s| —a)e) Nao(|—a)cla)r +|a)c| — a)F)
10 11 Ni(|—a)pla)e +|a)s| — aye) No(|a)c|o)r +|— )| — a)F)
1100 N(lo)gloaye +|—a)pl—a)e) Ma(la)cla)r —|—a)cl—a)F)
11 01 NM(lo)glaye +|—a)pl —a)e) Na2(|—a)cla)r —|a)c| — a)F)
1110 Ni(la)pla)e+|— )| —a)e) Na|—a)cla)r +[a)c| — o))
1111 Mi(lo)gleye +|—a)sl—a)e) Ma(la)cla)r +|—a)cl —a)F)

Step 2 Alice combines her signatures Sp = {|¢)pp. | 1 <
i <N} and Sc = {|¢)¢p| 1 <i < N}. Alice first combines
states E and F in balanced BS and then counts the photon
number in mode f or e, as shown in Fig. 2. In accordance
with the principle of entanglement swapping, the system B is
entangled to the system C, i.e., B and C are projected into the
ECS

Ns[|A o) gl Aa)c + As| — A1) B| — A2 o),

mode f =0
= ’ 20
19086 = Ny se)s] — Aaat)e + 2] — M) slaa)c], 20
mode ¢ =0,

where N3 = 1/ \/m , Ny, is the normalization factor, and
A3 = (—1)A1%ks_ Because the new state contains both signa-
ture information for message 1 and message 2, it is regarded
as the dual signature Spc = {|9)pc,|1 <i < N}.

detector 1

detector 2

output f

Fig. 2. (color online) Entanglement swapping: in the beginning, there are
two entangled links B-E and C-F. Here BS stands for a loss-less 50:50 beam
splitter. Detectors 1 and 2 are photon detectors. Modes f and e stand for
output modes of the BS. Alice randomly measures mode f or e and then
different output states will be achieved. So entanglement between B and C
is obtained after the measurement between E and F.

Step 3 Alice sends the dual signature Spc to the verifier
Bob with the teleportation of ECSs. In order to transmit the
ECS |¢)pc;, we need at least a quantum channel |D) gy which

is a tripartite entangled state.[>3] The whole system which con-
sists of the dual signature and quantum channel can be ex-
pressed as |¥) = |0)pc,|D)Grr, where B, C, and G are at Al-
ice’s side, and H and I are at Bob’s side.[?3! Alice successively
applies the operation T¢p = PgBcpPp and Teg = PgBcgPg to
the whole system. Then, she performs a two-mode number
measurement on modes C and G. Subsequently, she trans-
mits the outcome of measurement to Bob through the classi-
cal channel. Therefore, Bob can obtain the information of the
dual signature after he executes the corresponding unitary op-

erations on particles A and 1.?%!

3.3. Verification phase

The verification phase requires Bob (Charlie) to verify the
signatures of message 1 (message 2) and judge whether the
message states are authentic. This process does not need the
participation of the arbitrator, unless there are controversies.

Step 1 Once receiving Alice’s dual signature Spc =
{|#)Bc,| 1 <i< N}, Bob randomly chooses n states of them
and records their numbers. Since Alice has negotiated with
Bob that every quantum dual signature state corresponds to
every binary bit in advance. Bob sends the homologous bits
of the chosen states and numbers to Alice through a classical
channel. Alice generates the signature states based on Bob’s
binary sequence and compares them with her own signatures.
The error rate gyreery < € ensures that the following steps can
continue to be executed, otherwise the protocol should be ter-
minated, where & is error rate threshold.

Step 2 Based on K}, Bob implements the operation
U(K%)pec € {I,—0y,—i0y,0;} on state B of the dual signa-
ture, where the subscript 'Dec’ represents that the operation
is carried out in the verification phase. The operators I, —oOy,
—i0y, and 0, are chosen when K,’;. are equal to 00, 01, 10, and
11, respectively.

Step 3 Bob performs the operation P(—0p,) based on K}
and obtains the ECS [¢)pc..

Step 4 Bob gets the decoded message state [y)j. and the
encoded message state |y)-» which separately relate to mes-
sage 1 and message 2 by usilng Fourier multi-port devices. 34!
In detail, the multi-port device considered in our scheme has
two input optical modes and two output optical modes.

Step 5 Bob transmits |y)c» to Charlie. Once receiv-
ing |W)er, ie., the signature of lmessage 2, Charlie applies
U (Ké)DeIC on it based upon the secret key K’C Likewise, the
operators /, —0oy, —i0y, and o, severally correspond to 00, 01,
10, and 11. Then Charlie performs the operation P(—6¢;) and
obtains the decoded state |y)¢. of message 2.

Step 6 Bob (Charlie) asks Alice to send the related classi-

cal description (binary sequence) of the states of her message 1
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(message 2). Then |y)p, and |y)c, are separately acquired by
Bob and Charlie based on the relevant descriptions. Bob com-
pares the decoded message states |y)y with the initial mes-
SUIE |y)s, = )}, one of

the output modes may contain only the vacuum state. Then

sage states |y)p. by applying BSs.!

Bob gains the parameter

L ) =¥z,
Fi= ’ ’ (21)
{O, W), # W),

Charlie compares |y)c; with [y)¢., and gets the parameter

1, |W>C = |W>Z‘,
Fa= Ve 22)
{07 IW>C1 # |W>Z‘,

So Bob (Charlie) can draw a conclusion whether the sig-

nature is acceptable based on the parameter f | (F 2).

4. Security analysis

For the purpose of guaranteeing the security, the quantum
signature scheme should satisfy two requirements. %! One is
that the attacker and the disingenuous receiver cannot forge the
signature after the completion of signing, and the other is the
signatory and the receiver cannot disavow the signature. On
the basis of the above security requirements of quantum sig-
nature scheme, our protocol provides theoretical security since
the attacker cannot obtain the useful information about the se-
cret key and the original message, the signatory is unable to
disavow the signatures and the verifiers also cannot deny the
received signatures. Subsequently, we analyze the security of
the proposed scheme in detail.

4.1. Impossibility of forgery

According to our signature scheme, the two signatures of
Alice are Sp and S¢, separately. If the attacker Eve attempts to
forge Alice’s signatures, she has to be aware of the correspond-
ing secret keys Kp or Kc. For the attacker, there are two ways
to get the information about secret keys, i.e., she eavesdrops in
the key distribution phase or obtains it from the signature.

However, due to the
CVQKD, 3711 it is impossible to eavesdrop the secret keys

shared between the signatory and verifiers. Moreover, quan-

unconditionally ~ secure

tum one-time pad algorithm also ensures the security. On
one hand, for preventing the recipient or the eavesdropper
from forging a message in the quantum signature process, we
should ensure that only Alice knows the complete information
about message states. If the attacker obtains the signature,
she is ignorant of the signature algorithm. Thus Eve cannot
infer the secret key from the signature. On the other hand, ac-
cording to the characteristics of entanglement, once Eve tries

to measure the signature to get the information of the keys,

the entangled state may collapse and the forgery behavior can
be discovered definitely and then honest correspondents may
give up this communication. So Eve fails to deduce the key.

In the worst situation, if Eve gets Kp (K¢), she still has
no information about the message states that were distributed
to Bob (Charlie) without destroying the entanglement states.
Moreover, if Eve tampers with the signature, the following ex-
ample shows that the forgery can be definitely detected.

Example

() If Kiy, = K’C = 00 and there is no attack by Eve, we get
the dual signature in the case of mode e =0,

(lo)s| —at)c +| —a)gla)c). (23)

(ii) If Eve forges Alice’s signature

(lo)sla)e — | —a)p| — o) E)

with

\% No,
1

(lo)sla)e +| — )| — o) E)

V N‘/XBE
and mode e = 0, the dual signature becomes
1

V N, Qe

Comparing Eq. (23) with Eq. (24), it is easy to know that

|9)Bc, = (la)g| = @)c — | — a)la)c). (24)

if Eve tampers with Alice’s signatures, the entangled state of B
and C may be changed. Supposing K} = K. = 00, as shown in
Table 3, the states of legal communication are shown in case
0. There are fifteen cases for Eve’s forgery and three cases (5,
10, and 15) may be successful. So the probability of forging
a single state is P = 3/15 = 1/5. What is more, for another
fifteen kinds of groups of secret keys, the probability is also
1/5. Thus, the probability of forging the entire signature is

IN™ 74\
Eforgery = <::l> <5> (5) ) (25)

where m is the number of states which are forged by Eve suc-
cessfully. n is the total number of states which are chosen
in the step 1 of the verification phase. Obviously, the proba-
bility &forgery satisfies the binomial distribution and the bino-
mial coefficient () is given by the expression n!/m!(n —m)!.
As shown in Fig. 3, for each n, &orgery has a maximum value
which indicates the success probability of forgery in the best
case. However, the optimal forgery probability is smaller
when n is larger. Obviously, it is difficult to forge the entire
signature since the value of €gyreery approaches 0 when n — oo,
It is also necessary to define a forgery threshold &. Once the
ErTOr rate Eforgery €Xceeds the threshold &, the scheme should

be discontinued.
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Table 3. The quantum dual signatures under different conditions.

Case K} KL 195
=0 e=0
0 00 00 N(la)pla)c +| — a)pl — a)c) N3(la)p| = a)c + | — a)pla)c)
1 00 01 N3(la)p| — a)c +|— a)sla)c) N3(la)pla)c+|— a)p| — &)c)
2 00 10 N3(la)p| — at)c — [ — a)pla)c) N3(la)pla)c — | —a)p| — a)c)
3 00 11 N3(lor)pla)c — | — a)p| — &)c) N3(lo)p| — &) — | — o) Bl r)c)
4 01 00 N3(| = a)gla)e +|a)p — a)c) N3(la)pla)c +| — a)pl — a)c)
5 01 01 N3(|—a)p| — a)c+|a)s|a)c) N3(lo)s| — at)c + | — o)l a)c)
6 01 10 N3(|—a)g| — a)c — |a)sl)c) N3(la)p| — at)c — [ — a)sl)c)
7 01 11 N3(| - a)playe —|o)p| — &)c) N3(lor)pla)c — | — a)p| — a)c)
8 10 00 N3(| —a)glot)e —[a)p| — a)c) N3(la)pla)c — | —a)p| — a)c)
9 10 01 N3(| = a)g| = a)c — a)pla)c) Ns3(la)p| — o) — | — a)pla)c)
10 10 10 N3(| - a)p| — a)c +|a)p|a)c) N3(lo)p| — at)c + | — o)l a)c)
11 10 11 N3(|—a)glot)c +[a)p| — a)c) Ns3(la)pla)c+|—a)p| — a)c)
12 11 00 N3(lor)pla)c — | — a)p| — a)c) N3(lo)p| — &) — | — o)l )c)
13 11 01 N3(la)p| — o) — | — a)pla)c) N3(la)pla)c — | —a)p| — a)c)
14 11 10 N3(la)p| — a)c + | — a)pla)c) N3(la)pla)c +| — a)pl — a)c)
15 11 11 N3(|o)gla)c + [ — o)l — &)c) N3(|o)g| — ot)c + | — a)pla)c)

If the receiver Bob is malicious and attempts to forge Al-
ice’s signature, he is obliged to know Charlie’s secret key Kc.
However, his forgery fails since he cannot obtain the secret
key K¢ and has no idea of message 2. Besides, Charlie can-
not forge the signature of message 1 since he has no chance
of access to message 1’s signature. He also could not forge
message 2’s signature, because he knows nothing about the
message states of message 2. Based on the analysis, we can

conclude that any forgery would fail.

0.14 :

% 0.12  n =100
& ; — n =200
Zz 010} | ]
s o0.08f | |
Q \
o |
— |
8 0.06 |
> \
5 i/
0] \f
%0 0.04 I
& /\
2 0.02
= /

0 . \
0 20 40 60 80 100

The amount of forged signature states m

Fig. 3. (color online) The forgery probability as a function of the amount
of forged signature states. The three curves in lines correspond to n = 50,
100, and 200. It shows that &forgery has a maximum value for each n. But the
optimal forgery probability is smaller when 7 is larger.

4.2. Impossibility of disavowal by the signatory

In the proposed scheme, Alice signs messages 1 and 2
and integrates the two signatures to generate a dual signature,
which includes the information of Kp (K¢) that is only dis-

tributed between Alice and Bob (Charlie). Thereby, it is easy
to discover whether Alice disavows the signature or not. Fur-
thermore, Alice may either recognize or disavow the signature,
so the probability of disavowing a signature state is 1/2. Thus

the probability of disavowal for the signature by Alice is

1 1 1 N-I
Edisavowal = (7) <2) (2> ) (26)

where [ is the amount of signature states which are disavowed
by the signatory. N stands for the length of signature. Sim-
ilarly, the probability &jisavowal Satisfies the binomial distribu-

tion and the binomial coefficient

(V) = v

From Fig. 4, we also conclude that €4isavowal Can be very small
when N is large enough. If &gisavowal €Xceeds the disavowal
threshold €1, it is concluded that Alice disavows her signature.

In particular, when there are disputations between signa-
tory and verifiers, a trusted arbitrator is required. Alice just
needs to transmit her messages and the corresponding signa-
tures to the arbitrator. For example, if the signature which
belongs to Alice can be decoded by Alice’s secret key, the sig-
nature has been executed by Alice, otherwise, Bob, Charlie or
the attacker has forged the signature. It is apparent that the
arbitrator plays an important role in judging whether Alice has
disavowed her signatures when there are disputes or disagree-

ments.
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Fig. 4. (color online) The disavowal probability as a function of the amount
of disavowed signature states. The three curves in lines correspond to
N =50, 100, and 200. Similarly, €gisavowal has a maximum value for each N
and the optimal disavowal probability is smaller with N being larger.

4.3. Impossibility of denial by the verifiers

The verifier Bob cannot deny his behavior. After the op-
eration of entanglement swapping, Alice sends the dual signa-
ture Spc to Bob. It is clear that Bob knows the secret keys Kp
and he performs some operations on the dual signature dur-

ing the verification phase. He is willing to verify the signature

Alice, (customer,)

signature

dual signature,

signature ,

Alice  (customer,)

signature —L>
signature ,

dual signature

meaning that he received the dual signature which contains in-
formation of Alice’s signatures, and he has verified the signa-
ture indeed without later denying his involvement and actions.
In the same way, Charlie also fails to deny. Based on K, Char-
lie performs measurements and operations after receiving the
signature of message 2. So he cannot deny his behaviors.
According to the above analysis, we can determine that
the proposed signature scheme can provide us theoretical se-

curity.

5. Extension

In the real life, a merchant often trades with some multi-
ple customers and every customer has several different bank
accounts. Thus the quantum dual signature scheme which
contains more than three participants is discussed in this sec-
tion. As shown in the following Fig. 5, Alice; (2 <i<n)isa
customer, Bob is business, and Charlie; (2 < j < m) is bank.
In the case that all Alice and Charlies are connected to Bob,
thus any Alice to reach any Charlie should pass through Bob,
namely, any Alice can correspond with any Charlie with the

help of Bob.

Charlie, (bank,)

Bob (business)

Charlie, (bank )

Fig. 5. (color online) Schematic representation of the quantum dual signature scheme which involves multiple participants in the network. Alice;
(2 <i<n)is a customer who signs her own two messages and generates a dual signature by applying entanglement swapping. Bob is the
business who verifies the order information’s signature. Charlie; (2 < j < m) is the bank who verifies the signature of payment information of the

corresponding customer.

The multi-party quantum dual signature scheme also in-
cludes three phases, i.e., the initial phase, the signing phase
and the verification phase. The main difference between the
multi-party quantum dual signature scheme and the three-
party one is that Alice; needs to notify Bob of the trading bank
in advance in the initial phase. We assume that Alice; wants

to pay the order with her account in the bank Charlie;. The

extensional scheme is briefly described as follows.

Step 0 Alice; informs Bob that she wants to trade with
him, and indicates to him which bank she wants to use through
the classical channel. If Bob agrees to the transaction, he sev-
erally establishes the quantum channels with Alice; and the
corresponding bank Charlie;.

Step 1 Alice; encrypts message 1 (2) by using the shared
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secret key with the verifier Bob (Charlie;).

Step 2 Alice; generates the ECSs based on encrypted
message states and then signs the ECSs by implementing uni-
tary operations.

Step 3 Alice; combines the signatures of messages 1 and
2 into the dual signature and sends the proceeding dual signa-
ture to Bob.

Step 4 Bob extracts and verifies message 1’s signature
and transmits message 2’s signature to Charlie;.

Step 5 Charlie; verifies the signature of message 2 and
judges whether the message is falsified.

The unconditional security of our extensional scheme can
also be guaranteed. Moreover, it is obvious that the multi-
party quantum dual signature scheme is preferably applicable
to the network. It also has the important application value in

the e-commerce system for its unconditional security.

6. Conclusion

A quantum dual signature scheme based on the ECSs and
entanglement swapping is presented in this paper, in which a
signatory and two verifiers are considered. The signatory Al-
ice signs two different messages 1 and 2 which are separately
sent to two diverse verifiers Bob and Charlie. Alice aggregates
those two signatures to generate a quantum dual signature with
entanglement swapping. In order to make this scheme suitable
for the practical application, the signature verified by Charlie
is forwarded by Bob. The verifier Bob (Charlie) can judge
whether the signature of message 1 (2) is authentic and valid.
Based on the security analysis with quantum properties, any
attacker who attempts to counterfeit the signature would be
detected, and the important rules impossible to forge, disavow
or deny for the signature protocol are observed, thus our pro-
tocol can guarantee the security unconditionally. The three-
party scheme can also be extended to the multi-party scheme
which contains more than three participants, and the exten-
sional scheme can remain safe. Furthermore, the proposed
schemes are quite appropriate for the e-payment system if they
involve further theoretical and technical supports.
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