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over collective-rotation noise channels*

Kevin Garapo!'", Mhlambululi Mafu?, and Francesco Petruccione

1,3

1 Centre for Quantum Technology, School of Chemistry and Physics,
University of KwaZulu-Natal, P/Bag X54001 Durban 4000, South Africa

2Department of Physics and Astronomy, Botswana International University of Science and Technology, P/Bag 16, Palapye, Botswana
3National Institute for Theoretical Physics (NITheP), KwaZulu-Natal, South Africa

(Received 12 November 2015; revised manuscript received 3 March 2016; published online 31 May 2016)

We investigate the effect of collective-rotation noise on the security of the six-state quantum key distribution. We
study the case where the eavesdropper, Eve, performs an intercept-resend attack on the quantum communication between
Alice, the sender, and Bob, the receiver. We first derive the collective-rotation noise model for the six-state protocol and
then parameterize the mutual information between Alice and Eve. We then derive quantum bit error rate for three intercept-
resend attack scenarios. We observe that the six-state protocol is robust against intercept-resend attacks on collective
rotation noise channels when the rotation angle is kept within certain bounds.
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1. Introduction

Quantum key distribution (QKD) provides the only phys-
ically secure and proven method to exchange secret crypto-
graphic keys between two parties, Alice and Bob,!?! through
public communication channels. QKD guarantees that an
eavesdropper, Eve, with full access to the communication
channels and unbounded computational power is unable to
extract useful information on secret keys exchanged.!”! Un-
like the conjectured security of classical key distribution,>*]
which rely on the implied difficulty of solving discrete log-
arithm and integer factorisation problems, the security of
QKD is based on the fundamental laws of physics, for exam-
ple, the no-cloning theorem!®! and the Heisenberg uncertainty

8] This means that in principle QKD guarantees

principle.|
unconditional security in communication between legitimate
users if perfectly implemented. [/

Since Bennett and Brassard’s pioneering work of
the BB84 protocol,!!! several QKD protocols have been
proposed,®121 reviewed and implemented.!'>28] Further-
more, these developments have led to commercialization of
QKD. [29:30]

In security studies, the noise in the quantum channel re-
quires scrutiny because an eavesdropper trying to avoid detec-
tion may disguise themselves as noise.3!! Precisely, the noise
pattern of the channel can be controlled by an eavesdropper.
A number of studies on the effect of noise on QKD have been
published. For example, the security of the Bennett 1992 QKD
against individual attack over a realistic channel,*? and over
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a lossy and noisy channel.?3! Likewise, the effect of quantum
noise on the achievable finite-key rates of the BB84 and the
six-state protocols has also been presented in Ref. [34].
Photons are the best carriers of quantum information in
current QKD set-ups and the majority of the commercial sys-
tems use optical fibre as the communication channel. How-
ever, optical fibres suffer from slow fluctuations in the birefrin-
gence, which can be modeled as collective noise.*!! There-
fore, noise is highly unavoidable in the communication pro-
cess. There are two main types of collective noise namely,
collective-dephasing noise and collective-rotation noise. In
general, noise poses a threat especially for QKD schemes that
implement a polarization degree of freedom for encoding in-
formation. This is because the noise usually changes the fi-
delity of quantum states that carry quantum information and
also allows an eavesdropper to disguise her disturbance as
noise in the communication channel, thus reducing her de-
tection probability. Only when the noise, i.e., error rates are
acceptable can the legitimate parties use the quantum signals
to generate a secret key. Otherwise, if the noise is too large,
this results in a high error rate, therefore no secret key can be
extracted. Collective noise is the noise that has the same effect
on adjacent quantum systems. Several studies have been pub-
lished on the effects of collective-dephasing and collective-
rotation noises on quantum communication, see Refs. [35]—
[39].
phase in one of the two basis states. This phase, however,

Given a qubit, collective-dephasing noise introduces

does not affect the statistics of measurement in the preparation
basis. Collective-rotation noise, on the other hand, alters the
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statistics by introducing a probability of inverting one basis
state into the other.

The aim of this study is to demonstrate the security
bounds for the six-state QKD protocol,!'!! which was de-
signed to be more resistant to noise, when collective-rotation
noise is present in the transmission channel. This article is ar-
ranged as follows. In Section 2, we give a brief description
of the operation of the six-state QKD protocol. In Sections 3
and 4, we describe the scheme for collective noise rotation and
analyze the effect of the noise on the operation of the protocol.
We conclude the article in Section 5.

2. Six-state QKD protocol

The six-state protocol!*®! is a more generalized version
of the BB84 protocol, 11 in which information is randomly en-
coded in three bases: {|0), 1)}, {|+),|—)}, and {|+1),| —1)}
bases, where |£) = 1//2(|0) £ 1)) and |+i) = 1/v/2(|0) £
i|1)).

standard BB84 protocol because the three conjugate bases

The six-state protocol is more symmetrical than the

span the entire Bloch sphere, as shown in Fig. 1. The repre-
sentation of the six states in the three conjugate bases is given
in Table 1. Due to symmetry, other variants of the six-state
protocol have been proposed and studied.[*!~**! The six-state
protocol belongs to the class of prepare and measure schemes.
It can be implemented by modern optical techniques without
the requirement of a quantum computer.

Fig. 1. The six states spanning the Bloch sphere.

In the six-state protocol, Alice creates a random bit string
and randomly selects one of the three bases, with equal prob-
ability p = 1/3, to encode each bit in the string. She sends the
resultant qubit stream to Bob using a quantum channel. Bob
randomly chooses, with probability 1/3, the basis in which he
measures the state of each qubit in the stream. Bob’s observ-
ables are given by the following Pauli operators: o;, 0y, and oy
for the {|0),]1)}, {|+),|—)}, and {|+1),| — i)} bases, respec-
tively. Following Bob’s measurements, Alice communicates
the random basis selection through an authenticated classical
channel. They both discard measurements where Bob used a
different basis, in a process called sifting, and apply classical
post-processing techniques on the remaining events to distil a

secret key.

Table 1. Representation of the six states in the three bases.

State Basis

{10y, 1)} {I+),[-)} {I+1),1-1)}
[0) |0) (+)+1-)/v2 (I+i)+]=1))/v2
I I (I+)=1-)/v2 +i(l+i) [ =1)/v2
I+) (10)+1(1))/v2 I+) exp(—im/4)(|+1)+i|-1))/v2
=) (10)=11)/v2 I-) exp(in/4)(|+1) — i —1))/v2
[+1) (10)+i[1))/v2 exp(im/4)(|+) —i[-))/V2 |+1)

(10) —i[1))/v2

exp(—im/4)(|+) +i|-))/V2

|=1)

The six-state QKD protocol has been studied under var-
ious scenarios since its proposal. Based on the optimal mu-
tual information between sender and eavesdropper, it has been
shown that the six-state scheme is safer against eavesdropping
on single qubits than the one based on two conjugate bases. [4°]
A study of optimal eavesdropping strategies for the six-state
QKD protocol has been made and the results show that this
scheme is more secure against symmetric attacks than proto-
cols using two-dimensional states. 43! Furthermore, incoherent
and coherent eavesdropping strategies on the six-state protocol

have been classified, and for a disturbance of 1/6, the opti-

mal incoherent eavesdropping strategy reduces to the univer-
sal quantum-cloning machine.*®#71 One of the most important
tasks in QKD is to prove the unconditional security of a pro-
tocol, i.e., security bounds in the case where Eve has unlim-
ited power over the quantum channel. The unconditional secu-
rity proof of the standard six-state scheme using only one-way
classical communications has been presented. In this proof
it was shown that the six-state scheme could be made secure
up to an error rate of 12.7%.!"8! Later, using the technique of
two-way entanglement purification, the security proof against

the most general attack has been derived. Based on this tech-

070303-2



Chin. Phys. B  Vol. 25, No. 7 (2016) 070303

nique, it was shown that the six-state protocol could tolerate
a bit error rate of 26.4%.“31 Moreover, the lower and upper
bounds on the secret-key rate for six-state protocol use one-
way classical communication.!!>191 The security bounds for
the BB84 and the six-state protocols have been calculated us-
ing the smooth min-entropies obtained in Refs. [49] and [50].
Security bounds for the six-state protocol when implemented
with finite resources under one-way post processing have been
shown in Ref. [51]. An eavesdropping technique for the six-
state protocol when Alice deliberately adds noise to the signal
states before they leave her lab or in a realistic scenario where
Eve cannot replace the noisy quantum channel by a noiseless
one has been presented. It was found that addition of quan-
tum noise makes quantum key distribution more robust against

eavesdropping.>?)

3. Collective-rotation noise

The collective noise assumption states that if several
qubits are transmitted simultaneously or they are close to
each other spatially, the random unitaries or transformations

1331 Various pro-

of the noise on each qubit must be identical.
tocols have been studied under collective noise.*!35-371 Re-
cently, studies on the effect of counter-clockwise and clock-
wise collective-rotation noise on the security of quantum key
distribution have been reported in Refs. [54] and [55], respec-
tively. We analyze the effect of clockwise collective-rotation

noise in the channel represented by the following unitary rota-

sin 0 )’ o

tion matrix:

cos O

cos O
U= (—sin@

where 0 is a rotation angle characterizing the effect of the
noise.

Collective rotation noise transforms the six states in the
protocol as follows:

|0) — cosB]0) —sinB|1)

cos O —sin6 cos 0 +sinf

= ——— )+ -
T )
io ‘
= (i) e =), @
[1) — sinB|0) +cosO|1)
cos O +sin6 sin@ —cos 6
= |+ —1-
T T )
io
. € . —2i .
= i (l+i)—e 20 —1)), 3)
cos 0 +sin 6 cosO —sin6
+) — 0)+ 1
) = S0 + S )

= cosO|+) +sinB|—)

i(6—m/4) _
= (i) rie ), )
-y o COSG\;;in0|0>*Sin9:}ZCOSG|1>
= cos@|—)—sin0|+)
i(6++7/4) _
= s i), )
i0 i0
|+i) — Lﬂ|o>+ilﬁ|1>
oi(6+1/4) . o
=~z (I4+) —i]=)) = e[ +1), (©6)
e—i6 o—if e—i(6+7/4)
—i 0) — i 1) = i|—
|1>—>ﬁ|>1ﬁ|> 7 (I+)+il=))
= e 191§, (7

Collective-rotation noise introduces bit-flip errors in the
{]0),]1)} and {|+),|—)} bases, and phase in the {|+1),|—1i)}
basis. The weighted sum of the bit-flip errors gives the quan-
tum bit error rate, which can be defined as the probability that
arandomly selected qubit sent by Alice arrives flipped, that is,
|0) as |1), |+) as |—), |+ 1) as | — 1) and vice versa. According
to Egs. (2)—(7) the noise flips the states |0), [1), |+), |—) with
probability sin? @ and |+ i), | — i) with probability 0. As a

result of Alice selecting and transmitting each of the six states

with probability p = 1/6, the collective-rotation noise in the
channel results in a quantum bit error rate given by

1 2
Qo = 8(4sin29) = gsinze. (8)

The QBER is an important parameter in quantum cryp-
tography, it is used to investigate the security of QKD proto-
cols. The QBER gives the ratio of signals for which Alice
and Bob chose the same encoding but where Bob got a mea-
surement outcome different from what Alice prepared. ! Tt is
customary to define a parameter € = Qg as the channel noise
level.!?] We, however, choose not to attach any operational
definition but rather use £ = Qp = 2/3sin* 0 to simplify ex-
pressions whenever it is convenient to do so. We note the pe-

riodic nature of Qy.

4. Security analysis

To perform an intercept-resend attack,®®! Eve randomly
measures qubits sent by Alice in any one of the three bases.
She then forwards, to Bob, qubits prepared in states corre-
sponding to her measurement outcomes.!”! Given an ordered
set S = {]0),|1),|+),|—),|+1i),| — i)} of the possible states
of the qubits, the effect of Eve’s actions can be represented by
the following probability transition matrix:
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cos?(8) sin?(0)

3 3
sin?(0) cos?(0)

3 3

1, . 1 .

Pes — g(sm(ZG)—&-l) g(l—sm(26))
éu ~sin(20)) é(sin(ZO) +1)
1 1
6 6
1 1
6 6

where the elements in the matrix can be interpreted as the
conditional probabilities p(e|a) that Eve obtains a certain

state given that Alice prepares a certain state. The joint

probability p(a,e) that Alice prepares a state |y)4 €
{10Y,]1),]+),|=),[+1),| —i)} and Eve obtains a state |y)g €
{10),11),14),1=), [ +1),| 1)} is given by

pla,e) = p(ela)p(a) = p(ale)p(e), (10)

where p(a) = 1/6 is the probability that Alice prepares a
state [W)a € {[0),[1),[+),|=),|+1),[ — i)} and p(e) =1/6
is the probability that Eve obtains measurement outcomes cor-
responding to a state |W)g € {|0),[1), |+),|—),|+1),|—1)}. It
follows that p(ale) = p(e|a). The summary of the joint prob-
abilities is given in Table 2. The amount of information Eve
gains from each measurement is given by the mutual informa-
tion

1 11
6(1—sm(26)) 6(sm(29)—|—1) 53
1 1 11
8(5in(29)+1) g(lfsin(ze)) i
cos?(6) sin’(0) 11
3 3 66 |, )
sin?(0) cos’(6) 11
3 3 6 6
1 1 1
- - -0
6 6 3
1 1 1
6 6 03
|
I(A:E)=H(A)—H(A|E), (11)
where
1 1
H(A) ==Y p(i)log, p(i) Z log, -~ = —log, —, (12)
6 6 6
and
H(AIE)
= —ZP e)log, p(ale)
_ 2cos2 0 cos2@ 2sin’6 o sin 6
- 9 273 9 8273
n 1—sin26l 1 —sin20 n 1+sin261 1+sin20
9 0g, 6 9 0g> 6
4 1 1 1

Table 2. Summary of joint probabilities of Alice preparing certain states and Eve obtaining measurement outcomes corresponding to

each of the six states on qubits sent by Alice.

Alice sends

Eve obtains

0) 1) I+) |-) |+1) |—i)
|0) (cos?8)/18 (sin®6)/18 (1—sin26)/36 (1+sin26)/36 1/36 1/36
1) (sin®6)/18 (cos?0)/18 (145in26)/36 (1—5in26)/36 1/36 1/36
[+) (1+s5in286)/36 (1—5in28)/36 (cos?0)/18 (sin®6)/18 1/36 1/36
|-) (1—5sin28)/36 (1+5in26)/36 (sin®0)/18 (cos?6)/18 1/36 1/36
[+ i) 1/36 1/36 1/36 1/36 1/18 0
[—i) 1/36 1/36 1/36 1/36 0 1/18

To simplify Eq. (11), we let € = 2/3sin” §; implying that
€ can take values in the interval [0,2/3]. Substituting € into

Eq. (11), reduces the equation to the following:

I(A:E)

——élo 1—1-110 14—273810 2738—#510 £
9 g26 9 g23 9 22 6 3 g22
1—+/3€e(2—3¢ 1—+/3e(2—3¢

n 9( )10g2 6( )
1-‘r\/382 38 +/3e(2— 38) (14)
6

The variation of mutual information /(A : E) with rotation an-

gle 8 is shown in Fig. 2.

0.33
.4? 0.32 }
< 031f
=
% 030}
=

0.29

0 2/m T 3r/4 2m
0/rad

Fig. 2. (color online) Variation of the mutual information between Alice
and Eve (I(A : E)) as a function of the collective-rotation angle 6.

070303-4



Chin. Phys. B  Vol. 25, No. 7 (2016) 070303

We analyze the following two intercept-resend strategies that could be employed by Eve.

(I) Eve breaks the quantum channel between Alice and Bob and inserts both of her devices in between, as illustrated in
Fig. 3(a).

(II) Eve places her preparation device at a location close to, possibly inside, Bob’s lab and connects her measurement and
preparation devices by a lossless classical channel,®® as illustrated in Fig. 3(b).

(b)

Eve (2) Eve

BI-{7] M-

Alice E} T T, @ Bob Alice E} T == » Bob

Fig. 3. (color online) Schematics of the two intercept-resend attack strategies. Quantum channels are represented by continuous arrows, while
dashed arrows represent lossless classical channels. Letters P and M denote preparation and measurement devices, respectively. (a) Eve breaks
the quantum channel between Alice and Bob and inserts both of her devices in between. (b) Eve places her preparation device at a location
close to, possibly inside, Bob’s lab and connects her measurement and preparation devices by a lossless classical channel.

The transition probability matrices describing the transition between the states prepared by Eve and the states obtained by

Bob are given by
cos(9) sin’(¢) La—sin2e)) Leineey+1) L1
3 3 6 6 6 6
) 2
1 1 1 1
i) W Lsin@e) 1) L(1-sin@0) L
1, . 1 . cos? sin? 1 1
—(sin(29)+1) —(1—sin(2¢)) cos”(9) (9) - =
Purn—| © 6 3 3 6 6 (15)
PIE 1 1 sin?(¢9) cos2(¢) 11|
1 1 1 1 1
— — - — - 0
6 6 6 6 3
1 1 1 1 1
il z Z il 0 =
6 6 6 6 3
\
and strategy (I), the elements in Table 3 are given by
1 1 1 1 1 cos?0 cos’¢ sin’0 sin®¢ 1—sin20
z 0 - - - = a= X X
3 6 6 6 6 18 3 18 3 36
11 1 11 14sin2¢ 14sin20 1—sin2¢ 1
0o - - - - - —
3.6 6 6 6 %6 T3 6 iy W
1 1 1 11
1535 3 0 & b — cos? 0 y sin®¢  sin’@ o cos’¢ 1—sin20
Poe=| | | EREREE (16) 18 3 18 3 36
— — 0 — — — o . .
6 6 36 6 o 1 —sin2¢ n 14sin26 o 1+4sin2¢ L7 (19)
1 1 1 1 1 0 6 36 6 108
6 6 6 6 3 cos’0 1—sin2¢ sin’6 1+4sin2¢ 1—sin26
11 1 ¢= % % +
e | R 18 6 18 6 36
6 6 6 6 3 cos’¢ 1+4sin20 sin’¢ 1
respectively. The matrix P4 p of the joint probabilities of Alice ) . L, . .
and Bob’s states is obtained as follows: d = 6 ~ 1 +sin2¢ + sin” 6 ~ 1 —sin2¢ + 1—sin26
18 6 18 6 36
! in”¢  1+sin26 2 1
Pin——xP Pt 17 sin“ ¢ + sin cos“¢ 1
A= ¢ X Fpa X Py (17) X — + X X3 08" 1)
1 .1 .1
The summary of the joint probabilities is given in Table 3. For & = 3¢ h= 3% ‘T ST sa (22)
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Table 3. Summary of the joint probabilities of Alice preparing certain states and Bob obtaining measurement outcomes corresponding

to each of the six states, given an intercept-resent attack by Eve.

Bob receives

Eve sends - -
0 ) ) E) E) —i)
|0) (cos?@)/3 (sin®¢)/3 (1—sin2¢)/6 (1+5in2¢)/6 1/6 1/6
1) (sin®)/3 (cos?)/3 (1+sin2¢)/6 (1—sin2¢)/6 1/6 1/6
[+) (1+sin2¢)/6 (1—sin2¢)/6 (cos?9)/3 (sin®9)/3 1/6 1/6
=) (1—sin2¢)/6 (1+4sin2¢)/6 (sin®¢)/3 (cos?9)/3 1/6 1/6
|+1) 1/6 1/6 1/6 1/6 1/3 0
|—i) 1/6 1/6 1/6 1/6 0 1/3
. Bob receives
Alice sends ) m ) - ) =
|0) a b ¢ d h h
1) b a d c h h
[+) d ¢ a b h h
[-) d b a h h
|+1) g g g g i J
|—1) g g g g j i

The terms c, d, g, and & in Table 3 go to zero during sift-
ing. Therefore, the quantum bit error rate Q, after sifting, is
given by

4b+2j 4—cos2(0+9)

Q:4(a+b)+2(i+j) - 9 - @

The variation of the quantum bit error rate Q with rotation
angles 6 and ¢ is shown in Fig. 4.

0.55

Fig. 4. (color online) Quantum bit error rate Q as a function of 6 and ¢.

In the special case where 0 = ¢, i.e., the noise in both
channels is equal, the quantum bit error rate Q reduces to

_ 3+2sin%26

Q1= 9 (24)

By performing an attack outlined in strategy (II), Eve at-
tempts to minimise her quantum “footprint” by substituting
collective-rotation noise channel with a lossless classical chan-
nel. It turns out that the strategy does not improve her odds of
not being detected, as shown in Fig. 5. To derive the quantum
bit error rate Q», we first compute the elements a—j in Table 3
using Eq. (17), where the matrices P4 and Py are obtained
from Egs. (9) and (16), respectively. The elements g—j equate

to the ones given in Eq. (22). However, the terms a—d evaluate

to the following:

1+cos? 6
= +542» (25)
1+sin“ 0
. 3+54297 -
—sin
- m7 -
sin
d— ;108 . 28)

The terms ¢, d, g, and & vanish during sifting. Therefore, the

quantum bit error rate Q5 is given by

342sin’0
D=—"F" (29)
9
0.6F
0.5- ) 7 ~ . ) 4 N\ .
0.4f / ./
S 0af o h
' — Q1
0.2F
Q2
0.1F
—Qo
0 /2 T 3m/2 2w
0/rad

Fig. 5. (color online) Comparison of the variation of the quantum bit
error rate Q with the rotation angle 0 for the case where there is no
eavesdropping (Qo), the case where the eavesdropper performs the at-
tack outlined in strategy (I) (Q;) and the case where the eavesdropper
performs the attack outlined in strategy (II) (Q2).

Alice and Bob attribute quantum bit error rate above a
predetermined value to eavesdropping. From Fig. 5, a quan-
tum bit error rate above 0.3333 indicates the possibility of
eavesdropping, rendering the channel unsafe for cryptographic
purposes. In practice, the channel quantum bit error rate is
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kept far below this threshold because the overall quantum bit
error rate budget has to take into account all sources of error.
For unconditional security this budget is capped at 12.6%, see
Ref. [18] for the unconditional security proof of the six-state
protocol, further suggesting that only collective-rotation noise
channels with rotation angle (in radians)

6 =nn+8, (30)

where n is an integer and 6 < 0.450 radians, are suitable for
six-state quantum cryptography.

5. Conclusion

We have demonstrated how the six-state QKD protocol
responds to collective-rotation noise. From the analysis, we
note that the six-state protocol is robust against collective-
rotation noise for small rotation angles. We attribute this re-
sult to the symmetry of the protocol. We also note that the
third basis {|41),| — 1)} is rotation invariant under collective-
rotation noise thus reducing the quantum bit error rate. We
recommend the six-state protocol for QKD implementations
where collective-rotation noise is dominant in the communi-
cation channel.
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