Chin. Phys. B Vol. 25, No. 5 (2016) 054201

Image encryption using random sequence generated from
generalized information domain

Xia-Yan Zhang(7K ZA7)!, Guo-Ji Zhang(FK EFE)2 7, Xuan Li(Z3)3,
Ya-Zhou Ren(fF-IF.9)*, and Jie-Hua Wu({lLZ5 %)}

1 School of Computer Science and Engineering, South China University of Technology, Higher Education Mega Centre, Guangzhou 510006, China
2School of Mathematics, South China University of Technology, Guangzhou 510641, China
3School of Software, Fujian Normal University, Fuzhou 350007, China
4School of Computer Science and Engineering, Big Data Research Center, University of Electronic Science and Technology of China, Chengdu 611731, China

(Received 12 September 2015; revised manuscript received 18 December 2015; published online 31 March 2016)

A novel image encryption method based on the random sequence generated from the generalized information domain
and permutation—diffusion architecture is proposed. The random sequence is generated by reconstruction from the gener-
alized information file and discrete trajectory extraction from the data stream. The trajectory address sequence is used to
generate a P-box to shuffle the plain image while random sequences are treated as keystreams. A new factor called drift fac-
tor is employed to accelerate and enhance the performance of the random sequence generator. An initial value is introduced
to make the encryption method an approximately one-time pad. Experimental results show that the random sequences pass
the NIST statistical test with a high ratio and extensive analysis demonstrates that the new encryption scheme has superior

security.
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1. Introduction

With the development of information technology and the
Internet, digital images have been widely used in many ar-
eas. The security of images in some special areas, such as
health systems, military systems, geographic information sys-
tems (GIS) or images of business and personal privacy has be-
come an important issue. Image encryption is different from
text encryption due to some inherent features, such as bulk
data capacity, high correlation among pixels and high redun-
dancy. Thus, most conventional ciphers, such as DES (data
encryption standard), IDEA (international data encryption al-
gorithm), AES (advanced encryption standard), etc. are not
suitable for image encryption especially in real time encryp-
tion.

There is a wide range of algorithms used in im-
age encryption such as cellular automaton (CA),['-31 DNA
computing,*! and chaotic systems. Chaotic systems have
several significant features favorable to secure communica-
tions, such as ergodicity, sensitivity to initial conditions, con-
trol parameters and random-like behavior, which can be con-
nected with some conventional cryptographic properties of
good ciphers, such as confusion and diffusion. After Matthews
proposed the chaotic encryption algorithm in 1989,!7! increas-
ingly research of image encryption technology is based on
chaotic systems.

Many chaos-based cryptography schemes have shortcom-
ings. One is the short cycle length resulting from the finite pre-
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cision of computers which makes various attacks possible.3]
To extend the cycle length of chaotic systems, some chaotic
stream ciphers utilized dual chaotic systems or hyper chaotic
systems.[!-131 Another problem is that the key stream gener-
ated by the chaotic map is completely dependent on the secret
key and remains unchanged to any plain image, which is in-
secure against chosen plain text attack.!!*! In Ref. [14], a new
block encryption scheme was proposed by combining circu-
lar bit shift and XOR operations based on iterating a chaotic

map. Li et al.!l!

showed that there are some security defects
in such a scheme (proposed in Ref. [14]) and most elements in
the underlying chaotic pseudorandom bit sequence can be ob-
tained by a differential known plain text attack using only two
known plain texts. To solve this problem, some approaches
that try to make the encryption process or the key stream re-
lated to the plain image were proposed. In Ref. [16], a chosen
plain text attack of Ref. [14] was presented because of the plain
text-independent key stream, and an improvement was sug-
gested by using a ciphertext feedback mechanism. Xu ez al.!'7]
analyzed and improved the above algorithms by using Chen
chaotic system instead of a logistic map for better random
number sequence and setting the parameter of the Chen map
using the last one byte of encrypted plain text after every iter-
ation. Wang et al.!'8 proposed an algorithm using a logistic
map in which the shuffling and diffusion are performed simul-
taneously and the chaotic maps’ states are altered according
to the encrypted pixel. Zhang et al.!'”! employed a plain text
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feedback in permutation using the max and sum of the pixel
value of the plain image and a plaintext/ciphertext feedback
in diffusion. The permutation process behaves in a “one-time
pad” manner and the diffusion process is sensitive to changes
of plain image. Chen et al.'>”) presented an image encryption
scheme with a dynamic state variables selection mechanism.
The state variables generated from chaotic systems are dis-
tributed to each pixel dynamically and pixel-relatively in both
permutation and diffusion procedures. Dong/?!! proposed a
color image encryption scheme using one-time keys based on
coupled chaotic systems. It employed secure hash algorithm
3 (SHA-3) combined with the initial keys to generate the new
keys which would change in each encryption process.

The permutation—diffusion structure!??! is the most com-
mon and effective encryption architecture and has become
the basis of many chaotic image encryption schemes since
Fridrich developed a chaos-based image encryption scheme
of this structure in 1998,[23] which was first cryptanalyzed in
Ref. [24] using a chosen-ciphertext attack. It is composed of
two steps: pixel permutation and diffusion. In the permuta-
tion process, the positions of image pixels are changed. In the
diffusion process, the pixel values are modified sequentially so
that a tiny change for one pixel can spread out to almost all pix-
els in the whole image. Zhang et al.1>>! used a skew tent map
to generate random sequences then sort the sequence to get in-
dex sequence as a P-box with the same size of the plain image
which totally shuffled the plain image. Zhang et al.”*®! sorted
random chaotic sequences to get the index sequence as small
permutations and then constructed large permutation from the
small permutations and totally shuffled the plain image. Gen-
eral permutation-only image encryption algorithms have been

quantitatively cryptanalyzed!*”!

and one round permutation—
diffusion is not secure enough especially against chosen plain
text attack.[?] Therefore, many image encryption algorithms
employ the permutation—diffusion process by two rounds or
more.

Zhang et al.'*®! proposed a random number generator
based on discrete trajectory transform in generalized informa-
tion domain (RGDG) which has superior randomness. RGDG
has a time-related initial value so that it can generate different
random sequences every time. In this paper, our main contri-
bution includes: 1) We introduce a new factor called drift fac-
tor (DF) and develop an improved algorithm of RGDG called
RGDG-DF, which has an increased speed. 2) RGDG has an
initial value IV = {t,r,u} where ¢ is system time, r is a system
random number and u is user’s personalized input. In RGDG-
DF, IV ={ST, SL Ul}, where ST is system time, SI is system
identifier that is unique, such as hard disk number of the ma-
chine and Ul is user input. 3) IV is employed in RGDG-DF
in a feedback mechanism. In every encryption process, IV is
different so that random sequences generated by RGDG-DF

are different by time and space. The image encryption scheme
is an approximately “one-time pad”. 4) We propose an im-
age encryption scheme based on RGDG-DF. The trajectory
address sequence generated by RGDG-DF is used to create
a P-box with the same size of plain image. A new permutation
method is proposed to shuffle the positions of pixels totally us-
ing the P-box. The random sequences of RGDG-DF are used
as keystreams in the diffusion steps. 5) This algorithm has
a generalized key which only needs to be settled in the first
time at both communication sides. No secret key needs to be
exchanged during the encryption process. Experimental re-
sults show that the random sequences pass the NIST statistical
test39] with a high ratio and the new encryption scheme has
feasibility and superiority.

The rest of the paper is organized as follows. In Section 2,
we describe the generalized information domain, RGDG, and
the proposed RGDG-DF. In Section 3, we describe the scheme
of image encryption and decryption. The experimental results
and security analysis are given in Section 4. Finally, Section 5
concludes the paper.

2. Random sequence generated by discrete tra-
jectory extraction with drift factor

2.1. Generalized information domain and rGDG

Generalized information domain (GID) is the space of
all kinds of digital information stored in digital equipment or
transferred over the Internet that can be expressed by binary
code. With the development of the information technology
and the Internet, GID is so large that it can be seen as an
infinite space to some extent. In this paper, we denote the
generalized information file as GIF which refers to the file in
GID. Because of the diversity of users in cultural background,
career, interests, habits and so on, the user’s choice of GIF
from GID can be seen as random behavior and an entropy
source that is easy to get without any other facility. Zhang
et al.*°) proposed a random number generator based on dis-
crete trajectory transform in the generalized information do-
main (RGDG). In RGDG, they first reconstruct the GIF and
user input using shift operation with restriction condition to
get the data stream which has good statistical properties and
appropriate length denoted by background (BG). Then, a dis-
crete trajectory extraction (DTE) method is proposed to extract
the random number from BG. A system random source called
initial value IV = {¢,r,u} where ¢ is system time, r is a system
random number, and u is the user’s personalized input that is
introduced. IV is used to calculate the extraction position and
the extracted data is used in updating the IV in a feedback
mechanism. Experimental results showed that RGDG had su-
perior randomness and passed the NIST statistical test with a
high ratio. However, we found that RGDG spends most of the
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time on calculating extraction positions. To speed up RGDG
and preserve its good property at the same time, we propose
an accelerated scheme based on drift factor (DF) in this paper,
called RGDG-DF. DF is 32-bit vector used in the process of
calculating extraction positions in Section 2.3.

2.2. Reconstruction from GIF

According to Ref. [29], GIFs usually have bad statistics
properties such as low information entropy, high correlation
coefficient, etc. To generate random number sequences, we
also reconstruct GIF first to get a sequence with an appropri-
ate length and good statistics properties which is called BG.

The reconstruction process includes n rounds. We note
GIF as RB (reconstruction block) and the result of the ith
round of reconstruction as RB! = {RB;} (j=0,1,2,...;, —
1), where RB’j is an 8-bit data. In each round, the reconstruc-
tion process can be presented as follows:

RB' = f(RB ! s;,l;), s; €N, [eNT, (i=1,2,...,n). (1)

In Eq. (1), parameter (S,L) = {(s;,1;})} (i=1,2,...,n), where
s; means the starting position of round i and /; means the length
of sequence of round i. The reconstruction process is given be-
low in detail

, - sitJ
RBj = RL(RBl(Si+j) mod /iy’ \‘ li-1 J>7

(i=1,2,...,m; j=0,1,....051), )
!/ ) — .
RB; _ R].Sj’ CRBj Cmin < {41, 3)
mln{k|ck = Cmin}a CRB/J. — Cmin = 41,
where RL means rotate left shift, and RL(RBE;LJ.) mod ;_;?
|(si+Jj)/li—1]) means rotate left shift RBi! by

(si+J) mod /;_y
|_(Si+j)/li_1J bits.

In Eq. (3), a counter vector C = {¢} (k=0,1,...,255)
is introduced, where c; records the frequency of code k dur-
ing the extraction process of each round and ¢, = min{cy }
(k=0,1,...,15). At the beginning of each round, C will be re-
set to zero. The restriction condition cRB} — Cmin < g1 18 used
to control the frequency distribution of each code of RB' to be
balanced. The restriction factor g is used to control the degree
of the balance level. If g gets smaller, the restriction condi-
tion becomes more critical and the frequency distribution of
the code sequence is more balanced. It is proved in Ref. [29],
if [; > 255 x ¢y, each code of RB' exits and the frequency dif-
ference of any two codes is no more than g;. After n rounds
of reconstruction, we obtain a sequence RB" and note it as
BG = {b;}, where b; € {0,1,...,255} (i=0,1,2,...,1,—1).

2.3. Random sequence extraction

BG cannot be used as random sequence directly be-
cause it has some regular pattern, not random. Therefore,

an extraction method is used to generate random number se-
quences. The process of generating random number sequences
SK and trajectory sequence PK from BG can be presented as
(SK,PK) = f(BG,IV,D), where f is the extraction function.
In each extraction operation, four bits of data are extracted
from BG and added into the final random sequence based on
some restriction condition. We introduced another counter
vector denoted by C' = {¢;} (k =0,1,...,15), where c
records the frequency of code k during the extraction process,
C' is initialized as zero and ¢|;, = min{c}} (k=0,1,...,15).

The extraction process is given as follows.

Step 1 Set IV = {ST,SI,UI}. ST is system time gener-
ated by the computer system and SI is system unique identifier
such as hard disk number of the machine. UI depends on user’s
input, such as a number, a sentence, etc. The size of ST and
SR is four bytes in standard configuration.

Step 2 Hash transformation of IV. Choose an irreversible,
strong, collision-free hash function to transform I'V to a vector
Al = (xp,x1,...,%n). The size of x; (i =0,1,...,m) is 32 bits.

Step 3 Calculate the extraction position, trajectory ad-
dress (ta) using

i—1
ta— [z:“l (o) a0

where a; = x; mod d;, D = (dy,d\,...,dy), and d; € Z" (i =
0,1,...,m).

Step 4 (Only in the first round) Initialize DF. Start at po-
sition ta (by bit) of BG and sequentially get 32 bits data noted
o to initialize DF using formula

mod (81), )

DF = w. S)
Step 5 Calculate ta using DF by formula
ta = (ta+ DF) mod (81;). (6)

Step 6 Extract random number. Start at position ta (by
bit) of BG and sequentially get four bits data noted M. If M
cannot satisfy the restriction condition (i): ¢j; — ¢/, < ¢2, then
let ta = ta+ 1 and get four bits data sequentially again. Repeat
this process until we get a data M satisfying condition (i).
Step 7 Update DF using formula

DF = (DF < 4)|M. N

Step 8 Repeat Steps 5-7 four times and obtain M four
times. Then go to Step 9 until we obtain sequence of requested
length.

Step 9 Get new AL Al = (xg,x1,...,X,) IS seen as a
32 x m-bit-long sequence. Left shift four bit of Al and add
four bits data M from Step 6 into the rightmost four bit of Al
then get the new Al. Then go to Step 3.

Repeat Steps 3-9 until we get sequence SK of requested
length. Another sequence SK’ can be generated similarly. In
addition, we record the ta sequence denoted by PK which will
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be used in the permutation part of the image encryption pro-
cess.

In RGDG, analysis results show that the computation of
Eq. (4) is time-consuming, taking about 60% of the whole
time. This is because that equation (4) uses plenty of multi-
plications. To improve the efficiency of RGDG, in RGDG-DF,
a 32-bit vector DF is introduced in Steps 4-7. In Step 4, DF
is initialized by random data from BG and is different every
time. Calculating ta using DF and the previous ta as in Step 6
mainly uses the addition operation which is more time-saving
than Eq. (4). In Step 7, the extracted data M is used to up-
date DF in a feedback mechanism which makes the extraction
process more complex. Figure 1 shows the distribution of tra-
jectory address (ta) and the changing process of DF sequence.
We can see that ta has a balanced distribution in BG sequence
and the changing process of DF is a random process like white
noise.
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Fig. 1. (a) Distribution of ta sequence on BG (500000 bits), (b) chang-
ing process of DF.

2.4. Parameters

RGDG-DF has key K = {GIF, (S,L),D}, parameters g
and g». The suggested value ranges of parameters are summa-

rized as below.

(D GIF. GIF can be any type and any size, such as an im-
age, a video, etc. Therefore, its space is infinite theoretically.
In practice, we suggest the size of GIF between 0.5 KB and
10 MB for safety and space reasons.

an (S,L) = {(si, i)} (i=1,2,...,
construction round. We test the influence of (S, L) under vari-
ous GIFs with different length and content and find that when
n > 3, the statistic properties of the reconstruction sequence

n), where n is the re-

are better. However, the efficiency decreases when n increases,
so we suggest n € [3,7]. From Section 2.2, we can see that the
effective GIF which is actually used in the algorithm is related
to (s1,11), so we suggest I; > 500 in order to resist against
brute force attack.

(D) D = (do,dy,...,dn).
x; mod d;, which means that D determines the effective range

From Eq. (4), there is a; =

of Al Therefore, for long time usage, we suggest min{d;} >
1000.

(IV) g1 and gq». When the sequence length is less than
1000000 bits, tests show that when the restriction parameters
q1 and ¢, are less than 25, the restriction is too strong, the
pass ratios of the NIST random tests39 random excursions,
random excursions variant and approximately entropy are less
than 60%. When ¢; and ¢, are more than 70, the restriction
is too weak, the pass ratios of the tests’ random excursions,
random excursions variant and approximate entropy are less
than 85%. We suggest 25 < g; < 65 and 25 < ¢» < 70. When
generating long sequences, we suggest increase ¢; dynami-
cally such as adding ¢g; by one every time when generating
1000000 bits.

3. The scheme of image encryption and decryp-
tion based on RGDG-DF

The encryption algorithm is based on the permutation—
diffusion architecture. The random sequence PK is used to
generate a P-box then shuffle the plain image while SK’ and
SK are used to diffuse the shuffled image. Some papers!'¢-28]
have shown that one round permutation—diffusion is not secure
enough especially against chosen plain text attack. Therefore,
we add a pre-diffusion to confuse the plain image. Moreover,
a new shuffle method is proposed in the permutation process.
When encrypting any two images the IVs are different in time
and space because ST is different in time and SI is different
in space. In practical situations, different IVs usually result
in different keystreams. Thus, this encryption algorithm is an
approximately one-time pad.

Without loss of generality, we assume the plain image is
a 256 gray-scale image of size M x N which can be seen as a
(P1,p2,---,PMxn), Where p; de-
notes the gray level of the image pixel in the row floor (i/N)

one-dimensional vector P =

column mod (i,N). The algorithm can be described as below.
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3.1. Encryption algorithm

Step 1 Generate a random byte co and three random se-
quences PK, SK’, and SK as described in Section 2.

Step 2 Pre-diffusion. Compute the pixel value of the
middle cipher image by the following formula:

c;:pi@c;_l@sk;7 (l 172,...,M><N), (8)

where @ is bitwise XOR operator and ¢} is the gray level of
the middle cipher image pixel.

Step 3 Permutation. (I) Sort PK = (pky,pka,...,pKy«n)
and obtain PK* = {pkj,pk3,...,pky;n}-

() Find the positions of {pk},pk;,...,pKy«y} in PK
and denote them as T = {t1,1,...,tuxn}, Where pkj = pk,
(i=1,2,...,M xN).

(IIT) Use T as a P-box to shuffle C' = {¢|,ch,...,chyunt
and get P = {p,p5,..., Plyxn} Where

{

Step 4 Diffusion. Compute the pixel value of the cipher

p;l,:c;iﬂ, (i=1,2,....M xN—1),

®)

/
Py = €1y

image by the following formula:

ci=pi@ci1 sk, (i=12,...,MxN), (10

where @ is bitwise XOR operator and ¢; is the gray level of
the cipher image pixel.

3.2. Decryption algorithm

The decryption process is similar to the encryption pro-
cess and is the inverse of the encryption process.

Step 1 Generate a random byte ¢y and three random se-
quences PK, SK’, and SK as described in Section 2.

Step 2 Generate P-box T using the same method as Step
2 in the encryption process.

Step 3 Get P’ = {p|,p),...,Plyxy} from the cipher im-
age using the formula

Pi=ci®ei1 sk, (i=1,23,... . MxN). (1)

Step 4 Perform the reverse operation using P-box 7 and
obtain the middle cipher image C' = {C},C5, ...
P ={p},ph,....Pyxn}> Where

,Clyxn} from

.., MxN. (12)

Step 5 Obtain plain image P = (p1, p2,...,Pmuxn) from
C'={C},C,....Chn} by

pi=cidci_@skl, (i=1,2,...,MxN). (13)

In our scheme, we propose a new shuffle method shown
in Eq. (9) which has a simple inverse shown in Eq. (12). Equa-
tion (12) only uses the P-box T and does not need to calculate
the inverse permutation sequence. This makes the decryption
process more efficient.

4. Experimental results and performance analy-
sis
4.1. Performance test and analysis of the random sequence
We choose 10 groups of different keys and parameters as
shown in Tables 1 and 2 to generate 100 random sequences
of 1000000 bits for each group and test them using NIST spe-
cial publication 800-22,13% a statistical package consisting of
15 tests for random and pseudo-random number generators for
cryptographic applications. The results are shown in Table 3.

Table 1. Ten groups of keys and parameters for the NIST tests. Groups 1-5.

No. 1 2 3 4 5
GIF IE11-Windows6.1.exe (1.98 MB) Baboon.bmp(256 x 256) (257 KB)
(q1,92) (26,26) (30,70) (35,35) (40,60) (45,45)
n 3 4 3 4 5
N (1,2,3)x2400 (1,2,3,4) x600 (1,2,3)x1000 (1,2,3,4) x1200 (1,2,3,4,5) x1400
L (1,2,3)x44000 (1,2,3,4) x30000 (1,2,3)x20000 (1,2,3,4) x18000 (1,2,3,4,5) x12000
D (2151,4302, 6453) (16291,30042, 43793,57544) (1989,3978, 5967) (3989,7978, 11967,15956) (12021,24042, 36063,48084,60105)
Al (41,18467, 6334) (234,30031, 11744,4443) (77,5628, 6232) (68,6151, 18175, 22398) (77,5628, 6232,29052,1558)
Table 2. Ten groups of keys and parameters for the NIST tests. Groups 6—10.
No. 6 7 8 9 10
GIF fips1402annexa.pdf (89.8 KB) ReadMe.htm (966 B)
(q1,92) (50,50) (55,55) (60,40) (65,65) (65,70)
n 3 4 5 3 4
S (1,2,3)x2000 (1,2,3,4)x44 (1,2,3.4,5) x333 (1,2,3)x 1800 (1,2,3,4) x4200
L (1,2,3)x40000 (1,2,3,4) x44000 (1,2,3,4,5 x36000 ) (1,2,3)x90000 (1,2,3,4) x100000
D (6024,12048, 18072)  (6024,12048, 18072,24006)  (8691,14842, 20993,27144,33295) (14894,28518, 42142)  (32299,34856, 37413,39970,42527)
Al (90,15854, 12153) (103,26079, 18073,24951) (123,25034, 26954,5491,14890) (228,8535, 8784) (159,12194, 26852,8043,30046)
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Table 3. Results of the NIST statistical test (at the 1% level).

Statistical test Average pass ratio/%

Frequency 100.00
Block frequency 99.30
Cumulative sums (FORWARD) 100.00
Cumulative sums (REVERSE) 100.00
Runs 100.00
Longest run 99.70
Rank 99.00
FFT 98.80
Non overlapping template 99.80
(template =000000001)

Overlapping template 99.60
Universal 98.20
Approximate entropy 99.00
Random excursions (x = —1) 99.30
Random excursions variant (x = —1) 99.50
Serial 98.20
Linear complexity 99.50

From Tables 1-3, it can be seen that RGDG-DF has
passed the test suit with a high ratio in different configurations.
In some tests, i.e., the frequency test, cumulative sums (FOR-
WARD), cumulative sums (REVERSE), and runs, the pass ra-
tio is even 100%. This shows that RGDG-DF has superior

randomness.

4.2. Key space analysis

Key space size is the total number of different keys which
can be used in the encryption. A good encryption algorithm
should be sensitive to the secret keys, and the key space should
be large enough to make brute-force attack impossible.

In our algorithm, GIF together with parameters (S,L),D
denoted by K = {GIF, (S,L),D} can be seen as generalized
key compared with traditional symmetric cryptography. This
generalized key is different from the traditional key of a mod-
ern cryptography system such as DES, AES in three ways:
(1) the length or size of K is not fixed, (ii) the key space is
infinite, (iii) K can be stored in the facility of both sides of
the communication and does not need to be transferred in a
long time. GIF can be any digital file from the GID so its
space is infinite theoretically. As mentioned before, we sug-
gest that the size of GIF should range from 0.5 KB to 10 MB.
Suppose the size of GIF is 1KB, then the space of GIF is
210248 — 98192 (5 1) = {(s;,1;)}, (i = 1,2,...,n), where s;
and /; are 32-bits integer and n € [3,7]. Suppose n = 3, then
the space of (S,L) is 232*%3 = 2192, D = (dy,d,...,dn),
(i=0,1,...,m), where d; is 32-bits long. If m = 4, then the

232><5

space of D is = 2160 Thus, the key space of our algo-

28] 92+]92+]6O:28544

rithm is at least which is so huge that it

can prevent brute-force attack.

4.3. Statistical analysis

For experimental analysis, IV remains unchanged in Sub-
section 4.3-4.5 and the corresponding Al is given in Table 4.
Key Ko = {GIFy, (So,Lo), Do} and parameters used in Subsec-
tions 4.3—4.5 are also shown in Table 4.

Table 4. Key K and parameters.

GIF So Ly Dy Al 9 @
(1,2,3,4) (1,2,3,4) (4982,9895, (381,22190, 47 47
Baboon.bmp
x400 x60000 14808,19721) 29200,5949)

4.3.1. Histogram analysis

Image histogram is a very important feature in image
analysis. Figures 2(a)-2(d) depict the plain images, cipher im-
ages, and their histograms, respectively. From these figures,
we can see that the histogram of the cipher images is fairly
uniform and is significantly different from that of the plain

image.
4.3.2. Correlation analysis

Correlation between pixels is an important intrinsic fea-
ture of an image. To resist statistical analysis, a good encryp-
tion algorithm should remove the high correlation of the plain
image. We select all the pairs of two-adjacent pixels in verti-
cal, horizontal, and diagonal directions from the plain image

and the cipher image, and calculate the coefficient by

E(x) = %Zjv:lxi, (14)

D@ = YN - B, (1s)

cov(y) = S X b E@Ibi-EG), (16)
_cov(x,y)

" /Dbl .

where x and y are gray-scale values of two adjacent pixels in
the image and N is the total number of pixels.

We test the correlation coefficients of adjacent pixels in
the plain image “Lenna” and its cipher image and the result
is listed in Table 5. It shows that the correlation coefficients
of adjacent pixels in the cipher image are negligible around
zero. Moreover, we choose 1000 pairs of two horizontally ad-
jacent pixels and their correlation is shown in Fig. 3. These
results substantiate that the proposed algorithm has removed
the strong correlation among neighboring pixels of the plain
image.
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Fig. 2. (color online) (a) Plain image, (b) cipher image, (c) histogram of the plain image, and (d) histogram of the cipher image.

Table 5. Correlation coefficients of two adjacent pixels in the plain image and cipher image.

Direction Plain image Our algorithm Ref. [18] Ref. [19] Ref. [25]
Horizontal 0.939918 0.000369102 0.0014 0.0035 -0.000848277
Vertical 0.969235 0.000636604 0.0171 0.00247 0.00370914
Diagonal 0.937176 0.000996246 0.0054 0.00107 -0.000188985
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Fig. 3. Correlations of two horizontally adjacent pixels: (a) correlation of the plain image and (b) correlation of the cipher image.

4.3.3. Information entropy analysis

The information entropy is an important feature of the

randomness and the information entropy H(s) of a message

source s can be calculated as

V1 1
H(S) = Zi:() p(si)logZ_

p(si)’

(18)

where p(s;) denotes the probability of symbol s;. For a true
random 256 gray-scale image, the entropy should be 8. The
entropy of cipher images of three plain images “Lenna”, “Ba-
boon”, and “Pepper” is shown in Table 6. The entropy values
of the cipher images are very close to the theoretical value
eight which means the information leakage in the encryption
process is negligible. The results of the proposed algorithm
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and three existing algorithms!'%:1%23] are shown in Table 7.

Table 6. Entropy value for the cipher images.

Plain image Entropy value

Lenna 7.99793
Baboon 7.99929
Pepper 7.99922

Table 7. Entropy value for cipher images of “Lenna”.

Cipher image Entropy value
Ref. [18] 7.9974
Ref. [19] 7.9973
Ref. [25] 7.99748
Proposed 7.99793

4.4. Sensitivity analysis

In order to measure the different ranges between two im-
ages, we use NPCR (number of pixels change range) and
UACI (unified average changing intensity),

Y. ;D j)
W x H

NPCR = x 100%, (19)

— Tes x 100%, (20)

1 |C](l.,j)*C2(l.,j)‘
UACI =
wal%
where ¢ and ¢; are two images with the same size W x H. If
c1(i,j) = ca(i, j), D(i, j)=1; otherwise D(i, j) = 0.

4.4.1. Key sensitivity analysis

Key sensitivity is an essential feature for any good cryp-
tosystem which guarantees the security of the cryptosystem
against the brute-force attack to some extent. In the proposed
algorithm, the generalized key K = {GIF, (S,L),D} is com-
posed of several parts so we run several tests for each part of
the key K separately. We randomly change one bit of GIF
1000 times to get 1000 slightly different GIFs and keep (S, L),
D unchanged. We encrypt image “Lenna” using K, and these
1000 keys and calculate the average NPCR and UACI of the
cipher images using Eqgs. (19) and (20). There are 29 re-
sults that NPCR = 0, UACI = 0. This is because the effec-
tive GIF is related to (s1,/;) and the only changed bit may
not belong to the effective GIF. However, the effective GIF
is large enough to resist the brute force attack. The average
results of the 971 groups are shown in Table 8. Similarly,
change one value of (Sp,Lo) by adding or minusing 1 sepa-
rately and get a series keys. We encrypt image “Lenna” using
Ky and these keys and calculate the average NPCR and UACI
of the cipher images. The average results are shown in Ta-
ble 8. IV = {ST, SI, UI} sent with the cipher image is not part
of the key, but is the unique variable of the encryption algo-
rithm and when the key is fixed, IV is the main factor of the
approximately one-time pad manner. Therefore, a tiny change

in the IV should cause a substantial change in the cipher im-
age. Al = (xg,x1,...,%y) is the hash transformation result of
IV. For simplification, we test the sensitivity of Al instead of
IV. We choose Aly = (xg,x1,...,X,) and Ko to encrypt plain
image “Lenna” and then encrypt the same image with the same
Ko and other slightly different Als. The NPCR and UACI be-

tween the cipher images are given in Table 8.

Table 8. NPCR and UACI between cipher images with key Ko and
slightly different keys.

K NPCR/% UACI/%
GIF 99.6086 33.50182
(S,L) 99.60309 33.50534

D 99.62176 33.49288

Al 99.60233 33.5227

4.4.2. Plaintext sensitivity

In order to resist differential attack, a tiny change in the
plain image should cause a substantial change in the cipher
image. Given a 256 gray-scale plain image P of size 256256
and get a P’ which only has a single pixel difference in a ran-

dom position (i, j), where i, j =0, 1,...,255,

oo J P )+, if p(i, ) <255,
Pl = { 0, otherwise.

2D

Encrypting P and P’ obtains the cipher images C and C/,
then we calculate NPCR and UACI using Egs. (19) and (20).
We test 3 groups of plain images, randomly repeat this pro-
cess 100 times and get the average NPCR and UACI shown in

Table 9, respectively, which are very close to their expectation.

Table 9. NPCR and UACI between cipher images with slightly different
plain images.

Plain image NPCR/% UACI/%
Lenna 99.5737 33.4789
Baboon 99.60791 33.44112
Pepper 99.61115 33.46517
4.5. Speed

We have used Microsoft Visual Studio 2010 to run
RGDG,* RGDG-DF, encryption and decryption programs
in a personal computer with an Intel Core i3 CPU 2.53 GHz,
2 GB memory and 250 GB hard-disk capacity, and the op-
eration system is Microsoft Windows 7. The average speed
of RGDG-DF is 8.29 M/s and the average speed of RGDG is
5.78 M/s. The average time of encryption/decryption on 256
gray-scale images of size 512 x 512 is 150 ms. Considering
the speed of the Internet transmission, our algorithm can well

satisfy the practical situation.
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4.6. Resistance to known plain text and chosen plain text
attacks and one-time pad

Compared with that in Ref. [29], we add a random value
SI in the initial value IV. It can be deduced that when en-
crypting any two images, IVs must be different. ST is sys-
tem time generated by computer system so when encrypting
images at different times the STs are different. SI is sys-
tem unique identifier such as hard disk number, mainboard
number, etc. When encrypting the two images at the same
time then they must be at different machines so that SIs are
different. It is easy to notice that Eq. (4) is an injection of
A = (ap,ai,...,ay). Therefore, in a practical situation, differ-
ent I'Vs usually result in different random streams. Thus, ev-
ery encryption uses different keystreams and this encryption
method is an approximately one-time pad. Therefore, the at-
tacks proposed in Refs. [15], [16], and [28] become ineffective
to this new scheme. The proposed scheme can easily resist the
known plain text and the chosen plain text attacks.

4.7. Key management

Key management includes key storage, key

backup/recovery, and key period. In our scheme, the key
K = {GIF, (S,L),D} can be seen as a generalized key com-
pared with traditional symmetric cryptography. The process of
the communication in practical usage is shown in Fig. 4. The
key K only needs to be settled by both sides of the communi-
cation in the first time and can be stored at the machine of both
sides. No secret key needs to be exchanged during the encryp-
tion process. IV and the cipher image are sent to the receiver
on a public channel. Therefore, our scheme can tremendously
reduce the risk of key leakage. For example, the sender and
receiver choose the newest installation package of iTunes as
GIF. The key {(S,L),D} is exchanged on a safety channel.
GIF can pretend to be an ordinary file in the computer and
does not need to be stored securely. In addition, the backup
GIF can be found on the Internet anytime which is very con-
venient. The period of ST is 232 /(60 x 60 x 24 x 365) = 136
year (when the time unit is seconds). When a longer period
is needed, a larger ST such as 64 bits could be applied, so in
a quite long time, both the sender and receiver do not need
to change the key for safety which saves sources from key
distribution and exchange.

K ={GIF, (S, L), D} K ={GIF, (S, L), D}

v
sender >
cipher-image

receiver

Fig. 4. Communication of the sender and receiver.

5. Conclusion

In this paper, we propose a novel image encryption
method based on random sequence generated from general-
ized information domain and permutation—diffusion architec-
ture is proposed. This algorithm takes user’s random choice
of the GIF as the entropy source and generates a random se-
quence by reconstruction from GIF and discrete trajectory ex-
traction from the data stream. A new drift factor is introduced
to accelerate and enhance the random generator. The trajectory
address sequence is used to generate a P-box and then shuffle
the plain image conpletely using a new permutation method
and the random sequence is used as the keystream. A unique
IV composed of ST, SI, and Ul is introduced to make the en-
cryption method an approximately one-time pad. Thus, the
proposed scheme shows good resistance to the known plain
text and the chosen plain text attacks. Experimental results
show that the random sequences can pass the NIST statistical
test with a high ratio. The key space is large enough to resist
brute-force attacks. Statistical analysis shows that the cipher
image of the scheme has high information entropy and low
correlation coefficients so that it can resist statistical attack.
The scheme has high key sensitivity and plain text sensitiv-
ity to anti differential attack. Moreover, the scheme has a high
encryption speed. This algorithm has great advantages in prac-
tical use especially in some special areas which require high

security such as military systems.
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