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Chang et al. [Chin. Phys. B23 010305 (2014)] have proposed a quantum broadcast communication and authentication
protocol. However, we find that an intercept-resend attack can be preformed successfully by a potential eavesdropper, who
will be able to destroy the authentication function. Afterwards, he or she can acquire the secret transmitted message or even
modify it while escaping detection, by implementing an efficient man-in-the-middle attack. Furthermore, we show a simple
scheme to defend this attack, that is, applying non-reusable identity strings.
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1. Introduction

Cryptography aims at sharing secret messages between
users, while revealing nothing to eavesdroppers. In classical
cryptography, most schemes are conditionally secure under
the assumption of computational complexity, except for the
one-time pad (OTP) crypto-system. In OTP, an unconditional
secure string is used to encrypt messages to be transmitted in
a public way. The major difficulty of the OTP crypto-system
comes from how to securely distribute key bits. Quantum key
distribution (QKD) is such a mechanism to transfer an uncon-
ditional secure string. Since the first QKD protocol was pro-
posed by Bennett and Brassard in 1984,[!l QKD has attracted
a great deal of attention because of its attractive property of be-
ing unconditionally secure, and a lot of QKD protocols have
been presented.>~*! Besides QKD, a variety of quantum cryp-
tography has been proposed, such as quantum secret sharing
(QSS),1-13] quantum signature (QS),!'*'7! and quantum pri-
vate queries (QPQ).[18-241 1p the last few years, QPQ has be-
come a subject of intense focus. It solves the most concerned
problem of privacy of both database and users, which still
needs to be further studied.

Recently, quantum secure direct communication (QSDC)
appeared as a novel branch of QKD.> Different from
QKD, QSDC is to realize the task of transmitting messages
directly, without pre-shared secret keys. The first QSDC was
presented by Beige et al. with a single photon in 2001.1%°! In
2002, Bostrom and Felbinger put forward a ping-pong scheme
with Einstein—Podolsky—Rosen (EPR) pairs.!?®! However, the
ping—pong scheme is proved to be quasisecure when using a
perfect quantum channel.[*”! Later, in order to improve the se-
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curity, Deng et al. presented a two-step QSDC scheme. 8]

In their paper, a sequence of ordered EPR pairs is prepared
and then divided into two subsequences, where one serves
as the checking string and the other as the message-encoding
string. In 2004, Deng and Long presented a QSDC scheme
with a one-time pad crypto-system which is more practical. [>’!
Thereafter, the investigation into multiparty QSDC schemes
has naturally been considered.[*!!

Quantum broadcast communication (QBC)*=1 is one
kind of multiparty QSDC scheme. QBC is a scheme which
attempts to transmit secret messages from the sender Alice
to a dynamically changing group of users (Bob, Charlie, ...)
through broadcasting channels. QBC ensures only authorized
users obtain subscribed information and others can learn noth-
ing. In 2007, Wang et al. proposed three QBC schemes, where
identity authentication is realized by utilizing hash function
and local unitary operations./*?! Later in 2010, Yang et al. im-
proved the scheme of Wang et al. in efficiency, and also used
the hash function to authenticate identity.[*3! It is known that
design is an important work in cryptography. As pointed out
by Lo and Ko, breaking cryptographic systems was as impor-
tant as building them.[**! Cryptanalysis is also important for

y.[43-301 It helps estimate the security of

quantum cryptograph
a protocol, find potential loopholes in it, and improve it to level
up the security.

More recently, Chang et al. proposed a quantum broad-
cast communication and authentication (QBCA) protocol, ']
based on the Greenberger—Horne—Zeilinger (GHZ) state and a
one-time pad crypto-system. This protocol is easier to be im-
plemented than that referred to by Wang et al.'**! and Yang

et al.'3 The reason is that Chang et al.’s protocol gives up
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hash functions and local unitary operations for eavesdropping
detection and authentication, but applies a reusable pre-shared
binary string serving as an identity string, and the classical
XOR operation. However, the security requirements may not
be satisfied as mentioned in Chang et al.’s protocol.

In this paper, we study and analyze the security of Chang
et al.’s QBCA protocol. We implement a devised intercept-
resend attack, which introduces no error. By applying this
attack, a potential eavesdropper Eve can successfully deduce
the identity strings, which are the symbols of authorized users.
With these identity strings, Eve has the capacity to implement
an efficient man-in-the-middle attack.!>®! That is to say, Eve
can impersonate an authorized user to communicate with the
sender and obtain the transmitted message, or the sender to
transfer the transmitted message or even a modified one (e.g.,
a useless message) to authorized users, while not being de-
tected. To avoid this loophole, we also put forward a possible
manner to help suffer the intercept-resend attack.

The rest of this paper is arranged as follows. In Section 2,
we review Chang et al.’s QBCA protocol in detail. In Section
3, we introduce a devised intercept-resend attack for Chang et
al.’s protocol and give an improved scheme to avoid the weak-
ness and an analysis to prove it to be effective. Finally, we
conclude this paper.

2. Review of Chang et al.’s protocol

In this section, we review Chang et al.’s protocol. Before
the scheme starts, there are some assumptions. Suppose Al-
ice is the sender, and Bob and Charlie are the two legitimate
receivers. The secret message to be transmitted is a classical
string. Alice pre-shares an N-bit identity string IDg and ID¢
with Bob and Charlie, respectively. The details of Chang et
al.’s scheme are described below.

Step 1 Alice generates three sequences of quantum
states, one serving as the information carrier, and the other two
as decoy states. Firstly, she prepares a sequence of ordered N
triplet GHZ states in the form |¢ >= %ﬁ(|000> + [111))123.
She then divides the N GHZ states into three ordered parti-
cle sequences Si, S> and S3, respectively, where the subscript
indicates which sequence each particle of every state belongs
to. After that, she prepares N-qubit sequences Sipg and Sipc
according to IDp and IDc, respectively. Taking Sipp as an
example, if the i-th bit of IDp (denoted as IDg?) is 0, S{DB is
randomly encrypted by qubit |0) or |1); otherwise, Sty is ran-
domly encrypted in state |+) or |—). Sipc is prepared in the
same way.

Step 2 Alice inserts Sipg and Sipc into S and S3, con-
structing new sequences S, and S, respectively. Concretely, if
IDg’ = 0, Alice inserts Si behind S5; otherwise, she inserts
it before Sé. She constructs S5 with the same method. Then
Alice transmits S} and S5 to Bob and Charlie, respectively.

Step 3 Bob and Charlie distinguish Sipp and Sipc from
S5 and S5 with the knowledge of IDg and IDc, respectively.
Then they both measure Sppg and Sipc with corresponding
bases of Sipg and Sipc.

Step 4 Alice requires Bob and Charlie to declare the state
of each photon in Sipg and Sipc, but not including the basis in-
formation. One possible way for Bob and Charlie is to publish
bit O for the result |0) or |[+), and 1 for |1) or |—). Then Alice
authenticates them by comparing the announced information
with the initial states of Sipg and Sipc. If the error rates are low
enough, Alice confirms Bob and Charlie are legitimate users
and believes there are no eavesdroppers. Then they proceed to
the next step. Otherwise, Alice stops this communication.

Step 5 Bob and Charlie use the Z basis to measure every
photon in S and S3, forming ordered classical sequences Cg,
and Cs,, respectively. Bob and Charlie both announce which
photons they do not receive in S, and S3 in order. For lost
photons, Alice discards corresponding photons in S, so do
Bob and Charlie. Then Alice measures the remaining photons
in §1 with Z basis forming an ordered classical sequence Cs, .
Suppose Cs, is an N;-bit string. Alice takes the first Ny bit
from secret message M as M, and encrypts it with Cs, using
the XOR operation bit by bit to obtain encrypted message C.
Then Alice publishes C.

Step 6 Bob and Charlie decrypt C with Cg, and Cs,, re-
spectively, using XOR operation bit by bit, then obtain secret
message M) and store it. Till now, Alice, Bob, and Charlie
complete one communication.

3. Analysis and improvement
3.1. Security analysis of Chang et al.’s QBCA protocol

In Chang et al.’s QBCA protocol, the authors have proved
the security based on the fact that the true random number
Cs, used as a one-time pad is unknown to anyone else except
Alice and Bob. Suppose an eavesdropper Eve, who does not
know the number Cs,, tries to obtain the transferred message,
she will fail since the OTP is a secure system. However, is
it true that Eve really cannot get the number Cs,? To answer
the question, we should first track the security foundation of
the number Cs, . Cy, is formed by measuring sequence S1 with
the Z basis in order. A legal user Bob can deduce Cs, from
S>. The security of S, comes from the secure positions of the
bits in S or Sipp, and identity string Sipg determines the po-
sitions. However, in Chang et al.’s QBCA protocol, Bob’s
identity Sypg will be totally leaked out to Eve. The chance is
given by that the identity string is reusable. Afterwards, we
will prove it in detail.

We first introduce an intercept-resend attack to Chang
et al.’s protocol to invalidate the authentication function and
then implement a successful man-in-the-middle attack to ob-
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tain the transmitted message or even replace it with a mod-
ified one. It is obvious that, in Chang et al.’s protocol, the
authorized users Bob and Charlie act in the same character to
the sender Alice, and behave the same in the protocol. With-
out loss of generality, we take Bob as an example to analyze
Chang et al.’s protocol.

Reviewing Chang et al.’s QBCA protocol, we find that the
test for the authentication is also a test for potential eavesdrop-
pers. Both processes functioning wells are due to the fact that
just Alice and Bob know the pre-shared identity string. With-
out the identity IDg, an eavesdropper Eve cannot successfully
cheat Alice to obtain the secret message. Since she does not
know IDg, she cannot provide the proper information in Step
4, so Alice will calculate a high error rate and then detect Eve.
However, in Chang et al.’s protocol, the identity string will
be totally revealed. This is because of the statement that the
identity string is reusable. By exploiting this little defect, we
present an effective attack on Chang et al.’s protocol.

Eve attacks Chang et al.’s protocol using the following
steps:

(A1) Eve enters the communication process. She imper-
sonates one participant to contact with the other one, in order
to excite the communication.

(A2) Once the communication starts, Eve intercepts ev-
ery photon from Alice. Then she makes different movements
to these photons, according to their positions in the sequence
S%. If the photon is the 2i-th qubit of S}, Eve measures it with
the Z basis and resends it to Bob; otherwise, the photon is the
(2i + 1)-th qubit, and she just lets it go towards Bob. Here, i
ranges from 1 to N.

(A3) Eve reveals the complete identity string IDg. When
Chang et al.’s protocol proceeds to Step 4: the authentication
and eavesdropping detection, Eve compares her measurement
results with Bob’s announcement in order. Repeating this ac-
tion for enough communications, she is able to obtain IDg,
while not being detected by Alice.

Looking at Step 4 again, we find that, in S5, the secret
qubit and decoy qubit always appear in pairs. That is, one of
the (2i — 1)-th and 2i-th qubits in S% must belong to S, and the
other belongs to Sipp. Thus, every photon in the even position
of 8} is either a secret qubit or a decoy state corresponding to
IDg’ = 0. Another important point in Chang ef al.’s authenti-
cation process lies in that Bob is asked to measure Sipg with
the Z basis when IDg’ = 0, as described in Step 4. However,
secret photons should also be measured in the Z basis referring
to Step 5. These two points ensure that Eve’s measurement
does not disturb the process where Alice authenticates Bob.

Recalling Chang et al.’s protocol, they claimed that the le-
gitimate receiver’s identity is a reusable classical string. That
is, no matter how many times the protocol runs, Bob always
use the same binary string IDg for authentication. Therefore,

Eve can compare his results in many communications with
Bob’s publication. As discussed above, for every even pho-
ton in S, it might be a secret photon, then Eve’s measurement
result will be equal to what Bob announces with probability
1/2; otherwise, it is a decoy photon whose corresponding bit
in IDp is 0, then Eve’s result is always the same as Bob’s an-
nouncement. In ideal circumstances, as long as Eve finds there
is one time that his measurement result is unequal to Bob’s an-
nouncement for the corresponding qubit in Sipp, he can con-
firm that the i-th identity bit IDBi is 1; if Eve’s measurement
result is always equal to Bob’s corresponding announcement
many times, he can believe IDBi is 0. In the later case, there
are two situations for Eve and Bob to have equal results. How-
ever, the probability for the case that IDg’ = 1 and induces the
same results for n-times communications is (1/2)", which will
be smaller than 1075 if n = 17. Hence, if there are enough
times when the same results appear, Eve can confirm that IDg’
is 0.

(A4) Finally, Eve obtains or modifies the secret message
by implementing a man-in-the-middle attack.

After the step above, Eve holds the complete identity.
When another communication happens, Eve launches it and
two protocols are performed in parallel: one is between Alice
and Eve, the other is between Eve and Bob. In the former one,
Eve poses as a legitimate user. She just executes the proto-
col normally and the authentication will be passed since she
holds the right identity of Bob. In the latter one, Eve acts
as the sender. She prepares the necessary qubits to form a
fake S,, called SE, sends it to Bob, and passes the authentica-
tion. In this way, Eve achieves the man-in-the-middle attack
on Chang et al.’s protocol. If Eve just wants to acquire the
secret message without modifying it, an intercept-resend at-
tack is enough. She first intercepts every photon transmitted
by Alice. Then, Eve distinguishes which photon is from S,
and which one is from Sipg. If the photon comes from Sipg,
she just lets it go. Otherwise, she measures it with the Z basis,
and then sends it to Bob. Since Eve does nothing to the de-
coy states, the detection is not disturbed. So Alice’s test will
be passed. On the other hand, Cs,, which decrypts the secret
message, is constructed by measuring S, with the Z basis. So
Eve’s measurement will then reveal the secret message M.

As aresult, we successfully make our intercept-resend at-
tack on Chang et al.’s protocol. With this attack, Eve acquires
the secret identity string Sipg, while introducing no error. On
the one hand, she can obtain the secret message which is trans-
ferred to authorized user Bob. On the other hand, she will not
be detected by the sender Alice. Moreover, by implementing a
man-in-the-middle attack, she can impersonate Alice and send
Bob a fake message instead of the right one, but Bob will be
unaware of it. As mentioned earlier, if we substitute Charlie
for Bob in the above process, the analysis and results will be
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all the same. Furthermore, since Chang et al.’s protocol can
be generalized to a multi-party one, our attack also works on
the generalized one.

3.2. Improvement of Chang et al.’s protocol

Now we consider how to improve Chang et al.’s protocol.
As we have emphasized, the reason why Chang et al.’s pro-
tocol is fragile lies in that the identity string is claimed to be
reusable. This gives an eavesdropper Eve a chance to play the
intercept-resend attack successfully and obtain the secret iden-
tities. To plug this loophole, the sender should not pre-share
a reusable identity with the user. We modify the protocol as
follows.

(R1) Before the protocol starts, we made a substituted
supposition that Alice pre-shares an identity store IDB =
{IDg,IDg,, ...}, with Bob and IDC = {ID¢,IDc»,. ..} with
Charlie. Here, each element from IDB and IDC is a string en-
coded Bob’s and Charlie’s identity, respectively. They fix a
rule to decide the order where these identities are to be used.

The simplest rule is that they agreed to use the identity
in order. That is to say, in round 1, Alice uses IDg; to run
the protocol with Bob, and ID¢; with Charlie, and Bob and
Charlie choose IDg; and ID¢1, respectively; in round 2, Alice
picks IDp; and IDc,. Meanwhile, Bob uses IDg», and Charlie
uses ID¢,; etc. They also can make the rule more complex by
applying a hash function. A possible way is that Alice, Bob,
and Charlie share the same hash function H. They count the
run number x, and pick the H (x)-th identity, respectively.

(R2) When the protocol begins, Alice picks out identities
IDg; and ID¢; from the identity stores according to the agreed
rule, and Bob and Charlie choose the corresponding identity,
respectively.

The following steps in Chang et al.’s protocol are not nec-
essary to be amended. With our strategy, the modified version
is able to suffer from the presented intercept-resend attack.
In our scheme, we abandon the reusable identity, but utilize
a non-reusable identity store. As we have analyzed before,
an eavesdropper Eve cannot deduce one bit of the identity if
she gets the same result to what Bob announced, for the rea-
son that she is not sure whether this bit corresponds to a qubit
from Sipp or S,. However, this bit is certainly from Sipg cor-
responding to an identity bit 1, when Eve finds her result is
different from that of Bob. On the one hand, for one commu-
nication, it is obvious that this attack cannot reveal the com-
plete identity. On the other hand, one may consider whether
he can do more with this imcomplete identity or not. However,
as pointed out in the Ref. [34], it is not sufficient for him to
perform a man-in-the-middle attack or generate fake photons.
Furthermore, we update the identity in each communication,
so the revealed identity information cannot provide efficient
information for the next communication. Thus comparing re-
sults from multi-communications is also not an available way

for Eve to attack this modified version. Therefore, the modi-
fied protocol with non-reusable identity is successful.

To illustrate our analysis in more detail, we make a com-
parison between the reusable version and the modified one
about the information leakage by giving an example. Consid-
ering Bob, the simplest case is that there are only two identity
strings in IDB, IDg; and IDg,. However, the protocol with
a reusable identity just has IDg;. Suppose each identity con-
cludes one bit, and let IDg; = 1 and IDg, = 0. As shown in
Table 1, the probability for the modified version to leak a bit
is 1/4; however, this probability is 1/2 in the reusable one.

Table 1. Comparison between reusable and non-reusable version. ID
denotes the corresponding bit of IDg; and IDg,. PM-S), represents the
possible states of S} after Eve’s and Bob’s measurement.

ID  Result PM-S;
esu

H®10) HRI) [-)KI0) |-)QI0)

1 Bob’s result 0 0 1 1

Eve’s result 0 1 0 0
0)®0) 01 [H®[0) [HRD)

Bob’s result 0 1 0 1

Bob’s result 0 1 0 1

4. Conclusion

In this paper, we have pointed out that there is a loophole
in Chang et al.’s QBCA protocol, where an eavesdropper can
impersonate any legitimate participants in communication and
not be detected. Eve first obtains the secret identity strings of
legitimate receivers through an intercept-resend attack with-
out being detected. Then she is able to obtain or modify the
transmitted message by impersonating both the sender and le-
gitimate receivers, while not disturbing the protocol. Besides,
we present a simple strategy to avoid this loophole by sharing
secret identity stores between the sender and authorized users.
The security analysis shows the improved scheme is capable
of surviving this intercept-resend attack. This makes the im-
proved one more secure.
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