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Passive decoy-state quantum key distribution systems, proven to be more desirable than active ones in some scenarios,
also have the problem of device imperfections like finite-length keys. In this paper, based on the WCP source which
can be used for the passive decoy-state method, we obtain the expressions of single-photon error rates, single-photon
counts, and phase error rates. According to the information of smooth min-entropy, we calculate the key generation rate
under the condition of finite-length key. Key generation rates with different numbers of pulses are compared by numerical
simulations. From the results, it can be seen that the passive decoy-state method can have good results if the total number
of pulses reaches 10'0. We also simulate the passive decoy-state method with different probabilities of choosing a pulse for

parameter estimation when the number of pulses is fixed.
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1. Introduction

Quantum key distribution (QKD)[!?! allows two legiti-
mate parties, Alice and Bob, to establish a common and se-
cret key when the channel is accessible to an eavesdropper,
Eve. Since the best-known Bennett—Brassard 1984 (BB84)
protocol!l was put forward, QKD has attracted more and more
attention all over the world, due to its unconditional security
based on the fundamental laws of physics: no-cloning theorem
and the uncertainty principle. *!

QKD has been developed well both theoretically and
experimentally ! in recent years. However, people have
come across all sorts of difficulties in a real situation.!!]
Though an ideal QKD system is unconditional security, in
fact the necessary assumptions that ideal QKD system need
are not easy to be satisfied. These practical factors such as fi-
nite resources and imperfections of setups, will undoubtedly
threaten the security of the real QKD system, and Eve can
take advantage of the leaks to attack the system. To prevent
the attacks, many countermeasures have been applied. One

13-17) which in-

of them is to employ the decoy-state method!
troduces two or more decoy states to confuse Eve so that she
cannot distinguish the signal state from the decoy states. An-
other important approach is the notion of device-independent
QKD (DI-QKD).!"#-28] What is more, people make works to
characterize the effects of the real imperfect factors on the se-
curity of QKD system in a mathematical way to give a security
proof.[12]

The finite-length key is an important practical factor
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which needs to be solved in a real QKD system. Under ideal
conditions, the data transformed between Alice and Bob are
infinite, and QKD can generate the final secure key from the
infinite data. However, in practice, the data above cannot be
infinite. It may cause statistical fluctuations on relating pa-
rameters. When we regard the finite-length keys, we should
reconsider the security bound in the asymptotic regime.

In recent years, many significant advances have been
achieved.?*3% In 2008, Scarani and Renner!®3! creatively
presented the smooth min-entropy theory to obtain the secu-
rity bound for practical BB84 with finite-length keys. Then
Tan and Cail®** studied the passive decoy-state with finite-
length keys and demonstrated its unconditional security. Their
works show that the practical decoy state can reach the asymp-
totic limit, where the resource is large enough but not infinite.
In 2014, Zhou et al.3%) presented a concise and stringent for-
mula to calculate the key generation rate for QKD using SPD-
CSs with finite-length keys.

In this paper, we first briefly introduce the decoy state
protocol. We focus on the passive decoy-state protocol and
the differences from the active decoy-state protocol. Then we
introduce the phase-randomized WCP source used for the pas-
sive decoy-state method. With this source, we describe the
passive decoy-state protocol without considering the finite-
length key.

The rest of this paper is organized as follows. In Sec-
tions 2 and 3, we briefly introduce decoy state protocol and
the WCP source which has been transformed for the passive

*Project supported by the National Natural Science Foundation of China (Grant No. 11304397).

fCorresponding author. E-mail: 2010thzz@sina.com
© 2016 Chinese Physical Society and IOP Publishing Ltd

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn

010305-1


http://dx.doi.org/10.1088/1674-1056/25/1/010305
mailto:2010thzz@sina.com
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn

Chin. Phys. B Vol. 25, No. 1 (2016) 010305

decoy-state method, respectively. Next, in Section 4, we con-
sider the passive decoy-state method with the infinite-length
key. The affect of the finite-length key on the passive decoy-
state method is analyzed in detail in Section 5. The numerical
simulations of this section are shown in Section 6. Finally,
Section 7 concludes the paper with a summary.

2. Decoy state protocol

In Section 1, we presented the fact that the necessary as-
sumptions an ideal QKD system needs are not easy to sat-
isfy. In the original proposal of the BB84 protocol, a single-
photon source is necessary, but the single-photon source is
still unavailable with current technology. Usually, a weak co-
herent pulse (WCP) source is used instead and many WCP-
based experiments have been done since the first QKD exper-
iment was carried out.’’! However, due to the multiphoton
pulse sent from the WCP source, the QKD system will suffer
from photon-number splitting (PNS) attack.?%3° To protect
the QKD system from PNS attack, one can use the decoy-
state method which could closely reach the performance of
Actually, the method that Alice pre-
pares the decoy state actively can be called the active decoy-

single-photon sources.

state method. Similarly, the active decoy-state method also
suffers from some practical factors. Because of imperfect ex-
periments and channels, it may bring in some side channel
information that Eve can take advantage of having an attack.
For the real active (regular) decoy-state experiments, it is more
difficult to verify the assumption that Eve cannot distinguish
decoy and signal states.[*"]

However, the passive decoy-state method!*!#?] can re-
duce the side channel information in the decoy-state prepara-
tion procedure. Different from the active decoy-state method
which actively changes the intensity of the laser pulses ran-
domly, the passive decoy-state method only has one intensity
pulse. The key point to distinguish in the passive decoy-state
method is clicking or no clicking for Alice’s detector.

The common point between the passive decoy state and
the active decoy state is that the yields and the error rates of
the same photon-number states of the signal states and the de-
coy states shall be equal to each other, which means!!!

Ym:Yr:u em:e;w (1)

where Y,, and Y,), denote the yields of m photons of signal states
and decoy states, respectively, e, and ¢/, denote the error rates
of m photons of signal states and decoy states, respectively.

3. Transformed WCP source used for the pas-
sive decoy-state method

Due to the characters of the WCP source itself, it can-
not be used for the passive decoy-state method directly. Curty

et al.'3* have adjusted the WCP source to make it output
two Fock diagonal states, so that it can be used for the pas-
sive decoy-state method. The fundamental setups are shown
in Fig. 1.
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Fig. 1. The WCP sources!*3*4! used for passive decoy-state method.

In Fig. 1, p and ¢ denote the coherent states of two phase-
randomized WCP source states, respectively,

pe T L il @
o=ety Oﬁ% ) {nl, ©)

with y; and i, denoting the mean photon numbers of the two
signals, respectively. It should be noted that the WCP source
that Curty et al. changed is phase-randomized WCP. Without
additional explanations, the WCP source mentioned through-
out this paper is the source shown in Fig. 1. We consider the
threshold detector as the photon-detector in Fig. 1. In this sce-
nario, the joint probability of having n photons in output mode

a and m photons in output mode b can be written as!*4]
pMe=V | 27
= 1—7v)"d6 4
Dnm alml 27.Jo Y'(1=7) ) 4)

where the parameters v, 7, and £ are given by

L = Uy + U3,
it 4pp(l—1)+&cos O

)

(V]
& =2/l -1, (5)

where ¢ denotes the transmittance of a beam splitter.
Whenever the sender, Alice, does not care about the re-

sult of the measurement in mode b, the probability of having n
photons in mode a can be written as

= Z Pnm =
m=0

For Alice’s detector, the joint probability of having n pho-

n 2T
v 1/ Ye v7de. )

n! 27 Jo

tons in mode a and no click in the threshold detector now has
the form

l_dA Z l_nd Pnm
m=0
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vie MV 1 2m
=(l—-¢) —M8M—
( ) n! 27 Jo

yre (I-Ma¥7q9,  (7)
where the parameter d4 denotes dark count and 14 denotes the
detection efficiency of the detector, and then, the probability of
having n photons in mode a and producing a click in Alice’s

threshold detector is
Py = ph— 1y (®)
In this paper, we define that ¢ denotes “click” of the de-
tector while ¢ denotes “no click”. We also denote the signals

that cause a click of Alice’s detector as signal states. The ones
that cause no click of Alice’s detector are decoy states.

4. Passive decoy-state method using the WCP
source with infinite-length key

In this section, we discuss the ideal passive decoy-state
method. In the passive decoy-state method, two-mode states
are a prerequisite as shown in Fig. 1. When Alice measures
mode b with a threshold detector described by detection effi-
ciency 14 and dark-count rate dy, the mode a can be divided
into two parts according to the result of the threshold detector:
the “click” events and “no click” events. Here, we denote that
the “click” events are signal states. The “no click” events are
decoy states.

In Section 3, we have mentioned the parameter p',, the
It is divided
into two parts pS, and pS. Usually, we describe p, as pl, =

probability of having n photons in mode a.

p¢ + pS.1381 Here, the parameters p¢ and p¢ can be written as
Pu=PuPas Pu=ra(1=F), ©)

where P, is the probability of “click” detection event when
n-photon states are emitted from the WCP source, and P, =
1= (1—da) (1 —mu)".1

According to the passive decoy-state method, the count-
ing rates and the error rates of the n-photon states of the signal
states and the decoy states are

Qn,c = Yn,cpigpn; (10)
One =Y, p,(1="). (11)

From Eqgs. (10) and (11), it is easy to find that O, and
Q¢ have a relation.3”! In this paper, we use a parameter §, to
represent it, that is

Qn,c = 6nQn,Ea (12)

P
5, = —=- 13
=1 p (13)

where §, is a monotonically increasing function.
The overall gain of Alice’s detector producing a click is
Q. and no click is Qz. They can be expressed by

Q=Y One=00c+Q1c+ ), One (14)
n=0 n=2

0= ZQn,&ZQO,E+Ql,E+ ZQn,E~ 15)
n=0 n=2

In order to calculate the lower bound of Q¢ we elim-

inate Y. O, and Y, O, elements. Applying equation (12)
n=2 n=2
and the monotonicity of §,, we can obtain

82 (QC - QO,E - Ql,c") < Qc - QO,c - Ql,c
= 0c—0Q0c— 01014, (16)

and then, the lower bound QII“_ = can be obtained[#?!

62 (QC' - QO.E) - Qc + QO,C

0 — 6
0 (Qe — Qo) —00:+ 00Q0.c
- : <7
where 8 = Q./Q¢. Since Qi and Q. satisfy Eq. (12), we
can obtain the lower bound of Q; . as

Q1c=801:>80r:=0F.. (18)

Next, we will calculate the upper bound of error rates of

L
QI,E > Q17(- -

the signal state and the decoy state. According to the quantum
bit error rate (QBER),

OE. = Z Qn,cen,c = QO,ceo,c + Ql,cel,c + Z chemw (19)
n=2

n=0
OcE: = Z Oncenc = Qoceoc+ O1ce16+ Z Onzen.c, (20)
n=0 n=2

we can obtain two upper bounds of e . as

2E.Q. —
€l7c§€¥C:M7 QD
) 2Ql,c
2E:Q: —Qoe
€l7c§€¥C=M7 (22)
’ 207
where e . = ep z = 0.5. The minimum of Egs. (21) and (22) is

the upper bound e ,[*!]

2Ec - c 2EE c c
e; < eV =min Q”L Q, , QCL Qoc ) | (23)
2Ql,c 2Ql,5

Due to Q1 z,e; > 0, a parameter x is introduced, x = Qo ¢/ Q¢

and its range is
0<x<min(2E.(6/& ),2E:). 24)

Finally, taking the parameters above into the GLLP for-

mula, one can obtain the following final key rate: #*!

R¢ = q{—0O.f(E;.)H2(E.) + Q. min(x)
x {8ox + QF [1— Ha(e} )]}, (25)

R = q{—Qcf(Ec)H(Ec) — Qcf (Ec)Ha (Ee)
+ Qzmin(x){(1+ &)x+ (1+&)0F
X [1—Ha(ere)}, (26)
R = max{R‘,0} +max{R°,0}, 27

where H,(x) is the binary Shannon entropy function.
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5. Passive decoy-state method using the WCP
source with finite-length key

Because of the finite-size data sets in real-life condition,
parameters have various fluctuations. In this paper, we mainly
consider the influence of the finite-size data on the single-
photon yield and single-photon error rate. Here, we will use
smooth min-entropy to study the passive decoy-state method
with the finite-length key.

Firstly, we introduce some related definitions.

Compassable security definition(*%°] Assume a QKD
protocol output keys of K4 and Kp on Alice’s and Bob’s sides,
respectively. It is considered to be €-secure if it satisfies both
the correctness and the secrecy. Correctness means that the
probability of K4 # Kp will not exceed &y, i.€.,

P(KA 7é KB) < Ecor-

Secrecy means that K4 and Kp satisfy the inequality

1
EHPKE —II(®PE||1 < Esec,

where K denotes either K4 or Kp, pxr is the quantum state
about K and Eve, Ix represents the uniform mixture of all pos-
sible values of K, and pg is the system that Eve owns.

For QKD protocol, correctness can be regarded as the
maximal probability of error-correction failure. Secrecy im-
plies the probability that the final key is equal to the key with-
out Eve is no less than 1 — &c.

Smooth min-entropy®! Let € > 0, o3 € S(Hp), and
paB € S<(Hag). A|B), taken
over a set of state Bf(p) that are €-close to pap, is defined as

The smooth min-entropy mm(

AlB) =

mm(

max {—log, min{A > 0:30p: Pap < Aida B o}},
PaBEBE(p)

where

B(p) := {Pap € S<(Hap) : C(pas,Pan) < €},

and id4 is the identity operator on A, and C(pap,Pap) :=

1 (elypvaD) "

and € is called the smoothing parameter, and H

is a distance measure based on fidelity

£. (A|B) means

the largest amount of information which Eve can obtain.
Chain-rule inequality for the smooth min-entropy!*’!

Lete >0, ¢ ,€" >0, and papc € Sc(Hapc), and then

>H e

min

H€+8 oy (AB|C)

min

(ABC), +Hixin (BIC), — f (&),

where

1
g)=logy, ———.
f ( ) %) 1— m
Here, we make E the information that Eve can obtain from the
raw key X4 of Alice, prior to the error-verification step. After

the privacy amplification step, the length of the secure key S4
can be expressed by the following lemma.

119890 Let &,,n.,nz > 0, and let pf, and pf_
be the quantum states of the “click” and “no click” n-photon

Lemma
events, respectively. They are both permutation-invariant
quantum states, and let 3 be a positive-operator-value mea-
sure (POVM) on Hzp which outputs the yield and quantum
bit error rate, where p"c<t7 ¢ S(Hﬁ;l Y Let Y, and Y,z
be the frequency distributions of the measurement events, e.g.,
the yield, when applying the measurements 3! and 3”2, re-
spectively. Then, for any elements Y, . and Y, from Y, . and
T,z except with probability &,,

1

EHYn,C_Yn.E” Sg(snanwnc‘)a (28)

with

E (& ne,nz) = \/(”C+n5)(”c+ 1)In(1/€, ) (29)

8n2n;:
Here, we change Eq. (28) for convenience as

erﬁc < Yn,c‘ + 25 (gna nmné); (30)
Yoe> Yn,E - 2& (Smnmnf)- 31)

Lemma 2 (Secret key based on smooth min-
entropy)*°% By applying privacy amplification with two-
universal hashing, a secret key extracted from Xy is &c-secret

if its length £ is chosen such that
1
{Héln(XA |I/) —2log, ZVJ )

where v+ vV < & with v and v chosen to be proportional

t0 Esec/Ppass> and H). (Xa|l') quantifies the amount of uncer-

min

tainty system Eve has on Xy.
Due to the influence of the finite-length key, the yields
of the signal state and decoy state are no longer equal to each

other, that is
Yn,c 7é Yn,E~ (32)

However, Lemma 2 provides a relationship between Y, . and
Y,z under the condition of finite-length key.
Next, we can calculate the lower bound of the single-
photon counting rates for the decoy state and signal state.
Similar to that in Section 4, we need to eliminate the ele-
ments of n > 2 in Eq. (15). According to Eq. (30), the elements
can be expressed by

oo
Y Oue
n=2

After being multiplied by &,, the upper inequality is changed

oo

Z nc+2€ 8}’17n£7n6>)pn' (33)

to

822an < 522 nc+2§ enanwnc))p

n=
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Z an +2Pn En,nc,l’l[-)), (34)

and then, replacing }'> » O, and Y, » Onz by O — Qo —
01, and Oz — Qo ¢ — 01 ¢ respectively, inequality (34) can be
written by

82(Qc — Qo — 010
< QC_QO,C_QI,C—’_Zszé(gnvnmnf‘)
< Qc — (Yo —28(20, OC,O ))Po

- (YI,E - 26 (81 ) 16; 1[))1’? +2 Z p;‘lé (En,}’lc,l’lg-)
n=2

= QC_QO,C_51Q1,E+22p2‘5(8n7n07n6)~ (35)
n=0
Now, we can obtain the lower bound of Q1 ¢ as

L
O1c> 01

52(Qc' - QO,E) —0c+00c—2 % Pﬁé (gmnc;nc")
= n=2 . (36)
& — 6
Comparing inequality (36) with inequality (17) in Section 4,
we find that Yo p5E(€y,nc,nz) should be considered. It
means that in the condition of a finite-length key, the essence

of the decoy state cannot be satisfied which will affect Q]f., s By

where N denotes the number of total pulses emitted from the
WCP source and py. is the probability of choosing a pulse as
the sample bits used for parameter estimation. In the QKD
protocol, the signal pulses that Bob receives can be divided
into two parts. One part can generate the raw keys, another
part is used for parameter estimation, py. is the selection prob-

ability and y is

_ 1 ln 1/8pe Z / npn (38)

Q 2N, Ppe

In the ideal condition, N is infinite, n. and nz of & (&,,n.,nz)

are n. = Nppep}, and ng = Nppe P, respectively.
Similarly, we can obtain the lower bound of Q; . accord-

ing to inequalities (30), (37) and Eq. (14) as
010:((82—6) — (8 — &o)x — 1
0 — 0

0Py In(1/€p )
2N ppe

Ql,c > Qll‘_p =
(39)

Next, we will recalculate the upper bounds of e; . and
€l.c-

Due to e, # e1z Wwe can obtain two sample upper
bounds of e; . and e ; from Eqgs. (19) and (20), respectively,

el e S ", (40)
introducing the parameters ppe and N, Q]i = can be expressed Q¢
by e1:< M. 1)
Oic
QE = 52 — 5 ’ Substituting elements Q1 . and Q1 ¢, we can obtain
|
SophIn(1/€
. 20:E — 800+ pozN(p/p)
ere < O.E. ;QO,CeO,c < pe t _ ell{c’ (42)
Le {51QL[(52 0)—(n—G)x—x] , 51P11n(1/8pe)}
0 — 01 2N Ppe
:E: — Qo.z€0.¢ 2E:; — —
el = OcE; QOJ,eOJ, < ( 4 x)(52 61) _ elljf’ 43)
Q1 2610¢[(8, = 6) — (82— Go)x — 7]
\
where eg . = eg = 1/2. where
To calculate the final key generation rate, Lemma 2 is usu-
ally used to obtain the length of the secret key firstly. In this ' In(1/¢
S PR P LIUL A
paper, we set 2N ppe
1
le= L v (XalE') — 210g22_J, (44) sy Ol —8)— (B —d)x—7] 819, In(1/€pe )
v h= 0, — 0 2Nppe ’
which considers the key generated from the signal state. Ref- e = NQ.f (E.)Hy(E,),
erence [50] gives the expression of the length of the secret key 46)

in this situation as follows:

2 ;45

COor

n+ni[1 — Ha(ep)] —

and ¢, denotes the phase error rate of the signal state in QKD.
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The phase error rate e, is given by

(n+1)e(j+2)—leo(j+2)

&= : = c(ean(J).

(47)

_ eon(f) +20 +2+/0 ey ()[1 — eon ()] + B}

é() 1 +4@
N
eOb(]) 77
W2n
4l n—|—l—1
n+l w2+27r N:
¢ SCC
V \/ =6
ﬁ = 12’
1
@(w)—ﬁ [ /2 4x (48)

and e = e(e},).
Combined with the lower bounds of Q1 ., Qi and the
upper bounds of e ¢, e1 ¢, equation (45) can be expressed by

l, = min(x){N(l—ppe) [Q550X— W
+{51Q6((62_5)_(52_60)X_X)
& — 6
2N ppe (0°)° }[1 #l p)]”

2

gSCC

10
-(1 — Ppe JAEc — 610g2 —log,—
S

(0 < x < min{2E.8 /60,2EC . (49)

According to the definition of the key generation rate, it is
the fraction of the length of secret key and the number of total
pulses, i.e., R = ¢/N. One can obtain the final key generation
rate as

fn(1/¢&pe
Ry = min(x){( — Dpe) {Qc&) — W
n [51Q6((52 —08)—(8—00)x—)
0 — 0
S1p\In(1/¢pe ) .
I )
6 0 2

—(1- ppe)ch(Ec)Hz(Ec) — N]ogzi %logza’

(0 <x <min{2E.8/,2E:}).

However, it has been noted that the decoy state also has
contributions to the key generation rate in the passive decoy-
state method, so equation (44) is not suitable here. Recently,
reference [36] considered the key generation rate of the decoy
state of the passive decoy-state method and gave the length of

the secret key in this situation as

_ _ 1
fose = | i X T) - 2o | 1)
%

where X{ is the raw key extracted from the decoy states and I°
is the information that Eve can get from Xg.

The final secret key can be said to be &.-secret if its
length £, ; is chosen by

leve > ng+ng+nf[1 —Hy(ep)] +nf[1 — Ha(ep)]

X . 15 16
— Afc — Afc — 12log, o log, c

Sec COor

-1, (52)

where Al = NQ:f (Ez)Ha (Ez).

Now, combined with the lower bounds of the single-
photon counting rate and the upper bounds of the error rate
that have been calculated above, one can obtain the length of
the final secret key as

R SoppIn(1/€pe)
fee = min(e) {01 = ) [ (x| 2L )
Qlc 51Pt1 ln(l/spe) ) c
Y e 6 R 7 N Y
’ ( 0: ~\ anppelger )T
Ql c
1-H
2 )|
—N(1 = ppe)QcfecH2(Ec) — N(1 — ppe) Qe fecHa (E¢)
— 1210g2£ —log, -1,
(0 <x <min{2E.5/80,2E: }), (53)
where ef) = e(eHE), n and [ can be taken from NQj &(1 — ppe)
and NQi ¢Ppe-

According to the definition of the key generation rate, the
final key generation rate under this condition is

n(1/&50
Ry = (1 —ppe) min(x){QEx((SO+ 1)— W
n {51Q5((52 —8)—(&—6)x—x)
0, — 0
01 In(1/¢&e) c
1= e
Q:l(6—-6 0 — & X ¢
NACEURGRLS Hz(epn}
— (1= ppe)(Qcf (Ec)Ha (E) — Qe f (E¢)Ha (Ez))
12 15 1 TR 4 1
eC N gz 8CO]” N’
(O S x < mln{ZEcé/(SOaZEC })’ (4
where
0, =1— (1 7Y0)e—n5ysw10,nsysé’ (55)

Qe = Pe— (1—da)(1 = Yp) M MO0y (s (56)
0. =0~ 0, (57)
E; = (eo —ea)Yo/Qr +eq, (58)
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Ez = (e — eq)YoPs/ Qe +eq, (59)
E.=FE —Eg, (60)

and I, represents the modified Bessel function of the first
kind.
Finally, the length of the final secret key is

R =max{R|,R,}. (61)

6. Numerical simulations

In this section, we will take some numerical simulations
to show how the finite-length key influences the final key gen-
eration rate of the passive decoy-state method. In the scenario
we considered, the yields Y, can be expressed by

Yo=1—(1-Y)(1 —nss)", (62)

where 75y denotes the overall transmittance of the system. It
can be written as

Msys = McTlBob, (63)

where 7o, denotes the overall transmittance of Bob’s de-
tection apparatus and 7. is the transmittance of the quantum

ad/10 \where d rep-

channel. It can be calculated by 1, = 10~
resents the transmission distance measured in km for the given
QKD schemes and a denotes the loss coefficient of the chan-
nel (e.g., an optical fiber ) measured in dB/km.

The parameters p',, pS, and pS are calculated by Egs. (6)-
(8), respectively. We set u; = 0.5 and gp = 0.0001. In this
paper, €. and &, are 10719 and 10712, respectively. The

other parameter values in detail are listed in Table 1.1

Table 1. Experimental QKD parameters.

a/dBkm™! Mo, eq Yo Md dy F(E), f(Ee)
0.2 0.1 0.005 1.7x107°% 0.5 32x10°° 1.16

Figure 2 shows the relationship between the key genera-
tion rate R and the transmission distance d when the number
N (N =10%,i=17,8,9, 10,) of the total pulses from the WCP
source is fixed by different values. From Fig. 2, we can di-
rectly see that R becomes smaller with the increase of d. When
the transmission distance d is fixed, the key generation rate R
is getting larger with the increase of N. Meanwhile, when N is
very small (e.g., N = 107), the declining rate is fast. It would
generate few keys if d > 55 km. The curve of N = 100 is
getting close to the ideal situation; it indicates that the number
of total pulses from the WCP source can really influence the
QKD system. When the number of total pulses is larger than
10'9, the passive decoy-state QKD with the WCP source can
implement well. However, by comparing these results with the
results in Ref. [50], it can be seen that the passive decoy-state

method is weaker than the active one both in the key genera-
tion rate and the extra transmission distance.

Figure 3 shows the relationship between the key genera-
tion rate R and the number of total pulses N when the trans-
mission distances are different. We can find that the passive
decoy-state method can generate keys when N is 2 x 107,
3.5x 107, 7 x 107 with 60 km, 70 km, and 80 km. When R
is fixed, it needs more pulses with d becoming larger.

Finally, we analyse the relationship between R and d with
different pp. which means the probability of choosing a pulse
as the sample bits used for parameter estimation when N is
fixed. Figure 4 is an example whose N = 10°. When the trans-
mission distance is 60 km, it is easy to find that the lines of
Ppe = 0.5 and ppe > 0.5 are coincident which means that the
key generation rates of ppe = 0.5 and ppe > 0.5 are almost
equal. According to the definition of pp.e, the more pulses will
be used to generate the key if it is getting smaller. Then, the
QKD system can get more secure key bits. Hence, consider-
ing a compromised scheme, we take ppe = 0.5 as an optimal

reference value.

0 20 40 60 80 100 120 140
d/km

Fig. 2. (color online) Key generation rate R versus transmission distance
d with different N (N = 10", i = 7,8,9, 10, 0).

d=60km g—70km d=80m

0 0.5 1.0 15 2.0
N/108

Fig. 3. (color online) Key generation rate R versus N with different d.
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0 40 80 120
d/km

Fig. 4. (color online) Key generation rate R versus transmission distance
d with different ppe.

7. Conclusions

In summary, we introduce the decoy state method and
analyze the phase-randomized WCP source that can be used
in passive decoy-state protocol. Then, we study the passive
decoy-state method using the WCP source with an infinite-
length key. After recalculating the phase error rate, counting
rate, and error rate of the single photon state, we obtain the
length of the secret key considering both the signal state and
the decoy state in the passive decoy-state method. According
to the results of numerical simulations, we find that the finite-
length key influences the real QKD system. It can affect the
key generation rate and the transmission distance. The key
generation rate and the extreme transmission distance become
larger with the increase of the number of total pulses. When
the number is larger than 10'°, the passive decoy-state QKD
with the WCP source will perform well. Meanwhile, we study
the relationship between the key generation rate and the proba-
bility of choosing a pulse as the sample bits used for parameter
estimation. It can help us to select the optimal value to make
sure that the passive decoy-state method in this paper will be
implemented best. Our work can help QKD experimentalists
to improve the performance and provide references about how
to choose the data-size.
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