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Secure communication based on spatiotemporal chaos*
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In this paper, we propose a novel approach to secure communication based on spatiotemporal chaos. At the transmitter
end, the state variables of the coupled map lattice system are divided into two groups: one is used as the key to encrypt
the plaintext in the N-shift encryption function, and the other is used to mix with the output of the N-shift function to
further confuse the information to transmit. At the receiver end, the receiver lattices are driven by the received signal to
synchronize with the transmitter lattices and an inverse procedure of the encoding is conducted to decode the information.
Numerical simulation and experiment based on the TI TMS320C6713 Digital Signal Processor (DSP) show the feasibility

and the validity of the proposed scheme.
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1. Introduction

Since chaotic signals are irregular, aperiodic, uncorre-
lated, broad band, easy to generate, and difficult to predict over
a long time, the secure communication based on these inherent
features of a chaotic signal has aroused ongoing and growing
research interest.[!]

Chaotic secure communication has received extensive at-
tention since the possibility of synchronization of two cou-
pled chaotic systems was reported in the early 1990s.-6!
The reported methods could be divided into three cate-
gories. 1) The methods use chaotic symbols to transmit
information.[®”! The symbolic dynamics of a chaotic elec-
trical oscillator is controlled to carry the message by us-
ing small perturbing pulses. 2) The methods use chaotic
synchronization for secure communication. The methods of
this kind can be divided into chaotic masking, chaotic mod-
ulation, and chaotic shift keying. Oppenheim et al. pro-
posed chaotic masking,® and this method depends on the de-
gree of chaotic synchronization and is susceptible to channel
noise. Moreover, it is subjected to the attacking of time-delay
embedded®! and return map decoding.!'”) Halle er al. sug-
gested chaotic parameter modulation.!'!] This method shows
better performance than chaotic masking, but it is still sen-
sitive to noise, and it could be attacked by nonlinear dy-
namic (NLD) forecasting techniques!!?! and the time series
analysis method.[!3! Dedieu et al. proposed chaotic shift key-
ing communication; ¥ these secure communication schemes
could be broken using the short-time zero-crossing rate, ]
spectrogram analysis, ['%] generalized synchronization,!!”! and
adaptive key identification.!'8] Thus, this method shows the

weak security. 3) The methods use chaos asynchronous com-
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munication technology, such as chaos-based asynchronous
code division multiple access (CDMA) systems,[!] direct
sequence spread spectrum system.!?’! These methods use
chaotic series to replace pseudo-random code, have better per-
formance than the traditional pseudo-random code. But the
advantages of the chaotic signal, like broad band, orthogonal-
ity, etc. are not demonstrated in these methods. Since the
chaotic communication has been reported to be successfully
used in a commercial fiber optic channel to obtain a higher
bit transmission rate,?!! chaotic communication research has
gained more attention from the practical application viewpoint
recently. [222°]

In this paper, we propose a novel approach to chaos com-
munication based on spatiotemporal chaos. In this approach,
the m-dimensional states of one-way coupled map lattices are
divided into the two groups. One group is used as the inputs
of the N-shift function to confuse m/2 plaintexts, then the out-
puts of the N-shift function are mixed with the other group
of states to obtain the transmitted signals, which are used as
not only transmission signals in the communication channel,
but also the drive signals to synchronize the one-way coupled
map lattices at the receiver end with those at the transmitter
end. Once the synchronization between the receiver and the
transmitter is established, the reverse operations at the receiver
end will decode the transmitted information. This approach
has three advantages: firstly, the spatiotemporal chaos sys-
tem has the number of positive Lyapunov exponents equal to
the dimension number of the system, which increases the ran-
domness and unpredictability of the system. It is difficult to
attack by using the time-delay embedded method. Secondly,
the state variables of the coupled map lattice system are di-
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vided into two groups, one group is used as the inputs of the
N-shift encryption function to encrypt the plaintext, and the
other group is mixed with the outputs of the N-shift function
to further confuse the information. Neither the key nor the
plaintext transmits through the public channel, it will confuse
the return map attacking. Thirdly, the chaos synchronization
between the transmitter lattice and the receiver lattice is im-
plemented by using similar drive signals, which are average
values of the transmitted signal at the transmitter end and the
received signal at the receiver end. The average operation acts
as a filter to reduce the effect of noise on the synchronization,
which makes the scheme possess better robustness to noise.
Simulation and experiment based on TI TMS320C6713 show
the feasibility and validity of the proposed scheme.

2. Synchronization of one-way coupled map lat-
tices

2.1. One-way coupled map lattices

A spatiotemporal chaos system processes a mutual influ-
ence in both time and space, which is sensitive to initial condi-
tions, boundary conditions, and parameter changes. The one-
way coupled map lattice (OCOML) is a special case of the
spatiotemporal chaos system.

The state equations of OCOML are

xo (i) = 1init (i),

x(0)=d(r),
X1 () = (1= &) f [ ()] + &f [ (1= 1)],
i=1,2....m, (1)

where ¢ represents the discrete time, m is the space dimension
number of OCOML, init (i) the initial value of the i-th lattice,
€; the coupling strength 0 < & < 1, x;(0) = d(¢) the drive signal
of the system, t =0, 1,2, ... the discrete time, and f(x) a non-
linear chaotic map given by f(x) = 4x(1 —x). The simulation
result of this system is shown in Fig. 1, where i is the space
position, 7 the discrete time, and x; (i) is the state of the i-th lat-
tice at time ¢. The coupling strength used in Fig. 1 is & = 0.85
(i=1,2,...,m=60). From Fig. 1, we see that the spatiotem-
poral chaos demonstrated by the OCOML is very complex,
depending on both the time and space.

Fig. 1. (color online) State diagram of the spatiotemporal chaos of
OCOML with 60 lattices.

2.2. Synchronization of OCOMLs
The transmitter OCOML is given as

Xep1 () = (1= &) f I (O)] +&f [x (i —1)], )

and the receiver OCOML is expressed as

Yer1 (i) = (1= &) f [y (D] + &f [y (= 1] (€)

The dynamics of receiver system (3) is identical to that of
the transmitter system (2). The receiver and the transmitter are
synchronized under the same drive time series on the Oth lat-
tice, in other words, if x;(0) = y,(0) = D(¢), then the synchro-
nization is achieved, where D(¢) is a random or chaotic drive
signal (series), t represents discrete time like that in Eq. (1).
The drive series can choose and use (i) uniformly distributed
random series; (ii) the series generated by a chaotic system.
When we choose the uniformly distributed random series as
the drive signal, the synchronization results of the two systems
both with 15 lattices are shown in Fig. 2. The time series of the
10th lattice of the two systems are given in Fig. 2(a). The error
of these states is given in Fig. 2(b). The square error sum of all

m

the states of the lattices is defined as es = ¥, [x; (i) — yr (i)]°,
i=1

which is given in Fig. 2(c). From Fig. 2, we have that two

systems are in synchronization with each other after a short
transient state.
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Fig. 2. (color online) The transient states of synchronization of the two
systems under the same driven series. (a) The time series of the 10th
lattice of the two systems. (b) The state error of the 10th lattices be-
tween the transmitter and receiver. (c) The square error sum of all states
of the lattices.

3. Secure communication scheme based on the
spatiotemporal chaos

The proposed secure chaotic communication scheme is
shown in Fig. 3. There is an m-dimensional OCOML system
at each of the transmitter end and the receiver end, and these
two systems are referred to as OCOML-L and OCOML-R re-
spectively.
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Fig. 3. Block diagram of the chaotic secure communication system.

At the transmitter end, the m-dimensional OCOML-L is
given by Eq. (2), where &; = 0.85, f(x) =
an even number.

The state variables of the OCOML-L are divided into two
groups, and expressed as

4x(1 —x), and m is

,ax; (m—1)],
,ax; (m)], 4)

vy = [ax; (1) ,ax (3),. ..
vy = lax; (2),ax (4),. ..

where x; (i) is the state variable of the i-th lattice at time #, and
0 < a < 1is a constant gain. Plaintext frame with m/2 mes-
sages is given as follows:

e ) () o ()]

where ¢ is corresponding to the discrete time of the OCOML-
L. The plaintext vector p; is encrypted by vector vy, through
using N-shift function e(p;, vy, ), where N-shift cipher e(z1,22)
is defined as

e(z1,22) = fil-.. fi(fi(z1,22),22)5 -, 22), (6)

N

where f1(z1,22) is given by

(z1+22) +2h, —2h<(z1+22) < —h,
fi(z1,22) = 4 (21 +22), —h < (z1+22) <h, (7
(z1+22) —2h, h<(z1+22) <2h.
The relationship between input and output of fi(.,.) is shown
in Fig. 4.
J1(21,22)
A
—2h — h 0 T o (122
—h

Fig. 4. Input—output relationship of shift function.

An appropriate parameter 47 makes z; and z be in the
range (—h, h). The transmitted frame in the public channel
is

1
where 0 < b < 1 is a constant gain. The cryptograph frame is

vi; —e(pr,vy)+Db), (8

written as

gy = {VR (%t+1) VR (m?tu),...,vk (m(tjl)ﬂ )

The drive signal of the transmitter at moment 7+1 is

m/2

/2 ZvR( o+

So far, a plaintext frame has been encrypted by m state vari-
ables of the OCOML-L at time ¢.
At the receiver end, the transmitted plaintext can be re-

Xt4+1 (0) 1% (l‘ + 1 (10)

covered by using a reverse process of encryption. The m-
dimensional OCOML-R is given by Eq. (3). Driven by the
same signal, the OCOML-R and the OCOML-L will synchro-
nize from any initial conditions after a transient state. The
receiver is driven by

m/2

/2 ZVR(

where Vg (mt/2+1) is the received signal of vg (mz/2+1) af-
ter being transmitted in the public channel. The state variables

Yt+1 0

+1), an

of the OCOML-R are also divided into two groups as follows:

Oy = [ay: (1),ay: (3),...,ay: (m—1)],
By = lay (2),ay; (4),...,ay; (m)]. (12)
The recovered frame is
w; = Vi — (2'5Rt - b) s (13)

where

wi= (1) o (5 2) o ().

The plaintext can be decoded by N times iterations of the shift
function (N-shift function), i.e.,

pr=ce (wt; —ﬁzt)
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= fi(... filfi(wy, —Dy),—0x),...,—Dy). (14)
—_———

N

The values of N, h, a, b are the same as those used at the trans-
mitter end. The p; is the received decryption frame.

From the above scheme, we know that the proposed
method has the following features. Firstly, our method is dif-
ferent from those in Refs. [10] and [12], since our proposed
secure communication system is based on hyper-chaotic spa-
tiotemporal system. The spatiotemporal chaos system has pos-
itive Lyapunov exponents equal to the dimension number of
the system, i.e., m. Therefore, the phase space of the signal
would be very complex. It is difficult to attack by the time-
delay embedded method.[®! Secondly, unlike using the XOR
operation in Refs. [4] and [5] to encrypt the plaintext, a more
complicated iteration, i.e., the N-shift function, is used in the
proposed method, where the key is used to encrypt the plain
signal through N-shift function. Since the N-shift function is
a more complicated nonlinear function of the plaintext and the
chaotic signal, it is very difficult to predict the plaintext from
the output of the N-shift function. Thirdly, the key stream is
transmitted in the public channel directly in Refs. [4] and [8],
however, in our proposed method, neither the key nor the
plaintext is transmitted directly in the public channel, which
hides both the dynamical and the statistical characteristics of
both chaotic key and plaintext. It would confuse the return
map message recovery method.!!9! Finally, the drive signal at
the receiver end is an average value of m/2 transmitted data,
which acts as a filter to reduce the effect of noise on the syn-
chronization, which makes the scheme possess better robust-
ness to noise as compared with a conventional synchronization
method, for example, the method in Ref. [§].

4. Simulation results

In this section, we show the performance of the proposed
secure communication scheme. In the following simulations,
the following parameters are used: & =0.85,a=0.4,b =04,
h=0.7,m= 10, and N = 30. In the first case, a sinusoidal sig-
nal is transmitted, the results are given in Fig. 5. The plaintext
pr = 0.2sin(27z) is given in Fig. 5(a); the transmitted signal
is given in Fig. 5(b); the frequency spectrum of the transmit-
ted signal is given in Fig. 5(c); the recovered signal is given
in Fig. 5(d); the error between the plaintext and the recovered
signal is given in Fig. 5(e).

From Fig. 5, we can see that the cryptographic signal is
different from the original signal, and that the recovered sig-
nal is the same as the original signal. From Fig. 5(c), we know
that the spectrum of the transmitted sinusoidal signal is fully
embedded into the chaotic signal spectrum. From Fig. 5(d),
we find that the plaintext is recovered after a transient state of
synchronization.
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Fig. 5. (color online) Results of transmitting sinusoidal signal with us-
ing the proposed communication scheme. (a) The plaintext to be trans-
mitted; (b) the transmitted signal in the public channel; (c) the power
spectrum of the transmitted signal; (d) the recovered signal; (e) the error
between the plaintext signal and the recovered signal.
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Fig. 6. (color online) Results of transmitting sinusoidal signal with us-
ing the proposed communication scheme in the presence of noise. (a)
The plaintext to be transmitted; (b) the recovered signal from the trans-
mitted signal is pulled by noise; (c) the error between the plaintext sig-
nal and the recovered signal.

In fact, the transmitted signal in a public channel is sus-
ceptible to the noise. The uniform distribution noise in the
range (—0.054, 0.05A) (A is the amplitude of the transmitted
signal) is incorporated into the transmitted signal. The simu-
lation results are shown in Fig. 6, in which the transmitted sig-
nal, the recovered signal, and the error are given in Figs. 6(a),
6(b), and 6(c), respectively.
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Fig. 7. (color online) Results of the secure voice communication with
using the proposed scheme in the presence of noise. (a) The voice sig-
nal to be transmitted; (b) the transmitted signal in the public channel;
(c) the recovered voice signal; (d) the error between the plaintext voice
signal and the recovered voice signal.

From Fig. 6, we see that the plaintext can be recovered
even though the transmitted signal is polluted by the noise. Al-
though the noise pollutes the recovered signal, one can reduce
the influence through some simple low-pass filters.

In the second case, the proposed scheme is also used for

DSP-L

transmitter A/D

MCBSP

secure voice communication. There exists uniform distribu-
tion noise with the amplitude less than 10% of transmitted sig-
nal amplitude in the received signal. The result is shown in
Fig. 7, where the plaintext signal is shown in Fig. 7(a), the sig-
nal in the communication channel is shown in Fig. 7(b), the
recovered signal is shown in Fig. 7(c), the error between the
recovered signal and the corresponding plaintext are given in
Fig. 7(d). From Fig. 7, we see that the recovered signal is
similar in wave form to the transmitted signal, and that the re-
covered voice is intelligible to be the same as that transmitted.

5. Experiment based on DSP

The experimental implementation of the proposed com-
munication scheme is conducted using two floating-point
DSPs, i.e., the TMS320C6713 develop starter kit (DSK)
board. The block diagram of the experiment is given in Fig. 8.
At the transmitter end, the voice signal is sampled by the em-
bedded analog-to-digital (A/D) converter on a DSK board.
The sampled signal is encrypted by the proposed algorithm,
then the encrypted signal is transmitted through a multichannel
buffered serial port (MCBSP) (a kind of series communication
channel in the DSP chip) to the receiver end. At the receiver
end, the received signal is used to decrypt the plaintext in DSP
and replay them through the digital-to-analog (D/A) converter
and the speaker.

DSP-R

D/A

voice signal > Codec | encryption

p! reciver
voice signal

Pe{ decryption (= Codec

Fig. 8. Block diagram of the experimental setup for demonstrating the proposed secure communication scheme.

(d)
410 819 1229 1638 2047

Fig. 9. Experimental results of voice communication with using DSPs.

The experiment results are given in Fig. 9. The plaintext
signal is given in Fig. 9(a); the recovered signal is given in

Fig. 9(b); the cryptograph signal is given in Fig. 9(c); the error
between the plaintext signal and the recovered signal is shown
in Fig. 9(d). The experimental results show the feasibility of
the proposed method.

6. Conclusions

The OCOML system processes a mutual influence be-
tween lattices both on time and space, and it is sensitive to ini-
tial conditions, boundary conditions, and parameter changes.
These features contribute to security communication. In this
paper, we propose a novel approach to secure communication
based on such a spatiotemporal chaos. The state variables of
the coupled map lattice system are divided into two groups
and are used as the key to encrypt the plaintext. Neither the
key signal nor the plaintext is directly transmitted in the pub-
lic channel, which hides both the dynamical and the statistical
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characteristics of both chaotic key and plaintext. The level of

security is enhanced. The proposed communication scheme

is testified by DSP. The future work will be programming a

secure exchange software based on the Android operation sys-

tem to improve the security of personal cell phone communi-

cations.
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