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authentication protocol based on hyperentanglement

against collective noise*
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Higher channel capacity and security are difficult to reach in a noisy channel. The loss of photons and the distor-
tion of the qubit state are caused by noise. To solve these problems, in our study, a hyperentangled Bell state is used
to design faithful deterministic secure quantum communication and authentication protocol over collective-rotation and
collective-dephasing noisy channel, which doubles the channel capacity compared with using an ordinary Bell state as a
carrier; a logical hyperentangled Bell state immune to collective-rotation and collective-dephasing noise is constructed. The
secret message is divided into several parts to transmit, however the identity strings of Alice and Bob are reused. Unitary

operations are not used.
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1. Introduction

The principle of quantum mechanics provides the theo-
retical basis for exchanging information in an unconditionally
secure manner. However, channel noise may make informa-
tion be exchanged in an unsafe way and with low fidelity. A
high qubit error rate (QER) caused by channel noise has be-
come an obstacle restricting the further development of quan-
tum communication. The existence of channel noise not only
reduces the fidelity of information, but also gives eavesdrop-
pers chances to steal secret information beneath the mask of
noise.

In the past two decades, quantum secure communica-
tion has developed rapidly. Since Bennett and Brassard!!]
proposed the first quantum key distribution (QKD!-01) pro-
tocol, another important branch in quantum communication—
QSDC!"-1 has been investigated by many groups. So far,
many important protocols have been proposed. In 2002, Long
and Liul”! put forward the first QSDC protocol, in which
the secret message is transmitted directly. In 2003, Deng et
al.’® published the famous two-step QSDC protocol (called
the two-step protocol). In the two-step protocol, the way of de-
signing the protocol for direct communication of a secret mes-
sage was given clearly and it was put forward for the first time
that QSDC should be performed with a quantum data block.
In 2004, the first QSDC based on a sequence of single photons
(called the DLO04 protocol) was given by Deng and Long."!
In 2005, the first QSDC protocol based on super-dense cod-

[10

ing was developed by Wang et al.!'%! In the same year, Wang
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et al.!"!! proposed a QSDC scheme using multi-particle en-
tanglement. In 2007, Li et al.!'?! presented a QSDC proto-
col with quantum encryption. In 2011, the first QSDC proto-
col based on photonic polarization-spatial hyperentanglement
was presented by Wang et al.!'3] Meanwhile, many interesting
and valuable QSDC schemes with special characteristics were
published. Gu et al. put forward a robust QSDC protocol based
on a quantum one-time pad over a collective-noise channel!'#!
and a two-step QSDC scheme with hyperentanglement. '3 Liu
et al."% proposed a high-capacity QSDC scheme with sin-
gle photons in both polarization and spatial-mode degrees of
freedom. Sun et al.!!”! developed a QSDC scheme with two-
photon four-qubit cluster states. Ren ef al.['®) published a ro-
bust QSDC protocol based on the spatial-mode entanglement
of a two-photon system. Gu et al."”! proposed a robust QSDC
protocol with spatial quantum states of single photons.

In recent investigations, some researches about quan-
tum secure communication under noisy conditions were

20-45

reported. | I These researches focused on the following as-

pects. (i) How were the effects of noise reduced? Entang-

n[25,26,38,39,42

lement purificatio I and entanglement concentra-

tion[29-32:334041.43.44] were respectively utilized to reduce the

effects of noise. (ii) How is the communication immune
to noise? The fault tolerant quantum secure communica-
tion was implemented by constructing a decoherence-free sub-
space (which is immune to noise) and transmitting secret in-
formation in the subspace.[21:22:243031.331 (iij) How is the in-

fluence of noise sidestepped? The quantum states were de-
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livered in spatial-mode degrees of freedom or frequency de-
grees of freedom, which suffers little effect of noise.**3¢! (iv)
How are the errors corrected after communication? Quan-

271451 was used to correct error caused

tum error correction!
by noise. Besides these methods, Li ef al.?”! and Deng et
al.'?8) also proposed self-error-rejecting methods to resist the
effect of collective noise. However, to reduce or eliminate
the influence of noise, the auxiliary particles were introduced
and delivered through the quantum channel, [21:2%24.30-33,35.38]
which reduced the channel capacity inevitably. Also in
references, [2326:34:361 only how to reduce or sidestep the influ-
ence of noise was considered, no attention was paid to increas-
ing the channel capacity. Therefore, more attention should be
paid to the research about high channel capacity quantum se-
cure communication under noisy conditions.

Supper-dense coding is the primary way to increase the
channel capacity. Its essential idea is to encode as much
information as possible with the minimum number of parti-
cles. The principal methods to implement supper-dense cod-
ing are to use entanglement states, high-dimensional entangle-
ment states or hyperentanglement states as quantum carriers
and combine sublime designing ideas. In most supper-dense
coding protocols which are based on entanglement states, the
sender encodes secret information on ordinary entanglement
states such as Bell states and GHZ states, and the receiver an-
alyzes the Bell states or GHZ states. The receiver decrypts
the secret information by distinguishing four Bell states or
eight GHZ states. Yet the experiment indicated that in polar-
ization degrees of freedom we cannot completely distinguish
Bell states nor GHZ states with linear optical elements. 46!
Therefore, the channel capacity cannot achieve theoretical val-
ues. Furthermore, although some probabilistic schemes can
distinguish Bell states or GHZ states completely, the maxi-
mum success chances of these schemes are only 0.5 and 0.25
respectively.[*®] Thus, the channel capacity is not increased
either. High-dimensional entanglement state is a state in d-
dimensional (d > 2) Hilbert space, which can increase the
channel capacity greatly, because one high-dimensional par-
ticle can carry more than one bit of classical information. For
example, the highest channel capacity of supper-dense cod-
ing protocol based on d-dimensional (d > 2) Bell states can
reach logyd?."%! However, because high-dimensional entan-
glement states are difficult to prepare and measure, supper-
dense coding protocols based on high-dimensional ' entan-
glement states are more difficult to implement.

Hyperentanglement!*-6%] is a state that is simultaneously
entangled in multiple degrees of freedom. One hyperentan-
glement particle can also carry more than one bit of classi-
cal information. Compared with high-dimensional entangle-
ment, hyperentanglement is easy to prepare and measure;>°!
based on hyperentanglement, the receiver can easily distin-

guish all Bell states and GHZ states completely. In 2003,
Walborn er al.'*”! proposed a protocol based on momentum
and polarization degrees of freedom, which distinguishes four
Bell states completely. In 2007, the conclusion was verified
experimentally.[*8 In 2011, Wang et al. put forward a supper-
dense coding protocol based on hyperentanglement, and the
channel capacity achieved four bits of classical information
per particle.>°! Recently, also other scholars were involved
in the preparation and analysis of hyperentanglement in mul-

4749,52,55-57) quantum communica-

[50,51

tiple degrees of freedom, |
tion protocols based on hyperentanglement I and quan-
tum information processing.[4%-33-3458-621 Sheng et al.1*°! dis-
cussed the applications in the quantum teleportation of a par-
ticle in an unknown state in two different degrees of free-
dom and in the entanglement swapping of hyperentangled
states. In 2012, Ren ef al.%3! and Wang et al. 1541 gtudied com-
plete hyperentangled Bell-state analysis for photon systems.
Ren et al. studied deterministic photonic spatial-polarization
hyper-controlled-not gate assisted by a quantum dot®%! and
hyper-parallel photonic quantum computation.®! Ren et al.
proposed a hyperentanglement purification scheme assisted
by diamond nitrogen—vacancy (NV) centers inside a photonic

1591 and two-step hyperentanglement purification

crystal cavity
with the quantum-state-joining method.[%?! Ren ez al.!%1 also
developed a hyperentanglement concentration scheme for two-
All these re-

searches laid the foundation for the research of quantum se-

photon four-qubit system with linear optics.
cure communication. However, these supper-dense coding
studies are under ideal condition without noise.

In this study, two protocols based on a hyperentanglement
state are proposed over a collective-rotation and a collective-
dephasing noisy channel respectively. The two protocols are
immune to collective-rotation noise and collective-dephasing
noise respectively. In the whole process, with hyperentan-
gled Bell state |®, )’ or ’¢XB>dPI; as carriers respectively,
Alice and Bob transmit two bits of classical information by
delivering two particles once over the collective-rotation and
collective-dephasing noisy channel respectively. A man-in-
the-middle attack can be resisted in our protocols. The secret
message is divided into several parts to transmit, however the
identity string of Alice and Bob is reused. Unitary operations
are not used.

2. Description of hyperentanglement

Hyperentanglement is a state that is simultaneously en-
tangled in multiple degrees of freedom. A photon has multiple
quantum degrees of freedom. Each degree of freedom can de-
fine a qubit under proper conditions. Theoretically, different
degrees of freedom can form entanglement, which is called
hyperentanglement. For example, a photon with two degrees
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of freedom can entangle another photon with two degrees of
freedom, therefore, a photon can be used as two qubits.

A hyperentangled Bell state in polarization and spatial-
mode degrees of freedom can be described as follows:

|¢XB>PS =

Here |0) and |1) denote the horizontal and the vertical polar-

2100} = 14 ® (larby) ~ azba))as. (1)

izations of photons respectively. The subscripts A and B rep-
resent the two photons in the hyperentangled state, a; (b;)
and a, (by) are the different spatial modes for photons A and
B. The subscript P denotes the polarization degree of free-
dom and S is the spatial-mode degree of freedom. A pump
pulse of ultraviolet light passes through a beta barium borate
(BBO) crystal and produces correlated pairs of photons in the
modes a; and b;. Then it is reflected and traverses the crystal
a second time and produces correlated pairs of photons in the
modes a, and by. Figure 1 is the elementary diagram of hy-
perentanglement in polarization and spatial-mode degrees of
freedom.

mirror
—

BBO

a b2
pump

Fig. 1. Elementary diagram of hyperentanglement in polarization and
spatial-mode degrees of freedom.

For a hyperentangled Bell state in polarization and
spatial-mode degrees of freedom, there are 16 Bell states,
which can be denoted as

|8aB) ps = @) p D [E)s. (2)

Here |®), denotes one of the following four Bell states in po-
larization degree of freedom:

16%), = %uoomu»w, 3
vE), = %uowiuow. @

|Z)¢ denotes one of the following four Bell states in spatial-
mode degree of freedom:

¢* (la1b1) £ |azbz))as, (5)
0%); - f

[yt = \ﬁ(|alb2> + |asb1))aB. (6)
By using CHBSA, 491 16 hyperentangled Bell states can

be distinguished completely. Z” =

{10),]1)} and

1
—~{ Hp=5 0+ 1) )= (0) - 1)}

can be selected as two non-orthodox measurement bases in the

polarization degree of freedom. Z% = {|a;),|a,)} and

- { +)s = Jllan)+lax). |-}y =5 lar) - |a2>>}

can be selected as two non-orthodox measurement bases in the
spatial-mode degree of freedom.

3. DSQC scheme with authentication against a
collective-rotation noise

3.1. Protocol

A collective-rotation noise can be described as

U,|0) =cos01]0)+sinB|1),
U|1) = —sinB]0) +cosO|1). ™

Here 0 is the noise parameter, which fluctuates with time. That
is, if a |0) state is delivered through channel with collective-
rotation noise, the state will change into cos |0) +sin 6 |1);
while, a |1) state will change into —sin 6 |0) +cos@|1). For
collective-rotation noise, |¢*) and |y ™) are invariant. There-
fore, logical qubits immune to collective-rotation noise are de-
scribed respectively as

0),=[0%), 10,=]v). ®)

Now let us briefly describe the DSQC protocol based on
hyperentanglement against collective-rotation noise. We sup-
pose that the sender, Bob, wants to transmit his secret message
to the legitimate receiver, say Alice. Alice and Bob have the
secret w-bit string identity (ID) representing their identities.
Suppose that Bob’s secret message is a series of classical 0 or
1 numbers in order, called M.

For a hyperentangled Bell state
lazbz))a,

|Dap)ps = %(|00> —[11))ap ® (la1b1) —

if particle B is delivered through quantum channel with
collective- rotation noise, to resist the effect of noise, the
sender should represent particle B as a logical quantum state,
that is [¢™, |0) 5 should be expressed as [¢7)p 5, and [1)p is
expressed as |y™) B,B,- Therefore, the logical hyperentangled

Bell state should be expressed as

‘¢XB>;)S = %(

(|a1b101>—

=5 f[|0> A (005, 5, +[11)5,5,)
110)p,5,)]

— DA ([01)g, 5, —
® (|laibict) — |aabaca))aB, s,

|0>A |¢+>3132 - |

laxbac2)) B, B,

Da |'V7>3132)
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1
= ——(|000) +|011) —|101) +]110
375.1000) +1011) = [101) £ [110) s,

®(la1bicr) — |azbaca))as, B, - )

Step 1 Alice prepares N ordered |¢XB>§35 states. We de-
note the ordered |<15A’B>;,S states as {[P|(A),P,(B1), Pi(B2)],
[P2(A),P>(B1), Pa(B2)],...,[Pv(A), Py(B1),Py(B2)]}, where
the subscript indicates the order of each state in the sequence,
and A, Bj, B, represent the three particles of each state. Al-
ice takes particle A from each state to form an ordered particle
sequence {P;(A), P,(A),..., Py(A)}, called the S4 sequence.
The remaining particles constitute an Sp sequence, denoted as
{P\(By), P|(B2), P»(B1), P»(B2),..., Py(B1), Py(B2)}. The
idea of block transmission is similar to the original protocol.[”]
Alice prepares another 2N/3 ordered |<D;B>;)S states, which
form a sequence St. The St is denoted as {Ti(A),Ti(B;),
Ti(By), Tr(A),T»(B1), Ta(B2),..., Tn(A),Tn(B1), Tn(B2)},
which is used as decoy photons.

Step 2 Alice inserts the decoy photons S7 into sequence
Sp according to ID, forming a new sequence S. For example,
if the i-th bit of ID is 0, Alice inserts the i-th photon of S7 be-
hind the i-th photon of Sp; if the i-th bit of ID is 1, Alice inserts
the i-th photon of S7 before the i-th photon of Sp. Only Alice
and Bob know the positions of these decoy photons. Then Al-
ice sends S} to Bob.

Step 3 After Bob receives Sj, Bob extracts the decoy
photons from S} according to ID. Bob performs three single-
qubit measurements Z§ Zgl Zgz on the St extracted respec-
tively. In the ideal cases, each result should be in one of the
four |000), |011), ), |110) states with equal probability. If
the error rate is low enough Bob believes that Alice is legal and

no eavesdropping exists. In this condition, the communication
goes on. Otherwise Bob interrupts it.

Step 4 Alice and Bob perform S® S® Sand H®HQH
operations on particles AB|B; in turn respectively. Then the
combined system of AB| B, will change into

A\ 1
|Das)ps = 5 (141105, 5, —10)4 01, ,)
® (laibicr) — |azbaca))as, B,
1
(TR S N U S A O
® (laibier) — |azbaca))as, B, - (10)

Here, the phase gate S and Hadamard gate H are represented
respectively as

(39 bl )

Step 5 Bob publishes the photons that he does not re-

Y

ceive in Sp, Alice discards the corresponding photons in Sg4.
Therefore, photons in Sp will be always one-to-one matching
with photons in Sy.

Step 6 Alice measures photons in S4 with basis Z5 =
{la1),]az)} (measurement basis in spatial-mode degree of
freedom). Then according to ID, Alice measures photons in
Sa with basis ZP = {|0),|1)} or X¥ = {|+)p, |~)p} (non-
orthodox measurement basis in polarization degree of free-
dom) in order. That is, if the bit of ID is “0”, Alice mea-
sures the corresponding photon of S, with the Z” basis; oth-
erwise, Alice uses the X basis. If the measurement result is
|0) or |+), Alice refers to the result as “0”; otherwise, Al-
ice refers to the result as “1”. By measuring photons in Sy
with the basis in spatial-mode and polarization degree of free-
dom, Alice will obtain the measurement result |a;0), |a,0),
lai1), |aal) or |ai+), |az+), |ai—), |aa—) with equal prob-
ability. At the same time the states of particles B|B, are
fixed: they are |bjc1)|01), Y01), |bic1)|10), |bacz)|10)
or [bren)[+=) (| =), [baca) |+ =) (| =+)), [bren) [+ +)(| =
=), |b2ca)| ++)(| — —)) respectively. And if the measure-
ment result of Alice is |a;0), |a20), |a11), |az1), the measure-
ment result of Bob must be |bjc1)|01), )|01), }|10),
|b2c2)|10) respectively; and if the measurement result of Al-

ice is |aj+), |aa+), lai—), |aa—), the measurement result
of Bob must be |bici)| +—)(| —+)), [bac2)| +—=)(] = +)).
|bre)|+4)(| = =), |bac2)| ++) (] — —)) respectively. If we
use binary string {00, 01, 10, 11} to express {|a;0), ),
jai1), |ax)}, {lart), laxt), |ar—), laz=)}, {|bicr)|01),
|b2¢2)|01), |b1c1)[10), [b2c2)[10)} or {[brer)| + =) (| —+)),
b2c2) |+ =)(| = +)), [bren)| + +)(| = =), [baco)| ++)(] =
—))}, Alice and Bob will obtain an identical binary string C,

which is a real random number.
Step 7 Bob also measures photons B;B; with the same
method as Alice. If the measurement result is |[01), | +

—) or
| — +), Bob denotes it as “0”; otherwise as “1”. By doing so,
Bob will obtain C.

Step 8 Assuming the length of C to be L, Bob divides the
secret message M into several parts. Each part is termed M;
i=12,..
about L bits. Bob encrypts the secret message M; with C bit
by bit using XOR operation and obtains C;. That is, C; = M
XOR C. Bob publishes Cj.

Step 9 Alice decrypts C; with C bit by bit using XOR
=C; XORC.

Step 10 Alice stores secret message M.

.), which includes the classical secret information

operation and obtains M;. That is, M

Step 11 Alice and Bob begin the next transmission, until
all secret messages are finished.

3.2. Security analysis

Because the DSQC scheme is designed to be immune
to collective-rotation noise, the eavesdropping will be found
more easily. Thus, the security of the protocol is mainly guar-
anteed by the identity string ID (shared by Alice and Bob)
and the eavesdropping detection strategy based on |<I>XB>;, =
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2(1000) + [011) — [101) +[110)) 45,8, (|Pxp)pg in polariza-
tion degree of freedom). Because identity authentication is
implemented based on the identity string, the protocol will not
be threatened by a man-in-the-middle attack. Next, we analyze
the eavesdropping detection rate of the protocol.

3.2.1. Analysis of the detection rate

In the DSQC scheme immune to collective-rotation noise,
to reduce the state one needs to prepare the

|Dip)p = <\ooo> 011) — [101) + [110)) a5, 5,

state that is used as decoy photons to detect eavesdropping
(that is, only one state is needed). Because the positions of de-
coy photons are secret, Eve cannot discriminate between de-
coy photons and information photons (photons in Sg).
According to Stingspring dilation theorem, Eve’s eaves-
dropping can be implemented by a unitary operation E acting
on a bigger Hilbert space Hyp,p, ® Hg. The eavesdropping

can be represented as

E®|0) ) g = al0) [xo) g +b[1) [x1)p
E@|[1) [x)g = n|0) [yo)g +m[1) [y1)g - (12)

Here, |x)j is the initial state of Eve’s auxiliary particle
2 2 2 2
and |a|” + [b]” = 1, [m["+[n|" = 1. |x0)g, [¥1) &> [Y0)» V1)
are pure states uniquely determined by unitary operation E.
The unitary operation E of Eve can be represented as

E<Z ”;) (13)

The complex numbers a, b, m, n satistfy EE T =1I. There-
Zand |b|* =
After Eve’s eavesdropping, the combined system changes

|n|* can be obtained.

fore, |a|* =

into

E®E®E®[ (10x0x0x)

+ Oxlx1x) — |1x0x1x> + | 1x1x0x) )]

= [( |0x0) + & |1x1)) @ (a|0x0) + b |1x1))
(al0x0) +b[1x1)) + (a|0x0) +b[1x1))

(n]Oyo) +m|[1y1) |0yo) +m|[1y1))

— (n[0yo) +m|ly1) |0x0) +&1x1))

( ) |0y0) +m|1y1))

n|0yo) +m|Ly
(al0xo) +b|1x1))]

|0x00x00x0) + a b |0x00x0 1x1)

‘ II/> Eve

® ® =

)@ (n

)@ (a

® )+ (n

@ (n]0yo) +m|ly1)) ®

— E[a

+a*b|0xg 1x0xg) 4 ab? |Oxg Lx; Lx; )

+b2a|1x10x01x1>
+b [ Ly Lxp 1xp)

+a*b [ 11 0x00xg

)
)
+b2a|1x1 Lx10x0)
)

+an® |0x00y00y0) + amn |0xo0yo1y; )

+anm|0xo1y;0yo) + am? |0xo1y; 1y )
+ bn® |1x10y00y0) 4 bmn |1x;0yo 1y )
+ bnm | 1x; 1y;0yo) + bm? |1x; 1y; 1y;)
—an® |0y00x00y0) — amn|0yo0xo1y1)
—n?b |0yo1x10yo) — mbn |Oyg1x; 1y;)
—amn |1y,0x00y0) — am? | 1y;0xoly;)
—nbm |1y 1x10yp) —m2b|1y1 Lx; lyp)
+an? |0yo0yo0xo) + bn* |0yoOyo Lx)
+nam|0yo 1y 0xo) + mnb |Oyoly; 1x;)
+amn|1y;0y00xo) + bmn |1y 0yo 1x;)
+m?a|ly; 1y10x0) +m*b|ly 1y 1x1)].  (14)
After Bob receives S% (mixture of Sp and S7), Bob
extracts Sy and performs three single-qubit measurements
Z)7Z} Zp, on Sr. The probability without an eavesdropper is

plye)) = 3 Glnal® +3(0%al? + maf
+6|mnb|* +|a’ ). (15)
Because |a|” = |m|* and |b|> = |n|?, then
p(|yi)) = |al®+3al*[b]*. (16)

Let |a|* = s and |b|* =1, then 7 + s = 1, we can obtain

p(IVE)) =

Therefore, the error rate of each qubit is

la|® +3|al? [b]* = 45> — 657 + 3s.

o=1-p(lyg)) =1—4s* + 65> —3s, (17)

which can also be seen as the lower bound of the detection rate
of each qubit eavesdropped:

d=1-p(|yg)) =1 —4s> + 65> —3s. (18)

According to the theory of von Neumann entropy, the
maximum amount of information contained in qubit |0) is
termed

L) = —slog,s— (1 —s)log, (1 —s) = H(s). (19)

And the maximum amount of information contained in
qubit |1) is termed

Iy = —tlogyt — (1 —1)log, (1 —1t) = H(t). (20)

For a qubit transmitting in a quantum channel, it will be
in |0) or |1) state with equal probability (p = 0.5); therefore,
the total information that Eve can eavesdrop in a qubit will be
1
E[H(s)—i—H(t)] = H(s). 2n

According to Eq. (18), we obtain the relationship between s

1
I = —(] 1 =
5oy + )

and d as follows:

— 453165 —3s+1—d=0. (22)
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Let
sy _yil
n 3x(—4) 2’

and substitute s into Eq. (22), then we will obtain that

1
74Y3+§fd:0, (23)
and
1-2d
Y =i ——. (24)
8
Therefore,

s/1=2d 1
sS=1/—+=. 25
s 3 +2 (25)

We obtain the relationship between [ (the maximum
amount of information) and d (the detection rate) as follows:

I(d)zH(s)zH(W—i-;). (26)

From Fig. 2 we find that when d = 0.5, then I = 1, which
is the maximum amount of information Eve can eavesdrop.
That is, if Eve performs an attack by using ancillary particles,
when she obtains the maximum amount of information on one

qubit, the detection rate or qubit error rate reaches 50%.

1.0

0.8t 1

0.6 J

0.4r 1

0.2r 1

0 . . . L
0 0.1 0.2 0.3 0.4 0.5
d

Fig. 2. (color online) Relationship between I and d.

3.2.2. Security of ID

The ID is shared by Alice and Bob previously. They can
share it by executing the QKD protocol; therefore the QKD
protocol can guarantee the security of the ID in the process of
quantum key distribution. In the process of secret transmis-
sion in our protocol, the ID will not be delivered in a classi-
cal channel in any form. Therefore, in the process of a secret
transmission, the ID will be safe. The only unsafe factor is the
improper storage of Alice and Bob. Thus, without considering
the unsafe factor of improper storage, the ID can be reused in
an unconditionally safe manner.

3.3. Discussion

The original decoy photon idea is proposed by Li et al. in
Refs. [63] and [64]. In Refs. [63] and [64], a group of non-
orthodox photons are used as decoy photons. In our protocol,
the unique qubits

_ 1
|@15)p = 5(1000) + [011) = [101) +[110))5, 5,

are used as decoy photons. However, the unique qubits |<15XB >;
will not reduce the security of this detection strategy, the rea-
sons are shown as follows: i) because the position of Sz in Sj
is secret, Eve cannot obtain the secret by any measurement; ii)
because Alice and Bob measure the information photons (Sp)
with ZF or X basis according to ID (which is shared by Alice
and Bob only), the decoy photons will be measured with three
single-qubit measurements Zf; Zgl Zgz, to eavesdrop on the se-
cret, Eve may run a great risk of measuring decoy photons with
the X? basis. That is, to eavesdrop on the secret, Eve has to
measure photons with the XP basis sometimes, however, be-
cause Eve does not know which photons should be measured
with the X* basis and which photons should be measured with
the Z basis, she may measure decoy photons with the X ba-
sis by mistake, which will be found by Alice and Bob easily.

4. DSQC scheme with authentication against a
collective-dephasing noise

4.1. Protocol

A collective-dephasing noise can be described as
Ual0) =10) Ugll)=e'[1). @7

Here ¢ is the noise parameter, which fluctuates with time.
That is, if a |0) state is delivered through the channel with
collective-dephasing noise, the state will not change; while a
|1) state will change into e!? |1). Because two physical qubits
with anti-parallel parity obtain the same phase factor i¢, to
defend against collective-dephasing noise, two anti-parallel
qubits can form a logical qubit. The logical qubits immune
to collective-dephasing noise can be described by Eq. (8), and
given as

0), =0} 1) and [1), =[1)]0). (28)

Now we briefly describe the DSQC protocol based on hy-
perentanglement against a collective-dephasing noise. Sup-
pose that Bob is the sender and Alice is the legitimate receiver.
Alice and Bob have the secret w-bit string ID representing their
identities. Bob’s secret message is a series of classical 0 or 1
numbers in order, called M.

For a hyperentangled Bell state

@i} = 3 100) — [1))a5 ® (1) ~ [asb))as
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if particle B is delivered through the quantum channel with
collective-dephasing noise, to resist the effect of noise, the
sender should represent particle B as a logical quantum state,
that is, |0), should be expressed as [0) [1)p,:

1)p is ex-
pressed as [1)p [0)p,. Therefore, the logical hyperentangled
Bell state should be expressed as

—\dp 1
‘¢AB>PS = §(|0>A\01>3132 _|1>A|10>BIBZ)

® (la1bicr) — |azbaca))as, B,

1
= 5(|++*>+\***>
— |+ —=+) == ++))as,5,
® (|larbicr) — |axbaca) ) aB, B, - (29)

Step 1 Alice prepares N ordered ‘@;Bﬁg states. We
denote the ordered ’¢XB>dP§ states as {[P|(A), P1(B1),Pi1(B2)],
[Pz(A),Pz(Bl)7P2(Bz)], ey [PN(A),PN(Bl),PN(Bz)]}. Alice
takes particle A from each state to form an ordered particle se-
quence S4 sequence. The remaining particles constitute an Sp
sequence. It is similar to the original protocol.!”)

Step 2 According to the ID, Alice prepares a qubit se-
quence St. As did in Refs. [63] and [64], Alice uses St as
decoy photons. The rule is that she randomly prepares the i-
th qubit of Sy in |0) or |1) state if the i-th bit of the ID is 0;
or else, she randomly prepares the qubit in |[4) or |—) state.
Alice inserts the decoy sequence St into the sequence Sp ac-
cording to the ID, forming a new sequence Sp, which is sim-
ilar to Step 2 in the DSQC scheme against collective-rotation
noise. Only Alice and Bob know the positions of these decoy
photons. Then Alice sends S to Bob.

Step 3 After Bob receives S, Bob extracts decoy pho-
tons from S} and measures it with Z¥ = {|0),[1)} or X¥' =
{|4)p.|—)p} basis according to the ID. If the error rate is low
enough Bob believes that Alice is legal and no eavesdropping
exists. In this condition, the communication goes on. Other-
wise Bob interrupts it.

Step 4 Bob publishes the photons that he does not receive
in Sp, Alice discards the corresponding photons in S4.

Step 5 Alice first measures photons in S4 with basis Z5 =
{la1),|a2)}. Then according to the ID, Alice measures pho-
tons in Sy with basis Z¥ = {|0),|1)} or X = {|-+)p,|—)p}
Like Step 6 in the DSQC scheme against collective-rotation
noise, Alice and Bob will obtain an identical binary string C,
which is a real random number.

Step 6 The next steps are the same as Steps 7-11 in
the DSQC scheme against collective-rotation noise, which will
not be described further here.

4.2. Security analysis

Because the DSQC scheme is designed to be immune to
collective-dephasing noise, the eavesdropping will be found

more easily. Thus, the security of the protocol is mainly guar-
anteed by the identity string ID (shared by Alice and Bob) and
the eavesdropping detection strategy based on |0), |1), |+),
and |—) states. Because identity authentication is implemented
based on the identity string, the protocol will not be threatened
by a man-in-the-middle attack. Next, we analyze the eaves-
dropping detection rate of the protocol.

4.2.1. Analysis of the detection rate

In the DSQC scheme immune to collective-dephasing
noise, |0), |1), |[+), and |—) states are used as decoy photons
to detect eavesdropping. Because the positions of decoy pho-
tons are secret, Eve cannot discriminate between decoy pho-
tons and information photons (photons in Sg).

According to Stingspring dilation theorem, Eve’s eaves-
dropping can be implemented by a unitary operation E acting
on a bigger Hilbert space. The eavesdropping can be repre-
sented as

E®0)x)g = a|0) [xo)p +b[1) 1),
E@[1)x)g = n|0)[yo)g+m[1)[y1)g,

E®|1) )y = %wm o) +b[1) 1)

+n[0) [yo) g +mI1) [y1))
= S 1) @b + b1} +n o) +mly)e)
+1=) (alxo)s = bbaa) + o)~ m b)),

E®|-) )y = %(a\(» o)+ b]1) 1)

=0} [yo)g —mI1) [y1)g)
1
= EH‘H (alxo)g +blx1)g —nlyo)p —mlyi)g)
+ =) (alxo)g —blxi)g
—nlyo)g +mlyi)g)]- (30)
Here |x) is the initial state of Eve’s auxiliary particle and
jal + b1 = 1, |ml® + |n* = 1. [x0), b1) g, [vo)p. i)y are
pure states uniquely determined by unitary operation E.
The unitary operation E of Eve can be represented as

E:(Z Z) (31)

The complex numbers a, b, m, and n satisfy EET =1.
al> = |m|* and |b|* = |n|* can be obtained. The

error rate of each qubit is

Therefore,

o=1-la. (32)
Let |a|* = s, then we will obtain
o=1-s, (33)
which can be seen as the detection rate:

d=1-s. (34)

080306-7



Chin. Phys. B  Vol. 24, No. 8 (2015) 080306

Like that in the collective-rotation noise scheme, the total
information that Eve can eavesdrop in a qubit will be

I=H(s)=H(1—d). (35)

We can calculate that when I = 1, d = 0.5. That is, if Eve
performs an attack by using ancillary particles, when she ob-
tains the full information, the detection rate or qubit error rate
reaches 50%.

4.2.2. Discussion

Like that in the collective-rotation noise scheme, the ID
is shared by Alice and Bob previously. The only unsafe fac-
tor is the improper storage of Alice and Bob. Thus, without
considering the unsafe factor of improper storage, the ID can
be reused in an unconditionally safe manner. In our proto-
col, a group of non-orthodox photons (|0), |1), |+), and |—))
are used as decoy photons, which are nearly the same as the
modus operandi of the original decoy photons idea proposed
by Li et al. in Refs. [63] and [64]. However, the non-orthodox
decoy photons in our protocol are prepared according to the
identity string ID, which is secret to others. The special detec-
tion strategy implements not only eavesdropping detection in
a lure approach, but also identity authentication.

5. Conclusions

In this study, the two protocols by using hyperentangled
Bell state |(15/§B>;S or ]CDXB>(;,I; are secure in theory, which are
immune to collective-rotation noise and collective-dephasing
noise respectively. Compared with the existing schemes, our
protocol has the following differences.

(I) Man-in-the-middle attack can be resisted in our proto-
col.

(IT) For two classical bits, only two carrier qubits need to
be transmitted once; compared with the two-step protocol, our
protocol reduces not only the transmission of carrier qubits but
also the number of decoy photons; compared with the protocol
based on an ordinary Bell state, in the sense of being immune
to collective-rotation noise or collective-dephasing noise, our
protocol doubles the channel capacity.

(IIT) The secret message is divided into several parts to
transmit, however the identity string of Alice and Bob is
reused.

(IV) Unitary operations are not used.
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