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This paper focuses on the methodology analysis for the stability and the corresponding tracking performance of
a closed-loop digital jump linear control system with a stochastic switching signal. The method is applied to a flight
control system. A distributed recoverable platform is implemented on the flight control system and subject to independent
digital upsets. The upset processes are used to stimulate electromagnetic environments. Specifically, the paper presents
the scenarios that the upset process is directly injected into the distributed flight control system, which is modeled by
independent Markov upset processes and independent and identically distributed (IID) processes. A theoretical performance
analysis and simulation modelling are both presented in detail for a more complete independent digital upset injection. The
specific examples are proposed to verify the methodology of tracking performance analysis. The general analyses for
different configurations are also proposed. Comparisons among different configurations are conducted to demonstrate the

availability and the characteristics of the design.
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1. Introduction

As is well known, the external electromagnetic interfer-
ence (EMI) has been threatening modern commercial aircraft,
which are equipped with fly-by-wire digital control systems.
So far, the control systems of this kind are widely used in
modern aircraft. As the statistic documents show, fly-by-wire
control systems are more sensitive to external EMI than their
analog predecessors.I!! The typical EMI sources are divided
into two types: one comes from nature such as lightning and
the other originates from human beings such as high inten-
sity radiated fields (HIRF). As large-power radars and radio
transmitters are commonly used for aircraft communications,
monitoring, and other electronic systems, it becomes more and
more common that HIRF is injected on modern digital aircraft
systems. Typically, HIRF is emanated from modern commu-
nication equipment like broadcast towers, radars, and point-
to-point radio links. As is well known, computers deal with
binary data. Then HIRF might change the bits of the critical
control computer and thus induces communication to be dis-
rupted, control surfaces to spuriously move, etc. They could
result in most serious terrible consequences such as the loss
of control and even severe threat of the aircraft safety. There-
fore, the effects from EMI gradually attract the attention of
more and more researchers to the topics of aircraft stability
and performance analysis from system level under these kinds
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of environments. As indicated by the literature, the benefits
of the aircrafts redundancy design are apparently reduced due
to the common-mode faults triggered by EMI, >~ in addition,
aircraft performance responses are degraded. In general, the
performance of a complex control system can be completely
described by the aircraft dynamics and the corresponding con-
trol law utilized under nominal operating conditions. How-
ever, the system will switch to another mode under abnormal
operating conditions. Therefore, a degradation of control per-
formance could be generated and observed because the con-
trol system will switch between nominal and abnormal con-
ditions back and forth frequently when EMI happens to the
system. Then, it forms a jump linear system driven by the
stochastic switching signal. Consequently, this paper develops
a distributed computing platform to observe and analyze this
performance degradation and stability of the system under the
adverse conditions. In this paper, we use the stochastic method
to describe EMI events and develop the mathematic model to
describe the flight control system performance degradation. In
addition, stability analysis of the system is also a focus in this
paper. Therefore, the characteristics of the integrated analy-
sis model in this paper are to combine the embedded digital
system with the control law implementation, the dynamics of
the closed-loop systems and the harsh environments. Corre-
spondingly, the integrated performance measurable index is a
complex function of harsh environment event processes, the
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computing platform design choices, the aircraft dynamics, etc.

Malfunction effect researches on flight control systems
induced by harsh electromagnetic environments have been
considered, and have attracted more researchers for several
years. For example, it is proposed that the modelling and an-
alyzing method be constructed for a closed-loop system per-
formance under digital upsets.®!!1 Specifically, introduced in
Ref. [6] was a hybrid performance model for a digital flight
control system subject to random upsets. A distributed recov-
erable computing platform topology was proposed which had
been inspired mostly by the computer architectures known as
scalable processor-independent design for enhanced reliability
(SPIDER). Correspondingly, the ROBUS computer commu-
nication system was used on the SPIDER.!!>13] A complete
performance estimation method was developed for the control
system experiencing digital upset processes. Mean-square sta-
bility (MSS) principles were employed on this method. Ref-
erence [7] provided a performance model which was applied
to a Boeing 747 model. References [8] and [9] described
a physical HIRF experiment conducted at the NASA Lan-
gley Research Center. The statistical analyses of the col-
lected data from the experiments showed that Markov pro-
cess characteristics can proximately describe the upset process
in the literature. Correspondingly, stability analyses for the
stochastic jump linear systems were also developed by many
researchers.!!4201 The present paper employs mean square
stability to analyze the jump linear system stability character-
istics. Compared with the previous work, this paper makes
two contributions. First, this paper proposes more complete
independent upset stochastic process injected into the control
system in detail and provides the theoretical method to an-
alyze the processing units with various upset injection pro-
cesses cases. These processes are regarded as the switching
signals coming from the computing platform model. The pa-
per considers the general Markov upset processes, zero-order
Markov processes, also known as the independent and iden-
tically distributed (IID) process with Markov format and IID
processes with known upset probability as the switching sig-
nal injected into the digital control system. Second, a more
complete performance model analysis method is also devel-
oped especially under these kinds of upset processes directly
injected into the distributed control system.

The rest of the present paper is organized as follows. The
performance modelling theorems for the distributed control
systems subject to the independent digital upsets are intro-
duced in Section 2. In this section, the distributed recoverable
computing platform is presented briefly, a performance model
of the flight control system is also proposed, and the theorems
for tracking error performance with three types of upset pro-
cesses are summarized as well. In Section 3, theoretical and
simulation estimation validation examples and additional tri-
als are provided in order to verify the complete performance

model. Some conclusions are drawn from the present study in
Section 4.

2. Performance modelling and theoretical anal-
ysis of distributed control system with inde-
pendent digital upsets

2.1. Configuration of distributed recoverable computing
platform

Figure 1 shows a general distributed recoverable compu-
tational platform developed according to the ROBUS commu-
nication system. This platform is composed of N controller
processing elements (CPEs), M redundancy management units
(RMUgs), bus interface units (BIUs), and one I/O PE. The
functions of each unit are consistent with those in the previ-
ous work. In the present paper, CPEs are used to calculate
the updates of control law in the sample period, and RMUs
are used to coordinate the communications between the PEs,
which guarantees to provide full and reliable messages. BIUs
provide the interface between PEs and the whole communica-
tion system. I/O PE acts as an input—output interface to the
actuators. In practical application, the processing units, CPEs
and RMUs, are off-the-shelf devices; more details about the
hardware implementation can be found in Refs. [12], [13], and
[21]. This part has been further studied in Refs. [6] and [7]. In
the present paper, analyses are based on several assumptions
that are stated below.

(i) The upset processes 6;(k) and v;j(k) are independent
homogeneous Markov chains (HMCs) or IID processes com-
prised of binary random variables with certain transition prob-
ability matrices or upset probabilities for the processes.

(i) Each CPE has the same control law.

(iii) Each ROBUS node (CPE-BIU, RMU) can transmit
data when no internal upset is detected. This function detec-
tion is assumed not to fail.

(iv) Each ROBUS node is independent in a certain region.

(v) The state of each CPE, z;(k), identically broadcasts to
the channel i of each RMU.

(vi) The I/O PE is not subject to upset.

(vii) Each processing unit can be recovered within one
sample period.

The processes discussed in this paper are all binary ran-
dom variables such as the upset processes, 6;(k) and v;;(k).
That is, when the random process is injected by an upset, ‘1’
will be taken and ‘O’ otherwise. All the CPE-BIU outputs,
z;(k), represent the state of the corresponding CPE at time k.
Similarly, when z;(k) is taken to be ‘0’, the PE works properly
at the time k, then it will present the correct update at that in-
stant to the control law. Or it is upset and could not transmit
a correct update to the control law. Each CPE is functioning
with disturbance input 6;(k) abiding by the state transition ta-
ble given in Table 1.
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Fig. 1. A general N CPEs x M RMU s distributed computing platform topology based on ROBUS with digital upset injections.

Table 1. State transition table for the i-th CPE.

CPE state z;(k) CPE upset 6;(k) CPE next state z; (k+ 1)
0 0 0
0 1 1
1 0 0
1 1 1

Table 2. State transition table for the channel i of RMU i.

RMU state 2;j(k) ~ RMU upset v;j(k) ~ RMU next state Z;;(k+ 1)

0 0 0
0 1 1
1 0 0
1 1 1

The same rule is also implemented on the inner channels
of each RMU, where Z;; represents the state of the channel i of
the RMUJ ;. Z;; is subject to upsets specifically from the distur-
bance input v;;. Table 2 shows the state transition table used in
the channel i of the RMU j. Correspondingly, when the output
of a channel is ‘1’, data from the associated CPE could not be
reliably transmitted to I/O PE. The logics working on output
of the channel i}, J;;(k) is operated as Logical OR where z;(k)
and Z;;(k) determine the outputs. That means that if and only
if (iff) the CPE and the RMU are both not injected by upset at
time k, an update for the control law is available in this channel
at this instant. Logical AND will be applied to I/O PE fed by
all outputs of the communication channels. In this situation, if
the I/O PE output zy, (k) = 1, there is no control update for the
closed-loop system. That, then, implies that the system must

operate in the upset mode only when the next proper update
at the (k+ 1)-th sample is coming. Otherwise, the system will
operate in a nominal mode. This explanation is consistent with
those in Refs. [6] and [7].

2.2. Performance model description of flight control sys-
tem

This paper employs a switched jump linear system to
model the dynamics of the flight closed-loop system in the
form of

x(k+ 1) = Anyx(K) + Boywlh), (0) =10,
y(k) = Cy,x(k). (D

The paper will analyze the performance degradation of
the control system and the system stability when the stochas-
tic process zy (k) is a general Markov process, an IID process
with Markov format or an IID process.

As stated above, zy is a binary random variable and zy, (k)
is a stochastic process. Therefore, when z, takes ‘0’ and ‘1°,
the system is operating in nominal and upset modes. The cor-
responding nominal and upset state space models are repre-
sented by (Ag, Bo, Cp) and (A;, By, C1), respectively. The
methods developed in this paper will be applied to a Boeing
737 control system model. The nominal and upset modes of
the control system under consideration are both eighth-order
realization. The paper uses the models from Ref. [10] which
provides the specific details about state space models. The
purpose of performance analysis in this paper will focus on the
altitude output variable. The state space models also include
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Dryden wind gust spectral shaping filters.[!%!!] Since the sys-
tem switches between normal and abnormal conditions, an er-
ror system shown in Fig. 2 is formed in order to evaluate the
performance degradation when the system is subject to harsh
environments. From the closed-loop system perspectives with
Fig. 3, the input w(k), in fact, drives the shaping filters. Pro-
cess noise generated by the filter will then be injected into the
control-loop. In the event of no upsets subject to the control
computer, the system will be operating in the nominal mode,
then the generated tracking performance is acceptable. Once
the nominal system is interrupted by an upset, the nominal sys-
tem control law will be affected, then another different control
law will replace the original one. The corresponding perfor-
mance degradation is obvious. Therefore, the error system as
shown in Fig. 2 is suited to analyze this degradation. Two
copies of Eq. (1) with the same input w(k) form an error sys-
tem. One copy works as the reference system. This system is
always operating in the nominal mode and will never switch
to the upset mode. However, another copy works as the upset
system switched by the upset switching signal z, (k). There-
fore, there is a difference between their respective outputs, and
the output error signal, y. (k), could characterize the numerical
difference.

The main difficulty in analyzing the performance for the
proposed method in this paper is that the method should be
workable in the overall performance model structure including
three subsystems as shown in Fig. 3. It comprises the com-
puting platform shown in Fig. 1 and the error system shown

in Fig. 2, and the upset generator producing disturbance pro-
cess from the exosystem. Figure 3(a) is the complete overall
configuration; figure 3(b) is the concise version. These upset
processes are injected in the distributed computing platform
called the interference model. The difference in the flight con-
trol system performance can be observed: the closed-loop er-
ror system is driven by the output of the interference model.
The numerical evaluation of performance of interest uses the
mean power of the output tracking error

Jwe = lim E{[|ye(k)|[*}.
k—yo0

If the error system is mean-square stable, the limit of the
mean power exists. In this paper, Jy ¢ is described as a func-
tion of the design choices of N, M, the transition probability
matrices of 6;(k) and v;;(k), and dynamics of the flight control
systems. Therefore, this design and the index of Jy, . are used
to characterize the quality degradation of the system perfor-
mance when the system is subject to upsets.

Ay —— upset
system
+
reference
system

Fig. 2. Error system used for the performance analysis.
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Fig. 3. Complete performance model for the digital control system: (a) the complete configuration and (b) the concise configuration.
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Fig. 4. Alternative conceptual schematic diagram for the computing
platform with Markov upset processes.

2.3. Performance theory of a digital flight control system
with general Markov upsets

This paper considers that upset processes, 0;(k) and
v;j(k) are HMCs. Even though z;(k) is a delayed version of
0;(k), and Z;;(k) is a delayed v;;(k), in general, zy (k) could
not be of Markov.??! Then the paper derives the mean square
performance metric of Jy, . from Ref. [10]. Therefore, joint
theorems are employed to generate an alternative but equiv-
alent process which acts as the switching signal to drive the
error system as shown in Fig. 2.

Definition 1 ¢, the structure function, is a memoryless,
binary-valued mapping as shown in Fig. 4. This mapping is
¢ :{0,1}"™M 5 0,1} given by

¢(6i(k), vij(k)) = <ﬂ Gi(k)> U (ﬂ < Uij(k)>> :

Lamma 1 The binary random process z, (k) defined in
Fig. 4 satisfies the identity

2o (k) = ¢(6i(k), vij(k)).

Proof It is evident from Fig. 1 and the assumptions (i),
(iv), and (v) that

2y (k) = Iﬁdii/ = ﬁ (ﬁ (Zi(k)Ufi/(k))>

ij=1 i=1 \j=1
_ (N] ((Aﬁ (Gi(k)Uvij(k)))

From the distributivity property of Boolean algebra and
the properties between z;(k), Zi;j(k), and 6;(k), v;;(k), it fol-
lows that

zy(k) =
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N
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= ¢(6:(k), vij(k) ).

This proves the lemma.

Lemma 212324 Let 6;(k) and v;;(k) be independent
HMCs in state space {0,1} with the transition probability
matrices ITg; and ITv;j, respectively, for i = 1,...,N’ and

j=1,...,M, then the joint process u 4 (0(k),v(k)) will be
an HMC with transition probability matrix

A
Hﬁ:Hel ®"'®H9N/ ®HD” ®"'®HU|M/ ®.“®HDN/M”
and state probability vector
A
g = Mo, @+ Qg My, @+ @ Ty, @+ @ Ty

where ® denotes the Kronecker product and N’, M’ represent
the numbers of the processing units subject to upsets. When
processes 6;(k) and v;;(k) satisfy these properties, the joint
process (k) is irreducible and aperiodic. The detailed proof
can be found in Ref. [23].

Even though z, (k) is not always a Markov chain,!
the joint process described below is always known as the
Markov process.

Theorem 1123241 Let 6;(k) and v;;(k) be independent
HMCs in state space {0, 1} with the transition probabil-
ity matrices Ilp; and IT,,;, respectively, for i = 1,...,N" and
j=1,...,M'. Define z, (k) = ¢(6;(k), v;;(k)) and the joint
process, i(k) = (6(k),v(k)), then a new joint process

p(k) 2 (a(k),zy (k)

will be an HMC process; therefore, its state space can be re-

10,23

duced to a proper subset of {0, 1}V M+ Equivalently, tran-
sition probability matrix of the joint process p(k), Iy, is IT;.
When 6;(k) and v;(k) are irreducible and periodic with invari-
ant distributions, the joint process p (k) is ergodic. That means
that p(k) is modeled to be equivalent to z, (k) in Eq. (1) for
each state vector (i1,zy) according to the model equivalence
definition introduced in Ref. [25]. Therefore, the HMC p(k)
can substitute for z, (k) to drive the switched linear model.

The main contribution of this paper is to specifically pro-
pose the performance index analysis of Jy, . when the substi-
tuted switching signal p(k) is a homogeneous first-order or
zero-order Markov chain. Since all the upset processes are di-
rectly injected into the system, the estimation method becomes
much more complex, and this is also a big difference from the
previous work. Some specific definitions and theorems about
the performance index of Jy, ¢ are applied to the error system
as shown in Fig. 2 by using switching signal p(k).

Consider an n-dimensional jump-linear error system:

Xe(k+1) = Ac px(k) + Bepw(k), xc(0) = xey0,
Ye(k) = Ce px(k), )

where A, p = diag(Ap,A¢), Be,p = [Bp BY]". and Cep = [Cp, —
Co]. The process p(k) has states labeled by the symbols
1=0,1,...,(Io+ ;). Here, [y and [; represent the numbers
of “0” and “1” in p, respectively.

The following Theorems 2 and 3 are derived from
Ref. [10].

Theorem 2 The Markov jump-linear system (2) is MSS
iff ro(A2) < 1, where
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Ay =diag(Aly®ALy, -+, ALy @Al AL 1 ®ALL, Al ®AL) (Hp ®Inz),

lo

where IT is the transition probability matrix for p(k), and rg(+)
is the spectral radius. This is derived from Ref. [16].

Theorem 3 For the MSS Markov jump-linear system (2),
where p(k) is aperiodic and ergodic, if xo = 0, and w(k) and
p(k) are independent, then

lo+11—1 .
Jy = Tr(G,Or),
=0
where C = (Co,Cy,...,Ciy11,—1) is an Ip + I-tuple with C; =
cla,
N _ ~1
Or=¢ 1((1(10+11)n2 —A") Vo, Vi - Vg -1))

I+ —1

with V; 2 1);0 (IT] I./BZBIT [p];» and (Pfl denoting the inverse

column staclzing operator for the column array from In to
(I+1n—1.

2.4. Performance theory of a digital flight control system
with IID upsets

Theorem 4 Consider an N CPEs xM RMUs computing
platform topology as shown in Fig. 1, where N’ CPEs and M’
RMUs are subject to upsets (N’ < N, M' < M). Let each 6;(k)
random process have a certain probability pg := P{6;(k) =1},
and likewise, let each v;;(k) random process have a certain
pv 1= P{v;j(k) = 1}. Suppose that n; CPEs or m; RMUs
have the same upset probabilities pg; and pys , (Lng = N/,
Ymg=M,s=172..
0;(k) and v;;(k), are mutually independent, and they are in-

.). Suppose that the random processes,

dependent of the initial conditions of z;(0) and Z;;(0), then the
stationary probability will be characterized by

ng

M/
Plen() = 1} = H(l—CIen (-11s)) - o
mg=0

Proof According to the computer platform configuration
shown in Fig. 1, assumptions and the state transition tables
shown in Tables 1 and 2, we have

P{zy(k) =1} = HI—P{G =0}

0}) . 4)

It is known that the voter is a Logic AND of inputs, and

XP(U {vij(k) =
j=1

state random variables z;(k) are independent, then

N' .M

M {5k

ij=1

P{z(k)=1} =P

:1}

0

- ﬁP(ﬂ{yu —1}>
_ Hl_p<H {y,,-uc):o})-

Since the output of the ij-th channel, y;;(k), is used as Logic
OR of z;(k) and Z;;(k), it is obvious that

{51j(k) = 0} = {zi(k) = 0}() {2 (k) = 0}.

Therefore,
P{zy(k)=1} = Hlf <{z, O}HU{Z,, )

M/
It is claimed that {z;(k) = 0} and U {2;;(k)
=1

dependent for any fixed i and k, therefore,

P{Zu —1} H]—P{Z, 0}P<AL/IJ {25/(1()20}).

=0} are in-

Since random process z;(k) is a delayed version of ran-
dom process 6;(k), and random process Z;;(k) is a delayed
version of random process v;j(k), then by substituting these
identities into the above equation, equation (2) can be yielded.
In addition, 6;(k) and v;;(k) can be IID and are independent
of the initial conditions. Apply De Morgan’s Law to Eq. (2),
then we will have

P{Zv(k) = 1} = (1 —P{Gl(k) = 0}

x (1—P{u,»j(k)= 1}M')>N/

Since the upset probabilities for CPEs or RMUs can be
varied or part of them are the same, therefore, the identity
shown above can be expressed in a concise way as follows:

ng

P{zy(k) =1} = H (1119,,?(1 H p,m>) :

ng= ms=0
! !
Y=V, L.

where n; and m; represent the numbers of upset processes in-

s=1,2...,

jected into CPEs and RMUs with the same upset probabilities,
respectively. Therefore, the identity (3) is obtained.

It is known that zy (k) is a two-state IID process and
switches the jump linear system, therefore, equation (1) can
be converted into the following format

Xe(k+1) =
ye(k) =

eZU (k)+BC,ZuW(k)7 xe(o) = Xe;0 (5)
Cezpx(k). 6)
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Like Theorem 2, the A > matrix becomes
Aep = diag(AlO ®A§0aA§l ®A;:r,l )(IL, ®I162)-

Correspondingly, Theorem 3 can be specifically changed into
1
Jue =Y. Tr(C0)), (7)
=0

where C = (Cp,C}) is a 2-tuple with C; = C['Cy,

1
with V; 2y [IT] ljBlBlT[p]l, and ¢, ' denoting the inverse

column stacT(ing operator for the column array from In to
(I+1)n—1.

Theoretical performance analysis described by Eq. (2) is
employed in the Boeing 737 flight control system with the
CPEs and RMUs subject to independent Markov upsets. As
shown in Fig. 4, independent Markov upsets are jointed, and
the jointed transition probability matrix is injected to the ¢
function. Therefore, the new joint process, the switching sig-
nal p(k), is the HMC process according to Lemma 2 and The-
orem 1. Tracking performance error evaluation can be esti-
mated by Theorem 3, and the stability analysis method is also
proposed. The specific example is shown below. Theoreti-
cal estimation examples for the upset processes with general
Markov chains, IID processes of the Markov format, and indi-
vidual IID processes are analyzed in detail below.

Example 1 Consider a 2CPEs x 2 RMUs computing
platform topology where two CPEs and one RMU are sub-
ject to independent Markov digital upsets. Suppose that the
HMC'’s transition probability matrices for 6;(k) and v;;(k) are
given. Some of the matrices are estimated based on the analy-
sis of experimental data calculated by Eq. (3).8] The data are
collected from the experiments conducted under the 121.15-
MHz frequency and 140-V/m field strength electromagnetic
environment will be partly employed in this example, and the
transition probability matrix estimated from the experimental

result is
0.9979 0.0021 ]

Mo, = [0.0265 0.9735

Others are randomly chosen and shown below

. — | 0:9979 0.0021
%2~ 10.9735 0.0265 |’

0.9916 0.0084}

Iy, = Iy, = {0.0260 0.9740

Table 3 provides a state table for the joint process. It is
evident that p(k) has 16 states from Table 3, therefore, the cor-
responding transition probability matrix of the joint process
p(k), and state probability vector of p(k) can be calculated by
Lemma 2 and Theorem 1 as follows:

II, =1l = I, @11y, @ Iy, @ Iy, ,

Tp (0) = ﬂﬁ(O) = Ty, 0)® g, 0)® Ty, (0)® Tovy, (0).
The corresponding A, > matrix is

AC,Z == dlag(A;rpl ®A3p1,A;p2 ®A§p2,A2pl6 ®A;p16)
X (Hp ®1162)
= diag(Ag ) ® A, Ao @Al

12 copies

A’eTJ ®Agl7 . '7AE,] ®AE1)(HP ®1162).

4 copies

Using Theorem 3 in the calculations above, the theoreti-
cal estimation of performance index of Jy ¢ is 0.5928. Simul-
taneously, the error system for this example is stable since the
spectral radius of the matrix A > is less than one.

Next, since the IDD process is a zero-order HMC pro-
cess, then we take an IID case with the Markov format as an
example.

Table 3. State table for the 2 CPEs x 2 RMUs computing platform
when two CPEs and one RMU are injected by digital independent
Markov upsets at time k.

0, 62 vy V21 V2 V% P

0 0 0 0 0 0 0 pl: (0000000)
0 0 0 1 0 0 0 p2:(0001000)
0 0 1 0 0 0 0 p3:(0010000)
0 0 1 1 0 0 0 p4:(0011000)
0 1 0 0 0 0 0 p5:(0100000)
0 1 0 1 0 0 0 p6:(0101000)
0 1 1 0 0 0 0 p7:(0110000)
0 1 1 1 0 0 0 p8:(0111000)
1 0 0 0 0 0 0 p9:(1000000)
1 0 0 1 0 0 0 pl0:(1001000)
1 0 1 0 0 0 0 pll: (1010000)
1 0 1 1 0 0 0 pl2:(1011000)
1 1 0 0 0 0 1 pl3:(1100001)
1 1 0 1 0 0 1 pl4:(1101001)
1 1 1 0 0 0 1 pl5:(1110001)
1 1 1 1 0 0 1 pl6:(1111001)

Example 2 Consider a 3CPEs x 2 RMUs computing
platform topology where three CPEs are subject to IID digi-
tal upsets under the electromagnetic environment of 133.35-
MHz frequency and 210-V/m field strength. In addition, in
this example the Markov format is used to describe IID upset
processes. Suppose that 6;(k) and v;;(k) are IID processes,
transition probability matrices for 6;(k) and v;;(k) with IID
properties will be

0.9974 0.0026

Hey = Mo, =11, = [0.9974 0.0026} '
Following the analysis procedure in Example 1, Il,,

75 (0), and the corresponding A.> matrix are calculated ac-

cording to Table 4 by

Iy = Iz = Iy, ® ITg, © Ip,
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Tp (O) = EE(O) = Ty, (O) & Tg, (O) & T, (0)7
and

Acp = diag(A7 5 ®AL 51, Al pg @ Aq pg) (T R 2)
= diag(Al) ®ALy, ..., ALy ® AL, AL ®AL))

7 copies

X(Hp ®1162)'

Then theoretical performance estimation of Jy ¢ is 6.5399 x
107.

Next, when 6;(k) and v;;(k) are IID processes and the up-
set probability of each process is known, the example of the

performance estimation is given and analyzed below.

Example 3 Consider a 3CPEs x 3 RMUs comput-
ing platform topology where three CPEs and two RMUs are
subject to IID digital upsets with a certain upset probabil-
ity for each process. Suppose that the upset probabilities for
0;(k) are 0.0026, 0.0021, and 0.001, respectively, and the up-
set probabilities for each channel of one RMU are py;; =
P{v;1 (k) = 1} = 0.0084 and py;2 = 0.0012 (i = 1,2,3), then
P, = P{z,(k) = 1} = 5.5629 x 10~ will be calculated by
Eq. (3) in Theorem 4 with Y ny = N = 3/ and ¥ m, = M'=1.

The corresponding theoretical performance estimation of
Jw.e is 2.5601 x 1075 by using Eq. (7).

Table 4. State table for the 3 CPEs x 2 RMUs computing platform when three CPEs are injected by IID digital upsets with Markov

format at time k.

>
P
&
£
<
=

<
=

<
S

<
w
8]
I\l
<

p

c
N
[N

e ===
- —_- 0 0 = = 0o o
— o — O =0 = o
cocoocoocooco oo
cocoocoococo oo
cocoocoococo oo
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0000000000
0010000000)
0100000000)
0110000000)
(1000000000)
(1010000000
(1100000000
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pl:
p2:
p3:
p4:
p5:
po6:
p7:
p8:

S oo o o o oo
SO O o O o o oo
—_ O O O o o o o

3. Simulation validation of a digital flight con-
trol system performance with independent
upsets

The associated simulation validations are conducted, and
comparisons between theoretical and the corresponding simu-
lation results are analyzed for independent injection processes
which are Markov and IID cases.

3.1. Markov case

The corresponding simulation procedure description for
Example 1 is illustrated as follows. First, get the neces-
sary conditions such as the stationary distribution p for p(k).
Herein, Ilg, and Hv,»j are given (i = 1,2 and j = 1,2, that is,
N’ =2 and M’ = 1). Some interference transition probability
matrices for CPEs and RMUs are obtained from the HIRF ex-
periments. Then, calculate the corresponding p’s by solving
the eigen-equation p = plI;, respectively. Second, generate
the corresponding upset HMC process sample functions with
p as the initial condition. These so-called ‘upset’ processes are
fed to different computing platforms shown in Fig. 1. N =2
and M = 2 are adopted in Example 1 where two CPEs and
one RMU are subject to upsets (N' = 2 and M" = 1). Next,
the sample function of the switching process, zy(k), is col-
lected consequently, which in turn is employed to drive the
error system (2). At the end, the performance error measured
by Ju ¢ is calculated by using a time average of the steady-state

part of the ensemble average of the sample functions ||y (k)||?.
This estimation value indicates the flight control system per-
formance error when the system switches between normal and
abnormal conditions. This simulation experiment was con-
ducted over 2 x 10* Monte Carlo runs. This simulation verifies
that the process ||ye(k)||? is mean-ergodic. The corresponding
simulation estimate of Jy . for Example 1 is 0.5862 shown in
Table 5(a). Compared with the theoretical estimation of Jy e,
the simulation estimation is obviously consistent with the the-
oretical one. This paper also considers additional simulation
tests and compares the simulation results shown in Table 5(a)
with the corresponding theoretical estimations as shown in Ta-
ble 5(b) for different configurations under different electro-
magnetic environments. Other matrices used are shown be-
low for the electromagnetic environment of 133.35-MHz and

210-V/m field strength.
0.0026

0.0376} ’

0.9890 0.0110
0.9725 0.0275

0.9974
0.0376

0.9974
0.9624

0.0026

Mo, = { 0.9624
IIg

2:{
Iy, = Iy, = |:

II,,, and II,, under the electromagnetic environment of
133.35 MHz and 210-V/m field strength are the same as those
in Example 1 in order to make a comparison under different

environments. If the transition probability for upset-to-upset
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transition in IT is very big for each process, the error system
becomes unstable. Therefore, only Il is a big value for the
state transition for upset-to-upset transition in this paper.
Table 5 shows that the degradation of performance be-
comes more serious when the more processing units are sub-
ject to the same electromagnetic environment. In the mean-
time, under different strengths, the stronger the strength, the
worse the performance becomes. When the number of upset
processing units is less than the corresponding maximum num-
ber, the upset effects for the performance can be neglected,
which means that the redundancy outcome is good. All the
spectral radii of the available theoretical estimations for differ-
ent configurations in these trials are less than 1, which means
that the corresponding flight control error systems are mean-
square stable. Table 5 proves that the theoretical estimations
are consistent with the corresponding simulation estimations
for the available configurations when the systems are subject

to Markov upset processes.

Table 6 shows that the performance simulation and the-
oretical estimations for special Markov upset processes, the
zero-order Markov upset processes, under the electromagnetic
environment of 133.35-MHz frequency and 210-V/m field
strength. The special Markov processes also refer to IID pro-
cesses with the Markov format. That means each row is the
same for the transition probability matrix of each upset pro-
cess. It especially provides the simulation estimation for Ex-
ample 2 with 7.1556x 103 which is close to the correspond-
ing theoretical estimation. Other simulation results and part
of theoretical trial results for 3CPEs and varied RMU units
subject to electromagnetic environments are also shown in Ta-
bles 6(a) and 6(b). This demonstrates the redundancy advan-
tages since the performance error decreases as more RMUs are
added for a fixed CPEs subject to a certain electromagnetic en-

vironment.

Table 5. (a) Simulation results.

121.15-MHz and 140-V/m environment

133.35-MHz and 210-V/m environment

No. of CPEs /RMUs in upsets

1 RMU 2 RMU’s 1 RMU 2 RMUs
1 CPE 2.7303 x 1726 0.0275 2.7303%x10726 0.278
2 CPEs 0.5862 0.6305 0.6466 0.6942

Table 5. (b) Theoretical results.

121.15-MHz and 140-V/m environment

133.35-MHz and 210-V/m environment

No. of CPEs /RMUs in upsets

1 RMU 2 RMU’s 1 RMU 2 RMUs
1 CPE 47117 %1710 0.028 7.224x10~ 1 0.028
2 CPEs 0.5928 0.6210 0.6556 0.6838

Table 6. (a) Simulation results.

133.35 MHz and 210-V/m environment
0 RMU 1 RMU 2 RMUs
7.1556x1075 6.9755x107° 5.8764x1073

No. of CPEs/RMUs in upsets

3CPEs

Table 6. (b) Theoretical results.

133.35 MHz and 210-V/m environment
0 RMU 1 RMU 2 RMUs
7.1556x1073 6.9755x107° 5.8764x107

No. of CPEs/RMUss in upsets

3CPEs

3.2. IID case

Compared with the simulation estimation procedure for
Markov upset injection processes case, the difference from the
IID upset injection case is due to the method to generate the
upset process sample functions. In this case, the upset proba-
bilities for each interference process are given. Then the IID
upset sample functions are generated according to the upset
probabilities. These upset probabilities are also equivalent to
stationary upset probabilities for IID processes with Markov

formats proposed in Section 3. Specifically, pg, = 0.0026,
Pe, = 0.0021, pg, = 0.001, py;, = 0.0084, py;, = 0.0012,
and py;; = 0.002 (i = 1,2,3) are used in the following anal-
ysis. Next, these upset sample functions are fed to different
processing units shown in Fig. 1. The left procedures are the
same as those for the Markov case. At the end, the simulation
estimation in Example 3 is 5.0296x1077.

Other theoretical performance estimations are shown in
Table 7. The redundancy feature is obviously demonstrated
from Table 7. With the number of RMUs fixed, the more
CPEs, the smaller the performance error is. Special experi-
ments are conducted, with all processing units subject to up-
sets each with an upset probability of 0.0026. Figure 5 shows
that the theoretical estimation of p,, varies with the number
of RMUs for different numbers of CPEs. With the number of
CPEs fixed, the more RMUs exist in platforms, the less up-
set probability of the computing platform is. With the number
of RMUs fixed, the more CPEs exist in the platform, the less
the performance error is. On the contrary, with the number of
CPEs fixed, the more RMUs, the less the performance error is.
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Table 7. Theoretical estimations of Jy, ¢ when the 3 CPEs x 3RMUs computing platform configuration with varying processing units subject

to digital IID Markov upsets.

133.35-MHz and 210-V/m environment (pz,/Jy.c)

No. of CPEs/RMUs in upsets

1 RMU 2 RMUs 3 RMUs
2 CPEs 1.1508x 1074/ 0.4292 5.5074x 1076 /0.0205 5.4601x1076/0.0203
3 CPEs 1.0808 x 107° / 0.004 5.5629% 1072 /2.5601x 107> 5.46x1072 /2.0329% 1073
-2 TohE a computation issue to be dealt with. The more the processing
—4y T20PEs | units are subject to upsets, the bigger the matrix of A, 5 is. The
-3 CPEs .
_gl ~4 CPEs | dimension of this matrix is over 10°, even more. Therefore, it
— _ -5 CPEs i . . .
I _gq T e ] is a challenge to calculate the inverse of this matrix.
N
—10}
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Fig. 5. (color online) Theoretical estimations of p,, versus the num-
ber of RMUs under the electromagnetic environment of 133.35-MHz
frequency and 210-V/m field strength, with each of all the processing
units having an upset probability of 0.0026.

4. Conclusions
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