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In three-party password authenticated key exchange (AKE) protocol, since two users use their passwords to establish
a secure session key over an insecure communication channel with the help of the trusted server, such a protocol may suffer
the password guessing attacks and the server has to maintain the password table. To eliminate the shortages of password-
based AKE protocol, very recently, according to chaotic maps, Lee et al. [2015 Nonlinear Dyn. 79 2485] proposed a
first three-party-authenticated key exchange scheme without using passwords, and claimed its security by providing a well-
organized BAN logic test. Unfortunately, their protocol cannot resist impersonation attack, which is demonstrated in the
present paper. To overcome their security weakness, by using chaotic maps, we propose a biometrics-based anonymous
three-party AKE protocol with the same advantages. Further, we use the pi calculus-based formal verification tool ProVerif

to show that our AKE protocol achieves authentication, security and anonymity, and an acceptable efficiency.
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1. Introduction

With the rapid development of network and commu-
nication technologies, more and more users make transac-
tions via accessing remote networks. In order to obtain the
trusted services, the user and the remote server should authen-
ticate each other and establish the common session key be-
fore transactions. Since communicating parties can use their
low-entropy and human-memorable password to authenticate
each other via an insecure network and establish a session key
in password-based authenticated key exchange (AKE) proto-
col, therefore, password-based AKE protocol is convenient
and fast, and many such protocols have been proposed.!'=!
Specifically, due to the merits of chaos theory related to cryp-
tography, such as S-boxes design, ! encryption,!”! and hash
functions,'! many chaotic-maps-based two-party and three-
party password authenticated key exchange schemes have
been addressed.[!-18]

In 2011, Yoon and Jeon!!®! showed that a first chaotic-
maps-based three-party password authenticated key exchange
(3PAKE) protocol proposed by Wang and Zhao!!”! cannot re-
sist illegal message modification attack, and then they pro-
posed an improved one. Unfortunately, these two protocols
have a weakness that the server and the two users should
share a long-term secret key, respectively. Thus, the two users
have to protect the long-term secret keys. Later, based on
enhanced Chebyshev chaotic map, Lai e al.!'8! proposed a
novel 3PAKE protocol, but their protocol is vulnerable to the
privileged insider attack and the off-line password guessing

DOI: 10.1088/1674-1056/24/11/110505

attack.!'”] After that, Lee er al.””! proposed a chaotic-maps-
based anonymous 3PAKE scheme, but their scheme is vulner-
able to the man-in-the-middle attack since an inside attacker
can easily obtain the users’ identities.!?!->?! In the same year,
Xie et al.!”?! proposed a chaotic-maps-based 3PAKE proto-
col without using a timestamp. In 2014, Lai et al.>* pro-
posed a provably-secure 3PAKE scheme by using Chebyshev
chaotic maps in the standard model. All the above mentioned
protocols are based on a server public key or smart card, or
both to protect the user passwords. To eliminate the short-
ages of using a server public key and smart card, Farash and
Attari'®! proposed a first chaotic-maps-based 3PAKE proto-
col without using a server public key, nor smart card nor sym-
metric cryptosystems in 2014, but Xie et al.*®! demonstrated
that their protocol cannot resist impersonation attack nor off-
line password guessing attack, and then they proposed an im-
proved chaotic-maps-based 3PAKE protocol with the same ad-
vantages to overcome the weaknesses of Farash and Attari’s
protocol. In 2015, Shu [27] also showed that Farash and At-
tari’s scheme is vulnerable to off-line password guessing at-
tack and suffers communication burden, and proposed an im-
proved one.

Very recently, Lee et al.!*8! pointed out that password-
based AKE protocol may suffer the password guessing attacks
There-
fore, Lee et al. proposed a first three-party-authenticated key

and the server has to maintain the password table.

exchange scheme without using passwords to eliminate the
shortages of the password-based AKE protocol, and claimed
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its security by providing a well-organized BAN logic test.
However, in this paper, we demonstrate that their protocol can-
not resist any impersonation attack. Compared with the proto-
col of using a password, the user’s biometric has many advan-
tages, for example, it cannot be lost nor forgotten nor shared
nor copied easily, and it is difficult to fabricate or distribute
and guess. 8 Therefore, to overcome the security weaknesses
of Lee et al.’s protocol, by using chaotic maps, we propose a
biometrics-based anonymous three-party AKE protocol with
the same advantages. Further, we show that our AKE protocol
achieves authentication, security and anonymity by using the
pi calculus-based formal verification tool ProVerif.

The rest of the paper is organized as follows. In Sec-
tion 2, we review Chebyshev chaotic maps. Then, we review
and cryptanalyse Lee et al.’s protocol in Sections 3 and 4. In
Section 5, we propose a biometric-based 3AKE protocol. Af-
ter that, security analysis and the performance comparison are
presented in Sections 6 and 7. Finally, some conclusions are
drawn from the present study in Section 8.

2. Chebyshev chaotic maps

In this section, we introduce the Chebyshev polynomial
and Chebyshev chaotic map.

Definition 1 (Chebyshev polynomial and semi-group
property) Let n be an integer, and x € [—1, 1], then the Cheby-
shev polynomial 7,(x) : [-1,1] — [—1, 1] will be defined as

T,,(x) = cos(narccos(x)).

Therefore, the Chebyshev polynomial has the following
recurrence relation:

T(x)=1, Ti(x)=x, T,(x)=2xT—1(x)—T,—2(x),

where n > 2.
Let r and s be integers, then Chebyshev polynomials will
have the following semi-group property:

T,(Ty(x)) = cos(rcos™!(scos™!(x)))
= cos(rscos ! (x))

= T, (x) = LT (x)).

In 2008, Zhang!”! proved that the semi-group property
defined on interval (—oo, +o0) hold, that is,

To(x) = (2xT,—1(x) — T,—2(x)) mod p,

where n > 2, x € (—oo,+00), and p is a large prime number.
Therefore,

1,(T3(x)) = Ty (x) = T,(T;(x)) mod p.

Definition 2 (chaotic map) When n > 1, Chebyshev poly-
nomial map 7, (x) : [—1,1] — [—1,1] of degree n is a chaotic

map with its invariant density f*(x) = 1/(7v/'1 — x2), for pos-
itive Lyapunov exponent In#n.

The existing AKE protocols using chaotic maps are all
based on the following two assumptions.

Definition 3
problem) Given x and y, it is intractable to find the integer
s, such that Ty (x) = y.

Definition 4 (chaotic-maps-based Diffie-Hellman prob-
lem) Given x, T,(x), and T;(x), it is intractable to find Tp(x).

(chaotic-maps-based discrete logarithm

3. Review of Lee ef al.’s protocol

The notations used in this paper are summarized as fol-
lows: S: a trusted server; i: the user; ID;: user i’s identity;
B;: user i’s biometrics; /(): a chaotic-maps-based secure one-
way hash function; k: S’s secret key; (x, Tx(x)): S’s public key;
T (ID;): user i’s certificate issued by the server; Ex()/Dk():
secure symmetric encryption/decryption functions with key K;
H(): BioHashing; &: the bitwise XOR operation; ||: the con-
catenation operation; p: a large prime number.

The details of Lee et al.’s protocol are as follows.

Step 1 User A chooses a, and computes Ky = T, T (ID4)
where T;(ID4) is user A’s certificates issued by the server.
Ny = Tu(IDA),HA = h(NAHIDAHIDB), Nap = Tu(IDB),CA =
Ek,s(IDA||IDg||Ha||Nag), and then the user sends m; =
{N4,Ca} to B.

Step 2 Upon receiving m; from A, B chooses b, and
computes Kps = T;,T;(IDp) where T;(IDp) is User B’s certifi-
cates issued by the server. Ng = T,(IDg)Hp = h(Ng|[IDp),
Cp = Ek,,(IDg||Hp||Np), and then B sends my = {m,Np,Cp}
to S.

Step 3 Upon receiving my from B, S first computes

Ksa = Ti(Na) = TiT,(IDs ), Dkq, (Ca) = {ID4,IDp,Hao,Nag},
Ksp = Ti(Np) = Ti Tp(IDg), Dk, (Cp) = {IDp,Hp,Np},

and then S checks whether Hy = h(Ny||ID4||IDg) and Hp =
h(Ng||[IDg) are correct. If not, S terminates this request. Oth-
erwise, S computes

Hgp = h(Ti(IDg)||Ng), C3 = Ekgy,(IDa||IDp||Nag||Hss),
Hsp = h(T;(ID4)||Na), Ca = Exg, (ID4|[IDp||Np||Hsa),

where T;(ID4) and T;(IDp) are users A and B’s certificates.
Finally, S sends m3 = {C3,C4} to B.

Step 4 Upon receiving m3, B decrypts C3 by Kpg
and obtains {IDp,IDa,Nag,Hsp}, then computes Hp =
h(Ti(IDg)||Np) and checks whether Hg, equals Hsg. If not,
he terminates it. Otherwise, B computes SK = T, (Nap) =
T,T,(IDg) and Hgy = h(SK||Cy), and sends my = {Hpga,Cs}
to A.

Step 5 When A obtains my, he decrypts Cs by
Kus and obtains {IDs,IDg,Ng,Hsa}, then computes Hg, =
h(Ti(ID4)||Na) and checks whether Hg, equals Hss. If not,

he terminates it. Otherwise, A computes SK = T,(Np) =
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T,T,(IDg) and verifies whether h(SK||C4) = Hps. If not,
he terminates it. Otherwise, A computes and sends ms
h(SK||ID4||Nag) to B, and generates the session key SK’ =
h(SK).

When B receives ms, he can check the validity of ms. If

not, he rejects it. Otherwise, he also generates the session key
SK’ = h(SK).

4. Security evaluation of Lee et al.’s protocol

In this section, we will show that the Lee et al.’s protocol
cannot resist any impersonation attack, and discuss why their
protocol suffers this attack.

4.1. Impersonation attack

Any legitimate user (e.g., User C) can know other legiti-
mate users’ identities if he has participated in the three-party
AKE process with other users (e.g., Users A and B). Then he
can launch the impersonation attacks.

If a legitimate User C wants to impersonate the User A to
establish a session key with the User B, he can do the follow-
ing steps.

Step 1 The C chooses al
cate Ty(ID¢) issued by the server to compute Kajs =
Tu1 Ti(ID¢)Na1 = Tu1 (IDc), Ha1 = h(Na1|[ID4|[IDg), Na1p =
Tu1 (IDB),CAl = EKA]S(IDAHIDB”HAI ||NA13), and then C
sends m = {NAI ;CAI} to B.

Step 2 Upon receiving m; from A (impersonated by C),
B chooses b and computes Kgs = T,T;(IDg)Ng = T,(IDg),
Hp = h(Ng||IDg), Cp = Ek,(IDp||Hp||Ng) and then B sends
my = {mI;NBaCB} to S.

Step 3 Upon receiving m, from B, S first computes

and uses his certifi-

Ksa1 = Ti(Na1) = T Tn (IDc)

Dk, (Car) = {ID4,IDp, Ha1,Na1s},
Ksg = T;.(Ng) = T; T, (IDp),

Dk, (Cp) = {IDp, Hp, Np}.

Obviously, ID4, IDp, Hy1 and Hp are valid. Therefore, S com-
putes

Hsp = h(Ti(IDp)||Np), C3 = Ekg,(IDa|[ID5||Na15||Hsz),
Hsp = h(T(ID4)||Na1), Cs = Egg,, (ID|[IDg||Np||Hsa),

where T;(ID4) and T;(IDp) are Users A and B’s certificates.
Finally, S sends m3 = {C3,C4} to B.

Step 4 Upon receiving m3, B decrypts C3 by Kps
and obtains {IDp,ID4,Naip,Hsg}. Obviously, Hsp is valid.
Then B computes SK1 = Tb(NAlB) =T,Tn (IDB) and Hpy =
h(SK1||Cy), and sends my = {Hpa,Cs} to A (C can intercept
the message).

Step S When C intercepts the message my, he decrypts
C4 by Ku1s and obtains {ID4,IDg, N, Hsa }, C does not need

to verify the validity of Hs4, but to compute SK1 = T,; (Ng) =
T,1T»(IDp) and verifies whether h(SK1||Cs) = Hpa. If not,
he terminates it. Otherwise, C computes and sends ms =
h(SK1||ID4||Na1p) to B, and generates the session key SK1’ =
h(SK1). Obviously, B can check the validity of ms and obtains
the session key SK1’ = h(SK1).

That is, the impersonation attack is a success.

4.2. Discussion

Lee et al.’s protocol cannot resist any impersonation at-
tack, the reason is that the server cannot authenticate whether
the communicating parties (e.g., Users A and B) are legiti-
mate. As a cryptographic protocol, each communicating party
should hold a secret key, which is shared with the trusted
server, and then they authenticate each other by the shared
secret key. However, in Lee ef al.’s protocol, each commu-
nicating party except the server seems to have no secret key.

When we come to analyze Lee et al.’s protocol, the
server authenticates User A (or B) by checking whether Hy =
h(N4|[ID4||[IDg) (or Hg = h(Ng||IDp)) is correct in Step 3.
However, even if the equation holds, it cannot guarantee the
validity of the User A, because ID,4 and (Kag € [0,p— 1], N4 €
[0, p — 1]) has no necessary correlation, the server cannot au-
thenticate 7 (ID4 ) from Kus = T,7;(ID,) either due to the dif-
ferent a values in each session run and chaotic-maps-based
discrete logarithm problem. That is to say, it is indistinguish-
able for different 7, T;(ID;)(i = 1,2,...) generated by differ-
ent users (including the adversary), anyone who knows ID; and
Ti(ID;) (j # i or j = i.) can impersonate the user i to generate
the authentication message that can pass through the authenti-
cation process of the server S.

Therefore, Lee et al.’s protocol is vulnerable to imperson-
ation attack.

5. The proposed protocol

The proposed protocol consists of three phases: system
setup phase, registration phase, authentication and key ex-
change phase.

5.1. System setup phase

The server S chooses a large prime number p, its public
key (x € Z,, Ty (x) mod p) and secret key k based on Cheby-
shev chaotic maps, a chaotic-maps-based one-way hash func-
tion () and a biohashing H(), secure symmetric encryp-
tion/decryption functions Ex()/Dk() with key K.

Finally, S keeps the secret key k and publishes the param-
eters {p, x, Ty(x), h(), H()}.
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5.2. Registration phase

User i chooses his identity ID;, sends ID; and registration
information to S via a secure channel.

After receiving ID; and the registration information from
the user i, the server S first checks the validity of user i’s real
personal information, e.g., personal identification card, then
computes e¢; = h(ID; || k), wherek is a secret key kept by S,
and stores {ID;, e;,p, x, Ti(x), h(), H() } into a smart card and
sends it to the useri via a secure channel.

When the User i receives the smart card, he scans and en-
ters his personal biometrics B;. It is worth mentioning that no
one can obtain B; except the user i, and the biometrics scanner
can be combined in the smart card reader. The user i com-
putes R, = H(B; || ID;), fi=h(R;) and TID; = R;®e; = H(B; ||
ID;) ® h(ID; || k), and stores f; and TID; into his smart card.

5.3. Authentication and key exchange phase

In this phase, Users A and B can authenticate each other
and establish a session key with the help of the trusted server
S. Algorithm 1 illustrates this phase.

Step 1 User A inserts his smart card into a device, inputs
his biometrics By, then the smart card computes R4 = H (B ||
ID,4) and checks whether f4 = h(R4) holds. If not, it termi-
nates the computation. Otherwise, the smart card chooses a
large positive integer a, computes eq = Ry @ TID4 = h(IDy4 ||
k), KAS = TaTk(x)HA = h(Ta(x)HIDAHIDBHeA), and CA =
Ek,;(IDA|[IDg||Ha||T,(x)). Then it sends m; = {T,(x),Ca}
to B.

Step 2 Upon receiving m; from A, B inserts his smart
card into a device, inputs his biometrics Bp, then the smart card
computes Rg = H(Bg || IDg) and checks whether fz = h(Rp)
holds.
the smart card chooses a large positive integer b, computes
ep = Rg®TIDg = h(IDg || k), computes Kgs = TpT}.(x)Hp =
h(Th(x)HIDBHeB), and CB = EKBS(IDBHHBHTI)(X))‘ Then B
sends my = {my,T,(x),Cg} to S.

Step 3 Upon receiving m; from B, S first computes

If not, it terminates the computation. Otherwise,

Ksa = TiTu(x), Dk, (Ca)={IDa,IDp,Ha,T,(x)},

Ksp = TiTp(x), Dkgy(Cp) = {IDg,Hp, Tj(x)}.

Then, S checks whether the decrypted T,(x) and T}, (x)
are the same as the received ones. If not, it rejects
the request. Otherwise, S computes ¢, = h(IDy || k),
H}, = h(T,(x)|[ID4||IDgl[¢,), ¢} = h(IDg || k), and Hj =
h(Ty(x)||IDg||€f), and checks whether Hy = H) and H, = Hp.
If so, S computes

Hsp = h(T,(x)|[IDp|[IDA|les),
Cs = Exyy (1D |IDA| 4 ()| Hsp),
Hsy = h(T}(x)||[ID4[IDg|lea),
Cy = Ekg, (ID||IDg|[ T (x)[|Hsa),

and sends m3 = {C3,C4} to B. Otherwise, S terminates this
request.

Step 4 Upon receiving m3, B decrypts C3 by Kpg
and obtains {IDg,IDs,T,(x),Hsg}, then computes Hg, =
h(T,(x)||IDg||ID4||ep) and checks whether H{, equals Hgg.
If not, he terminates it. Otherwise, B computes SK = T, 7, (x)
and Hgy = h(SK||IDg||ID4||C4), and sends myq = {Hpa,C4 } to
A.

Step 5 When A obtains m4, he decrypts C4 by Kas
and obtains {ID4,IDg,T}(x),Hsa}, then computes Hg, =
h(Ty(x)||ID4 |[IDg||e4 ) and checks whether Hg, equals Hsy. If
not, he terminates it. Otherwise, A computes SK = T, 7} (x)
and verifies whether h(SK|[IDp|[ID4||C4) = Hps. If not,
he terminates it. Otherwise, A computes and sends ms =
h(SK||IDp||ID,) to B, and generates the session key SK’' =
h(T.Tp(x)).

Step 6 When B receives ms, he verifies whether ms =
h(SK||[IDg||ID,4). If it does not hold, B terminates it. Other-
wise, A and B share the session key SK' = h(T, T (x)).

6. Security analyses

In this section, we will show that the proposed scheme is
safe.

6.1. Formal verification

In order to prove the security of a protocol, researchers al-
ways use the formal security proof or the formal verification.
The former is presented by artificial structure, the weaknesses
are that the structure process is complex and difficult, and the
errors may not be easy to find; while the latter is performed
automatically, and the errors can be detected easily. On the
other hand, the formal verification tool ProVerif!?°! is based
on applied pi calculus,*® which uses Dolev—Yao model3!!
and supports many cryptographic primitives such as symmet-
ric and asymmetric encryption, digital signature, hash func-
tion, etc., and can be used to analyze the security, authentica-
tion and anonymity of cryptographic protocols automatically
and effectively. Therefore, we use ProVerif to analyze our pro-
tocol.

The formal definition of our proposed protocol can be di-
vided into three parts: the declaration part, the process part,
and the security property part. The declaration part includes
the definitions of communication channels, variables, func-
tions and other components used in the protocol.

There are two types of channels in the formal model:
a public channel ¢ for communicating general protocol mes-
sages and two private channels for communicating smart card
data between users and their smart cards. These channels are
defined as follows:

free c: channel,

free sca: channel [private],

free scb: channel [private].
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The variables and constants used in the protocol are defined as
follows:

free SKAB: channel [private],

free SKBA: channel [private],

free IDA: bitstring,

free IDB: bitstring,

free IDV: bitstring,

const p: bitstring,

const x: bitstring,

const k: bitstring [private],

const BA: bitstring [private],

const BB: bitstring [private].
Among them, BA and BB correspond to Users A and B’s bio-
metrics respectively. IDV is used for verifying the anonymity
property. According to the protocol, other variables and con-
stants are obvious.

The functions used in the protocol are defined as follows:

fun h(bitstring): bitstring,

fun H (bitstring): bitstring,

fun xor(bitstring, bitstring): bitstring,

fun T (bitstring, bitstring): bitstring,

fun senc(bitstring, bitstring): bitstring.
Here, function % and function H represent hash functions in
the protocol, and function T represents the Chebyshev polyno-
mial. The algebraic properties of these functions are modeled
as the following equations and reduction:

equation forall a: bitstring, b: bitstring; T(T (x,b), a) =
T(T (x,a),b),

equation forall m: bitstring, n: bitstring; xor(m, xor
(m,n)) = n,

reduc forall m: bitstring, key:
senc(key, m)) = m.

bitstring; sdec(key,

In order to prove authentication, we define the following
four events:

event UserAStarted(bitstring),

event UserA Authened(bitstring),

event UserBStarted(bitstring),

event UserBAuthened(bitstring).

The process part defines the actions of every participant
and models the protocol as their parallel execution. The smart
cards in the protocol are quite special: they belong to users but
look like separate participants. We define an independent par-
ticipant called infoProvider which models all smart cards as a
whole and communicates with users through private channels
sca and scb. It is defined below.

Let EmiteB =

let eB = A((IDB, k)) in
out (scb, eB),

let EmitfA =

let RA = H((BA, IDA)) in
let fA = h(RA) in
out(sca, fA),

let EmitfB =
let RB = H((BB, IDB)) in
let fB = A(RB) in
out(scb, fB),
let EmitTIDA =
let TIDA = xor(H((BA, IDA)), h((IDA, k))) in
out(sca, TIDA),
let EmitTIDB =
let TIDB = xor(H((BB, IDB)), h((IDB, k))) in
out(scb, TIDB),
let pubKey = out(c, T(x, k)),
let infoProvider = !EmiteA |!EmiteB |!EmitfA |!EmitfB
['EmitTIDA |!EmitTIDB |!pubKey.
According to the protocol, the core message sequence for
the proposed protocol can be described below:
Message 1: User A — User B: {T;(x), Ca},
Message 2: User B — Server: {my, T(x), Cp},
Message 3: Server — User B: {C3, C4},
Message 4: User B — User A: {Hpa, Cs},
Message 5: User A — User B: ms = h(SK||A||B).
Actions of User A include computing and then sending
message 1 to User B, waiting until he receives message 4 from
User B, and then computing and sending message 5 to User B.
Its smart card data are achieved through communicating with
the infoProvider. We defined User A as follows:
let UserA =
event UserAStarted(IDA);
let RA = H((BA, IDA)) in
in(sca, xfA: bitstring);
if xfA = h(RA) then
new a: bitstring;
in(sca, xXTIDA: bitstring);
let eA = xor(RA, xTIDA) in
let KAS = T(T (x,k),a) in
let HA = h((T (x,a), IDA, IDB, eA)) in
let CA = senc(KAS, (IDA, IDB, HA, T'(x,a))) in
out(c, (T (x,a), CA));
in(c, (xHBA: bitstring, xC4: bitstring)); (*step 5*)
let (xIDA: bitstring, xIDB: bitstring, xTbx: bitstring,
xHSA: bitstring)
= sdec(KAS, xC4) in
let HSA' = h((xTbx, xIDA, xIDB, eA)) in
if XHSA = HSA' then
let SKAB = T(xTbx, a) in
if xHBA = h((SKAB, xIDB, xIDA, xC4)) then
let m5 = h((SKAB, xIDB, xIDA)) in
out(c, m5);
event UserBAuthened(IDB);
let SK’ = h(SKAB) in 0.
Actions of User B include receiving message 1 from
User A, computing and sending message 2 to the Server, wait-

(*step 1%)

ing until receiving message 3 from the Server, then computing
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and sending message 4 to User A, and finally receiving mes-
sage 5 from User A. We define User B as follows:

let UserB =

in(c, (xTax: bitstring, xCA: bitstring));

event UserBStarted(IDB);

let RB = H((BB, IDB)) in

in(scb, xfB: bitstring);

if xfB = H(RB) then

new b: bitstring;

in(scb, xXTIDB: bitstring);

let eB = xor(RB, xTIDB) in

let KBS = T(T (x,k),b) in

let HB = h((T (x,b), IDB, eB)) in

let CB = senc(KBS, (IDB, HB, T'(x,b))) in

out(c, (xTax, xCA), T (x,b), CB));

in(c, (xC3: bitstring, xC4: bitstring)); (*step 4*)

let (xIDB: bitstring, xIDA: bitstring, xTax:
xHSB: bitstring) = sdec(KBS, xC3) in

let HSB' = h((xTax, xIDB, xIDA, eB)) in

if HSB’ = xHSB then

let SKBA = T'(xTax, b) in

let HBA = A((SKBA, xIDB, xIDA, xC4)) in

out(c, (HBA, xC4));

in(c, xm3: bitstring); (*step 6%)

if xm5 = A((SKBA, IDB, IDA)) then

let SK’ = h(SKBA) in

event UserAAuthened(IDA).

The server simply receives message 2 from User B, com-
putes message 3 and then sends it back to User B. We defined

(*step 2%)

bitstring,

the server as follows:
let Server =

in(c,(xTaxFromm1: bitstring, xCA:
xTbxFromm?2: bitstring, xCB: bitstring));

let KSA = T'(xTaxFromml, k) in

let (xIDA: bitstring, xIDBFromCA: bitstring, xHA: bit-
string, xTaxFromCA: bitstring)

= sdec(KSA, xCA) in

let KSB = T (xTbxFromm?2, k) in

let (xIDBFromCB: bitstring, xHB:
xTbxFromCB: bitstring) = sdec(KSB, xCB) in

if xXTaxFromm1 = xTaxFromCA then

if xXTbxFromm2 = xTbxFromCB then

let eA’ = h((xIDA, k)) in

let HA’ = h((xTaxFromml1, xIDA, xIDBFromCA, eA’))

bitstring,

bitstring,

in

let eB’ = h((xIDBFromCA, k)) in

let HB’ = h((xTbxFromm?2, xXIDBFromCA, eB’)) in

if xHA = HA' then

if xHB = HB' then

let HSB = h((xTaxFromm1, xXIDBFromCA, xIDA, eB’))
in

let C3 = senc(KSB,
xTaxFromm1, HSB)) in
let HSA = h((xTbxFromm2, xIDA, xIDBFromCA, eA’))

(xIDBFromCA, xIDA,

in

let C4 = senc(KSA,
xTbxFromm2, HSA)) in

out(c, (C3, C4)).

The protocol is defined as the parallel execution of the

xIDA, xIDBFromCA,

three participants where exclamation symbol means several in-
stances of the same participant may run at the same time
process !UserA |!UserB |!Server |infoProvider.

The third part of the formal definition — the security prop-
erty part — defines queries submitted to the ProVerif tool for
verification. ProVerif verifies security properties by checking
a certain kind of assertion, which is triggered by the query
statements. Session key security is verified by checking the
attacker query. The ProVerif code for verifying session key
security is given below. In the query, attacker (SKAB) means
an attacker who can intercept or compute User A’s session key.
ProVerif verifies the property by checking its reachability in
the formal model.

query attacker(SKAB),

query attacker(SKBA).

The authentication property is verified by checking the
events’ correspondence assertions. Events are indicators used
specifically for authentication verification and have no side ef-
fects on the protocol. In our formal definition, four events are
defined above to construct two correspondence relations which
correspond to two authentications processes respectively: one
for the server to authenticate User A and the other is for the
server to authenticate User B. The queries are defined below.

query id: bitstring; inj-event(UserAAuthened(id)) —
inj-event(UserAStarted(id)),

query id: bitstring; inj-event(UserBAuthened(id)) —
inj-event(UserBStarted(id)).

Execution of the queries in the latest version 1.88 of
ProVerif shows that the two attacker queries are not true and
the two correspondence queries are true. The former result
means that attackers cannot obtain the session key directly, or
have knowledge about how to compute the key, so the ses-
sion key is safe. The latter result means that the authentication
property is satisfied in the proposed protocol.

Anonymity requires a system in which User B with pub-
licly known identity IDV executes the protocol to be indistin-
guishable from a system in which it is not present at all. In
order to prove the user’s anonymity, the proposed protocol is
required to be the observational equivalence to the augmented
protocol defined as follows:

process !UserA |!UserB |!Server |infoProvider|,

let IDB = IDV in (!UserA|!UserB|!Server|infoProvider).

The observational equivalence can be translated into the
following ProVerif biprocess:
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process !UserA |!UserB |!Server |infoProvider|,

new ID: bitstring,

let IDB = choice[ID, IDV] in (!UserA|!UserB|!Server|
infoProvider).

The right side of the choice represents a system where the
user with public identity IDV can run the protocol. The execu-
tion of the above process in the latest version 1.88 of ProVerif
shows that anonymity of User B is satisfied. Anonymity of
User A is proved in the same way.

6.2. Other analyses

In this sub-section, we show that the improved protocol
can resist various attacks.

6.2.1. Password guessing attack

In our protocol, since users use the secret key e; = h(ID; ||
k) instead of passwords to authenticate each other with the
help of the trusted server, therefore, it can resist the password
guessing attack, and the server does not need to maintain the
password table, which has the same advantages as Lee et al.’s
protocol.

6.2.2. Perfect forward secrecy

In our scheme, the session key SK’ = (T, T, (x)) is re-
lated to nonces a and b, which are chosen by Users A and B
respectively and are different in each session run. Hence, even
if an adversary can know the server secret key k, he still can-
not compute the previously established session keys because
of the intractability of the chaotic-maps-based Diffie—Hellman
(CM-DH) problem.

6.2.3. Known-key security

Since the session key SK’ = h(T,T}(x)) is dependent on
the random nonces a and b, these two nonces are different in
all sessions. Therefore, an adversary cannot compute the pre-
vious nor the future session keys when he knows one session
key.

6.2.4. Forgery and impersonation attacks

Since user i’s secret key ¢; = h(ID; || k) is protected by
his personal biometrics B;, therefore, even if an adversary
can know all the information stored in user i’s smart card, he
still cannot extract the correct secret key ¢; = A(ID; || k) from
TID; =R;®e; = H(B; || ID;) ® h(ID; || k) without knowing B;.
Thus, the forged message m; = {T,(x),C;} cannot pass through

6.2.5. Replay attack

If an adversary impersonates A (or B) and replays A’s (or
B’s) message to S, and though the replayed message can pass
through the authentication process of the server S, the adver-
sary cannot extract the correct information from received mes-
sage generated by S, and cannot compute the session key due
to CM-DH problem either.

6.2.6. Man-in-the-middle attack

In our protocol, the server authenticates users via the
shared secret keys e; = h(ID; || k), which are protected by per-
sonal biometrics B; of users, so an adversary is unable to suc-
ceed in impersonating and replaying according to the above
analysis. Therefore, man-in-the-middle attack cannot succeed.

6.2.7. User anonymity

In our protocol, all transmitted messages are related to
random nonces a and b, which are chosen by Users A and B
respectively, and are different in all sessions. Therefore, an
adversary cannot extract nor verify the identities of users ac-
cording to the communication messages.

7. Performance comparison

Since Lee et al.’s protocol is a first chaotic-maps-based
three-party-authenticated key exchange scheme without using
passwords, in this section, we only compare our protocol with
Lee et al.’s protocol in terms of computation cost.

Let C, h, H, and E be the time for performing a Cheby-
shev polynomial computation, a one-way hash function, a bio-
hashing operation and a symmetric encryption/decryption op-
eration, respectively. Table 1 presents the average running
times of some commonly used operations estimated by Xue
and Hong!'* in 2012, and shows that Chebyshev polynomial
computation is slower than hash function and symmetric en-
cryption/decryption operation. We ignore exclusive OR, and
string concatenation operations which are negligible compared
with other operations. The performance comparison between
our scheme and Lee et al.’s protocol is given in Table 2. From
Table 2, we can conclude that Chebyshev polynomial compu-
tations of our scheme are less than Lee et al.’s protocol, but
hash function operations are more than Lee et al.’s protocol,
and our protocol needs two additional biohashing operations.

Table 1. Running times of different operations.

Operations Chebyshev Hash Symmetric
the authentication process of the server S, so this attack cannot P polynomial ~function encryption/decryption
succeed. Time/ms 322 0.2 0.45
Table 2. Performance comparison.
Protocol User A User B Server Total
Lee et al.’s protocol 28! AC +4h+-2E 3C+4h+2E AC +4h+4E 11C+12h+8E
Our protocol 3C+6h+1H+2E 3C+6h+1H+2E 2C+6h+4E 8C+18h+2H+8E
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8. Conclusions

In this paper, we show that the first chaotic-maps-based

three-party-authenticated key exchange scheme without using

passwords, proposed by Lee et al., is vulnerable to imper-

sonation attack. Then, an improved biometrics-based 3AKE

protocol without using passwords is proposed. The improved

scheme is safe according to formal verification, and the com-

putation is acceptable.
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