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Passive decoy-state quantum key distribution is more desirable than the active one in some scenarios. It is also affected
by the imperfections of the devices. In this paper, the influence of modulator attenuation on the passive decoy-state method
is considered. We introduce and analyze the unbalanced Mach—Zehnder interferometer, briefly, and combining with the
virtual source and imaginary unitary transformation, we characterize the passive decoy-state method using a weak coherent
photon source with modulator attenuation. According to the attenuation parameter 8, the pass efficiencies are given. Then,
the key generation rate can be acquired. From numerical simulations, it can be seen that modulator attenuation has a non-
negligible influence on the performance of passive-state QKD protocol. Based on the research, the analysis method of
virtual source and imaginary unitary transformation are preferred in analyzing passive decoy state protocol, and the passive
decoy-state method is better than the active one and is close to the active vacuum + weak decoy state under the condition

of having the same modulator attenuation.
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1. Introduction

Quantum key distribution (QKD)!!? allows two legal
communication parties, Alice and Bob, to establish a common
and secret key when the channel is accessible to an eavesdrop-
per, Eve. It is an important part of quantum cryptography.
Compared with the classical cryptography, the biggest advan-
tage of quantum cryptography is the unconditional security
which is based on the fundamental laws of physics: no-cloning
theorem and uncertainty principle. !

Since Bennett and Brassard proposed the best-known
protocol—BB84 protocol,!!l quantum cryptography has de-
veloped well both theoretically and experimentally./*-'!] The
unconditional security of QKD protocol was given by Lo H K
and Chau H E,l'? first. It was based on the situation that Alice
and Bob both have the quantum computers, which is still com-
mercially unavailable with current technology. Hence, people
wanted to find some other ways to prove the unconditional
security. Shor P and Preskill J') gave the proof that the se-
curity of QKD protocol based on state preparation and state
measurement is equal to that of QKD protocol based on entan-
glement purification. Combined with the CSS (Calderbank-
Shor—Steane) codes and entanglement purification, the uncon-
ditional security can be proven by current correction technol-
ogy. Renner et al.!'3! used the information theory to prove
the unconditional security which gives the upper bound of the
amount of information that Eve can get. In 2008, Horodecki et
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al.""! first proved that QKD protocol can generate a security
key when there is no entanglement purification.

The proofs of the unconditional security of QKD proto-
col are based on the ideal condition.!">! This means the single-
photon source, the perfect detector, the safe and credible chan-
nel, and so on. However, in the real situation, the conditions
mentioned before are not easy to satisfy. There are many un-
avoidable imperfections in a practical QKD system like multi-
photon pulse, attenuation of detector, non-authenticated chan-
nel, and finite resources. They undoubtedly threaten the secu-
rity of QKD. Therefore, researching the impact of the factors
in real conditions on the security of QKD system is important.

To analyze the influencing factors as mentioned, some re-
searchers improved the original protocols or presented new
protocols such as decoy-state protocol!'®21 and device-
independent QKD (DI-QKD).[>!-3!1 Some other researchers
used the mathematical and information knowledge to charac-
terize the impact of the imperfect factors on the security of
QKD by a security proof.

In this paper, we analyze the security of the pas-

sive decoy-state method 333!

based on the phase-coding
protocol 3*! under the condition of modulator attenuation. The
phase-coding protocol where the unbalanced Mach—Zehnder
interferometer (UMZI)3%361 is commonly used is more sta-
ble than the polarization one. The UMZI is composed of two

parts: a long arm and a short arm. In the ideal station, we con-
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sider that the attenuation of the short arm is equal to that of
the long arm. However, due to the imperfect phase modulator
(PM) in the long arm, it will introduce more loss than the short
arm. The security of QKD system is affected.

Currently, the method for analyzing modulator attenua-
tion is mainly to establish a new model to replace the original
actual phase modulator. The new model is more easy to ana-
lyze. In 2010, Li e al.®”) presented imaginary unitary trans-
formation and virtual source to analyze the security of BB84
protocol. Ferenczi et al.’® provided a qubit-based security
proof on unbalance BB84 protocol. In this paper, the imag-
inary unitary transformation and virtual source model are in-
troduced to the passive decoy-state method, and the security of
passive decoy-state method with modulator attenuation is also
analyzed.

The rest of this paper is organized as follows: In Sec-
tion 2 and Section 3, we introduce the decoy-state protocol
and the WCP source that can be used in the passive decoy-state
method, respectively. In Section 4, we recall the UMZI model
and analyze it with the method that using a perfect PM and an
unbalanced attenuator replace the imperfect PM. We consider
the passive decoy-state method with imaginary unitary trans-
formation and virtual source under the modulator attenuation
condition in Section 5. Finally, Section 6 gives a summary of
this paper.

2. Decoy state protocol

It has been noted that the necessary assumptions that the
ideal QKD system needs are not easy to satisfy. In the original
proposal of the BB84 protocol, a single-photon source is nec-
essary. However, the single-photon source is still unavailable
with the current technology. A weak coherent pulse (WCP)
source was used instead and many WCP-based experiments
have been done since the first QKD experiment.[**) How-
ever, due to the multiphoton pulses sent by WCP source, the
QKD system will suffer from photon-number splitting (PNS)
attack.[*%4!1 To protect QKD system from PNS attack, one can
use the decoy-state method which could closely reach the per-
formance of single-photon sources. Actually, the initial decoy-
state method can be called active decoy-state method in which
Alice prepares the decoy states actively. However, due to the
“active” process, it may bring some side channel information
that Eve can make use of to have an attack. For the real active
(regular) decoy-state experiments, it is more difficult to verify
the assumption that Eve cannot distinguish decoy and signal
states. 4!

To solve this problem, the passive decoy-state method
was presented. It can reduce the side channel information in
the decoy-state preparation procedure. Different from the ac-
tive decoy-state method which actively changes the intensity
of the laser pulses randomly, the passive decoy-state method

only has one intensity pulse. The key point to distinguish in
the passive decoy-state method is clicking or no clicking for
Alice’s detector.

The common point between the passive decoy state and
the active decoy state is that the counting rates and the er-
ror rates of the pulse of the same photon-number states from
the signal states and the decoy states shall be equal to each
other,[17]

Yn=Y, ,

/
my €m = €y (D

where Y, and Y, denote the counting rates of m photons from
signal states and decoy states, respectively, and e,, and e/, de-
note the error rates of m photons from signal states and decoy
states, respectively.

In 2005, Lo et al.l'”l combined the decoy state method
with the results provided by the Gottesman—Lo—Liitkenhaus—
Preskill (GLLP)[®! analysis and gave the exact formula for se-
cure key generation rate as follows:

RzZmax{R’,o}, )
7
where R! satisfies

R = q{ph¥o+piti[1=Ha(en)] - 0'f (E') i (E') }. 3

The parameter ¢ is the efficiency of the protocol. For
the standard BB84 protocol,!!! g = 1/2, f(E') denotes the
efficiency of the error correction protocol as a function of
the error rate E',*¥ typically f (E') > 1 with Shannon limit
f (El) = 1 (usually, we set 1.22 as its approximate value),
e1 denotes the single photon error rate, H, (x) = —xlog, (x) —
(1 —x)log, (1 —x) is the binary Shannon entropy function.

In this paper, we define that ¢ denotes “click” of the de-
tector while ¢ denotes “no click”. We denote the signals that
cause a click of Alice’s detector as signal states. The ones that
cause no click of Alice’s detector are decoy states.

3. Transformed WCP source that is used for the
passive decoy-state method

Due to the characters of the WCP source itself, it can-
not be used for the passive decoy-state method directly. Curty
et al.'*>*! have adjusted the WCP source to make it output
two Fock diagonal states, so that it can be used for the pas-
sive decoy-state method. The fundamental setups are shown
as follows.

InFig. 1, p and o denote the coherent states of two phase-
randomized WCP source states, respectively,

p=c Y Shin)(al, @
n=0 """

o=c Y i) (n], ®)
n=0 """

110307-2



Chin. Phys. B Vol. 24, No. 11 (2015) 110307

with gy and u, denoting the mean photon numbers of the two
signals, respectively. It should be noted that the WCP source
that Curty et al.
Without additional explanations, the WCP source mentioned

have changed is phase-randomized WCP.

throughout this paper is the source which is shown in Fig. 1.
We consider the threshold detector as the photon-detector in
Fig. 1. In this scenario, the joint probability of having n pho-
tons in output mode a and m photons in output mode b can be
written as[*]

vITMe TV ]

21
Pnm = V’(I_Y)mdea (6)

n'm! 2mwJjo

where the parameters v, 7, and £ are given by

V= U1+ Uy,
it +pp(1—1)+&cosh
= . ,
E =2 mm(l -1, @)

and ¢ denotes the transmittance of a beam splitter.

b

A

[ , photon-detector

Fig. 1. The WCP sources*>*! that are used for passive decoy-state
method.

Whenever the sender, Alice, does not protect the result of
the measurement in mode b, the probability of having n pho-
tons in mode a can be written as

= Z Pnm =
m=0

For Alice’s detector, the joint probability of having n pho-

n 2n
v 1/ Ve v7de. ®)

n! 2m Jo

tons in mode « and no click in the threshold detector now has

the form
PZ = (1-¢) Z (1 *nd)mpn,m
m=0
Ve MV ]
=(l—-& —m—— ~Ma) vYde, 9

where the parameter € denotes dark count and 714 denotes the
detection efficiency of the detector.

Then, the probability of having n photons in mode a and
producing a click in Alice’s threshold detector is

Pl =Py — Dy (10)

4. Unbalanced Mach-Zehnder interferometer
and simple analysis

Currently, the practical QKD systems can be divided
into phase-coding protocol*¥ and polarization protocol.
For comparison, the phase-coding protocol is more sta-
Unbalanced Mach—Zehnder
interferometer(>>3¢) (UMZI) is commonly used. The funda-

ble than the polarization one.

mental setups are shown in Fig. 2.

quantum
channel

|
T
|
|

Fig. 2. The quantum part of the QKD setup with unbalanced Mach—
Zehnder interferometer.

UMZI is composed of a long arm and a short arm, where
the long arm has a phase modulator (PM). In the proof of
QKD’s security, it is assumed that the attenuation of the long
arm is equal to the one of the short arm, and Alice’s atten-
uation has no effect on the security of QKD system. Bob’s
attenuation can belong to the attenuation of the channel. Theo-
retically, they do not affect the secure key generation of QKD.
However, the practical PM in the long arm will introduce more
loss, so that the attenuations are not equal. Under this condi-
tion, the photon states emitted from Alice are imperfect BB84
states. In this case, the key generation rate and security of
QKD will be affected.

From Fig. 2, we can see that the photon states entering the
quantum channel can be divided into photon states from the
short arm and long arm, respectively. After the phase modula-
tion of Bob’s side, the two photon states are divided into four
photon states. In this paper, we consider that the phase of the
photon from the long arm is randomly modulated by 0, 0.57,
7 or 1.57 in Alice’s side. Because only the single photon state
transmitted in the quantum channel can be used, the practical
single photon state is

\/—1(\/@ RVATIEE

ﬁ(\fH =il
——= (VIs[1)s —ivwll)), (1D

\/,u—&-l

where |1), denotes the single-photon state in the short arm.
|1), denotes the single-photon state in the long arm after PM,
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and U is the average source intensity of the short arm, and v
is the average source intensity of the long arm after PM.

As mentioned, the attenuation of the long arm is equal
to the one of the short arm in the proof of QKD’s security, i.e.
Us = v;. Due to the imperfection of the devices, the attenuation
of the long arm is larger than that of the short arm. Therefore,
Us > vi. We call the photon states emitted from Alice unbal-
anced states.

A simple analytical model is replacing the practical PM in

the long arm by a perfect PM and an unbalanced attenuator. >}

unblanced
perfect PMH attenuator
UMZI

Fig. 3. A perfect PM and an unbalanced attenuator.

UMZI

The loss from the practical PM can belong to the unbal-
anced attenuator. Based on this, two hypotheses are: (i) The
unbalanced attenuator can be controlled by the eavesdropper,
Eve. (ii) The single-photon states emitted by Alice are ideal
BB&4 states. Based on the above assumptions, we can get the
key generation rate

R>10"%/"gp, pg. (12)

where S is the probability distribution of the single-photon
states when we consider that Alice’s PM is perfect, o denotes
the loss coefficient of the quantum channel, d represents the
transmission distance, Py and Pg are the pass efficiencies of
Alice and Bob, respectively. Usually, they can be written as
Py = (Us+w)/2u and Pg = v;/(Us+vi). Theoretically, we
consider that only the single-photon state emitted by Alice can
generate the key bit. The multi-photon state has no contribu-
tions to the key generation. Note that the single-photon states
attenuated from the multi-photon states by the unbalanced at-
tenuator also cannot be used to generate the key bit. Combin-
ing the two hypotheses, the final key generation rate is low.

5. Passive decoy-state method with imaginary
unitary transformation and virtual source

In this section, the idea of imaginary unitary transforma-
tion and virtual sourcel*”! is introduced. Combined with the
passive decoy-state method, we consider the influence on the
security of the passive decoy-state method under the condition
of modulator attenuation. Firstly, we will introduce imaginary
unitary transformation and virtual source briefly. The funda-
mental setups are shown in Fig. 4. Reference [37] has proved
that the practical photon states, i.e., the states in Eq. (11), are
as secure as the perfect BB84 state when considering the prac-
tical state is equal to the perfect BB84 state combining with a
unitary transformation.

|_, imaginary | r |
_|_ virtual || unitary quantum PM detector _|_
i SOUrCe | frransformation| channel |
|
| Alice | | Bob |

Fig. 4. The quantum part of the QKD setup with imaginary unitary trans-
formation and virtual source.

Unitary transformation does not change the inner product
of vectors, the eigenvalues or the eigenvectors of the matrix.
An important application of unitary transformation in quan-
tum mechanics is converted between different representations.
The unitary transformation in Fig. 4 is a virtual structure, so
there is no need to implement it in the practical QKD experi-
ment. The unitary transformation is given as follows:

U|0),]0)5[0) 5 = [0),]0)[0) a

U0),]1)510) 5 = [0);11)5]0) a

Ul1)]0)[0) 5 = \/‘VTL|1>1|O>S‘O>A+ %|0>1|0>S|1>A7
Uln)m)s|0) o = [n)m)g|0) o, m+n > 2, (13)

where |0), and |1), are mutually orthogonal states in Alice’s
side. They are emitted randomly. Alice does not know each
state, and |n), and |n); denote the n-photon states in the short
arm and the long arm, respectively, n means the number of the
photon.

From Eq. (13), it can be seen that the unitary transfor-
mation does not change the vacuum state, multi-photon state,
and single-photon state in the short arm. However, the single-
photon state will be |1),|0)|0) , with a probability of v; /i1; and
|0),]0)(|1) o with a probability of (us — v)/ s after the unitary
transformation.

Similar to Section 4, the average source intensity is
changed from 2 to U + v; because of the imaginary unitary
transformation. Therefore, the pass efficiency of the imaginary
unitary transformation is Py = (s +v) /2 Us.

In the model of imaginary unitary transformation and vir-
tual source, the practical photon states in the quantum channel
are regarded as the perfect BB84 states emitted by the virtual
source and changed by unitary transformation.

After the phase randomization, the density matrix of the
virtual source is

On :A,,|O>S|0>11 <O| s <0|An+7
1 |
A= (a:,r—I— e”pafr) ,

V2 V2
VI +>n, n#1.(14)

Vi af +e'? Y g
1 Vs V1

A=Y
(v.us+"
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In this paper, the source considered is the WCP source
in Section 3, so the single photon state of the virtual source
emitted by Alice’s side is given by

!

’ P1
=—. 15
Pi="7, (15)
The probability distribution multi-photon state of the vir-

tual source can be respectively expressed by
Pn="rp, (122). (16)

Next, we will analyze the key generation rate combining
with passive decoy-state method.

From Egs. (6)—(8), we can find that the joint probabilities
are determined by the initial intensities y; and U, and it is
difficult to obtain p; and p from pg and v;. To calculate the
final key generation rate, we introduce a modulator attenuation
parameter 0. Its expression is

§=-1, (17)
Us
Then, the pass efficiencies of Alice and Bob can be regarded
as the function of J.
The distinction between signal state and decoy state is de-

termined by the results of the detector in Alice’s side

P = ;)PZ — (178)e_nd[ul(l_t)+ﬂ2t]10,nd§v (18)
P.=1-F;, 19)

where € represents the dark count, 14 denotes the detection
efficiency of the detector, 7 is the transmittance of a beam split-
ter. In this paper, r = 1/2, I, 5 is the modified Bessel function
of the first kind, !}

1 b/2)(t+1/t) ,—a—
Ly =~ ¢ W2 ma1 gy 20

“b = omi ]{ ¢ @0
The Q¢ and QF are the overall gains of Alice’s detector produc-
ing a click and no click, respectively, " denotes the overall
gain that Alice ignores the result of her measurement in mode
b. They can be expressed by

Qt —1_ (l _YO) einsyszO,nsysé’ (21)

0°=P—(1—-g)(1 —Yo)e(nd_nsys)w_ndDlo,(nd—nsys)i’ 2

Qo =0-0" >
Correspondingly, the error rates can be acquired as

E = (e —eq)Yo/Q: +eq, (24)

E:= (60—€d)YOPE/Q€' +eq, 25)

EC = Et - Ec_‘v (26)

where @ = pyt 4 o (1 —1), Msys denotes the overall trans-

mittance of the system. It can be written as Tgys =

PAPsNchannelMBobs Pa and Pg represent the pass efficiencies
of Alice and Bob, respectively, npob is the overall transmit-
tance of Bob’s detection apparatus, Nchanne] can be related to
a transmission distance d measured in km for the given QKD
schemes as

— 1
Nchannel = 10 ad/ 07

where « represents the loss coefficient of the channel mea-
sured in dB/km.

In the ideal station, Py = 1 and P3 = 1/2. However, they
will change under the real condition. Here, we can see the
essence of the modulator attenuation. The additional loss com-
ing from the modulator of the long arm weakens the pulses, so
that the pass efficiencies of Alice and Bob are changed. After
all, the overall transmittance of the system is affected.

According to the GLLP formula, we can get the key gen-
eration rate as

R > q{Q1c[1—Hz(e1)]—Qcf (Ec)H2 (Ec)}.  (27)

Due to the contributions of the decoy state in the passive
decoy-state method, the key generation rate of the decoy state
needs to be calculated

R >q{Qic[1 —Hy(eis)] — Qaf (Ec)Ha (Ez)}.  (28)

Finally, the key generation rate of the passive decoy-state
method is

R =max {R°,0} +max {R°,0}. (29)

6. Numerical simulations

In this section, some numerical simulations are taken to
show how modulator attenuation influences the final key gen-
eration rate. In this scenario, the yield of n-photon state can be
expressed as!!720)

Y, =1—(1-Y) (1 —ngs)". (30)

We set 1y = 0.5 and pp, = 0.0001. The other experimen-
tal QKD parameters are shown in Table 1. which come from
Ref. [47].

Table 1. Experimental QKD parameters.

a/dB-km’l NBob eq Y() Nd v
0.21 0.045 0.033 1.7x10°° 012 32x1077

First, we will give a simulation of the passive decoy-state
method in the ideal station. In this case, the PM in the long
arm of UMZI will not introduce extra attenuation which means
vi = Us and 6 = 1, so the pass efficiencies of Alice: P = 1. For
the phase-coding QKD protocol, only the interfering pulses,
which produce clicks in the middle time (#, in Fig. 5), are used
for the key generation. The pass efficiencies of Bob: Py = 1/2.
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M

t;
Fig. 5. The interfering pulses.

Then, we will simulate the method of replacing the prac-
tical PM in the long arm by a perfect PM and an unbalanced
attenuator. Comparing with the virtual source, we also com-
bine the method with the passive decoy-state method. In this
case, due to the unbalanced attenuator, Py = (s +v;) /245 and
Ps = vi/(vi+ ). It should be noted that we assume that
the unbalanced attenuator can be controlled by Eve, so when
we calculate the probability distributions of n-photon state,
v = Us. Figure 6 gives the relationships between R and d of
0 =1/2,1/3,1/4, respectively. The curve of § = 1 denotes
the ideal condition.

103
1074}
8
g
107° ¢
g 6=1
T 106} §=1/2
g §=1/3
& 10-7 } 0=1/4——>
>
¥
1078}
10—9 L L L L L
0 20 40 60 80 100 120

Transmission distance/km

Fig. 6. (color online) The relationship between key generation rate (R) and
the transmission distance (d) of the passive decoy-state method under the
analysis of replacing the practical PM by a perfect PM and an unbalanced
attenuator.

Next, we shall give the numerical simulations of the pas-
sive decoy-state method with the method of imaginary uni-
tary transformation and virtual source. In this case, we con-
sider the practical PM which would introduce extra attenua-
tion to the QKD system, so v; < ls. It has been mentioned
that the practical photon states in the quantum channel can
been regarded as the perfect BB84 states emitted by the vir-
tual source and changed by unitary transformation. Combined
with the nature of unitary transformation, P, is equal to 1.
Ps =vi/(vi+ Us). Figure 7 shows the relationship between R
and d of 6 =1/2,1/3,1/4, respectively. Similarly, the curve
of 6 = 1 denotes the ideal condition.

We compare the above cases when 6 = 1/3. To get a
better result, we define R(J)/R as the fidelity of the passive
decoy-state method considering modulator attenuation, where
R(6) and R are the key generation rates with and without mod-
ulator attenuation.

According to Figs. 8 and 9, we can find that no matter
which analytical method is chosen, the modulator attenuation
will affect the key generation rate and transmission distance of
practical QKD system. Comparing with the methods of unbal-
anced attenuator and virtual source, it shows that the method
of virtual source is better than the method of unbalanced at-
tenuator in the key generation rate and transmission distance.

107

107"

107°

10°°

1077

Key generation rate

10°®

1077 ’ ’ y y .

0 20 40 60 80 100 120
Transmission distance/km

Fig. 7. (color online) The relationship between key generation rate (R)

and the transmission distance (d) of passive decoy-state method under the

analysis of imaginary unitary transformation and virtual source.

10
10
3
I 3 ideal UMZI
2107
g virtual source and imaginary
.9 F unitary transformation
-
S 10°¢ practical UMZI
[} L
=]
9]
<) 107
> L
(&)
x -8
107°
107°

0 20 40 60 80 100 120
Transmission distance/km

Fig. 8. (color online) The relationship between key generation rate (R) and
the transmission distance (d) of passive decoy-state method under different
conditions.

10°
virtual source and imaginary
107t F unitary transformation
practical UMZI
g :
-2}
= 10 .
—
=
1073 F
107

0 20 40 60 80 100 120
Transmission distance/km

Fig. 9. (color online) The relationship between R(8)/R and the transmis-
sion distance (d) of passive decoy-state method under different conditions.
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Finally, we give the comparison of the R(J)/R versus
transmission distance among the one decoy-state, vacuum +
weak decoy-state, and passive decoy-state methods when 8 =
1/3. Figure 10 shows the answer. Based on Fig. 10, it can be
seen that the passive decoy-state method is better than the ac-
tive one decoy state when the extreme transmission distance is
taken into consider. The d of the passive decoy-state method
is a little smaller than that of the vacuum + weak decoy-state.
If d > 60 km, the fidelity R(J)/R of the passive decoy-state
method is larger than the one of one decoy-state and is close
to the R(0)/R of vacuum + weak decoy-state. In a word, the
passive decoy-state method is better than the one decoy-state
and is close to the vacuum + weak decoy-state.

10°
one decoy state
5=1/3
1L passive decoy state
107" 5=1/3
vacuum-+weak decoy state
§=1/3
~ o
= 10-2t
= 10
—
=
10—3 L
10"

0 20 40 60 80 100

Transmission distance/km

120

Fig. 10. (color online) The relationships between R(8)/R and the trans-
mission distance (d) of passive decoy-state method, one decoy-state and
vacuum + weak decoy-state.

7. Conclusions

In summary, the passive decoy-state method with WCP
source in the case of modulator attenuation is considered. Two
safety equivalent models were used to analyze the attenuation
of UMZI. One is replacing the practical PM in the long arm by
a perfect PM and an unbalanced attenuator. The other one is
an imaginary unitary transformation and virtual source. They
were compared with the ideal situation and different attenua-
tions. According to the numerical simulations, it seems that
modulator attenuation has a non-negligible influence on the
final key rate of the passive decoy-state QKD protocol with
WCP source. The larger the attenuation is, the smaller the key
generation rate and extra transmission distance are. Besides,
evidence shows that the analytical method of virtual source
is better than the unbalanced attenuator one both in the key
generation rate and transmission distance. Moreover, compar-
ing with the active one decoy-state and the active vacuum +
weak decoy-state methods, the result shows that the passive
decoy-state method is better than the active one decoy state
and is close to the active vacuum + weak decoy state under the
condition of having the same modulator attenuation. The con-
clusions can be used for the actual operation of QKD systems.
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