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Post-processing is indispensable in quantum key distribution (QKD), which is aimed at sharing secret keys between
two distant parties. It mainly consists of key reconciliation and privacy amplification, which is used for sharing the same
keys and for distilling unconditional secret keys. In this paper, we focus on speeding up the privacy amplification process
by choosing a simple multiplicative universal class of hash functions. By constructing an optimal multiplication algorithm
based on four basic multiplication algorithms, we give a fast software implementation of length-adaptive privacy amplifica-
tion. “Length-adaptive” indicates that the implementation of privacy amplification automatically adapts to different lengths
of input blocks. When the lengths of the input blocks are 1 Mbit and 10 Mbit, the speed of privacy amplification can be as
fast as 14.86 Mbps and 10.88 Mbps, respectively. Thus, it is practical for GHz or even higher repetition frequency QKD

systems.
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1. Introduction

The goal of quantum key distribution (QKD) is to dis-
tribute random secret keys between two distant legitimate par-
ties, customarily called Alice and Bob, in the presence of an
eavesdropper Eve. The best known protocol!!l for QKD was
proposed by Bennett and Brassard in 1984. Generally, QKD
contains four phases: quantum communication, public discus-
sion, key reconciliation, and privacy amplification. In the first
phase, Alice sends Bob a series of quantum states through a
quantum channel, then Bob measures the quantum states that
he receives. The key in this phase is termed the raw key. In the
public discussion phase, Alice and Bob announce their cho-
sen bases through a public classical authenticated channel, and
only the qubits that have the same bases are retained. After this
phase, Alice and Bob obtain the correlated classical bits of the
same length called the sifted key. In the key reconciliation
phase, Alice and Bob have to reconcile the errors in the sifted
key due to the unavoidable tampering in the quantum chan-
nel. The key in this phase is called the reconciled key. Finally,
to eliminate the partial information gained by Eve, Alice and
Bob use universal hash functions to compress the reconciled
key. The key after this phase is called the secret key.

Since 1984, many theoretical and experimental achieve-
ments in QKD have been made.>®! Several research groups
have realized high-speed QKD systems.>*7! For high-speed
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QKD systems, privacy amplification (PA) is a bottleneck due
to the fact that the input length should be larger than at least
a hundred kilobits!®! to reduce the finite size effect.!®2] To
fulfill the high-speed requirement and to reduce the finite size
effect, we propose a universal method to speed up the PA pro-
cess at large input lengths on different QKD systems.
PA['314] allows Alice and Bob to distill shorter but
highly secret keys from a common random string that is only

partially secret.
15,16]

A publicly known universal class of hash
functions! is used to perform the PA process. To reduce
the finite size effect in distilling secure keys,®!?! the lengths
of input blocks for PA should be larger than a hundred kilobits,
and this leads to large lengths of processing blocks. There are
several universal classes of hash functions!!”! suitable for PA.
Many QKD groups!?!3191 utilize the Toeplitz matrix?! for
this task. It can either be realized based on hardware (for its
simplicity and parallel feature), or software which can be ac-
celerated by means of fast Fourier transform (FFT) or number
theoretic transform. ['7-21]

Instead of choosing the Toeplitz matrix, we choose a
simple multiplicative universal class of hash functions!'”! to
perform PA. By constructing an optimal multiplication algo-
rithm based on four basic multiplication algorithms, we give
a fast software implementation of length-adaptive PA with

good portability and universality, which can be easily trans-
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planted to different repetition frequency QKD systems. The
PA implementation is performed by a single thread computer
program, which is written in C++. The experimental plat-
form is a personal computer with Intel (R) Core (TM) 13-3220
@3.30 GHz and 4.00 GB RAM running 64-bit Windows 8.
“Length-adaptive” indicates that the PA implementation au-
tomatically adapts to various lengths of input blocks, which
enables users to adjust the input length according to their spe-
cific requirements. In principle, there is no upper bound on the
input length, and the time overhead of PA is not affected by the
shrink factor (the ratio of the length of the secret keys to the
length of the reconciled keys). The proposed scheme features
shorter time overhead than that in Ref. [22] which chooses
the Toeplitz matrix to perform PA. When the processing block
lengths are 1 Mbit and 10 Mbit, the speeds of the length-
adaptive PA scheme can be up to 14.86 Mbps and 10.88 Mbps,
respectively. In this sense, the proposed PA scheme is ade-
quate for practical GHz or even higher repetition frequency
QKD systems.

The rest of this paper is organized as follows. In Sec-
tion 2, privacy amplification and related multiplication algo-
rithms are presented. Section 3 gives the scheme of the op-
timal multiplication algorithm. Section 4 discusses the con-
struction of the optimal multiplication algorithm. A perfor-
mance analysis of the length-adaptive privacy amplification
scheme is presented in Section 5. Finally, Section 6 concludes
the paper.

2. Privacy amplification and related algorithms

In order to eliminate the partial information that Eve may
know about the keys, Alice and Bob have to randomly choose
a hash function from a publicly known universal class to com-
press the keys shared between them. In practice, Alice sends
some information that can describe the hash function to Bob,
and they use the same hash function to perform the PA process.

There are a few universal classes of hash functions to per-
form the PA process.!!”! One of them has the following form

Hk,l = {ha,b|a7b S sz7 gcd(a,Z) = 17b 7é 0}7 (1)

where k and [ (k < [) are two positive integers, and A, j, is given
by

hap(x) = {(ax+b mod 2) /2"*’J L xE€Zp. ()

The hash function A, j indicates the / most significant bits
of the function ax+ b which is calculated in the ring of in-
tegers modulo 2*. For binary strings, ax+ b mod 2% denotes
the rightmost & bits of ax+ b, and | (ax+ b mod 2¥) /257! | de-
notes the leftmost / bits of (ax +b mod 2¥). Hence the modulo
and division operations are not actually needed to do. Com-
pared with the addition operation, the multiplication operation

is more complicated and nearly consumes all the time over-
head of the entire process. Fortunately, there are some multi-
plication algorithms 123231 to boost the multiplication oper-
ation according to the lengths of the two integers that are to be
multiplied. Reference [25] is suitable for astronomically large
numbers and is not considered in this paper.

A brief description of some useful multiplication algo-
rithms related to the proposed PA scheme is given below.

2.1. Grade-school algorithm

Given two n-digit integers a and b in some base B (B € Z)

n—1
a=Y abB, ()
i=0
n—1 )
b= b;B, 4)
j=0
the product of a and b can be written as
2n—1 n—1n—1 o
c=Y aB' =Y Y abBt, )
k=0 i=0 j=0

where a;, bj, ¢; € Zg. The time complexity of grade-school
(G) algorithm is O(n?).

2.2. Karatsuba algorithm

Considering two large n-digit integers a and b in some
base B (B € Z), a and b are divided into two parts of equal
length or the high part shorter than the low part. Let m =
[1/2], a and b can be written as

a=aB" +ay, (6)
b="bB" + by, @)

where ag,by € Zgn and ay1,by € Zy(,-m). According to Karat-
suba (K) algorithm,>*! the product of a and b can be denoted
as

c = a1b132m+ [(a1 +a0)(b1 +b())
—a1by —aobo]Bm+aob0. (8)

The product of a and b can be computed in only three
multiplications at the cost of some extra additions and sub-
tractions. The time complexity of K algorithm is O(n'°¢23).

2.3. Toom—Cook 3-way algorithm

Toom—Cook 3-way (TC) algorithm,**! in some sense, is
a generalization of K algorithm. If the length of two large
numbers a and b in some base B (B € Z) is n, each number
will be divided into three parts of equal length or the most sig-
nificant part shorter than the other two. Anyway, the lengths
of the three parts should be as close as possible, a and b can
be written as

a=aB”" +aB" + ay, 9)
b= byB*" + b B" + by. (10)
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In view of two polynomials A (x) = axx? +a;x+ag and B (x) =
box* +bix+ by, a and b are the value of A(x) and B(x) at the
point x = B™, where m = | (n+2)/3|. Let C(x) be the product
of A(x) and B(x). Then, C(x) can be denoted as

C(x) = cax* + 33 + cox? + 1 x + co. (11)

The product of @ and b is the value of C(x) at the point x = B™.
Once the five coefficients of C(x) are determined, the product
of a and b can be determined. To ascertain the five coeffi-
cients, an evaluation of A(x) and B(x) at five different points
is made, then point-wise multiplications of the five pairs and a
following interpolation are performed.

There are only five multiplications in this algorithm (in
fact, there are some extra operations in the interpolation step
like some additions, subtractions, and divisions which can be
disposed quickly). TC algorithm gives a time complexity of
0(n10g35)_

2.4. Schonhage—Strassen algorithm

21.26] plays a promi-

Schonhage—Strassen (SS) algorithm!
nent part in multiplying two very large integers. The core of
this algorithm lies in FFT in some algebraic rings which can
speed up multiplications and ensure accurate multiplication re-
sults.

Assume n = 28M (k,M € Z). If this equation is not satis-
fied, the integers to be multiplied can be padded with certain
zeros. The product of two very large n-digit integers can be re-
duced to polynomial multiplication in Z, [x] mod (xzk +1) for
some n' > 2M + k which can be done by two forward FFTs,
point-wise multiplications, and a backward FFT.

Similar to TC algorithm, SS algorithm contains five steps:
split, evaluation (forward FFT), point-wise multiplication, in-
Due to the
use of FFT, SS algorithm can be efficiently performed in the

terpolation (backward FFT), and combination.
O(nlognloglogn) time complexity.

3. Scheme of the optimal multiplication algo-
rithm

K algorithm, TC algorithm, and SS algorithm are divide
and conquer (D&C) strategies. Generally, the D&C strategy
solves a problem by three steps. (i) Divide the problem to be
solved into two or more small subproblems of the same or re-
lated type. (ii) Conquer subproblems recursively according to
step (i), until the subproblems are so tiny that they can be or
must be solved directly. (iii) Combine the results of subprob-
lems into the result of the original problem.

Intuitively, SS algorithm should be recursively adopted to
solve a multiplication problem due to its best asymptotic time
behavior among the four algorithms in Section 2. However,
it is a mistake to apply only one multiplication algorithm re-
cursively until tiny subproblems.?”] Take SS algorithm and

G algorithm for example. SS algorithm is the most compli-
cated but best asymptotic time algorithm, while G algorithm
is the simplest but worst asymptotic time algorithm. To com-
pute small or tiny multiplication subproblems, G is faster due
to its simplicity, while SS algorithm is slower due to its com-
plexity. Hence, to solve the subproblems at different recursive
levels efficiently, a tradeoff between the asymptotic time be-
havior and the simplicity has to be considered.

A multiplication algorithm is considered to be optimal if
there is no algorithm that can perform faster. For an optimal
multiplication algorithm to compute the product of two large
numbers, it is very necessary to adopt appropriate algorithms
at different recursive levels, so that the original problem can be
computed efficiently. In other words, the optimal algorithm is
a combination of several multiplication algorithms, which can
adopt a different algorithm for the next level of its recursion, a
third algorithm for the third level, and so on.

4. Construction of the optimal multiplication al-
gorithm

For the optimal multiplication algorithm at different re-
cursive levels, the crucial point lies in finding appropriate
switching points where one algorithm is switched to an-
other. Theoretically, the number of mathematical operations
is counted in every algorithm, then the appropriate switching
points can be determined accordingly. In practice, the num-
ber of a specific algorithm’s mathematical operations is closely
related to its running time overhead. Hence, a simple but ef-
fective method to determine the switching point is to find the
point where the time overhead is shortest. Once the appropri-
ate switching points are determined, an optimal multiplication
algorithm can be constructed accordingly. The searches for the
switching points that optimize the multiplication algorithm are
described as follows.

4.1. Switching point between K algorithm and G algo-
rithm

The algorithm combining K algorithm and G algorithm is
denoted as K_G algorithm. Without loss of generality, assume
n = 2k for some integer k. For K algorithm, the recurrence re-
lation can be written as Tx (n) = 3Tk (n/2) + ©(n). Consider-

ing K_G algorithm, the recurrence relation!?! can be expressed
as
Is(n), n<Pag,
Tk c(n) = (n) (12)
3TK7(;(I1/2) + @(n), n> P g,

where Tk (n), Tg(n), and Tx_g(n) denote the running time of
two n-bit integers’ multiplication using K algorithm, G algo-
rithm, and K_G algorithm respectively, ®(n) denotes the lin-
ear running time of division and combination, and Pk g is the
appropriate switching point between K algorithm and G algo-
rithm.
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K_G algorithm has
O(n'*#23), which is the same as K algorithm. However, for

an asymptotic complexity of

limited lengths of integers, K_G performs faster than K algo-
rithm due to the fact that the constant coefficients ignored in
O-notation of K_G algorithm is smaller than the coefficients
ignored in K algorithm.

0241 __ 1024 bytes
| — 1152 bytes
— 1280 bytes
0.20 F — 1408 bytes
n
g L
T o016k
g 0.
= N
0.12
0.08 L h \ . !

0 400 800 1200 1600
Switching point/byte

Fig. 1. (color online) The experimental result of finding Px_g. The time
overhead with respect to different tested switching points is recorded
when the input lengths are 1024, 1152, 1280, and 1408 bytes, respec-
tively. The last point for every curve denotes the time overhead of the
multiplication process using only G algorithm, and other points denote
the time overhead using K_G algorithm. The switching points between
184 and 240 bytes exhibit short time overhead in all four situations.
Hence, Px g between K algorithm and G algorithm should be chosen
between 184 and 240 bytes.

To find Pk g, every integer s (1 < s < n) is tested as the
switching point, and the time overhead for every s is corre-
spondingly recorded. It can be seen from the recurrence re-
lation that the multiplication process uses G algorithm when
s = n. This procedure is repeated for several different n. The
tested switching point, which features short time overhead for
different n, should be Px_g. The experimental result of finding
Px G is plotted in Fig. 1.

As shown in Fig. 1, the switching points from 184 to 240
bytes exhibit low time overhead for all four samples. Hence,
Px_g where K algorithm is switched to G algorithm can be ran-
domly chosen between 184 and 240 bytes. In this paper, Pk g
is chosen as 224 bytes.

4.2. Switching point between TC algorithm and K_G algo-

rithm

The algorithm combining TC algorithm and K_G algo-
rithm is denoted as TC_K_G algorithm. For simplicity, let
n = 3k for some integer k. For TC algorithm, the recurrence re-
lation can be expressed as Trc(n) = 5Trc(n/3) + O (n). Con-
sidering TC_K_G algorithm, the recurrence relation!3! can be
written as

n < Prc x G,
n> PTC,K,G;

TK,G(n)a

13
5Trcx.(n/3)+0O(n), 1

Trcxg(n) =

where Trc(n) and Trc x_g(n) denote the running time of two
n-bit integers’ multiplication using TC algorithm and TC_K_G

algorithm respectively, ®(n) denotes the linear running time
of division and combination operations, and Prc k_g is the ap-
propriate switching point between TC algorithm and K_G al-
gorithm.

TC_K_G algorithm has an asymptotic complexity of
O(n'°%), which is the same as TC algorithm. Similarly,
TC_K_G algorithm performs faster than TC algorithm prac-
tically, which can be explained by the small constant coeffi-
cients ignored in O-notation of TC_K_G algorithm.

The method of finding Prc_x_g is very similar to Px_g. To
find Prc x_g, every integer s (1 < s < n) is tested as the switch-
ing point between TC algorithm and K_G algorithm, and the
time overhead for every s is correspondingly recorded. It can
be seen from the recurrence relation that the multiplication
process uses K_G algorithm when s = n. This procedure is
repeated for several different n. The tested switching point,
which features short time overhead for different n, should be
Prcx_g- The experimental result of finding Prc_x_g is plotted
in Fig. 2. As shown in Fig. 2, it can be seen that the switch-
ing points from 440 to 904 bytes exhibit short time overhead
for all four test samples. Hence, the appropriate switching
point Prc x_g where TC algorithm is switched to K_G algo-
rithm should be chosen from 440 to 904 bytes. In this paper,
Prc x_g is randomly chosen as 824 bytes.

— 8192 bytes
4.0 F — 9216 bytes
— 10240 bytes
— 11264 bytes
3.5
% 3.0 ‘
EE
[

2.5

2.0

0 4000 8000
Switching point/byte

12000

Fig. 2. (color online) The experimental result of finding Prc_x_g. The
time overhead with respect to different switching points is recorded
when the input lengths are 8192, 9216, 10240, and 11264 bytes, respec-
tively. The last point for every curve denotes the time overhead of the
multiplication process using only K_G algorithm, and other points de-
note the time overhead using TC_K_G algorithm. The switching points
from 440 to 904 bytes show short time overhead for every curve. Hence
Prc_x_g between TC algorithm and K_G algorithm should be chosen
from 440 to 904 bytes.

4.3. Switching point between SS algorithm and TC_K_G
algorithm

The algorithm combining SS algorithm and TC_K_G al-
gorithm is denoted as SS_TC_K_G algorithm. Assume the in-
teger length n = 2KM for some integers k and M. If n is not sat-
isfied with this equation, the integers to be multiplied can be
padded with certain zeros. For SS algorithm, the recurrence re-
lation can be expressed as Tss (1) = 2¥Tss (n/2%) + O (n). Con-
sidering SS_TC_K_G algorithm, the recurrence relation?®! is
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T n),
Tss ek G(n) = { rcKk.G(n)

2*Tss ek 6(n/2%)+O(n), ifn> Psstcxa,

where Tss(n) and Tss.tcx_g(n) denote the running time of
two n-bit integers’ multiplication using SS algorithm and
SS_TC_K_G algorithm respectively, ® (n) denotes the running
time of division and combination operations, and Pss Tc K_G
is the appropriate switching point between SS algorithm and
TC_K_G algorithm.

SS_TC_K_G algorithm has an asymptotic time complex-
ity of O(nlognloglogn), which is the same as SS algorithm.
In practice, SS_-TC_K_G algorithm performs faster than SS al-
gorithm, which can be explained by the small constant co-
efficients ignored in O-notation of SS_TC_K_G algorithm.
SS_TC_K_G algorithm is the optimal multiplication algorithm
to be used in the PA process.

The method of finding Pss_tc x_g is similar to Px_g and
Prc_x_g, but the analysis is slightly different from them. To
find Pss.tck.g, every integer s (1 < s < n) is tested as the
switching point between SS algorithm and TC_K_G algorithm,
and the time overhead for every s is correspondingly recorded.
It can be seen from the recurrence relation that the multipli-
cation process uses TC_K_G algorithm when s = n, and this
is very helpful to find Pss tc kG- The experimental result of
finding Pss_tc k_g is plotted in Fig. 3.

751

6.5 S ——

% 5.5
£
& r — 12288 bytes
a5k \' — 14336 bytes
’ — 16384 bytes
I — 18432 bytes
\ 20480 bytes
3.t' 1 1 1 1 1 1 1 1 1 1 1
%0 40k 80k 120k 16.0k 20.0k

Switching point/byte

Fig. 3. (color online) The experimental result of finding Pss tc kG-
The time overhead with respect to different switching points is recorded
when the input lengths are 12288, 14336, 16384, 18432, and 20480
bytes, respectively. The last point for every curve denotes the time
overhead of the multiplication process using only TC_K_G algorithm,
and other points denote the time overhead using SS_TC_K_G algorithm.
When the integer lengths are 12288 and 14336 bytes, compared with
TC_K_G algorithm, using SS algorithm at the first recursive level is not
worthy. When the integer length is 16384 bytes, TC_K_G algorithm and
SS_TC_K_G algorithm exhibit almost the same time overhead. When
the integer length is larger than 16384 bytes, SS_.TC_K_G algorithm be-
gins to show its advantage. Hence, Pss_tc_k_g should be 16384 bytes.

As shown in Fig. 3, the last point for every curve de-
notes the time overhead of the multiplication process using
TC_K_G algorithm. When the input length is less than 16384
bytes, compared with TC_K_G algorithm, using SS algorithm
at the first recursive level is more time consuming. When

if n < Pss_Tc K.G; (14)

\
the input length is larger than 16384 bytes, SS_ TC_K_G al-

gorithm begins to show its advantage. When the input length
is 16384 bytes, TC_K_G algorithm and SS_TC_K_G algorithm
exhibit almost the same time overhead. Hence, the appropriate
switching point Pss_tc_k_g between SS algorithm and TC_K_G
algorithm should be 16384 bytes.

To illustrate the superiority of the optimal combined mul-
tiplication algorithm, we make a comparison of G algorithm,
K algorithm, TC algorithm, SS algorithm, and SS_TC_K_G
algorithm. The experimental result is given in Fig. 4. As
shown in Fig. 4, SS_.TC_K_G algorithm shows the best time
feature, and can adapt to different input lengths. The step-
wise behavior of SS_TC_K_G algorithm can be explained by
the FFT efficiency!*®! in SS algorithm. Obviously the length-
adaptive SS_TC_K_G algorithm is the optimal multiplication
algorithm that can be used to perform fast implementation of
length-adaptive PA.

1000
800 [
g 600
oy
E
= 400
— G algorithm
— K algorithm
200 | — TC algorithm
— SS algorithm
— SS_TC_K_G algorithm
0 1 1 1 1 1 1

0 2 4 6 8 10 12
Length/Mbit

Fig. 4. (color online) SS_-TC_K_G algorithm shows the best time fea-
ture, and can adapt to different input lengths. Obviously the length-
adaptive SS_TC_K_G algorithm is the optimal multiplication algorithm
that can be used to perform fast implementation of length-adaptive PA.

5. Performance analysis of the length-adaptive
privacy amplification scheme

To perform PA, the hash function Eq. (2) requires the
multiplication operation and the addition operation. We adopt
SS_TC_K_G algorithm to perform the multiplication in PA. As
long as the input lengths are larger than at least a hundred
kilobits, 8! it can reduce the finite size effect, and the switches
of multiplication algorithms are intermediate results which do
not involve the reconciled keys. The time overhead of the en-
tire PA process at different input lengths is tested. The exper-
imental result of the time overhead with respect to different
input lengths for the length-adaptive PA scheme is given in
Fig. 5.
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Time/ms
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Length/Mbit
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Fig. 5. The experimental result of the time overhead with respect to
different input lengths for the length-adaptive PA scheme.

The curve in Fig. 5 is very similar to the SS.TC_.K_G
algorithm curve in Fig. 4. Nevertheless, the two curves are
different. Figure 5 denotes the time overhead of the entire
PA process which contains the multiplication operation and
the addition operation, while the SS_TC_K_G algorithm curve
in Fig. 4 denotes the time overhead of the multiplication op-
eration. The similarity between these two curves illustrates
that the multiplication operation consumes nearly all the time
overhead of the entire PA process, so it is very necessary to
construct an optimal multiplication algorithm to speed up the
multiplication operation, and thus the entire PA process.

Even implemented based on software, the proposed
scheme is completely comparable to hardware schemes.
For example, the average processing speed at 750 kbit is
7.71 Mbps for NEC-NICT system whose privacy amplifica-
tion module is based on FPGA,*?! while the proposed PA
scheme achieves the speed of 20.3 Mbps. Furthermore, when
the input lengths are 1 Mbit and 10 Mbit, the proposed length-
adaptive PA scheme can achieve the speed of 14.86 Mbps and
10.88 Mbps, respectively.

Finally, the comparison of the proposed PA scheme and
reference [29] is shown in Table 1. It can be seen that the
proposed PA scheme exhibits an obvious advantage at large
input lengths. Due to the large input lengths and high process-
ing speed, this scheme is adequate for practical GHz or even
higher repetition frequency QKD systems.

Table 1. Comparison of PA schemes.

Input length bit 512k 1M 2M
Ref. [29] Mbps 595 492 461
Proposed scheme Mbps 17.42 14.86 13.26 10.94 9.71

4M 8M 10M 12M
370 361 - -
10.88 12.98

6. Conclusion

In conclusion, by introducing four basic multiplication
algorithms and constructing an optimal multiplication algo-
rithm, we give a fast implementation of length-adaptive pri-

vacy amplification based on software in quantum key distribu-
tion. The proposed length-adaptive PA scheme has three main
advantages. (i) High speed. The speed of the proposed PA
scheme is high enough to be adopted in practical GHz or even
higher repetition frequency QKD systems. (ii) Good porta-
bility. Due to the length-adaptive trait and the software im-
plementation, it can be easily transplanted to different QKD
systems. (iii) Low cost. Compared with PA based on hard-
ware, the cost of the proposed PA scheme based on software
is relatively low. This work is promising in present high-speed
QKD systems.
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