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We propose a quantum secure direct communication protocol with entanglement swapping and hyperentanglement.
Any two users, Alice and Bob, can communicate with each other in a quantum network, even though there is no direct
quantum channel between them. The trust center, Trent, who provides a quantum channel to link them by performing
entanglement swapping, cannot eavesdrop on their communication. This protocol provides a high channel capacity because
it uses hyperentanglement, which can be generated using a beta barium borate crystal.
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1. Introduction
Quantum physics facilitates the secure communication.

For example, the no-cloning theorem[1] of quantum mechan-
ics provides communication security because an eavesdrop-
per cannot fully steal the information transmitted from the
sender to the receiver as an unknown quantum state cannot be
perfectly copied. In 1984, the first quantum key distribution
(QKD) protocol was developed by Bennett and Brassard[2]

with nonorthogonal single polarization states. In that proto-
col, legitimate users, Alice and Bob, obtain the secure keys
with a 50% success probability. In 1992, Bennett proposed
a simplified QKD protocol[3] with two nonorthogonal states,
however its success probability was decreased to 25%. The
nonlocality of an entangled state provides a good medium for
a secure quantum channel. For example, in 1991, Ekert[4] pre-
sented a QKD protocol with two qubits entangled states, i.e.,
Bell states, and its success probability was 50%. Although the
qubits are usually assumed to be spatially separated, they ex-
hibit perfect correlations. In 2004, Song[5] proposed two QKD
schemes achieved by quantum entanglement swapping. Later,
Deng and Long[6] proposed a two-way QKD protocol using
practical faint laser pulses. Several such studies have recently
been conducted[7–12] or are underway.

In contrast to the QKD, quantum secure direct communi-
cation (QSDC) enables direct sending of secret messages with-
out generating any keys to encrypt them. The first QSDC pro-
tocol, which was proposed by Beige et al.[13] allows sending
secret information that could be read by using additional clas-
sical information. That QSDC protocol is used to maintain a

secure communication between users without key sharing. In
2002, the ping–pong protocol was proposed by Boström and
Felbinger.[14] However, it was considered insecure because
two legitimate users could not detect any eavesdropper be-
fore they encoded secret messages on the quantum states.[15]

In 2004, Cai et al. presented a QSDC protocol with single
photons, and Wang et al. proposed a QSDC protocol[16] with
superdense coding and another multi-step QSDC protocol[17]

with Greenberger–Horne–Zeilinger states in 2005. Since the
advent of QSDC, many QSDC protocols have been proposed,
such as schemes based on single particle states,[18–20] Bell
states,[21,22] and multiparticle entangled states.[23,24]

In recent years, hyperentanglement has been the primary
focus of research in this field. Hyperentanglement refers to
the entanglement between several degrees of freedom of pho-
tons. It can be used to increase the channel capacity[25] and
to complete the Bell-state measurements in the polarization
degree of freedom of photons.[26,27] Walborn et al.[28] pro-
posed a hyperentanglement-assisted Bell-state measurement
in the polarization of photons, which was experimentally ver-
ified by Barbieri M et al.[29] In 2010, Sheng et al.[30] pro-
posed a scheme for deterministic entanglement purification.
They also presented the first protocol with hyperentanglement
in the polarization, frequency, and spatial degrees of free-
dom. Recently, a complete hyperentangled-Bell-state analy-
sis (CHBSA) scheme using the cross-Kerr nonlinearity was
proposed.[31] Zhao et al.[25] also proposed a scheme for quan-
tum superdense coding with a hyperentangled state.

In this paper, we propose a QSDC network protocol with
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hyperentanglement. Trent and Alice (Trent and Bob) share a
hyperentangled photon pair. Alice and Bob can securely com-
municate with each other, after Trent establishes a quantum
communication channel between them through entanglement
swapping. Trent cannot access the secret message even though
he establishes the quantum channel between the users. This is
because he does not know the legitimate user’s collapsed state
after measurement, and there is no quantum channel between
Trent and Alice or between Trent and Bob.

2. QSDC network
A hyperentanglement in the polarization and spatial mode

degrees of freedom can be created using a beta barium borate
(BBO) crystal and a mirror.[17,32,33] Ultraviolet light passes
through the BBO crystal twice due to the presence of the mir-
ror and produces the hyperentanglement. In the first process,
correlated pairs of photons are divided into spatial modes s1

and s2. In the second process, the reflected correlated pairs of
photons are divided into spatial modes s3 and s4. The process
is shown in Fig. 1. The Hamiltonian of hyperentanglement
reads[17,32–34]

H = γ[(s+1Hs+2H + s+1Vs+2V)+ r e iφ (s+3Hs+4H + s+3Vs+4V)]+H.c., (1)

where the subscripts H and V represent the horizontal and the
vertical polarizations, respectively, r is the relative probabil-
ity of emission of photons into the lower modes, and φ is the
phase difference between the two possibilities. We assume the
ideal conditions to be r = 1 and φ = 0.[17,32–34] Then, the state
can be rewritten as (s+1Hs+2H + s+1Vs+2V + s+3Hs+4H + s+3Vs+4V)|0〉. It
can be described as

|Ψ+
ab〉PS =

1
2
[(|HH〉+ |VV 〉)P⊗ (|s1s2〉+ |s3s4〉)S]ab, (2)

where the subscripts P and S represent the polarization and the
spatial mode degrees of freedom, respectively, and s1, s2, s3,
and s4 represent the spatial modes for photons a and b.

In 2010, Sheng et al.[31] proposed the CHBSA protocol
for quantum communication by using cross-Kerr nonlinearity
to construct a quantum detector. The CHBSA, which involves
a complete Bell-state measurement as its name suggests, en-
ables entanglement swapping using hyperentangled states. We
suppose that pairs A, B and C, D are in the following hyper-
entangled states:

|Φ+
A,B〉PS =

1
2
[(|HH〉+ |VV 〉)P⊗ (|sa1sb1〉

+ |sa2sb2〉)S]A,B, (3)

|Φ+
C,D〉PS =

1
2
[(|HH〉+ |VV 〉)P⊗ (|sc1sd1〉

+ |sc2sd2〉)S]C,D. (4)

The subscript P denotes the polarization mode of the hyper-
entangled state, and the subscript S denotes the spatial mode.
If Trent shares a photon pair A, B with Alice and a pair C,
D with Bob, his CHBSA of the two particles B and C causes
an entanglement swapping effect on the particles A and D, as
shown in Fig. 2.
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Fig. 1. Process for generating a hyperentanglement.
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Fig. 2. Schematic expression of hyperentanglement swapping. The bold
line denotes a hyperentangled state. After Trent’s CHBSA of particles
B and C, Alice and Bob have a hyperentangled state between photons A
and D.

The total state evolves as

|Φ+
A,B〉PS⊗|Φ+

C,D〉PS =
1
4
(|HHHH〉+ |HHVV 〉+ |VV HH〉+ |VVVV 〉)A,B,C,D⊗ (|Sa1Sb1Sc1Sd1〉+ |Sa2Sb2Sc2Sd2〉

+ |Sa1Sb1Sc2Sd2〉+ |Sa2Sb2Sc1Sd1〉)A,B,C,D

ES−→ 1
4

[(
|φ+〉A,DP |φ

+〉B,CP + |φ−〉A,DP |φ
−〉B,CP + |ψ+〉A,DP |ψ

+〉B,CP + |ψ−〉A,DP |ψ
−〉B,CP

)
⊗
(
|φ+〉A,DS |φ

+〉B,CS + |φ−〉A,DS |φ
−〉B,CS + |ψ+〉A,DS |ψ

+〉B,CS + |ψ−〉A,DS |ψ
−〉B,CS

)]
, (5)
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where

|φ±〉x,yP =
1√
2
(|HH〉± |VV 〉),

|ψ±〉x,yP =
1√
2
(|HV 〉± |V H〉),

|φ±〉x,yS =
1√
2
(|Sx1Sy1〉± |Sx2Sy2〉),

|ψ±〉x,yS =
1√
2
(|Sx1Sy2〉± |Sx2Sy1〉).

For example, if Trent obtains the outcome |φ−〉B,CP |ψ+〉B,CS , the
state between Alice and Bob will be in the hyperentangled
state |φ−〉A,DP |ψ+〉A,DS . On the basis of this CHBSA and en-
tanglement swapping of hyperentanglement,[31] we propose a
QSDC network protocol.

Any two users among n users in the network system can
communicate with each other without any quantum channel
linking them. This is possible because Trent’s measurement
entangles the quantum states of the two users and thus estab-
lishes a quantum connection between them. However, Trent,
who performs entanglement swapping, cannot eavesdrop on
the information of the communication between the two users.
Our QSDC network protocol is explained as follows.

(i) Trent shares a sequence of ordered hyperentangled
states with the legitimate users of the quantum network. For
example, Trent shares n hyperentanglements with Alice

|Ψ+
TA,A〉PS =

1
2
[(|HH〉+ |VV 〉)P

⊗ (|sa1sa2〉+ |sa3sa4〉)S]TA,A, (6)

where TA represents Trent’s photons and A represents Alice’s
photons. Trent and Bob share the state |Ψ+

T B,B〉PS in the same
way as described above. The shared state between Trent and
Bob is

|Ψ+
T B,B〉PS =

1
2
[(|HH〉+ |VV 〉)P

⊗ (|sb1sb2〉+ |sb3sb4〉)S]T B,B, (7)

where the subscript T B represents Trent’s photons and the
subscript B represents Bob’s photon. Figure 3 shows the
schematic structure of the quantum network.

Alice Bob Charlie David

Trent

Fig. 3. Schematic diagram of quantum network. Each bold line rep-
resents a hyperentanglement installed between Trent and a user in the
quantum network system.

(ii) Alice (Bob) requests Trent to communicate with Bob
(Alice).

(iii) Trent performs the CHBSA on the two photons TA
and T B in both polarization and spatial mode degrees of free-
dom. The whole state evolves as

|Ψ+
TA,A〉PS⊗|Ψ+

T B,B〉PS =
1
4
(|HHHH〉+ |VVVV 〉+ |HHVV 〉+ |VV HH〉)TA,A,T B,B⊗ (|sa1sa2sb1sb2〉+ |sa3sa4sb3sb4〉

+ |sa1sa2sb3sb4〉+ |sa3sa4sb1sb2〉)TA,A,T B,B

HBSA(ES)−−−−−−→ 1
4

(
|φ+〉TA,T B

P |φ+〉A,BP + |φ−〉TA,T B
P |φ−〉A,BP + |ψ+〉TA,T B

P |ψ+〉A,BP + |ψ−〉TA,T B
P |ψ−〉A,BP

)
⊗
(
|φ+〉TA,T B

S |φ+〉A,BS + |φ−〉TA,T B
S |φ−〉A,BS + |ψ+〉TA,T B

S |ψ+〉A,BS + |ψ−〉TA,T B
S |ψ−〉A,BS

)
. (8)

We denote the two-photon entangled states in the polar-
ization and spatial mode degrees of freedom as∣∣φ±〉TA,TA(A,B)

P =
1√
2
(|HH〉± |VV 〉) ,∣∣ψ±〉TA,TA(A,B)

P =
1√
2
(|HV 〉± |V H〉) ,∣∣φ±〉TA,T B(A,B)

S =
1√
2

(∣∣sa1(a2)sb1(b2)
〉
±
∣∣sa3(a4)sb3(b4)

〉)
,∣∣ψ±〉TA,T B(A,B)

S =
1√
2

(∣∣sa1(a2)sb3(b4)
〉
±
∣∣sa3(a4)sb1(b2)

〉)
. (9)

If Trent’s outcome of entanglement swapping is
|φ+〉TA,T B

P |ψ+〉TA,T B
S , the quantum state of the channel be-

tween Alice and Bob will be in the hyperentangled state
|φ+〉A,BP |ψ+〉A,BS .

(iv) Trent, Alice, and Bob check the security of the
quantum channels. Bob randomly chooses some photons
from his photon pool and measures them using one of the
two measuring bases, say, Z and X . Here, Z = ZP ⊗ ZS

and X = XS ⊗ XP with ZP = {|H〉, |V 〉}, ZS = {|sb2〉, |sb4〉},
XP = {(|H〉± |V 〉)/

√
2}, and XS = {(|sb2〉± |sb4〉)/

√
2}, as

described in Ref. [35]. After Bob has measured the check-
ing photons, he publicly announces his outcomes and mea-
suring basis. Trent reveals the corresponding pair’s CHBSA
outcomes. Then, Alice chooses the same measuring basis as
Bob’s to measure her photons, which are correlated to the pho-
tons measured by Bob. Alice estimates the error rate of the
checking photons to determine whether there is an eavesdrop-
per. If their outcomes correlate, they can continue to the next
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step in the QSDC protocol. Otherwise, they abort their com-
munication.

(v) Alice encodes her secret message on photon A in the
polarization degree of freedom, and Bob does the same on
photon B in the spatial mode degree of freedom. The encoding
operations are UP

i and US
j (i, j = 0,1), respectively. Here,

UP
0 = |H〉〈H|+ |V 〉〈V |,

UP
1 = |H〉〈V |+ |V 〉〈H|,

US
0 = |sb2〉〈sb2|+ |sb4〉〈sb4|,

US
1 = |sb2〉〈sb4|+ |sb4〉〈sb2|. (10)

(vi) Alice and Bob measure their own photons using the
measuring basis Z = ZP⊗ZS. Alice reveals her measurement’s
outcome only in the polarization degree of freedom to Bob,
and in turn, Bob reveals his results only in the spatial mode
degree of freedom to Alice. Finally, both Alice and Bob can
recover each other’s messages using their own encoding oper-
ations and the announced information.

For example, let us suppose that Alice’s message is “0”,
Bob’s message is “1”, and Trent’s CHBSA result is

|ψ−〉TA,T B
P |φ−〉TA,T B

S

=
1
2
(|HV 〉− |V H〉)TA,T B

P ⊗ (|sa1sb1〉− |sa3sb3〉)S. (11)

Then, the channel state between Alice and Bob is

|ψ−〉A,BP |φ
−〉A,BS

=
1
2
(|HV 〉− |V H〉)A,B

P ⊗ (|sa2sb2〉− |sa4sb4〉)S. (12)

When Alice’s announced outcome is |H〉P, Bob deduces her
message “0” with his own measurement result |V 〉P. Similarly,
Alice infers Bob’s message “1” using her own outcome |sb2〉S
and Bob’s published result |sa4〉S.

The security checking method in step (iv) is similar to the
procedures employed in the BBM92 protocol[36] in which the
legitimate users can check the security of the channels using
single-photon measurements. The unconditional security of
the BBM92 protocol in both ideal and practical conditions has
been proved in Refs. [37] and [38]. In principle, the security
of our protocol is the same as that of the BBM92 protocol.
Furthermore, the network center, Trent, cannot acquire any in-
formation about the user’s messages because he does not know
Alice’s and Bob’s collapsed outcomes obtained using single-
photon measurements. That is, our network protocol is secure
in principle. If the noise in quantum channels intervenes, the
QSDC protocol requires additional techniques for security. In
noisy environments, the prepared states are generally only par-
tially entangled. It is important to reduce the effects of noise
and decoherence on communication systems. There are two
ways to recoup maximally entangled channels from partially

entangled states: entanglement purification[16,30,31,39–43] and
entanglement concentration.[44–49] Recently, a hyperentangle-
ment purification and concentration protocol using linear op-
tics was proposed[50] by Ren and Deng. Luo et al.[51] also pre-
sented a practical hyperentanglement concentration scheme.
Because communicating users are spatially separated, after
preparation and distribution, the parties may share an ensem-
ble of noisy hyperentangled states. In order to share a perfect
quantum channel, the noisy hyperentangled states are first pu-
rified using a hyperentanglement purification and concentra-
tion protocol, followed by some tests on the security of the
quantum channel, as in step (iv). Once the security of the
quantum channel is guaranteed, then no information is leaked
to an eavesdropper.

3. Conclusion
In summary, we proposed a QSDC network with hyper-

entanglement in the polarization and the spatial mode degrees
of freedom. Our protocol can be used to exchange secret mes-
sages simultaneously. It uses a two-photon entangled state to
transmit two bits of information. The prominent feature of our
protocol is that any two users among n members can commu-
nicate with each other without a quantum channel linking them
directly. This is possible because the communication center,
Trent, can establish quantum connections between those two
users through entanglement swapping. Trent, who generates
the quantum channels, cannot eavesdrop on the communica-
tion between two users. Any subscriber of the network needs
only the single-photon measurement for decoding. Trent’s
CHBSA ability is also experimentally feasible.[31]
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