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An effective method to improve the robustness of small-world
networks under attack∗
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In this study, the robustness of small-world networks to three types of attack is investigated. Global efficiency is
introduced as the network coefficient to measure the robustness of a small-world network. The simulation results prove
that an increase in rewiring probability or average degree can enhance the robustness of the small-world network under
all three types of attack. The effectiveness of simultaneously increasing both rewiring probability and average degree
is also studied, and the combined increase is found to significantly improve the robustness of the small-world network.
Furthermore, the combined effect of rewiring probability and average degree on network robustness is shown to be several
times greater than that of rewiring probability or average degree individually. This means that small-world networks with
a relatively high rewiring probability and average degree have advantages both in network communications and in good
robustness to attacks. Therefore, simultaneously increasing rewiring probability and average degree is an effective method
of constructing realistic networks. Consequently, the proposed method is useful to construct efficient and robust networks
in a realistic scenario.
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1. Introduction
Complex networks have attracted much attention over

the last decade. The milestones of the research on com-
plex networks are the discoveries of small-world[1] and scale-
free networks.[2] The primary characteristics of small-world
networks regarding topology include short average distance
between vertices and large clustering coefficient.[1] When
used in network communications, small-world networks ex-
hibit high global and local efficiencies.[3–5] In addition, when
employed in network communications, small-world networks
have other advantages, such as fast response, high coher-
ent oscillation, and strong synchronization.[6,7] Many practi-
cal networks, including neural,[8–10] biological,[11] traffic,[12]

social,[13] and communication networks,[14–16] have the two
main characteristics of small-world networks.

Studies of transportation networks have shown that many
transportation networks, such as the Indian railway net-
work and the Boston subway,[5,17] have the properties of
small-world networks. Numerous experimental studies have
shown that, although there are many types of neural net-
work in the brain, the primary pattern of neuronal connec-
tions in the brain is of the small-world type.[9,18] Some ex-
perimental studies show that some psychiatric disorders, such
as Alzheimer’s disease,[19] schizophrenia,[20] and attention-

deficit/hyperactivity disorder,[21] are induced by the disruption
or abnormality of small-world networks in the brain. Although
the small-worldness reflects the global properties of brain
functional networks, some experimental studies have shown
that a hierarchical organization that can reflect both their lo-
cal and global organization exists in the brain functional net-
works. The hierarchical organization of brain functional net-
works during visual tasks, which involve visual, sensory, and
motor functions of the brain cortex, was analyzed,[22] and the
modular architecture of the brain network was shown to cor-
respond well to the anatomical organization of the cortex over
different levels of hierarchy.[22] Furthermore, the consistency
was found to become more pronounced at the vision, sensory,
vision–temporal, and motor cortices during visual tasks, thus
implying that the patterns of neural activities of brain cortex
during a task are determined by the modular architecture of
the brain, and the modular structure forms the physiological
basis for the task.[22]

Small-world communication networks have attracted
much attention. During the last decade, numerous small-world
communication networks, such as telecommunication,[14,15]

ad hoc,[16,23] P2P,[24,25] and wireless sensor networks,[26,27]

have been proposed and investigated. Navigation of small-
world communication networks was studied recently, and a
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general scheme was proposed for navigating small-world net-
works in which existing networks are embedded into hidden
metric space rather than adding links between vertices.[28]

A navigation scheme for different types of small-world net-
work can be established using a self-organized embedding al-
gorithm. Therefore, the embedding algorithm is distributed
and localized, thus differentiating it from previous algorithms.
Navigability was shown to be enhanced only when networks
exhibit strong small-world characteristics.[28] These results
provide a profound insight into scalable routing in the In-
ternet via a self-organized method in the absence of prior
knowledge.[28]

Climate is considered to be a network of many dynami-
cal systems, and graph theory is applied to a global data set to
study its collective behavior.[29–32] A climate network is found
to possess some properties of small-world networks. Fur-
ther research showed that interaction between two interweaved
subnetworks induces the overall dynamics. One subnetwork
operates in the tropics whereas the other operates at higher
latitudes. The equatorial subnetwork acts as an agent that es-
tablishes connections between the two hemispheres.[29–32] Al-
though major differences exist between the two subsystems,
both are small-world networks. The mid-latitude network is
very similar to a scale-free network whereas the tropical one
is almost a fully connected network. This unique architecture
may lead to a new insight into the dynamics of the climate
system.[29–32] Climate research based on complex networks
has also been conducted by Chinese scholars.[33–35] A climate
network of six climate indices of the North Pacific air–sea sys-
tem during the last five decades was constructed, and synchro-
nization and coupling of these indices were investigated.[33]

Synchronization states are always followed by a reduction in
coupling strength. Each synchronization state of the network
is associated with abrupt phase or trend variations of North Pa-
cific sea-surface temperature.[33] Specifically, abrupt climate
change in the North Pacific air–sea system may be indicated
by the synchronization and coupling of climate indices.[33] In
another study, the spatial connection structural complexity of
the circulation system and the influence of four teleconnection
patterns are quantitatively described in terms of characteris-
tic topology parameters of complex climate networks.[34] Re-
search results show that teleconnections considerably shorten
the mean shortest length of networks.[34] The topology of
Chinese climate networks has been investigated using surface
temperature data from 160 Chinese weather observations,[35]

and the results show that the Chinese climate network exhibits
a characteristic of regular networks with most vertices having
the same number of edges and the absence of the so-called
supervertices with a very large number of edges.[35]

Although numerous studies have been conducted on
the robustness of small-world networks regarding network

topology,[36] research on their robustness in terms of network
efficiency has not yet been conducted thoroughly. Therefore,
this aspect is extensively analyzed in this study. A small-world
network having good robustness in terms of network efficiency
will be an ideal model for constructing practical networks. In
this study, three types of attack are chosen: intentional at-
tack on the long-range edges, attack on the edges having the
highest edge betweenness centrality, and attack on the vertices
with the highest vertex betweenness centrality. The robust-
ness of a small-world network is investigated under the above
mentioned attacks. The robustness of the small-world network
measured via global efficiency is shown to be improved mono-
tonically by increasing the rewiring probability or the average
degree under all three types of attack. The robustness of the
small-world network measured using global efficiency can be
significantly enhanced by simultaneously increasing rewiring
probability and average degree. Furthermore, the increase in
robustness achieved by increasing both rewiring probability
and average degree is several times that achieved by increasing
rewiring probability or average degree. Therefore, consider-
ing network efficiency and robustness, a small-world network
with a relatively high rewiring probability and average degree
is the ideal model for realistic networks. The information pro-
vided in this paper may be useful for the construction of future
traffic, social, and communication networks.

2. Model
In 1998, Watts and Strogatz (WS) proposed the WS

small-world network model and described its characteristics
in the domain of network topology.[1] First, a regular network
is constructed with N vertices and an average degree of k. The
WS small-world network is then reconstructed by rewiring
the network with probability pRewire.[1] Therefore, the num-
ber of long-range edges in the WS small-world network is
NkpRewire/2. On the basis of the WS small-world network,
Newman and Watts (NW) proposed the NW small-world net-
work model.[37] In the NW model, no edge is removed; how-
ever, long-range edges are added randomly. In order to pre-
serve compatibility, the number of added long-range edges in
the NW model is the same as that in the WS model.[37] In this
model, the probability of adding a long-range edge (pAdd) in
the NW small-world network is proportional to the rewiring
probability (pRewire) in the WS small-world network. The
total number of candidates for long-range edges is equal to
N(N−1)/2−Nk/2. Therefore,

pAdd =
NkpRewire/2

N(N−1)/2−Nk/2
.

Specifically, rewiring probability is also used to measure the
small-world property of the NW small-world network. Since
its introduction in 1998, the small-world model has been used
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in numerous applications, especially in communication net-
works. In recent years, small-world wireless sensor networks
(WSNs) have aroused extensive interest and thus developed
quickly. In this study, they are chosen as the study samples.
Construction of a small-world WSN is similar to that of an
NW small-world network. In this study, a small-world WSN is
constructed as follows.[38,39] In a 1000 mm×1000 mm sensor
field, 1600 sensors are uniformly deployed to form a regular
grid network. Namely, in the regular grid network, the dis-
tance between two nearest sensors is 25 m. In a small-world
WSN, there exist numerous low-end sensors (L-sensors) and a
small set of powerful high-end sensors (H-sensors).[38,39] The
H-sensors are distributed randomly in the regular grid net-
work. The numbers of L- and H-sensors are denoted by NL

and NH, respectively. The sum of NL and NH equals 1600, i.e.,
NL +NH = 1600. In order to reduce network cost and energy
consumption, each L-sensor is a relatively weak device with
relatively short transmission range. The H-sensor is a more
powerful device and has two radios.[38,39] One radio of the H-
sensor is used for communication with the L-sensors, and its
transmission range, which is the same as that of the L-sensors,
is relatively short. The other radio is used for communication
among H-sensors, and its transmission range is chosen to be
much longer (500 m). The transmission ranges of the L- and
the H-sensors are denoted by RL and RH, respectively. All
the sensors in the small-world WSN communicate with one
another by broadcasting in a relatively short communication
range (i.e. RL), and this type of communication structures the
regular graphs. Each H-sensor communicates with other H-
sensors by unicasting, and this type of long-range edge com-
munication induces the well known small-world effect.[38,39]

In the small-world WSN, the average degree (k) is deter-
mined by the transmission range of the L-sensors and is given
by k' πR2

L/(25×25). The average number of neighboring H-
sensors, which is the average number of H-sensors within the
communication radius of a specific H-sensor, is denoted by
NNeighbor H. Because the ratio of the transmission area of each
H-sensor to the whole sensor field is equal to πR2

H/(1000×
1000), i.e. π/4, NNeighbor H is approximately equal to πNH/4.
The total number of all possible long-range edges among
the H-sensors is a function of the total number of H-sensors
(NH) and is denoted by f (NH). If the communication prob-
ability among neighboring H-sensors is denoted by pshortcut,
the total number of all long-range edges in the small-world
WSN is equal to pshortcut f (NH). Because pshortcut f (NH) =

NkpRewire/2, pshortcut = NkpRewire/2 f (NH).[38,39]

In their classical papers,[3–5] Latora and Marchiori de-
scribed small-world characteristics in terms of network effi-
ciency. The concept of network efficiency is restated here. An
unweighted graph (G) with N vertices and K edges is consid-
ered, and it is assumed to be sparse, i.e. N×N. In addition,

G can be represented by an N×N connection matrix whose
entry ai j = 1 if there is an edge connecting the ith and jth ver-
tices; otherwise it is 0. An important coefficient of G is ki,
which denotes the number of edges connecting to the ith ver-
tex, namely, the degree of the ith vertex. Because N vertices
and K edges exist in G, the average value of ki (i.e. the av-
erage degree of the whole network) is k = 2K/N. Dijkstra’s
algorithm is used to find the shortest path between each pair
of vertices (the ith and jth vertices), and di j is the number of
edges along the shortest path. If there is no path connecting
the ith and jth vertices, di j = +∞. Because the information
transmission time between the ith and jth vertices is inversely
proportional to di j, the corresponding network efficiency (εi j)

can be given by 1/di j. The global efficiency of G is given as

Eglob(G) =
∑i6= j∈G εi j

N(N−1)
=

1
N(N−1) ∑

i 6= j∈G

1
di j

. (1)

The global efficiency measures the network efficiency at
the global scale and is the counterpart of the average distance.

The network efficiency of the subgraph Gi, which is the
subgraph of the neighbors of the ith vertex, can also be evalu-
ated. The local property of G can be characterized by the local
efficiency (Eloc), which is defined as

Eloc =
1
N ∑

i,∈G
Eglob(Gi), (2)

where i is an arbitrary vertex in G. The local efficiency mea-
sures the network efficiency on a local scale and is the counter-
part of the clustering coefficient. Because k, Eloc measures the
fault tolerance of the system. Therefore, the characteristics of
small-world networks can be generalized in terms of network
efficiency, i.e. high global and local efficiencies.

In this study, attacks are carried out in three different
ways. The first method involves the intentional removal of
long-range edges. In the second method, the edges are re-
moved one by one starting from the edge having the high-
est edge betweenness centrality.[36,40] In the third method, the
vertices are removed one after another starting from the ver-
tex having the highest vertex betweenness centrality.[36,40] The
edge betweenness centrality (CB(e)) is defined as[36,40]

CB(e) = ∑
i 6= j∈G

σi j(e)
σi j

, (3)

where σi j is the total number of shortest paths between the
ith and j-th vertices, and σi j(e) is the number of these paths
including the edge e. Similarly, the vertex betweenness cen-
trality (CB(v)) is defined as[36,40]

CB(v) = ∑
i 6= j∈G

σi j(v)
σi j

, (4)

where σi j(v) is the number of shortest paths between the ith
and j-th vertices passing through the vertex v, and σi j is the
same as in Eq. (3).
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3. Results
First, we construct a small-world WSN with 1600 sen-

sors and a specific average degree k. When pRewire = 1, the
total number of H-sensors is chosen to be 1600.[38,39] Ac-
cording to pshortcut = NkpRewire/2 f (NH), pshortcut is equal to
1600k/2 f (1600). Therefore,

pRewire =
2pshortcut f (NH)

1600k
,

which implies that pRewire depends on NH. The definite value
of f (NH) can be obtained by simulation. According to k '
πR2

L/(25× 25), k can be controlled using RL. Moreover, the
property of a small-world network is determined by k and
pRewire if the number of vertices of the network is fixed.

In the first simulation, the number of vertices and rewiring
probability are set to be N = 1600 and pRewire = 0.05, and val-
ues of k are chosen to be 10, 30, 50, and 70. The variations of
global efficiency with average degree under the three types of
attack are shown in Fig. 1. When k is a fixed value, the global
efficiency of the network in which no edges or vertices are cut
(E0) is chosen as the denominator. The global efficiency of
a network with a certain removed ratio p of edges or vertices
(Ep) is then the numerator. Therefore, the normalized global
efficiency (ENorm) of the network with a specific removed ra-
tio of edges or vertices (p) is defined as Ep/E0. The results of
ENorm as a function of k and p are shown in Fig. 1. The greater
the value of ENorm, the better the robustness of the network is.
As can be seen from Fig. 1, as k increases, ENorm increases
monotonically for a fixed p. For example, if the network is
under the first type of attack and p is set to be 0.04, the values
of ENorm are chosen to be 0.671, 0.815, 0.886, and 0.938 for
values of k of 10, 30, 50, and 70, respectively. If the network
is under the second type of attack and p = 0.06, the values of
ENorm are 0.271, 0.411, 0.532, and 0.728 for values of k of
10, 30, 50, and 70, respectively. If the network is under the
third type of attack and p is set to be 0.4, the values of ENorm

are 0.275, 0.698, 0.839, and 0.917 for values of k of 10, 30,
50, and 70, respectively. From the above analysis, it is clear
that as k increases the robustness of the small-world network
is monotonically enhanced.

Next, the effect of rewiring probability (pRewire) on the ro-
bustness of the small-world network is analyzed. The number
of vertices in the small-world network is still set to be 1600,
and k is set to be 40. Further, the values of pRewire are cho-
sen to be 0.02, 0.04, 0.06, 0.08, and 0.1. Figure 2 shows the
variations of ENorm with the removed ratio of edges or vertices
(p) for different values of pRewire. As can be seen, the ro-
bustness of the network is enhanced as pRewire increases. For
example, if the network is under the first type of attack and
the values of pRewire are set to be 0.06, 0.08, and 0.1, the val-
ues of the corresponding ENorm are 0.844, 0.927, and 0.958

for p = 0.05. When the network is under the second type of
attack and the values of pRewire are set to be 0.02, 0.04, 0.06,
0.08, and 0.1, the values of the corresponding ENorm are 0.279,
0.37, 0.524, 0.805, and 0.884 for p = 0.06. If the network is
under the third type of attack and values of pRewire are set to be
0.02, 0.04, 0.06, 0.08, and 0.1, the values of the corresponding
ENorm are 0.477, 0.657, 0.717, 0.781, and 0.828 for p = 0.5.
In addition, figure 2(a) shows that an increase in pRewire can
quasi-linearly enhance the robustness of the network under the
first type of attack. If the long-range edges are all removed
(i.e., p = pRewire), the values of ENorm are 0.323, 0.314, 0.305,
0.291, and 0.284 for values of pRewire of 0.02, 0.04, 0.06, 0.08,
and 0.1, respectively. Although p and pRewire increase from
0.02 to 0.1 (5 times), ENorm decreases only slightly from 0.323
to 0.284.
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Fig. 1. Curves of normalized global efficiency versus removed ratio of
edges or vertices for different values of k under the first (a), second (b),
and third (c) types of attack.
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Fig. 2. Curves of normalized global efficiency versus the removed ratio
of edges or vertices with different rewiring probabilities under the first
(a), second (b), and third (c) types of attack.

According to the above analysis, the increase of either
k or pRewire can improve the robustness of small-world net-
works. Next, we focus on the effectiveness of increasing both
k and pRewire. When k and pRewire are fixed, the extreme case
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in which all the long-range edges are removed is considered
under the first type of attack. The global efficiency of the
small-world network without any edges being cut is E0, and
the corresponding efficiency (i.e., p = pRewire) is ERewire. As
a result, the normalized global efficiency ENorm is given as
ERewire/E0. Based on the above analysis, the results of ENorm

as a function of k and pRewire are shown in Fig. 3(a). As can
be seen, when p = pRewire is a fixed value, ENorm increases
monotonically with increasing k. In other words, the robust-
ness of the small-world network improves monotonically with
increasing k, which is in accordance with the results shown in
Fig. 1(a). When k is a fixed value and p = pRewire is varied,
ENorm decreases very slowly with increasing pRewire, indicat-
ing that the robustness of the small-world network is enhanced
quasi-linearly, which is in agreement with the results shown in
Fig. 2(a). In addition, the joint effectivenesses of k and pRewire

on network robustness are also shown in Fig. 3(a). For exam-
ple, when k = 10 and pRewire = 0.02, ENorm = 0.216. However,
when k = 100 and pRewire = 0.1, ENorm is 0.483. Although p
and pRewire increase fivefold (from 0.02 to 0.1), the robustness
of the latter network is much better than that of the former
network.
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Fig. 3. (color online) Curves of (a) normalized global efficiency as
a function of average degree and rewiring probability, (b) normalized
global efficiency versus average degree, and (c) normalized global effi-
ciency versus rewiring probability. Note that the pairs of k and pRewire
of the curve marked by crosses are (10, 0.02), (20, 0.03), (30, 0.04), (40,
0.05), (50, 0.06), (60, 0.07), (70, 0.08), (80, 0.09), and (90, 0.1). In the
extreme case, all the long-range edges are removed and p = pRewire.

To clearly show the combined effect of k and pRewire on
network robustness, some results are selected from Fig. 3(a)
and shown in Figs. 3(b) and 3(c). In Fig. 3(b), pRewire of the
curve marked by triangles is set to be 0.02 whereas pRewire

of the curve marked by crosses increases monotonically with
increasing k. Therefore, the curve marked by triangles only
shows the effect of k on the network robustness whereas the
curve marked by crosses shows the combined effect of k and
pRewire. As can be seen in Fig. 3(b), the maximum differ-
ence between the two curves is only 10%. For two pairs of

k and pRewire, (90, 0.02) and (90, 0.1), ENorm = 0.49 and 0.45,
respectively. Although p and pRewire are increased fivefold
(from 0.02 to 0.1), ENorm is reduced by only 10%. Therefore,
the combined effect of k and pRewire on network robustness
is shown to be considerable. The curve marked by crosses in
Fig. 3(c) shows the combined effect of k and pRewire on net-
work robustness whereas the curve marked by triangles only
shows the effect of pRewire. As can be seen, the difference
between the two curves is increasing, thus indicating that the
combined effect of k and pRewire on the network robustness is
increasingly significant. When k = 10 and pRewire = 0.1, ENorm

is 0.159. However, when k = 90 and pRewire = 0.1, ENorm is
0.45, which is an increase of 183%.

Next, another coefficient, which is the removed ratio of
edges or vertices when the normalized global efficiency ENorm

is reduced to 0.8 (pENorm=0.8), is introduced to measure the net-
work robustness. The greater the value of pENorm=0.8, the bet-
ter the network robustness is. The results of pENorm=0.8 versus
pRewire and k are shown in Fig. 4. As can be seen, pENorm=0.8

increases with increasing pRewire or k and is significantly in-
creased with the combined increase of both. These results
are in accordance with those of the above analysis. Some
data from Fig. 4(a) are enumerated to confirm our conclu-
sion. When k = 10 and pRewire = 0.02, pENorm=0.8 is as small
as 9.8× 10−3. When k is increased individually to 100 and
pRewire = 0.02, pENorm=0.8 increases to 1.95× 10−2. When
pRewire is increased individually to 0.1 and k = 10, pENorm=0.8

increases to 0.055. When both k and pRewire are increased
to 100 and 0.1, respectively, pENorm=0.8 increases significantly
and is almost 0.095. Data from Figs. 4(b) and 4(c) also support
our argument. For conciseness, they are not enumerated in the
paper.
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Fig. 4. (color online) Curves of the removed ratio of edges or vertices
pENorm=0.8 versus average degree and rewiring probability under the first
(a), second (b), and third (c) types of attack.

As done from Figs. 3(b) and 3(c), some results are se-
lected from Fig. 4 to clearly show the combined effect of av-
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erage degree and rewiring probability. The data of Figs. 5(a)
and 5(b) are selected from Fig. 4(a), and the data of Figs. 5(c)
and 5(d) are selected from Fig. 4(b). The data of Figs. 5(e)
and 5(f) are selected from Fig. 4(c). The individual effects
of average degree and rewiring probability on network robust-
ness are shown with the curve marked by triangles in Fig. 5,
whereas the combined effect of k and pRewire is shown with the
curve marked by crosses. The slopes of the curves in Fig. 5
are used to quantitatively measure these effects on network
robustness. The combined effect of the average degree and

rewiring probability on network robustness is found to be ap-
proximately eight, nine, and two times those of average de-
gree under the first, second, and third types of attack, respec-
tively. Furthermore, the combined effect of average degree and
rewiring probability on network robustness is approximately
two, two, and ten times those of rewiring probability under the
first, second, and third type of attack, respectively. The above
analysis shows that the combined increase of average degree
and rewiring probability is advantageous to network robust-
ness.
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pairs of k and pRewire of the curve marked by crosses are the same as those of the curve marked by crosses in Fig. 3).

From Figs. 1 and 2, we can see that the global efficiencies
decrease rapidly under the first and second types of attack, but
decrease slowly under the third type of attack. For example, if
the number of vertices, rewiring probability, and average de-
gree are set to be 1600, 0.02, and 40, respectively, and the
removed ratio of edges or vertices is chosen to be 0.02, the
global efficiencies decrease by 68, 50, and only 2% under the
first, second, and third types of attack respectively. The long-
range edges are known to play an important role in global effi-
ciency. Therefore, when all the long-range edges are removed
under the first type of attack, the global efficiency decreases
considerably. Because long-range edges play a critical role
in the shortest paths between vertices, the edges with the high-
est edge betweenness centrality are typically long-range edges.
Therefore, the effect of the second type of attack on global ef-
ficiency is similar to that of the first type of attack, namely,
the global efficiencies decrease rapidly under the first and sec-

ond types of attack. Because the long-range edges are located
randomly and quasi-uniformly in the entire network, the ver-
tices with the long-range edges are also located randomly and
quasi-uniformly in the entire network. Namely, there is no
super-vertex with a very large number of long-range edges.
Therefore, under the third type of attack, the number of long-
range edges and global efficiency decrease slowly. Based on
the above analysis, figure 6 shows the removed ratios of the
long-range edges under the second and third types of attack
when the number of vertices, rewiring probability, and aver-
age degree are set to be 1600, 0.02, and 40, respectively. As
can be seen, under the second type of attack, the removed ratio
of the long-range edges is as high as 95% when p = 0.02. We
can also see in Fig. 6 that under the third type of attack, the
removed ratio of the long-range edges reaches 95% only when
the removed ratio of vertices is as high as 55%. Because the
long-range edges are removed very quickly under the first and
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second types of attack, the rewiring probability is assumed to
play a more important role in network robustness than aver-
age degree, as shown in Fig. 5. Because the long-range edges
are removed very slowly under the third type of attack, the
rewiring probability is assumed to play a less important role in
network robustness than average degree, which is also shown
in Fig. 5.
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Fig. 6. Curves of removed ratio of long-range edges or vertices versus
the removed ratio of edges or vertices under the second and third types
of attack.

In previous studies, another coefficient S, which is the ra-
tio of the size of the largest component to the size of the entire
network, was introduced to measure network robustness.[36,41]

In the following discussion, we compare the differences be-
tween network efficiency and the coefficient S to investigate

the robustness of the small-world network. Because the com-
plex network used in this study is an NW small-world network,
the remaining network is still a regular network even though
all the long-range edges are removed. Hence, the value of S
is unity until all the long-range edges are removed. Therefore,
we compare the differences between the network efficiency
and S only under the second and third types of attack. The
number of vertices, rewiring probability, and average degree
are set to 1600, 0.05, and 40, respectively. The variations of
ENorm and S with different values of p under the second and
third types of attack are shown in Figs. 7(a) and 7(b), respec-
tively. As shown in Figs. 7(a) and 7(b), ENorm and S decrease
simultaneously in the attacking process, but there is a consid-
erable difference between ENorm and S. Even at the begin-
ning of the attack, the value of ENorm decreases considerably.
The value of S decreases clearly until the removed ratios of
edges and vertices reach 0.4 and 0.8, respectively. Because
the network efficiency can reflect a slight variation in network
topology, the value of ENorm decreases considerably at the be-
ginning of the attack. An observable variation in the value
of S indicates that the network topology has a critical change;
namely, the whole network has been divided into several sub-
graphs. Therefore, the value of S begins to exhibit visible vari-
ation only till the removed ratios of edges and vertices are very
large.
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Fig. 7. Variations of ENorm and S with p under the second (a) and third (b) types of attack for k = 40 and under the second (c) and
third (d) types of attack for k = 4.

If the average degree is small, the whole network can eas-
ily be divided into numerous subgraphs under attack. There-
fore, if the average degree is small, we assume that the value
of S will have visible variation even at the beginning of attack.
In order to confirm our assumption, the number of vertices and
rewiring probability are still set to be 1600 and 0.05, respec-

tively, but the average degree is reduced from 40 to 4. The
variations of ENorm and S with ratio value of p under the sec-
ond and third types of attack are shown in Figs. 7(c) and 7(d),
respectively. As can be seen, when p is as low as 0.1, the
value of S has visible variation, thus confirming our assump-
tion. In other words, because the variation of S reflects the
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critical change in network topology, i.e. the whole network is
divided into several subgraphs, the value of S can be used to
measure network robustness only when the network is sparse.
However, because network efficiency can reflect even a slight
variation in network topology, it can be used to measure the
robustness of any type of network, sparse or dense.

4. Conclusion and discussion
Small-world networks are known to have some advan-

tages in network efficiency, such as high global and local
efficiencies.[3–5] To be an ideal candidate for realistic net-
works, a small-world network also requires good robustness
measured with network efficiency. Although the robustness
of small-world networks has been studied extensively in terms
of topology, its robustness in terms of network efficiency has
not yet been fully investigated. In this study, the improvement
in robustness of a small-world WSN is extensively analyzed
under three different types of attack. The results show that
under all three types of attack an increase in average degree
or rewiring probability can monotonically enhance the robust-
ness of the small-world WSN. Furthermore, the combined ef-
fect of average degree and rewiring probability on the network
robustness is found to be considerable, and several times that
of average degree or rewiring probability. Therefore, a small-
world WSN with a relatively high average degree and rewiring
probability has good robustness. Some realistic networks,
such as neural, traffic, and communication networks, have
good robustness measured by network efficiency,[9,12,41,42] pri-
marily because they have both relatively high average degree
and rewiring probability.

This study proves that increasing the average degree of
the network can improve both network efficiency and robust-
ness. For example, fully connected networks with K = N(N−
1)/2 have the highest efficiency and robustness. However, the
network cost is maximum, and it is extremely inefficient. In
other words, improving both network efficiency and network
robustness by only increasing average degree is not efficient.
The intriguing topological structure of small-world networks
can considerably enhance network efficiency; however, net-
work robustness reduces significantly. Although the network
robustness can be improved by increasing the rewiring prob-
ability, the effect is limited. It should also be noted that the
small-world characteristics will be gradually lost with increas-
ing rewiring probability. Namely, the rewiring probability of
small-world WSN networks cannot be increased unlimitedly.
Therefore, it is also not effective to improve both efficiency
and robustness by only increasing rewiring probability. The
results of this study show that the simultaneous increase of
rewiring probability and average degree can significantly en-
hance the robustness of small-world WSN networks. Further-
more, with this type of construction, the network cost is rela-
tively low and acceptable. On the basis of the above analysis,

this study provides an effective method of constructing future
networks, including communication, traffic, and social net-
works, by simultaneously considering efficiency, robustness,
and cost.
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