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Similar to device-independent quantum key distribution (DI-QKD), semi-device-independent quantum key distribu-
tion (SDI-QKD) provides secure key distribution without any assumptions about the internal workings of the QKD devices.
The only assumption is that the dimension of the Hilbert space is bounded. But SDI-QKD can be implemented in a one-
way prepare-and-measure configuration without entanglement compared with DI-QKD. We propose a practical SDI-QKD
protocol with four preparation states and three measurement bases by considering the maximal violation of dimension
witnesses and specific processes of a QKD protocol. Moreover, we prove the security of the SDI-QKD protocol against
collective attacks based on the min-entropy and dimension witnesses. We also show a comparison of the secret key rate
between the SDI-QKD protocol and the standard QKD.
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1. Introduction

Quantum key distribution (QKD) allows two distant par-
ties, Alice and Bob, to share secret keys, with security guaran-
teed by the laws of quantum mechanics.[1] Since Bennett and
Brassard proposed the first QKD protocol, namely the BB84
protocol,[2] QKD has been developed rapidly both in theoreti-
cal research and experimental realizations.[3–11] The uncondi-
tional security of the idea QKD has been proved based on var-
ious methods, such as entanglement distillation,[12,13] uncer-
tainty relation,[14–16] and quantum information theory.[17,18]

However, unavoidable imperfections of the devices in prac-
tical QKD systems bring about differences between theoret-
ical and practical security of QKD. Taking advantage of se-
curity loopholes in practical quantum systems, various attacks
have been effectively launched in recent years, for instance,
time-shift attacks,[19,20] phase remapping attacks,[21,22] blind-
ing attacks,[23,24] and wavelength-dependent attacks.[25]

In order to overcome these security loopholes, one
promising approach is device-independent QKD (DI-
QKD).[26–28] DI-QKD does not need any assumptions about
the internal workings of the QKD devices and its strong form
of security is based on the violation of a Bell inequality.[29] For
example, it is not necessary to consider the Hilbert space di-
mension of the quantum states and the kind of measurements
acting on them. However, since the detection loophole,[30]

which demands high detection efficiencies, is needed to close

in the Bell test, DI-QKD imposes severe requirements on
the QKD devices. So a demonstration of fully DI-QKD is
an extremely difficult challenge at present. Moreover, the
fact that the security of DI-QKD is based on quantum non-
locality indicates that only entanglement-based protocols are
suitable for DI-QKD. Remarkably, most practical QKD sys-
tems or commercial QKD systems are implemented in a one-
way prepare-and-measure configuration, which is much easier
to implement compared with the entanglement-based proto-
col. Hence, researchers are enthusiastic about intermediate
schemes between standard QKD and DI-QKD.[31–36]

Instead of full device independence, Pawłowski et al.[31]

proposed a semi-device-independent quantum key distribu-
tion (SDI-QKD) scenario, which also needed no assumption
about the internal workings of the preparation and measure-
ment devices but only an assumption about the bounded di-
mensionality of the quantum systems. Based on dimension
witnesses[37] and random-access codes,[38] they also proved
the security of a SDI-QKD protocol with four input states and
two measurement bases against individual attacks for one-way
prepare-and-measure configuration. Besides, inspired by the
semi-device-independent idea, Li et al. proposed semi-device-
independent randomness expansion protocols.[39,40] Though
Pawłowski et al.[31] analyzed the security of a SDI-QKD pro-
tocol with four input states and two measurement bases against
individual attacks, they do not present a practical SDI-QKD
protocol. Here, we design a practical SDI-QKD with four
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preparation states and three measurement bases by considering
the maximal quantum witness violation and specific processes
of a QKD protocol, which includes the choices of preparation
states and measurement bases, the sifting and so on. Further-
more, we will analyze the security of the SDI-QKD protocol
against collective attacks based on the min-entropy and the di-
mension witnesses.

The rest of this paper is organized as follows. In Sec-
tion 2, we introduce the SDI-QKD model. The practical SDI-
QKD protocol is proposed in Section 3 and Section 4 presents
the secret key rate of SDI-QKD against collective attacks. The
conclusion and discussion are summarized in Section 5.

2. SDI-QKD model
Since the SDI-QKD protocol needs an extra assumption

about the known dimensionality of the quantum systems, we
can see it as a weaker version of DI-QKD. It also needs no as-
sumption about the internal workings of the quantum devices
used by Alice and Bob. The SDI-QKD model[31] that we con-
sider in this paper is illustrated in Fig. 1.

Alice

x/↪...↪n↩
Bob

Eve

y/↪...↪m↩

b

ρx/C
d

Fig. 1. The scenario of SDI-QKD.[31]

In a semi-device-independent scenario, we assume that
the Hilbert space dimension of the quantum systems is d.
However, as Alice does not trust her preparation apparatuses
and Bob does not trust his measurement apparatuses, we can
conveniently treat the devices of Alice and Bob as black boxes.

State preparation black box: Alice chooses randomly
one of the n inputs x ∈ {0, . . . ,n−1}. There is a quantum state
ρx ∈ Cd corresponding to each input. Then Alice sends the
corresponding quantum states to Bob.

State measurement black box: After receiving quan-
tum states from Alice, Bob can choose to perform a mea-
surement Mb

y with y ∈ {0, . . . ,m− 1} and gets the outcome
b ∈ {0, . . . ,k−1}.

After repeating this procedure many times, Alice and Bob
can estimate the probability distribution

P(b|x,y) = tr(ρxMb
y ). (1)

In the SDI-QKD model, the security of a given protocol
against a quantum eavesdropper can be guaranteed solely from
its associated probability distribution P(b|x,y). The probabil-
ity distribution P(b|x,y) can be established in relation to quan-

tum dimension witnesses. Dimension witnesses have been de-
veloped in Ref. [37]. The form of quantum dimension wit-
nesses is given as follows:

W = ∑
x,y,b

wxybP(b|x,y)≤ Qd , (2)

where Qd is the obtainable maximal value of W when Alice
prepares quantum d-dimensional systems. The quantum di-
mension witnesses suggest that any given probability distri-
bution cannot be reproduced by applying quantum states with
the same dimension. That is, the dimension of quantum states
is required to be strictly larger than d in order to violate the
inequality (2). Just as the violation of a Bell inequality in DI-
QKD, the violation of dimension witnesses is a necessary con-
dition for guaranteeing the security of the SDI-QKD protocol.

3. A practical SDI-QKD protocol

Pawłowski et al.[31] have pointed out that the choices of
preparation states and measurement bases in BB84 are not se-
cure in the SDI-QKD model; however, they do not present
a practical protocol with the specific choices of preparation
states and measurement bases. For the purpose of simplicity
and efficiency, we will present a practical SDI-QKD protocol
with four preparation quantum states and three measurement
bases in two-dimensional Hilbert space.

3.1. BB84 is not secure in SDI-QKD model

For BB84, the state preparation of Alice can be given by

|ϕ0〉= |0〉, |ϕ1〉= |−〉,

|ϕ2〉= |+〉, |ϕ3〉= |1〉. (3)

The two measurement bases of Bob are {M0
0 =

|0〉〈0|,M1
0 = |1〉〈1|} and {M0

1 = |+〉〈+|,M1
1 = |−〉〈−|}, where

|+〉= (|0〉+ |1〉)/
√

2, |−〉= (|0〉− |1〉)/
√

2.
Here, we consider a tight two-dimensional quantum wit-

ness as follows:[31]

W ≡ E00,0 +E00,1 +E01,0−E01,1

− E10,0 +E10,1−E11,0−E11,1 ≤ 2.828, (4)

where the set of probability distributions Ex,y = P(b = 0|x,y)
with x∈ {00,01,10,11}, y∈ {0,1}, and P(b = 0|x,y)+P(b =

1|x,y) = 1, are used to describe simply the quantum dimension
witnesses.

Thus, the dimension witness achieves W = 2 and it does
not violate the witness (4), which indicates that equation (1)
can be reproduced by an eavesdropper, namely, BB84 is not
secure in the SDI-QKD model.[31]
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3.2. (2, 1, 0.85) quantum random access coding (QRAC)

Ambainis et al.[41] introduced the notion of quantum ran-
dom access coding (QRAC). For a concrete example, they give
(2, 1, 0.85)-QRAC as follows. The sender, which has two-bit
information, encodes the information into one qubit, which is
sent to the receiver. The receiver can recover any one of the
two bits correctly with probability at least 0.85 by a decoding
process based on positive operator-valued measures (POVMs).
For a concrete example,[41,42] the (2, 1, 0.85)-QRAC maps
a0a1 ∈ {0,1}2 to ρa0a1 = |α(a0a1)〉〈α(a0a1)| where

|α(00)〉= cos(π/8)|0〉+ sin(π/8)|1〉,

|α(01)〉= cos(7π/8)|0〉+ sin(7π/8)|1〉,

|α(10)〉= cos(3π/8)|0〉+ sin(3π/8)|1〉,

|α(11)〉= cos(5π/8)|0〉+ sin(5π/8)|1〉. (5)

For decoding, we use the measurements by the following
POVMs: T0 = {M0

0 = |0〉〈0|,M1
0 = |1〉〈1|} and T1 = {M0

1 =

|+〉〈+|,M1
1 = |−〉〈−|}, where |+〉 = (|0〉+ |1〉)/

√
2, |−〉 =

(|0〉− |1〉)/
√

2.

3.3. Description of the SDI-QKD protocol

Since the SDI-QKD model with four input states and
two measurements is equal to the (2, 1, 0.85)-QRAC and
the two-dimensional quantum witness can achieve the max-
imal value 2.828 in (2, 1, 0.85)-QRAC,[39,40] we will apply
the preparation states and measurement bases in (2, 1, 0.85)-
QRAC. Besides, in order to eliminate the intrinsic errors, we
will also introduce another measurement basis T2 = {M0

2 =

|α(00)〉〈α(00)|,M1
2 = |α(11)〉〈α(11)|} on Bob’s side in our

protocol. The other procedures of our protocol are designed
based on the idea of BB84. The sketch of our practical SDI-
QKD protocol is as follows.

State preparation and distribution: Alice chooses ran-
domly inputs x∈ {00,01,10,11} and prepares the correspond-
ing quantum state |α(x)〉 in two-dimensional Hilbert space,
which can be illustrated as in Eq. (5). Let {|α(00)〉, |α(01)〉}
correspond to classical bit 0 and {|α(10)〉, |α(11)〉} corre-
spond to classical bit 1. Then Alice records the classical bit
strings and distributes all quantum states to Bob through the
quantum channel.

Measurement: Bob chooses a basis among T0, T1, and
T2. Then Bob uses randomly and independently the chosen
basis for measuring quantum states received from Alice. Bob
records both choices of measurement bases and the measure-
ment outcome.

Sifting: Bob announces his lists of basis choices publicly
to Alice through the authenticated classical channel. Then Al-
ice compares the lists of T2 bases from Bob with her prepared
quantum states and tells Bob his correct measurement results

in the T2 basis. Alice’s classical bit strings, which are cor-
responding to Bob’s correct measurements from the T2 basis,
are used as bits of the raw key together with Bob’s correct
measurement results in the T2 basis. The measurement results
from the T0 and T1 bases will be used to perform the parameter
estimation.

Parameter estimation: Alice and Bob estimate the
amount of errors in the quantum channel by using a random
sample.

Error correction: Alice and Bob apply a one-way er-
ror correction scheme and correct their strings so that Bob’s
raw key matches Alice’s. If error correction fails, the protocol
aborts.

Error verification: In practical implementations, it is
possible that Alice and Bob do not have perfectly identical
bits at the end of the error correction scheme. In order to re-
duce the remaining errors, Alice and Bob will apply a random
two-universal hash function on their strings and communicate
the result of the function. If the hash values disagree, Alice
and Bob may go back to the error correction step or abort the
protocol.

Privacy amplification: To reduce the information on
keys, which may have been obtained by the eavesdropper Eve
during the key generation, Alice chooses randomly a two-
universal hash function to extract the final secret key. Then
the function is communicated to Bob, who also uses it to ex-
tract the final secret key.

4. Secret key rate of SDI-QKD against collective
attacks
First, we shall introduce some relevant definitions and

lemmas as follows.
Definition 1 (min-entropy)[43] Let ρ = ρUV be any bi-

partite state on two systems U and V , the min-entropy of U
conditioned on V is defined as

Hmin(U |V )ρ ≡− infD∞(ρUV |idU ⊗σV ), (6)

where σV is any density operator on B and idU is the iden-
tity operator on U , D∞(τ|τ ′) corresponds to the relative Renyi
entropy of order ∞ for commuting density operators τ and τ ′.

Lemma 1[43] Let ρ = ρUV = ∑u∈U PU (u)|u〉〈u|⊗ρV |U=u

denote the state of the systems U and V , PU (u) is the probabil-
ity of having U = u, then

Hmin(U |V )ρ ≡− logPguess(U |V )ρ , (7)

where Pguess(U |V )ρ is the maximal probability of decoding U
from V with a positive operator-valued measure (POVM).

The security analysis in Ref. [31] is restricted to individ-
ual attacks, in which Eve attacks independently each system
before the classical postprocessing. In this paper, we consider
collective attacks where Eve applies the same attack to each
system of Alice and Bob before the classical postprocessing.
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Our security analysis also needs no assumption about the inter-
nal workings of the quantum devices used by Alice and Bob,
except that the dimensionality of quantum systems and col-
lective attacks are bounded. Indeed, we also need the basic
assumption about information leakage from the black boxes,
which is required in both of DI-QKD and SDI-QKD. That is,
Eve has no information about random input numbers and mea-
surement outcomes (i.e., x, y, and b). Moreover, the quantum
channel is completely controlled by the eavesdropper Eve and
the classical channel is authenticated.

For collective attacks, a lower bound on the asymptotic
secure key rate R under one-way classical postprocessing is
given by the Devetak–Winter bound[44]

R≥ S(B|E)−H(B|A), (8)

where S(B|E) is the conditional von Neumann entropy,
H(B|A) is the conditional Shannon entropy, E is all the in-
formation that Eve obtained, and A and B denote the raw keys,
which are shared between Alice and Bob, respectively.

H(B|A) is defined entirely in terms of the difference of
raw keys shared between Alice and Bob. If we let the quan-
tum bit error rate (QBER) between A and B be Q, one can get

H(B|A) = h(Q), (9)

where h is a binary Shannon entropy function:

h(x) =−xlog2(x)− (1− x)log2(1− x).

Thus we should essentially take S(B|E) into account in
order to compute the secret key rate of the SDI-QKD protocol.
We show how to quantitatively characterize it as a function of
the probability distribution P(b|x,y) in the following.

Let Pguess(B|E) be the probability that Eve correctly
guesses Bob’s raw keys B when using an optimal strategy, that
is

Pguess(B|E) = max
b,x,y

P(b|x,y). (10)

From Lemma 1, we know that the min-entropy can be
rewritten as the negative logarithm of the optimal guessing
probability

Hmin(B|E) =− logPguess(B|E). (11)

We can estimate the upper bound of all the information
that Eve obtained about Bob’s raw key by using the min-
entropy bound Hmin(B|E), then we can get

S(B|E)≥ Hmin(B|E) =− log[max
b,x,y

P(b|x,y)]. (12)

Substituting Eqs. (9) and (12) into Eq. (8), we can get

R≥− log[max
b,x,y

P(b|x,y)]−h(Q). (13)

In order to characterize the secret key rate of the SDI-
QKD protocol against collective attacks, we should get the
upper bound of conditional probability distribution P(b|x,y).
We will use the method in Ref. [40] to solve this problem. The
maximal conditional probability distribution max

b,x,y
P(b|x,y) can

be achieved by the following optimization equations[40]

minimize : max
b,x,y

P(b|x,y);

subject to : Ex,y = tr(ρxM0
y ),

subject to : W = E00,0 +E00,1 +E01,0−E01,1

subject to : W =− E10,0 +E10,1−E11,0−E11,1, (14)

where the optimization is implemented by arbitrary quantum
states ρx with x ∈ {00,01,10,11} and measurement opera-
tors M0

y with y ∈ {0,1} defined over two-dimensional Hilbert
space.

In our numerical calculation, the preparation states and
measurement operators can be given as follows (more specific
reasons and processes can be found in Ref. [40]):

ρx = |φ(x)〉〈φ(x)| with

|φ(x)〉=
(

cos(θx/2)
e iηx sin(θx/2)

)
, (15)

M0
0 =

(
1 0
0 0

)
,

M0
1 =

(
cos2(θ/2) e−iη sin(θ)/2

e iη sin(θ)/2 sin2(θ/2)

)
, (16)

where x ∈ {00,01,10,11}, 0≤ θx,θ ≤ π , 0≤ ηx,η ≤ 2π .
By solving the minimization problem with the

Levenberg–Marquardt algorithm,[45] we get the upper bound
of all the information that Eve obtained about Bob’s raw key
S(B|E)≈ 0.228.

In order to compare with the secret key rate in standard
QKD (e.g. BB84), we consider the secret key rate of ideal
BB84 protocol against collective attacks in the asymptotic
case, which is given as[1]

r ≥ 1−2h(Q′), (17)

where h is a binary Shannon entropy function and Q′ is the
QBER between Alice’s and Bob’s raw keys in BB84.

We assume a basic experimental setup where the quantum
channel can be described as a depolarizing channel with vis-
ibility V in the absence of an eavesdropper. Thus, the QBER
Q and Q′ are equal to (1−V )/2. Lower bounds for the se-
cret key rates as a function of visibility V are shown in Fig. 2.
The simulation results show that the secret key rate of the SDI-
QKD protocol is lower than the standard QKD. But we empha-
size that SDI-QKD represents a relaxation of the assumption
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in security proofs of standard QKD. Compared with standard
QKD, there are some advantages in SDI-QKD. The prominent
advantage is the same as DI-QKD with no assumptions about
the internal workings of the quantum devices.
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Fig. 2. Lower bound for the secret key rate as a function of visibility
V . The dashed lines represent the SDI-QKD protocol considered in our
paper and the solid lines represent an ideal BB84 protocol.

5. Conclusions
In this paper, we have proposed a practical SDI-QKD

protocol with four preparation states and three measurement
bases, which can be applied directly to the one-way config-
uration. Based on the min-entropy and dimension witnesses,
we have also presented the security of the SDI-QKD protocol
against collective attacks.

On one hand, the experimental demonstrations of estimat-
ing dimension witnesses in a prepare and measure scenario
have been reported recently.[46,47] On the other hand, our SDI-
QKD protocol is similar to the BB84 protocol. So the experi-
mental demonstration of SDI-QKD can be analogously estab-
lished with existing QKD devices.

In future works, similar to the security proof presented by
Masanes et al.,[27] it is interesting to give an analytical bound
of the eavesdropper’s information by considering the quantum
dimension witnesses violation W . If the experimental demon-
stration of SDI-QKD becomes real, the security of SDI-QKD
in the presence of noise and imperfect detectors opens an in-
teresting area to further research.
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