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Nodes in the wireless sensor networks (WSNs) are prone to failure due to energy depletion and poor environment,
which could have a negative impact on the normal operation of the network. In order to solve this problem, in this paper, we
build a fault-tolerant topology which can effectively tolerate energy depletion and random failure. Firstly, a comprehensive
failure model about energy depletion and random failure is established. Then an improved evolution model is presented to
generate a fault-tolerant topology, and the degree distribution of the topology can be adjusted. Finally, the relation between
the degree distribution and the topological fault tolerance is analyzed, and the optimal value of evolution model parameter
is obtained. Then the target fault-tolerant topology which can effectively tolerate energy depletion and random failure is
obtained. The performances of the new fault tolerant topology are verified by simulation experiments. The results show
that the new fault tolerant topology effectively prolongs the network lifetime and has strong fault tolerance.
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1. Introduction

Wireless sensor networks (WSNs) are self-organized net-
works that typically consist of a large number of sensor nodes
with finite energy supply.l'?! As it is well known that the
WSNs are usually deployed in remote and hostile surround-
ings that people cannot access. These unattended nodes in
WSNss are prone to failure due to battery energy depletion and
poor environment. 3! The failure nodes may lead to network
partition, thus causing the coverage and the availability of the
network to be decreased and even cause network failure.[6-8]
Therefore, it is significant to build such a network topology
that can effectively tolerate energy depletion and random fail-
ure.

Previously, considering the tolerance ability of a multi-
connected graph, some literatures®-'?! about the fault-
tolerance topology of wireless sensor networks emerged. In
these literatures, the problem of developing fault-tolerance
topology was treated as looking for a multiply connected
graph. The k-connected network with energy-optimization
to tolerate k — 1 failure nodes by power control was pro-
duced.
connected graph problems was proven to be NP-hard.[!3] The

However, the energy optimal solution for multi-

k-connected network whose approximate optimum achieved

solution was so dense that the power consumption increased

[14

rapidly.l'"* Thus the k-connected topology can only tolerate

1-4 failure nodes.
Recently, some researchers found that the scale free struc-

15,16

ture can strongly tolerate the random failure,['>1%1 and many

articles about the scale free topology of WSNs have been ap-
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pearing. A WSNs clustering topology with scale free charac-
teristics was proposed in Ref. [17] based on the random walk
mechanism. In Ref. [18], Zhu ef al. built the energy effi-
cient fault tolerant topology EAEM (energy—ware evolution
model) by combining the residual energy of nodes with the
preferential attachment mechanism of the scale free network.
The constraints on the node transmission radius, energy effi-
ciency, and fault tolerance were considered in the process of
building the topology EAEM. Thus, the topology EAEM can
effectively resist the random failure and selective failure on
the premise of energy saving. The fitness of nodes was intro-
duced in Ref. [19], and the calculation of fitness is associated
with the value of node energy. Then a WSNss scale free topol-
ogy was proposed according to the fitness topology evolution
model. These WSNs scale free topologies could tolerate ran-
dom failure and optimize the energy of nodes. However, these
topologies ignored the node failure caused by energy deple-
tion, which could reduce the fault-tolerance ability of topol-
ogy and then have a serious effect on the performance of the
network.

The energy depletion and random failure are both con-
sidered in this paper. Through analyzing the two kinds of
failure, the comprehensive failure model about energy deple-
tion and random failure is built. Then an improved evolution
model is presented based on the classical preferential attach-
ment mechanism. According to the evolution model, a fault-
tolerant topology with adjusted degree distribution is gener-
ated. The tolerance of the topology depends on topology evo-
lution model parameter 7. The optimal value of T can be ob-
tained through quantitative analysis. Then the topology which
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can effectively tolerate energy depletion and random failure is
obtained.

The rest of this paper is organized as follows. In Sec-
tion 2, we build the comprehensive failure model of nodes. In
Section 3, we present the evolution model of the DDIA (degree
distribution is adjustable) fault-tolerate topology and analyze
the degree distribution characteristics. In Section 4, we obtain
the optimal value of evolution model parameter 7. The simu-
lation results are given in Section 5. In the end, we summarize
this paper in Section 6.

2. Node failure model

In this section, the energy depletion and random failure
are analyzed quantificationally. Then the comprehensive fail-
ure process model is built.

The node failure caused by energy depletion is analyzed
firstly. As we all know, the energy of the network node is
mainly consumed in the process of communication. The aver-
age energy consumed by the communication unit of one node
is expressed as follows:

Ec = Mtx [Ptx(Ttx + Tso) +PTTtx]
+Mix [Prx (Tex + Tso)] (1

where My /i is the working frequency of the sending/receiving
unit, Py, is the average power consumption of the send-
ing/receiving unit, and Tiy x is the operating time of the send-
ing/receiving unit, which depends on the packet length L and
the transmission rate R, i.e., Ty /rx = L /R. The T, is the switch
time of the node-state, and its value is generally in the range
of several hundred microseconds, Pr is the transmission power
of the node, which depends on the channel condition.

According to the free space channel attenuation mode, Pr
can be expressed as

Pr = Pr(4mdy/A)*(d/dy)", )

where PR is the receiving power of the node, A is the wave
length of the carrier, d is the distance between the sending
node and the receiving node, dj is the reference distance, its
value generally is 1 meter, n is the path loss exponent and its
value generally is 2~4, here n = 2. Let Py be the minimum
receiving power, based on which, the receiving node can com-
plete the monitoring task and decode the signal successfully.
Then substituting PR = F into Eq. (2), the minimum transmis-
sion power of the node can be obtained, i.e., Pr = Py(47d /A )>.

Suppose that the sensor nodes are uniformly distributed
in the monitoring circle domain with radius r. It is easy to ob-
tain that the probability density function is f (x) = 1/7r2, then
(d/r)?* denotes the probability that each node joins into the
circle domain with radius d. Therefore, k = N(d/r)?, where
k denotes the number of nodes in the communication circle

domain with radius d. Then we can obtain
Pr = [Py(47r)? /NA*] k = pk, 3)

where p = Py(47r)? /NAZ.

Assume that each node sends or receives one packet per
second, i.e., M /x = 1, and the switch time T, of the node-
state is ignored. Let E. denote the energy consumption of the
node i at time ¢, then based on Egs. (1) and (3), it can be
expressed as follows:

1
Eg:/ E.dt = (W + Sk;)t, 4)
0

where W = (Px + Px)L/R, S = pL/R = Py(4mr)’L/NA’R,
and k; is the degree of i.

Let Ey denote the initial energy of the nodes, . is the
current moment of the network operating, and k. is the refer-
ence value of k; of the node without energy at time 7.. When
E! = Ey, according to Eq. (4), k. can be expressed by

ke = (Eo/1e —W)/S =Z, (t.). 5)

Equation (4) shows that E! is proportional to k;. Then
based on Eq. (5), the node failure behavior caused by energy
depletion at time 7. can be regarded as a selective failure pro-
cess. During this process, the nodes are removed in accor-
dance with the variation of node degrees from big to small,
until the nodes whose degrees are greater than k. are all re-
moved.

The node failure behavior caused by the poor environ-
ment is usually regarded as the random failure process. Sup-
pose that such failure follows a uniform distribution in the time
domain 7', and the total number of such failure nodes is Q.
Then the number of such failure nodes at time 7. can be calcu-
lated by

fe O Q
7dt = ?tc =7(t). 6)

f c =
0
That is to say, at time #., f. nodes will fail due to the poor
environment and be removed in the network.

To sum up, k. is obtained based on Eq. (5) and f; is ob-
tained based on Eq. (6). In WSNSs, at time 7, k. is the node de-
gree threshold of the failure node caused by energy depletion,
and f; is the number of failure nodes caused by the poor en-
vironment. In the specific application scenario, k. and f. only
depend on the network running time 7., and they can be ex-
pressed by the functions Z; (#.) and Z,(t.), respectively. Dur-
ing the initial period of network operation, environment dam-
age is the main reason for node failure. During the later period
of network running, energy depletion is the main reason for
node failure. Thereby, based on Egs. (5) and (6), the com-
prehensive failure behavior caused by both energy depletion
and environment damage can be regarded as two independent
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processes of nodes being removed. Then the comprehensive
failure process model is described as follows. In the process
of network operation, first, there are f. nodes being removed
randomly, then some nodes are removed selectively in accor-
dance with the variation of node degrees from big to small,
until the nodes whose degrees are greater than k. are all re-
moved.

3. DDIA topology evolution model and dynamic
characteristics analysis

In this section, we propose an improved evolution model
according to the preferential attachment mechanism. Based
on the evolution model, a fault tolerance topology whose de-
gree distribution can be adjusted (DDIA topology) is gener-
ated. This topology can tolerate the comprehensive failure by
adjusting the parameter 7, and the degree distribution charac-
teristic of DDIA topology is studied to quantify the topologi-
cal structure properties, which helps us to better study the fault
tolerance of the WSNs topology.

3.1. The evolution model of DDIA topology

The preferential attachment mechanism was first applied
to the BA model proposed by Barabasi and Albert. According
to the classical preferential attachment mechanism, we can ob-
tain a stationary network topology with a power-law probabil-
ity distribution for the degree p(k) ~ k~*. Compared with the
network topology with the exponential probability distribution
for the degree p(k) ~ e~*, this topology has better fault tol-
erance for random node failure, but poor fault tolerance for
selective failure.

During the process of topology evolution, the restriction
on transmission radius should be considered, simultaneously,
the requirements on fault tolerance for random failure and se-
lective failure should be taken into consideration. Therefore,
we improve the preferential attachment mechanism, and the
improved evolution model of DDIA topology is described as
follows.

1) The network grows incrementally, starting with a small
clique of mg nodes. At each successive time step, a new node
is added such that its m < mg edges link it to m nodes already
in the graph.

2) The probability IT with which a new node will be con-
nected to node i depends on the current degree k; of i and
the preferential measure factor 7. The preferential attachment
probability IT(k;) of node i is expressed as

k¥

— 1

==,
L kj
JjEA

(k) TE[0,+o)NTH#1, )

where A is the neighbor node set of the new node.
The connection probability between nodes changes dy-
namically. Therefore, through adjusting the evolution model

parameter 7, the DDIA topology can approximately follow a
power-law distribution and also can follow an exponential dis-
tribution. Then it is known that the DDIA topology can tol-
erate the random failure and selective failure by adjusting the
evolution model parameter 7.

3.2. Analysis of DDIA topology evolution model

Suppose that the new node Q joins the network at time 7.
Let r( be the initial radius of the network, then 7; is the radius
of the network at time ¢, and rg is the transmission radius of
the new node Q.

In order to utilize the mean field theory to analyze the
performance of the evolving topology, we assume that the net-
work undergoes a long time evolution and the node degree k;
is a continuous change parameter with ¢, so the growth rate of
k; can be described as follows:

o _
ot

Note that the nodes in the monitoring area follow a uni-
form distribution, the probability that the neighbor node set of

the new node Q is selected can be expressed by the area ratio
(ré/Z)/rtz, so IT(k;) can be shown as follows:

Ko /2 kf K

= — , 9
L6 7 Nphw; mer
J

I(k;) =

where N, is the number of network nodes at time ¢, and
(k), is the average degree of network nodes at time ¢. Ac-
cording to the improved preferential attachment, at time ¢, a
topology with mgy + ¢ nodes and mt edges is generated, i.e.,
(k) =2mt/ (mp+1).

Based on Egs. (8) and (9), the growth rate of k; can be
expressed as follows:

dk; k?

dar " mo+ ) 2mt [(mo +1))F
= 2*fm'*fkti. (10)

By using the separation variable method, the solution of the
differential equation above can be obtained

ki(r) = [(2"m' " Int +C) (1 — 7)] %, (11)
and based on the initial conditions k;(¢;) = m, we can obtain

1
I-7
k() =m|2 (1 =)=t 1| (12)

then the probability p (k;(¢#) < k) can be expressed as follows:

lf(k/m)lfr

plki(t) <k)=p(t;>e 2701 ). (13)

During the evolution process of the DDIA fault tolerant
topology, only one new node is added to the network at each
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time step, so #; follows a uniform distribution, and its prob-
ability density function is p(t;,) = 1/(mg +1). Substituting
p(ti) = 1/(mo +1¢) into Eq. (13), we can obtain the degree
distribution expression of DDIA fault tolerant topology as fol-

lows:
1—(k/m)1 =7
~dp(ki(r) <k)  d(1—p(;<e 270-9 1))
plk) = o ok
T —T l—(k/m)lff
= 2<k> e 27 % (-7 :23(1-)' (14)
m\m

Itis shown that, in Eq. (14), when the edge growth scale m
is given, the degree distribution of DDIA fault tolerant topol-
ogy depends on the evolution model parameter 7. When 7
is infinite, the network has a preference, which leads to that
the new node prefers to connect to the node with a bigger de-
gree. Therefore, the degree distribution follows the power-law
distribution p(k) ~ k~* approximately, and the DDIA topol-
ogy has a strong fault tolerance for the random failure. When
7 = 0, the network has no preference, the degree distribu-
tion follows the exponential distribution p(k) ~ e % approxi-
mately, and the DDIA topology can effectively tolerate selec-
tive failure. All in all, the DDIA fault tolerant topology can
tolerate the random failure and selective failure by adjusting
the evolution model parameter 7.

4. Analysis of evolution model parameter 7

In this section, a measurement index of the WSNs net-
work topological fault tolerance is proposed to measure the
fault tolerance of the DDIA topology. Then we give the pro-
cess of how to acquire the optimal value of the evolution model
parameter 7, and the strong fault tolerant topology with an op-
timal value of 7 is obtained.

4.1. Fault tolerance measurement of WSNs topology

When the network topology is divided, only the largest
connected component is available, and its scale can reflect the
performance of the network. Therefore, the ratio of the total
number of nodes in the largest component to the total num-
ber of nodes in the initial network is usually used to measure
the fault tolerance of the topology structure. However, this
measurement index cannot reflect the energy efficiency of the
network topology. Therefore, a new measurement index of the
WSNss topology fault-tolerance is defined. The network sur-
vival time can reflect the network energy efficiency to a certain
extent. When the network is divided, the network scale begins
to decrease until reducing to the minimum scale of the largest
connected component that meets the network application re-
quirements, and this period of time is defined as the network
survival time. Based on this network survival time, the new
measurement index of the WSNs topological fault-tolerance is
given as follows.

Definition For a network G (V,E), suppose that the net-
work monitoring requirement is 6 (0 < 6 < 1). At time #,
when the failure nodes in the network G(V,E) have been
removed, the residual network is composed of w connected

components, i.e., Gy = (V1,E), ..., G, = (V,,,E,). Then
the number of available nodes in the network is A(N) =
max{|Vi|,|Va|,...,|Vw|}. At this moment, the scale of the

largest connected component is C(N);, = A(N)/N, and at time
fe+1, the scale of the largest connected component is C(N )y, 41.
When C(N),, > 6NC(N),,+1 < 0, t. is the measurement index
of the fault tolerance of the network G (V, E).

The definition above shows that the fault tolerance of the
WSNss topology is denoted by the longest time of the network
maintaining the application requirements. Namely, . is big-
ger, the lifetime of the topology is longer, and the ability of
the topology to tolerate the comprehensive failure behavior is
better.

4.2. Acquisition of the optimal value of T

Based on the new measurement index of the WSNs net-
work topology, the process of acquiring the optimal value of 7
is described as follows.

Imput k. =Z(t.), fo = Za2(tc), p(k) = Z3(7), and 6, k.
is the node degree threshold of the failure node caused by the
energy depletion at time 7., f. is the number of failure nodes
caused by poor environment at time 7., p(k) is the degree dis-
tribution of the DDIA topology, and 0 is the network applica-
tion requirement.

QOutput the optimal value of 7. At this moment, the fault
tolerance of the DDIA topology is strongest under comprehen-
sive failure, i.e., the value of ¢ is the biggest.

1) The degree distribution p(kr) = Zs(7,.) of the DDIA
topology under comprehensive failure at time #. is deduced
based on p(k) = Z3(71).

2) The scale C(N),, = Z¢(7,1.) of the largest connected
component is obtained according to p(kiy) = Zs(7,1.).

3) When the value of ¢, is maximum, the corresponding T
is obtained based on C(N);, > 6 NC(N),.4+1 < 6.

4.2.1. Degree distribution p(ky)

Based on the comprehensive failure model, suppose py is
the probability that the node is removed randomly. Accord-
ing to Eq. (6), we can obtain p; = f,/N = Qt./NT. After the
DDIA topology suffers environmental damage, some nodes in
the network fail. Therefore, the degree of the survival nodes

k _
(kl ) (1= pr)fip ™,

where k is the original degree of the survival nodes. Then the

become

degree distribution of the DDIA topology under random fail-
ure becomes

=

i) = T 0 )= =iz as)

k=ki
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At time 7., after some nodes fail due to the energy deple-
tion, all the nodes whose degree is greater than k. in the DDIA
topology are removed. Then the maximum degree of the nodes
and the degree distribution p(k;) change. The process of re-
moving the network nodes selectively can be regarded as the
process of removing the links randomly. Let p be the probabil-
ity that the links are removed randomly. It can be expressed by
the ratio of the number of links connected to the nodes without
energy to the number of the total links in the network

= kip(k
ﬁ: Z Ip< I) (16)

where (k1) is the average node degree of the topology with de-
gree distribution p(k;). The (ki) can be expressed by (k;) =
(k)(1— pr) based on the average node degree (k) of the DDIA
topology. Then at time #., after some nodes fail due to the
energy depletion, the degree distribution p(ky) of the DDIA
topology under comprehensive failure is expressed as follows:

ke
plkn) =Y, p(/q)( ,’;‘I ) (1—p)luph=n = zs(z.1.), (17)

ky=m
where m is the minimum degree of the nodes.

4.2.2. The optimal value of T

The degree distribution p(kj) has been obtained from the
section above. According to the probability generating func-
tion, we can deduce the scale C(N);, of the largest connected
component of the DDIA topology under comprehensive fail-
ure. Then the optimal value of 7 can be obtained. The proba-
bility generating function of the degree distribution p(ky) can
be expressed as follows:

ke
go(x) =3 plku)x'r. (18)
ky=m

Let py (ky1) be the probability of arriving at the node with
degree kyj by following any direction of a randomly selected
link, and pp (ky) is proportional to not only the number of
nodes with degree kj; but also the value of kyy, then pp (ki)

can be expressed by

pL(kn) = kup(ku)/zzlzm kup (k). (19)

Then the probability generating function of arriving at a
node with residual degree ky; by following any direction of a
randomly selected link can be expressed by

Z]lz; _kup(kyp)xkn !
Zl;iﬁzm kup (ki)

ke
gix) = Y pulkn)n! =

kH=m
_ Zi;‘[:m Fenp (e )k =1
B (k)

Suppose & (y) is the probability of arriving at a con-

(20)

nected component s with scale y by following any direction

of a randomly selected link. Then its probability generating
function is

Hi(x) =Y _ohi(y)x'm. 1)

Suppose that the connected component s cannot be the
largest connected component. The H; (x) can be expressed by
the recursive form as follows:

H,(x) = xpL(0) +xpL(1)Hi (x) +xpL(2)[Hi (x)]* +---

xg1(Hi(x)). (22)

Similarly, suppose that hg(ky) is the probability that a
randomly selected node belongs to the connected component
s. Then its probability generating function is

Ho(x) =Y _oho(w)x"t. (23)

Being similar to Eq. (22), we can obtain
H()()C) :ng(Hl (x)) (24)

Then according to Egs. (18) and (24), the largest con-
nected component scale C(N),, can be expressed by

C(N), = 1—Ho(1)=1-go(Hi(1))
ke
L= Y plkm)H (1) = Zg(1,10),  (25)

k”:m

where H; (1) is the smallest nonnegative real number solution

ke
of the equation Hy (1)(ky) = Y. knp(kn)H;(1)"1~! obtained
kH=m

by Egs. (20) and (22).

The network under comprehensive failure is just in the
critical state of collapse when 7 = #.. According to C(N),, >
0 NC(N);+1 < 6, when 6 is given, we can obtain the mathe-
matical relationship between T and #, based on the theoretical
derivation method above, and when the fault tolerance mea-
surement index 7, of the WSNs topology is maximum, the fault
tolerance of the DDIA topology is the best. At this moment,
the value of 7 is optimal.

5. Simulation results

Extensive simulation tests were carried out using the
MATLAB tool. In order to ensure the practical significance
of our topology, the deviation of the degree distribution of the
DDIA topology is analyzed for different values of parameters
7 in the specific application scenario, and the range of 7 is de-
termined. Then the performances between the DDIA topology
and the classical topology EAEM are compared.

In the simulation, suppose that the initial network scale is
mo and the initial node energy in the two topology algorithms
are the same. All the following simulation results are the aver-
age of 50 repeated tests. The simulation parameters are shown
in Table 1.
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Table 1. The experimental parameters.

Parameter name Value
Node number N 100
Monitoring circle domain radius r 500 m
Nodes initial energy Ey 1]
Node maximum transmission radius rmax 150 m
The minimum receiving power P —94 dBm
Preferential measure factor 7 0—o0
Packet length L 4000 bits
Date transmission rate R 250 kbps
The carrier wave length A 69 cm
The sending/receiving unit power consumption Fy rx 50 nJ/bit
Random failure nodes Q 100
Random failure time domain 7' 1.0 x 108

5.1. The range of T

Table 2 shows the deviation of the theory degree distri-
bution and the actual degree distribution of the DDIA topol-
ogy for the different values of parameters 6 (6 =0, 0.4, 0.8,
1.2, 1.6, 2, 40). From Table 2, we observe that the deviation
between the theory degree distribution and the actual degree
distribution of the DDIA topology increases with 7. In order
to ensure that the fault tolerant topology built above is valid
in the practical application, all the simulation experiments are
done under 7 € [0,1.6)NT # 1.

Table 2. The deviation of the theory degree distribution and the actual
degree distribution of the DDIA topology.

T Average value of deviation

0.0801

0.4 0.1358

0.8 0.1674

1.2 0.2188

1.6 0.3104

2.0 0.3789

40 1.831x 10!

5.2. Topology performance contract

The optimal value of 7 for the different task requirements
parameters 0 can be obtained according to the theoretical
derivation method above and the MATLAB tool. In the fol-
lowing simulations, we choose the DDIA topology (8 = 0.5,
T = 1.5) to study the topological performance.

5.2.1. The topology fault tolerance contrast

In the experiments, random failure is regarded as the pro-
cess that the nodes are removed randomly in the network, and
selective failure is regarded as the process that the nodes are
removed selectively according to the node degree descending.

In Fig. 1, the random failure tolerance of the DDIA topol-
ogy and the EAEM topology is contrasted, and the corre-
sponding relationship between the largest connected compo-
nent scale and the random failure node radio is shown. From
Fig. 1, we can observe that the network scale of the DDIA
topology is larger than the EAEM topology when the same

number of random failure nodes are removed, which indi-
cates that the DDIA topology can tolerate more random fail-
ure nodes than the EAEM topology. Hence, the random fail-
ure tolerance of the DDIA topology is better than the EAEM

topology.

T 1.0
<
= g —=—DDIA
Q
£ ¢ 08} ——EAEM
R
§ =
—8 £ 06}
c 2
§ < 04¢
S ©°
%8
g
E £ 0.2¢
= =
~ 2 0 0.1 0.2 0.3 0.4
)
8 Ratio of random failure nodes to the wholes/%

Fig. 1. (color online) The topology random failure tolerance contrast.

Figure 2 shows the changes of the largest connected com-
ponent scale with the selective failure node ratio for the DDIA
topology and the EAEM topology. As shown in Fig. 2, when
the same number of nodes are removed selectively, the net-
work scale of the DDIA topology is larger than in the EAEM
topology, which indicates that the DDIA topology can com-
plete the monitoring task better than the EAEM topology un-
Therefore, the DDIA topology has a
stronger ability to tolerate selective failure nodes than the
EAEM topology.

der selective failure.

0.8f

0.6

0.4¢

0.21

0

Ratio of largest connected component

0 0.02 0.04 0.06

to the total number of nodes in the network/%

Ratio of selective failure nodes to the wholes/%
Fig. 2. (color online) The topology selective failure tolerance contrast.
5.2.2. The network lifetime and energy efficiency con-

trast

The network lifetime is usually regarded as the time when
the first nodes in the network fail. In Fig. 3, we show that
the network lifetime versus the survival nodes number for the
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DDIA topology and the EAEM topology. Figure 3 presents
that the network lifetime of the DDIA topology is always
longer than the EAEM topology, which shows that the DDIA
topology can effectively prolong the network lifetime.

3900

3700

3500

Network lifetime/round

A

33001()0 80 60 40 20
Survival nodes number in the network

Fig. 3. (color online) The network lifetime contrast.

The energy efficiency is an important part of a topology
structure performance. The survival time of the energy ex-
hausting node reflects the network energy efficiency to a cer-
tain extent, namely, the time at which some nodes fail ow-
ing to the energy depletion is longer, the network utilization is
higher. Figure 4 shows the average survival time and the min-
imum survival time of nodes whose energy is exhausted in the
DDIA topology and the EAEM topology. From Fig. 4, we ob-
serve that the average survival time and the minimum survival
time of the energy exhausting node in the DDIA topology are
longer than those in the EAEM topology. Compared with the
EAEM topology, the DDIA topology has a higher energy effi-

ciency.
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Fig. 4. (color online) The network energy efficiency contrast.

6. Conclusions

In this paper, considering energy depletion and random
failure, a comprehensive failure model about the two kinds of
failure behaviors is built, and an improved evolution model
of the DDIA fault-tolerant topology is proposed. Moreover,
we analyze the relationship between the comprehensive failure
model and the dynamics characteristics of the DDIA topology.
Then the degree distribution of the DDIA topology under the
comprehensive failure is obtained. Furthermore, according to
a new fault tolerance measurement index, the corresponding
optimal value of the evolution model parameter is acquired,
and the corresponding optimal DDIA topology that can effec-
tively tolerate both energy depletion and random failure is ob-
tained. Experimental tests demonstrate that the DDIA topol-
ogy has a higher energy efficiency and stronger fault tolerance
than the EAEM topology, and it also can effectively prolong

the network lifetime.
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