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Enhanced arbitrated quantum signature scheme using Bell states

*

Wang Chao(£ #)7, Liu Jian-Wei(Xl|#%), and Shang Tao(1¥] %)

School of Electronic and Information Engineering, Beihang University, Beijing 100191, China

(Received 22 August 2013; revised manuscript received 26 November 2013; published online 20 April 2014)

We investigate the existing arbitrated quantum signature schemes as well as their cryptanalysis, including intercept-
resend attack and denial-of-service attack. By exploring the loopholes of these schemes, a malicious signatory may success-
fully disavow signed messages, or the receiver may actively negate the signature from the signatory without being detected.
By modifying the existing schemes, we develop counter-measures to these attacks using Bell states. The newly proposed
scheme puts forward the security of arbitrated quantum signature. Furthermore, several valuable topics are also presented

for further research of the quantum signature scheme.
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1. Introduction

Quantum cryptography, 1>l known as the combination of
quantum mechanics and cryptography, has become one of the
most important research areas in quantum information sci-
ence. Quite a few branches of quantum cryptography have
been studied in recent years, including quantum key distri-
bution (QKD),*-8] quantum secret sharing (QSS),”"'?! quan-
tum secure direct communication (QSDC),!'3-16 and so on.
As a crucial branch of quantum cryptography, the quantum
signature is attracting more and more attention and, thus,
various kinds of quantum signature schemes have been pro-
posed, such as: quantum proxy signature, [!7-2% quantum blind

[21-24] and quantum arbitrated signature, etc.[>>-38]

signature,

Message authentication and digital signature are two im-
portant research fields in cryptography. The former is used to
ensure the authenticity and integrity of the transmitted mes-
sage, which can prevent an external participant from pretend-
ing to be a legitimate user or tampering with the message with-
out being detected. The latter is used for not only authenticat-
ing the message but also to provide the function of nonrepu-
diation, which can prevent an internal participant, such as the
receiver forging the sender’s signature or the sender denying
her own signature. However, the authentication and signature
of a quantum message are more difficult compared with their
counterparts in classical cryptography. In Ref. [39], Barnum
et al. pointed out that signing a quantum message is impos-
sible, although authenticating a quantum message can be ac-
complished.

Fortunately, Zeng and Keitel proposed an arbitrated quan-
tum signature (AQS) scheme, ZK scheme for short!®! in 2002.
This work gives an elementary model to sign a quantum mes-
sage, which overcomes Barnum ez al.’s 1limit?®°! and can be
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realized in practice. Subsequently, Curty et al.’s comment on
ZK scheme and Zeng’s response for this comment were put
forward to further discuss the scheme in succession.?%%7! In
2009, Li et al.) presented another AQS scheme based on
Bell states, which simplifies the ZK scheme while preserving
its merits by replacing Greenberger—Horne—Zeilinger (GHZ)
states with Bell states as the carrier. As we know, a secure
quantum signature scheme should satisfy two security require-
ments; that is, unforgeability and undeniability. For unforge-
ability, neither the signature receiver nor an attacker can forge
a signature or change the content of a signature. The signature
should not be reproducible by any other person. For unde-
niability, the signatory who has sent her/his signature to the
signature receiver, cannot later deny having provided her/his
signature. Moreover, the signature receiver cannot deny the
receipt of the signature. However, can these proposed AQS
schemes satisfy the two basic security properties and really se-
cure against the common attack strategies, such as the partici-
pant forgery attack, intercept-resend attack, a denial-of-service
(DoS) attack, etc.?

Accordingly, many researchers have paid considerable at-
tention to the improvements and the security analysis of these
AQS schemes.[>-331 As pointed out in Refs. [29] and [30],
many of the above-mentioned AQS schemes>>~%8] have a
common security problem in that the unforgeability cannot be
satisfied. It is shown that the receiver, Bob, can validly mod-
ify the transmitted pair of message and signature to achieve
existential forgery of the signature by launching an existen-
tial forgery attack. Meanwhile, Choi ef al. in Ref. [30] found
that Bob’s forgery can be prevented by modifying the encryp-
tion method, an important part of AQS, and provided an ex-
tended encryption algorithm to achieve this. Moreover, Zhang
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et al.l’!! have recently further improved the security of the
AQS schemes based on Choi et al.’s improvement against the
existential forgery attack so that unforgeability is satisfied in
these AQS schemes.

However, we carefully find that the undeniability re-
quirement cannot be satisfied in the aforementioned AQS
schemes, >3-33] and there are still two open problems that need
to be solved urgently. One is how to construct an AQS scheme
to stand against a special kind of DoS attack strategy. In
Ref. [32], Zou et al. showed that the AQS schemes can be
repudiated by the receiver Bob if a special case of DoS at-
tack is performed. That is, the arbitrator, Trent, cannot solve
the dispute between the signatory and the receiver when the
receiver repudiates the integrity of a signature. By using a
public board, Zou et al. proposed two AQS schemes to con-

331 showed

quer this shortcoming. Unfortunately, Hwang et al.!
that the same security problem may still exist in Zou ef al’’s
schemes. The other is how to protect the previous proposed
AQS schemes from the intercept-resend attack launched by the
signatory. As Gao et al. discussed in Ref. [29], the signatory,
Alice, can successfully disavow any message she ever signed
by the intercept-resend attack. Intuitively, these security flaws
could be serious if the signature occurs in a practical applica-
tion environment, such as an electronic trading system or an
electronic ordering system, etc.

In this work, we investigate the cryptanalysis and the
corresponding improvements of the previous proposed AQS
schemes, and construct a novel enhanced AQS scheme. In
our presented scheme, some improvements are put forward to
recover the security against the DoS attack: a) the necessary
steps of the scheme are modified elaborately, which makes Al-
ice have no chance to send the incorrect information without
being detected; and, b) the security check technique*"! is em-
ployed to enable the signed quantum data to be tamperproof.
With our improved ideas, the DoS attack and the intercept-
resend attack cannot properly work, such that the undeniability
requirement is satisfied. Moreover, we also give the detailed
security analysis of our improved scheme and discuss several
valuable topics about AQS scheme that can be studied in fu-
ture.

The rest of this paper is organized as follows. In Sec-
tion 2, we first review the related works about AQS schemes,
and in Section 3 we discuss the two open problems on the
AQS schemes. Then, in Section 4 and Section 5, we propose
an enhanced AQS scheme and give the corresponding secu-
rity analysis in detail, respectively. Finally, in Section 6, our
conclusions are summarized.

2. Related works

In this section, we first briefly recall some notions and
notations involved in the AQS scheme. Then, we describe the

elementary model of an AQS scheme. Here we introduce Li
et al’s scheme!?®! with Bell states as an example because the
scheme and the attack strategy are similar to that in Ref. [25].

2.1. Notions and notations

The quantum signature is a quantum version of the clas-
sical signature, which is an analogy to handwritten signature.
Similarly, the arbitrated quantum signature scheme is a sig-
nature implemented with the help of an arbitrator; that is, the
third trusted party. In other words, in an arbitrated quantum
signature scheme, the arbitrator is a disinterested third party
trusted to complete the whole process of the signature. Here,
“trusted” means that all the participants involved in the arbi-
trated quantum scheme accept what he says as true and what
he does as correct, as well as which he will complete his part
of the signature scheme.

To better understand the subsequent AQS scheme, some
notations are defined, as follows. An AQS scheme involves
three participants, namely, the signatory Alice, the receiver
Bob, and the arbitrator Trent, and includes three phases: an
initializing phase, a signing phase, and a verifying phase. In
the AQS scheme, the quantum message signed by the sig-
natory Alice, is denoted with |[P) = ®!_, |P) where |P) =
0;]0) + B; |1). Here note that, if the known quantum message
is to be signed, the number of the copies of |P) is arbitrary,
whereas if the quantum message to be signed is unknown,
three copies of |P) are necessary.'*?! In addition, the quantum
one-time-pad (QOTP) encryption and the rotation transforma-
tion are defined with Ex and Rk, respectively, that is,

n

Ex(|P)) = I_QS] 0, o-zkzi ;)
n . .

RK<‘P>) = i(§1 O'XK'GZK'GBI |P,> .

Here the secret key K € {0,1}" should satisfy |K| > 2n
proved by Boykin and Roychowdhury,*!! K; and |P,) are the
i-th bit of K and |P), respectively, and o, and o, are the Pauli
matrices.

2.2. The elementary model of AQS

In this subsection, the elementary model of an AQS
scheme is described by taking Li ef al.’s AQS scheme as an ex-
ample. The procedure of the AQS scheme, initializing phase,
signing phase, and verifying phase, can be seen in the follow-
ing steps.

(1) Initializing phase

(1)-1 Trent shares the secret keys K4 and Kp with Alice
and Bob, respectively, through some unconditionally secure
quantum key distribution protocols. >8]

(i1)-2 Trent prepares n Bell states |¢) = |¢1) @ |¢r) @+ ®
|9,) with |¢;) = %( |00) +|11)) 5, and distributes all A parti-
cles to Alice and all B particles to Bob via a secure and au-
thenticated method. [394247]
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(i) Signing phase

(ii)-1 Alice creates three copies of the qubit string |P) =
®'_, |P;) related to the message with |P;) = ¢;|0) + f;|1), and
encrypts one copy of |P) into |R4) in terms of the shared secret
key K, with Trent; that is, |[R4) = Rk, (|P)).

(i1)-2 Alice performs Bell measurement on each qubit
in the second copy of |P) and the corresponding qubit A in
each Bell state, and obtains the measurement result [My) =
®"_, |M) according to the following equation:

\Wi)pap = |P:) @10i) 4p

— (@[0) + Bi[1))p © —=(|00)+]11))5

V2
= 115, ([0 + B,
+‘¢PA>1(O‘!|O> Bil1)g
+‘WPJA>1((X!“>+13:‘O>)B
+[ )04 [1) = Bi[0))], (1)
where ’M’) € {’ A> , (151,§A>1.7 |?’Pz>i, C 2 l.}, is one of the

four Bell states.

(i1)-3 Alice generates the signature |S) = Ex, (|M4) ,|Ra))
of the message |P) by QOTP encryption algorithm using Kj4.

(ii)-4 Alice transmits the signature |S) and the third copy
of |P) to Bob.

(iii) Verifying phase

(iii)-1 Bob encrypts |S) and |P) using K by QOTP, that
is, |Yg) = Ek,(|S),|P)), and sends |Y3) to Trent.

(iii)-2 Using K4 and Kp, Trent decrypts |Yz) and obtains
|P), |My), and |R4’).
Rk, (|P)) by probabilistic comparison of quantum states. 8! If

Then, he compares whether |Ry’) =

it holds, he sets the verification parameter V = 1; Otherwise,

he sets V = 0.

(iii)-3 Trent gets back |P) from |R,’) if the equation that
= Rk, (|P)) holds, and then sends the encrypted message
= EKB(‘MA> R |S> s ‘P> 7V) to Bob.

(iii)-4 Bob decrypts the received message and obtains
|My), |S), |P), and V.

step; Otherwise, he considers the signature has been obviously

[RA")
‘YTB>

If V=1, he goes on to the next

forged and rejects it.

(iii)-5 Bob performs the corresponding unitary transfor-
mations on B particles in his hand according to the measure-
ment result |M,) and the correlations in Eq. (1), and obtains
one copy of |P), denoted with |Pg’). He then compares it with
|P), Bob accepts the
signature |S) of the message |P); otherwise, he rejects it.

the copy received from Trent. If |Pg’) =

3. The open problems on AQS schemes

In this section, we point out that there are two open prob-
lems in the previous AQS schemes: the intercept—resend at-
tack and the special DoS attack. We first introduce the two

attack strategies, and then discuss why the signatory Alice can
archive the disavowal of any signed message, and the signa-
ture receiver Bob is also able to implement the disavowal of
the received signature, respectively, by the corresponding at-
tack strategy. In addition, to demonstrate the attack strategy
clearly, we give a practical application instance of the special
DoS attack.

3.1. Discussion of the intercept-resend attack

The intercept—resend attack is one of the most common
attack strategies and it usually works well in many AQS
schemes. This attack strategy means that the attacker (in-
cluding the malicious participant) can intercept the transmitted
quantum message and modify it in his favor, and then send the
changed quantum message to the receiver as normal. As illus-
trated in Ref. [29], by launching the intercept-resend attack,
the signatory Alice can successfully disavow any message she
ever signed. How this attack strategy is carried out and why it
can be achieved in the AQS schemes are discussed below.

Taking Li ef al.’s scheme as an example, suppose Alice
signs a quantum message |P) = ®}_, |P;) according to the cor-
responding steps, and sends the pair of message and signature
(|P),|S)) to Bob. When Trent sends the encrypted message
|Y1,) = Exy (|Ma),|S) . |P),V) to Bob in Step (iii)-3, Alice can
intercept this message and modify the related qubits in |S)
so that the signature of |P) is not valid any more. What is
worse, Bob cannot discover Alice’s modification because of
having no knowledge of K4 when he receives the message in
Step (iii)-4. Then, the integrity verification of the message will
be passed and the signature will finally be accepted. There-
fore, when the dispute appears, Alice can disavow this signa-
ture of |P) by announcing that it is not the one she signed or it
has been illegally altered by Bob. Interestingly, the arbitrator
Trent will stand on the side of Alice in this circumstance.

Now, we give a more clearly description of this attack
strategy. First, the original singed pair of the quantum message
and the corresponding signature (|P),|S)) is indeed signed
by Alice and thus the verification performed by Trent will be
passed successfully in Step (iii)-2, i.e., the verification param-
eter is set to V = 1. Second, Alice only modified |S) which
is a ciphertext for Bob and not useful for Bob’s verification in
Step (iii)-5, Bob will accept the signature without noticing Al-
ice’s attack. Third, when the dispute appears, Bob can only
provide the changed signature pair, denoted with (|P),|S))
where |$) # |S), to Trent and require his judgment. Obvi-
ously, the modified pair of message and signature will not pass
Trent’s verification and thus Trent will support Alice while be-
lieving that the signature was forged by Bob.

In essence, quantum encryption, only for hiding quantum
information securely, cannot provide the tamperproof prop-
erty. The main reasons why the AQS scheme is susceptible
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to the intercept—resend attack are that the number and the or-
der of the qubits in (|M,),|S),|P),V) are determinate, and the
encryption of QOTP is qubit by qubit. Thus, Alice can find
the corresponding qubits of |S) in the transmitted ciphertext
and then only modify them while leaving others unchanged,
so that the verification is passed successfully without noticing
Alice’s attack. Similarly, the same security problem may still

5,125-31 which is an open problem

exist in these AQS scheme
at present. Consequently, in order to stand against this attack
strategy, these AQS schemes should provide that the signed

quantum data must be tamperproof.

3.2. Discussion on the special DoS attack

A special case of DoS attack was introduced by Zou et al.
in Ref. [32]. This DoS attack means that Bob admits receives
some signature but denies that the signature is correct. By this
attack strategy, Bob can actively repudiate the integrality of
the signature from Alice and reject it when the current situa-
tion is not in his favor. In order to prevent the special attack,
based on Li et al.’s scheme,!?®! Zou et al. put forward two im-
proved AQS schemes, but Hwang er al. in Ref. [33] pointed
out that both of them are still vulnerable to this attack. Why
can Bob achieve it successfully? Here we provide the detailed
discussion taking Li ef al.’s scheme as an instance.

It is a fact that in Step (iii)-5 the case |Pg’) # |P) will hap-
pen if Alice generates |y;)psp by another quantum message
|P;) instead of |P;) in Step (ii)-2, or lets |S) = Ex, (|Ma) , |R4))
where [Ms) # [My) in Step (ii)-3. Note that Trent cannot
check whether the [My) in |S) is correct or not, because the
Bell measurement is performed by Alice who is the only one
who knows the corresponding measurement result in the sign-
ing phase. Consequently, when Bob claims |Pg') # |P) in
Step (iii)-5, one or more of the following three cases may oc-
cur:

1) Bob told a lie due to some reason.

2) Alice deliberately sent incorrect information to Bob.
Alice generated |;) p, 5 using another |P;) rather than |P)) in
Step (ii)-2, or generates the signature |S) = EKA(]MA> ,|RA))
with |Ms) # [My) in Step (ii)-3.

3) Eve intercepted the communication transmissions and
disturbed some message, such as |S), |Y3), and |Y7,).

Obviously, in this situation the arbitrator, Trent, is not
able to judge correctly which case happened, so that the dis-
pute between Alice and Bob cannot be solved when Bob
claims |Pg’) # |P). Therefore, in Li ef al.’s scheme, Bob can
actively disavow Alice’s signature without being detected by
performing this DoS attack strategy.

To better understand this attack strategy, we further com-
pare Zou et al.’s scheme®? with Li ef al.’s scheme.[*] Here,
we mainly describe the two supplementary steps in Zou et al.’s
scheme (for more detail, see Ref. [32]), since most steps are

similar to those in Li ef al.’s scheme. First, in Step (ii)-1,
the signatory Alice encrypts all the three copies of the quan-
tum message |P) into |P') = E,(|P)) using QOTP encryption,
where r € {00,01,10,11}", is a random number. Second, after
Trent’s verification, Bob gets back |Pg) and compares whether
|Pg’) = |P'). If they are equal, Bob informs Alice to publish r
on the public board in Step (iii)-5. According to the equation
|P") = E,.(|P)), then Bob can recover |P) from |P’) and retains
(|S4),r) as Alice’s signature.

It is not difficult to see that there are two main differences
in Zou et al’s scheme. In the first place, all three copies of
quantum message |P) are sent in the form of ciphertext due
to the using of QOTP encryption E,; In the second place, the
parameter r is introduced to prevent Bob from obtaining the
message content before he accepts it. In Zou et al.’s opinions,
introducing the two modifications can protect the scheme from
this special DoS attack, but it does not work out.

According to Zou et al’s analysis, only when Bob ob-
tains the random value r from Alice in the end, can he get
back the message |P) from |P’). Once he obtains the random
value r, Bob would have no chance to disavow Alice’s sig-
nature of |P). Whereas, it is totally unnecessary for Bob to
obtain the original message |P), if he would like to negate the
signature from Alice. He only needs to claim that |Pg') # |P')
when |Pg’) = |P') in Step (iii)-5 before requesting the value of
r from Alice. In that way, Trent will be not able to arbitrate
the dispute between Alice and Bob, because one or more of
the aforementioned three cases may also occur in such a con-
dition.

3.3. An application instance

In a practical application, the special DoS attack strategy
may bring out very serious consequences. Taking the popular
electronic order system as an instance, where Alice is a buyer
and Bob is a company. For the company, Bob, his only concern
is that whether he can get the great benefit from the current
market. When the current market is not in his favor, it does
not matter whether he can obtain the parameter r to recover
the signed order from Alice, because Bob knows that, due to
the order, he will lose a fortune. Therefore, Bob may tell a lie
and say that because of |Pg’) # |P') (in fact [Pg') = |P')) he
cannot accept the corresponding signed contract from Alice.
As can be imagined, to get her own benefit, Alice will insist
that the contract she has signed for the message |P) is valid and
she has never sent the incorrect information to Bob. Now, the
dispute appears, but there is no way for Trent to settle it. That
is, Trent cannot judge which one of the following three cases
happened: Bob told a lie, Alice sent incorrect information, or
Eve disturbed the electronic order system.

Based on the above analysis, it is obvious that Zou et al.’s
scheme is still vulnerable to the special DoS attack, which is
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also discussed in Hwang et al.’s comment but without giving a
valid solution.*3] How to enhance these AQS schemes?>33!
to resist this special DoS attack; that is, avoid being disavowed
for the integrality of the signature by the receiver Bob? At

present, this is still an open problem that needs to be solved.

4. Our enhanced AQS scheme

In this section, we present an enhanced AQS scheme, in
which some important improvements are put forward. Our
proposed AQS scheme is constructed with Bell states, be-
cause the schemes with Bell states can preserve the mer-
its of the scheme with GHZ states while providing a higher
efficiency in transmission and reducing the complexity of
implementation. >8! The improved scheme also involves three
participants, namely, the signatory Alice, the receiver Bob,
and the arbitrator Trent, and includes three phases: initializ-
ing phase, signing phase, and verifying phase. The process
of our improved scheme is described as follows and figure 1
illustrates the communications in this scheme.

1) [8)=7500) 111

1) [P)"|P)=@L|7)

Fig. 1. The sketch of the communications in our enhanced AQS scheme.
The dashed arrow denotes the quantum channel used for transmitting
the quantum information, the quantum state, and the numbers with half
a parenthesis indicate the transmitted message and the corresponding
message delivery order, respectively.

(D Initializing phase

(D-1 Alice and Bob share a secret key with the arbitrator
Trent, i.e., Kqr and Kpr, respectively. (3-8]

(I)-2 The arbitrator, Trent, generates n Bell states denoted
with |¢;) = %(\00>+|11>)TB, where 1 <i < n. Then, he
sends all the B particles to Bob via a secure and authenticated
way, 3242471 while retains all the T particles in his own hand.

(IT) Signing phase

(II)-1 Alice creates a message string of n qubits, de-
noted with [P) = @, |P,), where |B) = o;|0) + f;|1), and
two copies of it.

(I)-2 Alice obtains |R4) by applying a random rotation
Rk,, to one copy of |P) according to the shared secret key

K7 as follows:

n
[R4) =Ry (IP)) = & ot o Man P )
i=

(ID-3 Alice makes a quantum signature |S) by applying
the QOTP encryption Ek,, to |R4). That is,

|S) = Ek,; (IRa)) = X GxKATZi_l GZKATZi Ra;) - &)

=

Here,

Ry;) denotes the i-th qubit of [R4).

(I)-4 Alice prepares a set of decoy states |D),/**!! ran-
domly chosen from {|0),|1),|+),|—)}, and randomly inserts
the decoy states into |S) and the second copy of |P) to form
a new sequence |SPD). Then, she sends the new sequence
|SPD) to Bob.

(IIT) Verifying phase

(ID)-1 Upon receiving |SPD), Bob performs the first se-
curity check.) If there is no error, Bob extracts |S) and |P)
from |SPD), and encrypts them with Kpr into |Yg) by QOTP
Other-
wise, he considers there is eavesdropping in the quantum chan-

encryption algorithm; that is, |Yg) = Ex,, (|S),|P)).

nel and aborts the process.

The first security checking process is described in the fol-
lowing steps: i) Alice announces the positions and the mea-
suring bases of the decoy states to Bob. 1ii) Bob performs
the corresponding measurement of the decoy states and then
publishes the measurement results to Alice via the classical
channel. iii) Alice checks the existence of eavesdropping by
comparing Bob’s measurement results with the corresponding
initial decoy states in |D). If the error rate is lower than a pre-
determined level, Alice informs Bob to continue the scheme.
Otherwise, she terminates the communication.

(TID)-2 Bob picks out the decoy states from |[SPD) and ran-
domly inserts them into |Yg) to form the new sequence |YzD),
and then send |YgD) to Trent.

(TID)-3 Once Trent receives |YzD), he performs the simi-
lar security check as that in Step (III)-1. If there is no eaves-
dropper, Trent separates |Yp) from |YgD), and decrypts |Yp)
with the shared keys Kar and Kpr to obtain |P') and |Ry).
He then compares whether the decryption results satisfies that
|Ra) = Rk,, (|P)). If they are equal, Trent sets the verification
parameter V = 1; Otherwise, he sets V = 0.

(I11)-4 Trent recovers |S) and |P') (i.e., |P)) (note that the
compared states can be recovered after the comparison if they
are indeed equal) and informs Alice to send the third copy of
|P) to him.

(WI)-5 After receiving the third copy of |P) from Alice,
Trent compares whether |P') = |P). If they are equal, Trent
performs Bell measurement on qubit 7 in each Bell state and
the corresponding qubit in the third copy of |P). The measure-
ment results [Mr) = ®”_, |M}) are obtained according to the
following equation, Where|M§> is one of the four Bell states,

Wi prg = |P) @10i)7p
= (a0) + |1 =

ﬁ(|00>+‘11>)TB
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+|Ppr ), (0 [0) — Bi]1))g
+ %) (0 [1) + Bi10))
+ W), (06 1) — Br10)) ] @

Trent encrypts |Mr),|S),|P), and V with Kpr, that is,
Y1) = Ekgr (IM7),|S),|P),V). He then randomly inserts the
decoy states in his hand to |Yz,) to form |Y7,D), and sends
them to Bob.

(IIT)-6 Bob performs the eavesdropping check again and
decrypts the received cipher text to obtain |Mr), |S), |P), and
V. If V. = 0, Bob considers the signature has been obviously
forged and rejects it. Otherwise, he goes on to the further ver-
ification.

(ID)-7 According to the Bell measurement results |Mr)
and the corresponding relationship in Eq. (4), Bob recovers
|Pg) by performing the following unitary transformations on B
particles

| i) = 1| Ppp) = 02, By ) = x| Wpr) — 0.0k (5)

If |Pg) = |P), Bob accepts Alice’s signature |S) for the quan-
tum message |P). Otherwise, he rejects it.

5. Security analysis

In this section, we analyze the security of our improved
AQS scheme in detail, and show that our proposed scheme is
secure against the certain attack strategies such as intercept—
resend attack, DoS attack, etc. Aiming at the unforgeability
of the existing AQS schemes.[>33! Gao ef al. in Ref. [29]
and Choi et al. in Ref. [30] have studied it deeply and pro-
posed some potential improvements to resist the existential
forgery attack. Moreover, recently, Zhang et al. in Ref. [31]
further improved the security of the AQS scheme, and thus
the unforgeability is enhanced in these AQS schemes. For-
tunately, the corresponding improvements can be introduced
into our proposed AQS scheme compatibly to provide the un-
forgeability. Therefore, here we only focus on analyzing why
the intercept—resend attack and the special DoS attack can no
longer work well, and how the undeniability is enhanced in
our proposed scheme.

The undeniability of an AQS scheme requires that the sig-
natory cannot deny having signed a message that has a valid
signature. Moreover, the verifier who has verified the signa-
ture cannot later deny his/her involvement. In the following
subsections, we show the impossibility of disavowal by the
signatory and the impossibility of disavowal by the verifier,
respectively.

5.1. Impossibility of disavowal by the signatory

In Section 3, we have discussed the intercept-resend at-
tack, and showed that using this attack strategy Alice can dis-

avow this signature of |P) by announcing that it is not the one
she ever signed or it is illegally altered by Bob. The reason
why the intercept-resend attack can be achieved is that the
attacker can manipulate the corresponding qubits in the trans-
mitted ciphertext she or he wants to modify. However, in our
proposed AQS scheme, it is impossible for an attacker to per-
form this attack without being detected. Next, we give the
detailed security analysis.

In contrast from the previous AQS schemes, the secu-
rity check technique with decoy states is employed in our en-
hanced AQS scheme, which ensures the security of the trans-
mitted ciphertext; that is, the attacker who disturbs the order
or changes the state of the qubit can be detected successfully.
The method inserting random decoy states enables the signed
quantum data to be tamperproof so that the attacker cannot de-
terminate which is the corresponding qubit when they attempt
to modify the transmitted quantum message. Also, the outside
attacker will be discovered if he or she disturbs the commu-
nication. Because the decoy states are randomly chosen from
{|0),]1),]4+),|—)}, the attacker can only obtain the correct re-
sult of a decoy state with the probability 3 /4 without knowing
the corresponding information of the position and the mea-
surement basis. Obviously, the probability of passing the se-
curity check successfully for the attacker is (3/4)' for I decoy
particles, which will be arbitrarily small if / is large enough.

Suppose that the malicious participant Alice performs a
similar intercept—resend attack strategy on our enhanced AQS
scheme as stated in Section 3. That is, when the arbitrator
Trent sends the quantum message |Y7, D), made up of the ci-
phertext |Y7,) and the randomly inserted decoy states, to Bob
in Step (II)-5, Alice intercepts this message and attempts to
modify the corresponding qubits in |S) leaving other qubits
unchanged. Obviously, Alice is not able to find the corre-
sponding qubits of |S) in the intercepted quantum message
because these decoy states are inserted into |Yz,) randomly,
which disturbs the order of the qubits in |Y7;). In addition, the
eavesdropping also will be discovered after the security check
is performed in Step (III)-6. Therefore, when Alice carries out
this attack strategy, she will be surely detected in the security
check phase and have no chance to disavow the corresponding
signature in our enhanced AQS scheme.

5.2. Impossibility of disavowal by the receiver

Now we consider the other security issue in our improved
scheme; that is, the impossibility of disavowal by the receiver.
Although the undeniability of an AQS scheme has been dis-
cussed in Ref. [32], Hwang et al. in Ref. [33] pointed out that
the malicious receiver, Bob, still can disavow the integrity of
the quantum signature by a special DoS attack. In particular,
we find that there is a common security flaw that is unsolved
in these AQS schemes. 7331 Hence, here we only focus on
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analyzing how this special DoS attack is prevented such that
the undeniability is satisfied in our proposed scheme.

The intrinsic reason why the DoS attack can work well
in these AQS schemes, >33 is that Trent cannot arbitrate the
dispute between Alice and Bob, which is demonstrated in de-
tail in Section 3. Owing to the following two important im-
provements, our enhanced AQS scheme can prevent the spe-
cial DoS attack successfully.

1) The security check technique with decoy states, which
is illustrated above.

2) The necessary steps of the scheme are modified elabo-
rately. For instance, in the verification phase of our improved
scheme, the Bell measurement is performed by Trent rather
than Alice, and the process of verifying the quantum mes-
sage, that is, Trent compares whether |P') equals |P) sent from
Alice, is supplemented in Step (III)-5, which gives Alice no
chance to send the incorrect information without being de-
tected.

In essence, the core idea of our proposed AQS scheme is
that the improvements enable Trent to judge which one of the
aforementioned three cases has happened when the dispute ap-
pears between Alice and Bob. Suppose Bob performs the DoS
attack in our improved scheme as before, he would claim that
|Pg") # |P') when |Pg’) = |P’) in Step (II1)-7. Consequentially,
Trent would have to come forward to solve the dispute. Ob-
viously, Bob can be caught having told a lie. The reasons are
listed as follows.

Firstly, the outside attacker, Eve, will not pass the eaves-
dropping check. Suppose in Step (III)-1 or Step (III)-3 the at-
tacker, Eve, intercepts the transmitted message, such as |SPD)
or |YgD), etc. According to the above analysis, it is obvi-
ous that she is unable to know which corresponding qubit she
wants to modify. Furthermore, even though Eve disturbs the
communication process, she will surely be detected with the
probability of 1 — (3/4)" approximating to 1 due to the secu-
rity check of the decoy states.

Secondly, Alice will be discovered if she sends incorrect
information to the receiver. Doubtlessly, in our improved AQS
scheme, Alice cannot obtain the Bell measurement result |M7)
and also has no chance to alter it because the operations, in-
cluding performing the Bell measurement and encrypting the
message (|Mr),|S),|P),V), are all achieved by Trent rather
than Alice in Step (II)-5. Moreover, even though Alice de-
liberately sends incorrect quantum message |ﬁ> instead of |P)
to Trent before the Bell measurement in Step (III)-5, her mali-
cious activity will also be discovered owing to the comparison
of |P) and |P).

Therefore, when the dispute appears between Alice and
Bob, Trent can exclude the above two possibilities out of the
aforementioned three cases. The only remaining possibility is
that Bob told a lie when he received the valid signature of |P)

from Alice. Consequently, Bob cannot disavow the integrity
of the quantum signature any more by launching the special
DoS attack.

In addition, the receiver Bob also can deny having veri-
fied a signature from Alice by Trojan-horse attacks. In quan-
tum cryptography, Trojan-horse attacks including the invisible
photon eavesdropping (IPE) and delay photon eavesdropping
are always used by malicious attacker to steal the participant’s
secret key. In Ref. [33], Hwang et al. have described the IPE
and delay photon attacks on Zou et al.’s scheme, and demon-
strated that the signatory Alice or the outside attacker can ob-
tain Bob’s secret key without being detected. Bob can claim
that the outside attacker Eve or Alice has tampered the trans-
mitted message, so he can deny having verified the signature.

In experiment, IPE attack utilizes the fact that the sin-
gle photon detector is only sensitive to the photon with a spe-

32,331 Therefore, an attacker can select the spy

cial wavelength.!
photon with the wavelength different from that used by the le-
gitimate users, which will be invisible to Bob’s detector. How-
ever, in contrast to the IPE attack, the delay photon attack em-
ploys a spy photon with the same wavelength as the legitimate

3436 In experiment, there is a “door” (a time win-

photon.
dow) of the optical device which is open only during a short
time; that is, only when the qubits arrive.[52] An attacker can
insert the spy photon after the legitimate photon with a de-
lay time, shorter than the “door” of Bob’s optical device, to
launch the delay photon attack. For the above-mentioned two
situations, Bob cannot find the existence of the spy photon and
will perform the exact same operation on them when he per-
forms his unitary operation on the legitimate photon. Once
both of them are sent to Trent, the attacker can capture the spy
photon and deduce Bob’s secret key by performing an appro-
priate measurement. In order to protect our enhanced AQS
scheme from the Trojan-horse attacks, two additional devices,
a wavelength filter and a photon number splitter (PNS),[34-3%]
should be inserted in front of Bob’s devices to filter out the
illegitimate photon signal in Step (III)-1. That is, when the
received photons pass through both devices, the photon sig-
nal with an illegitimate wavelength will be first filtered out.
Then, Bob chooses a sufficiently large subset of photons ran-
domly and splits each sampling signal with a PNS (in prac-
tical application, a photon beam splitter with PBS: 50/50 is
more feasible). By performing the measurement on the two
signals after the PNS with the measure bases Z = {|0),|1)}
and X = {|4),|—)} chosen randomly, Bob can detect the de-
lay photon attack, such that our enhanced AQS scheme is se-
cure against the Trojan-horse attacks and Bob cannot achieve

the disavowal of Alice’s signature.
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6. Conclusion and further works

In this study, we investigated the existing AQS schemes
as well as their cryptanalysis, and put forward an enhanced
AQS scheme. More importantly, we have pointed out that
most of the existing AQS schemes can be cracked by a spe-
cial DoS attack, which is an open problem that needs to be
solved urgently. By launching this attack strategy, a malicious
receiver, Bob, can actively negate the signature from Alice,
without being detected, to get some benefits in his favor. To
overcome this security flaw, we have presented some impor-
tant improvements and discussed how the arbitrator solves the
dispute when Bob claims a failure in the signature verification
phase in detail. Meanwhile, we also demonstrated that another
security problem, that is, the signatory, Alice, can successfully
disavow any message she ever signed by the intercept-resend
attack, which can be made up owing to the proposed improve-
ments. Moreover, we have shown the security of our enhanced
AQS scheme for these certain attacks. To further improve the
AQS scheme, in our opinion, the following topics should be
studied in the future.

I) As mentioned in the AQS schemes, quantum state com-
parison techniques(*®! is commonly used. However, as we
know, only a probabilistic result can be given when two un-
known quantum states are compared. If only a few qubits are
changed when they are sent to the receiver in some phase, it
may not be discovered with certain probability. Therefore, can
we construct a hash function on quantum message to make
a deterministic comparison similar to the cryptographic hash
function in classic quantum signature scheme?

ID) To resist Trojan-horse attacks, a wavelength filter and
a PNS should be added in front of Bob’s devices before per-
forming any operations. However, Bob should select enough
quantum states for the Trojan-horse detection, which may de-
stroy the integrity of the quantum signature pair. Therefore,
how to further improve the AQS scheme to avoid the Trojan-
horse attacks will be an interesting research topic.
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