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Hyper-chaos encryption using convolutional masking and
model free unmasking∗
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In this paper, during the masking process the encrypted message is convolved and embedded into a Qi hyper-chaotic
system characterizing a high disorder degree. The masking scheme was tested using both Qi hyper-chaos and Lorenz chaos
and indicated that Qi hyper-chaos based masking can resist attacks of the filtering and power spectrum analysis, while the
Lorenz based scheme fails for high amplitude data. To unmask the message at the receiving end, two methods are proposed.
In the first method, a model-free synchronizer, i.e. a multivariable higher-order differential feedback controller between the
transmitter and receiver is employed to de-convolve the message embedded in the receiving signal. In the second method,
no synchronization is required since the message is de-convolved using the information of the estimated derivative.
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1. Introduction
The properties of chaos, wideband spectrum, non-

periodic waveform, random-like behavior, and simple im-
plementation, make chaos an attractive candidate for secure
communication.[1,2] Chaotic masking is widely used in chaos
communication techniques. The well-known masking tech-
nique is a chaos additive mixing scheme in which a message
m(t) is simply added to the chaotic mask c(t) and then trans-
mitted as s(t). However, because of the simplicity of the tech-
nique, it is easily broken and extracted by methods such as
the wavelet multi-scale decomposition algorithm, which can
separate two signals using different wavelet scales.[3] In our
work, a convolutional masking method is employed, where the
message acts as an applied force driving the chaotic system.
The chaos signal carrying the message convolved is transmit-
ted out.

The security of chaos masking is not only dependent on
the algorithm used, but is also dependent on the characteristic
of chaos. Hyper-chaotic systems have a higher degree of com-
plexity than simple chaotic systems, which makes hyper-chaos
more suitable for secure communication.[4] In this paper, we
utilize Qi hyper-chaos[4] which has a large number of parame-
ters to ensure the cipher key space and two large positive Lya-
punov exponents of more than 13 and 3 respectively to ensure
the system randomness. The form of the hyper-chaos attractor
is very irregular, neither butterfly nor scroll, which is visually
more complex than the ordinary chaotic or other hyper-chaotic
attractors proposed. The Qi hyper-chaos does not require a
change in the frequency or time domain to exhibit a noise like
system suitable for an efficient masking.[5]

To decrypt or recover the signal masked by chaos, many
researchers designed controllers,[6] such as sliding mode
control,[7] active control,[8] adaptive control, and an open and
nonlinear closed loop method[9] to synchronize the master
and slave chaotic systems.[10,11] However, most of these con-
trollers have been designed for specific chaotic systems, and
they are dependent on the models of the chaotic systems.

In this work, two methods are proposed to unmask the
ciphered signal. A synchronizer is implemented between the
driving system and the response system in the first method, in
which a model-free controller called the multivariable higher-
order differential feedback controller (MHODFC)[12] was ap-
plied. The MHODFC successfully implemented the synchro-
nization for the Lorenz system, the Chen system, the Duffing–
Holmes system, the Rössler system, and the four-dimensional
(4D) chaotic system[12] and drove these systems’ trajectories
to the desired ones without changing the controller structure.
In the second method, the synchronization is immune in the
unmasking process. To decrypt or unmask the message, the
derivatives of driving system signals using a higher-order dif-
ferentiator (HOD) are estimated. The estimated derivative sig-
nals are applied in the deconvolution process to unmask the
signal. Therefore, no hyper-chaotic or chaotic response sys-
tem is required at the receiving end, which can be designed in
the normal synchronization.

2. Masking
Two types of data are considered for masking: the binary

sequence and the digital image. For security comparison, the
Qi hyper-chaotic system and the Lorenz system are used in the
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masking process.

2.1. Masking scheme using the Qi hyper-chaotic system

The data m(t) is convolved with the 4D Qi hyper-chaotic
system.[4] Through the convolution process, the data m(t) is
hidden in hyper-chaos and the resultant signal is transmit-
ted out as s(t). In our encryption process, the chaotic signal
xi, i = 1, 2, 3, 4 and the derivative ẋ1 are transmitted out

ẋ1 = a(x2− x1)+ x2x3 +m(t),
ẋ2 = b(x1 + x2)− x1x3,
ẋ3 =−cx3− ex4 + x1x2,
ẋ4 =−dx4 + f x3 + x1x2,

(1)

where a = 50, b = 24, c = 13, d = 8, e = 33, and f = 30. It is
obvious that xi, i = 1, 2, 3, 4 is not the original chaos signal
anymore but the chaos signal masked by message m(t).

2.2. Masking scheme using the Lorenz chaotic system

The Lorenz system[13] is also used for masking, shown as ẋ = σ(y− x)+m(t),
ẏ = rx− y− xz,
ż = xy−bz,

(2)

where σ = 10, b = 8/3, and r = 28, and x, y, and z are the state
variables.

3. Result
3.1. Binary sequence masking

Binary sequences are generated by a Bernoulli binary
generator. Figures 1 and 2 illustrate the successful masking
of the same binary sequence by the Lorenz chaotic system and
the Qi hyper-chaos respectively. From the masked signals, no
information of the binary sequence can be exposed, in other
words, the binary sequence is fully hidden in the masked sig-
nals. Since the magnitude of the binary number sequence is
much smaller than those of the two systems, it is easy to hide.
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Fig. 1. (color online) Binary sequence masking using the Lorenz
chaotic system: (a) binary sequence and (b) masked binary sequence.
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Fig. 2. (color online) Binary sequence masking using Qi hyper-chaos:
(a) binary sequence and (b) masked binary sequence.

3.2. Image pixels masking

An image matrix of size I× J is converted into a vector
of size L, here L = I× J; all the pixel rows of the image are
reshaped to create a single row matrix or vector. The rows are
saved one after another in a single vector that has the same
number of elements as the image matrix. After the conver-
sion of the pixels matrix to a pixels vector, it convolves the
Lorenz chaotic system and the Qi hyper-chaos respectively.
Figures 3 and 4 illustrate the masking results of the image us-
ing the Lorenz chaotic system and the Qi hyper-chaos respec-
tively.
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Fig. 3. (color online) Masked image pixels using Lorenz chaos x(t): (a)
image signal and (b) masked image signal.

The image pixels are not completely masked by the
Lorenz chaotic system, as shown in Fig. 3. The masked signal
clearly displays the amplitude and characteristics of the im-
age vector, however, the masked image signal is completely
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hidden in the Qi hyper-chaos. In Ref. [4], some dynamical
properties of Qi hyperchaos and Lorenz chaos including the
disorder rate, the value of the positive Lyapunov exponents,
the bandwidth of the frequency spectrum, etc. Lorenz chaotic
signal magnitudes are very small, so its energy level is low.
The bandwidth of the signal frequency spectrum is narrow, and
the disorder rate is low according to its value of positive Lya-
punov exponent 0.9, therefore they cannot completely disguise
the image signal. When the image signal m(t) convolutes into
the Lorenz system, the characteristics of the signal m(t) are
still visible after masking. However, Qi chaotic signals’ mag-
nitudes are very high, so its energy is high. The bandwidth of
the signal frequency spectrum is 20 times more than that of the
Lorenz chaos signal and the disorder degree is high according
to the value of positive Lyapunov exponents. The image sig-
nal can be completely masked by Qi hyper-chaos. The masked
signal does not show any characteristic of the image signal, as
shown in Fig. 4.
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Fig. 4. (color online) Masked image using Qi hyper-chaos x1(t): (a)
image signal and (b) masked image signal.

3.3. Power spectrum analysis and low pass filtering

To test the security level of the masking scheme, the
power spectrum of the masked signal is analyzed; a low pass
filtering attack is also performed on the masked scheme.

A fundamental requirement for the use of chaos in a
masking scheme is that the spectrum of chaos should be flat,
broader and denser than the signal to ensure that the message
power spectrum will be effectively embedded in the chaos and
hyper-chaos power spectrum. Figure 5 illustrates the power
spectra of the Qi hyper-chaos and the image signal in time-
series. The power spectrum of m(t) is completely buried in
the masked signal s(t). The masked signal power spectrum
is highly frequently changing, congested and dense; however,
the image signal power spectrum is like a clear curve, much
less congested and dense. The power spectrum of the Lorenz
chaos is narrow and sparse, as shown Fig. 6.
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Fig. 5. (color online) Power spectra of Qi hyper-chaos x, image signal
m(t), and masked signal s(t). (a) Periodogram power spectral density
estimate x1, (b) periodogram power spectral density estimate of the im-
age signal, and (c) periodogram power spectral density estimate of the
masked signal.
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Fig. 6. (color online) Power spectra of Lorenz chaotic signal x, image
signal m(t), and masked signal s(t). (a) Periodogram power spectral
density estimate of x, (b) periodogram power spectral density estimate
of the image signal, and (c) periodogram power spectral density esti-
mate of the masked signal.

3.4. Low pass filtering on a masked image

The masked signals s(t) based on Qi hyper-chaos and
Lorenz chaos are fed into low pass filters respectively that at-
tenuate (reduces the amplitude of) a signal masked with high
frequencies higher than the cutoff frequency. After filtering
s(t), a low frequency signal is obtained. The unmasked signal
using the filter for the Qi hyper-chaos based signal is totally
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different from our original signal as shown in Fig. 7 where the
blue line represents the original signal and the dotted red line
represents the filtered signal. However, the image signal m(t)

masked by the Lorenz chaos is successfully extracted using the
same low-pass filtering attack as shown in Fig. 8. Except for
the difference in amplitude between the original image signal
m(t) and the filtered signal, the two signals have the same char-
acteristics. Therefore, the Lorenz based image convolutional
masking scheme cannot resist a low-pass filtering attack, as
shown in Figs. 7 and 8.
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Fig. 7. (color online) Low-pass filtering attack of the Qi based image
masking scheme: (a) original image signal and (b) unmasked image
signal using a low pass filter.
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Fig. 8. (color online) Low-pass filter attack of the Lorenz based image
masking scheme: (a) original image signal and (b) unmasked image
signal using a low pass filter.

4. Synchronization based unmasking

Two unmasking methods are proposed in the paper: one
method is based on synchronization, and the other does not
employ synchronization but uses the information of the esti-
mated derivative of the received signal. To make two systems

keep synchronization, most controllers are designed by the use
of specific chaotic systems. The controllers, such as pole as-
signment, are dependent on the models of the chaotic systems.

4.1. MHODFC and synchronization

A model free controller is applied in the synchronization
in the paper. The model free controller is the multi higher-
order differential feedback controller (MHOFDC)[12], which
is simply described as below.

Consider a driving chaotic system as

ẋi = fi(x, t), i = 1, . . . ,n, (3)

where x = [x1, . . .xn]
T is the state variable vector, and a re-

sponse chaotic system as

ẋri = fi(xr, t), i = 1, . . . ,n, (4)

where x = [xr1, . . . ,xrn]
T is the state variable vector of the re-

sponse system. Define error and error derivative as

ei = xi− xri, ėi = ẋi− ẋri, (5)

and the estimates of error and error derivative as

êi = x̂i− x̂ri, ˆ̇ei = ˆ̇xi− ˆ̇xri, (6)

Êi = [êi ˆ̇ei]
T. (7)

Using the HOD,[12,14] we estimate the first-order derivatives
of both driving and response systems as{

żi = zi+1 +ai(x− z1), 1≤ i≤ n0−1,
żn0 = an0(x− z1),

(8){
x̂ = z1,

x̂(i) = zi+1 +ai(x− z1), i = 1, . . . , n,
(9)

where n0 is the order of the HOD, n0 ≥ n+ 1,z1,z2, . . . ,zn0

are the states of the HOD, ai (i = 1, . . . ,n0) are the parameters
and x̂(i) denotes the estimate of x(i), and all parameters can be
calculated using{

ai = MCi−1
n0

α i−1,

M = nn0
0 α/(n0−1)n0−1, i = 1, 2, . . . , n0,

(10)

where Ci
j is the combination expression, α is an adjustable pa-

rameter, and the precision of derivative estimation is increased
by increasing the value of α and n0 = 5 is taken in the specific
design. Note that the HOD is independent of the model of the
system rather than the signal x. In addition, it can extract the
n-th order derivative of x, provided that: n0 ≥ n+1.[12,14]

In the synchronization process of a Qi hyper-chaotic sys-
tem, we choose a 4D chaotic system[12,15]

ẋr1 = a1(xr2− xr1)+ xr2xr3xr4 +u1,
ẋr2 = b1(xr1 + xr2)− xr1xr3xr4 +u2,
ẋr3 =−cxr3 + xr1xr2xr4 +u3,
ẋr4 =−dxr4 + xr1xr2xr3 +u4,

(11)
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as a response system. Actually, we can choose any other 4D

systems for the model-free controller, i.e., MHODFC designed

as[12]

ui = KiÊi + ûi, (12)

which is not dependent on the driving system. Here, ûi is the

filtering value of ui and can also be filtered by the HOD or

other filters, Ki is a Hurwitz polynomial form to make a closed

loop system stable. The controller is stable and ensures that

the response tracks the reference asymptotically. The stability

and convergence were proved in Ref. [12]. From Eq. (12), it

does not contain the model information other than Êi = [êi ˆ̇ei]
T

which can be obtained using HOD and ûi. In the case of the

synchronization, Ki = [20, 1], i = 1, 2, 3, 4 is taken for the

controller, and α = 15 is taken for the HOD parameter.

The synchronization of the response system to the driv-

ing system is shown in Fig. 9 where the x1 tracks xr1 rapidly

within t ≤ 0.01.
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Fig. 9. (color online) synchronization of x1 and xr1.

4.2. Unmasking

Since lim
t→∞

xi(t)= xr(t) and lim
t→∞

ẋi(t)= ẋr(t) under the con-

trol law (12) are ensured, from the first equation of Eq. (1), can

be used to unmask the message m(t) masked by the Qi hyper

chaos

m̃(t) = ẋ1− [a(xr2− xr1)+ xr2xr3]. (13)

It requires that the first equation of the driving system must be

communicated between the sender and the receiver. After un-

masking, m̃(t) is reshaped into an I× J ciphered image. The

decryption process is performed using the same keys as the

encryption process.

4.3. Results

The successful masking using Qi hyper-chaos and un-
masking using the MHODFC is shown in Fig. 10; the signal
m(t) is successfully recovered from the masked signal s(t).
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Fig. 10. (color online) Original image signal, the masked signal s(t)
and the unmasked ciphered image based on Qi hyper-chaos. (a) Origi-
nal signal, (b) masked signal, and (c) unmasked signal.

5. Hod based unmasking
Suppose that at the receiving end, s(t) only contains xi(t),

i = 1,2,3,4, but ẋ1(t) is not sent by the sender; to extract the
message m(t), ẋ1 should be estimated. The HOD can be used
to estimate (ẋ1, ẋ2, ẋ3, ẋ4)

T which are the first order deriva-
tives of the driving system using the algorithm in Eqs. (8)–
(10). Therefore, the synchronization is exempted.
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Fig. 11. (color online) HOD estimation of x′1, with α = 150.

The estimation of the derivative information from the
driving system using the HOD is shown in Figs. 11 and 12.
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The states of the driving system (x1, x2, x3, x4)
T are the in-

puts of the HOD respectively, therefore the first-order states of
( ˆ̇x1, ˆ̇x2, ˆ̇x3, ˆ̇x4)

T are the estimates of (ẋ1, ẋ2, ẋ3, ẋ4)
T. The Qi

hyper-chaos is not easy to estimate due to its very wide fre-
quency spectrum of the derivatives of state. The results have
been tested with parameter α = 1505000. The results indi-
cate that with the increase of α , the precision of the estimation
becomes more accurate, as shown in Figs. 11 and 12.
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Fig. 12. (color online) HOD estimation of x′1, with α = 5000.

The de-convolution process is depicted as

m̃(t) = ˆ̇x1− [a(x2− x1)+ x2x3]. (14)

The successful unmasking using the HOD is shown in Figs. 13
and 14; as a result, the signal m(t) is successfully recovered
from the masked signal s(t).
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Fig. 13. (color online) Successful unmasking using HOD. (a) Original
signal, (b) masked signal, and (c) unmasked signal using HOD.
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Fig. 14. (color online) Original signal and unmasked signal using HOD.

6. Conclusion
To secure data, a convolutional masking method has been

used so that the image signal or its binary sequence could be
hidden in the Qi hyper-chaotic system, which has a high disor-
der degree. The proposed algorithm resists against the known
masking attacks via the filtering and power spectrum analysis.
The masking scheme was tested using both Qi hyper-chaos
and Lorenz chaos and indicated that Qi hyper-chaos based
masking can resist attacks, while the Lorenz based scheme
does not provide sufficient security to high amplitude data and
is easily broken by the low-pass filtering method. Two un-
masking methods were proposed in the paper: one method is
based on synchronization, and the other does not employ syn-
chronization but uses the information of the estimated deriva-
tive of the received signal. Simulations demonstrated the ef-
fectiveness of the two unmasking methods.
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