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Optimization of robustness of network controllability
against malicious attacks∗
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As the controllability of complex networks has attracted much attention recently, how to design and optimize the
robustness of network controllability has become a common and urgent problem in the engineering field. In this work, we
propose a method that modifies any given network with strict structural perturbation to effectively enhance its robustness
against malicious attacks, called dynamic optimization of controllability. Unlike other structural perturbations, the strict
perturbation only swaps the links and keeps the in- and out-degree unchanged. A series of extensive experiments show
that the robustness of controllability and connectivity can be improved dramatically. Furthermore, the effectiveness of our
method is explained from the views of underlying structure. The analysis results indicate that the optimization algorithm
makes networks more homogenous and assortative.
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1. Introduction

As the network systems appear around us at an increasing
rate, dynamics in complex networks has become one of the
most popular research fields.[1–4] For the past few decades,
the dynamics has been studied on the underlying mecha-
nisms of systems, such as, viruses spread,[3] rumor spread,[5]

synchronization[2,6] and random walker.[7] The ultimate proof
of our understanding of such systems and its basic principles is
reflected in our ability to control them.[8] Questions concern-
ing how to manage and control complex networks are impor-
tant in science, engineering, and biology. Recently, the con-
trollability of complex networks has become a hot topic,[8–11]

the main point of which is applying the external signals to
some nodes so that the system can achieve the desirable state
in finite time. Controllability of complex networks with linear
dynamics has been studied by Liu and Barabási, who proposed
an efficient methodology to assess the controllability of real
and manmade networks. According to Lin’s structural con-
trollability theorem[12] and the minimum inputs theorem,[8]

Liu et al.[8] proposed the concept of the minimum set of driver
nodes (ND) which can maintain full control over the network.
The nodes controlled directly by input signals are called driver
nodes, which can be computed by maximum matching.[8]

The controllability index ND (the minimum number of driver
nodes) was used as a measure of the difficulty to control a net-
work. The network with high ND means poor controllability.
The main conclusions of Ref. [8] are that (i) the controllability
of networks is mainly determined by the degree distributions
of networks; (ii) the driver nodes tend to avoid the high-degree

nodes. To further study this problem, many studies focused on
the optimization of network controllability through the struc-
tural perturbations. Wang et al.[13] proposed a method to add
the smallest number of links to optimize the network that can
be fully controlled using only one control signal. Hou et al.[14]

found that assigning the link direction is more practical and
effective than that of reconstructing the network in improving
the network controllability. Furthermore, other studies inves-
tigated the correlations between controllability and structure
properties, such as, betweenness and closeness centrality,[15]

and degree correlation coefficients.[33]

However, the destruction of a few individuals can af-
fect the normal functions of networks and systems, while
the systems are always confronted by node attacks or fail-
ure. For industry fields, i.e., electric power grids,[16] trans-
portation systems[17] and communication networks[18] and the
Internet,[19] maintaining their efficiency is a matter of the ut-
most importance. The cascading failure and intentional at-
tacks can easily damage their functions, such as, the network
controllability[20–24] and connectivity.[25] Therefore, it is of
significance to propose a method to enhance the robustness
of network control ability against attack or failure. Previous
works mainly focused on the static optimization of network
controllability (SOC) without considering node attacks or fail-
ure, which cannot improve its robustness effectively.[13,31]

In this paper, we analyze the evolution of network con-
trollability with static optimization of network controllability
(SOC), and find that it can improve the robustness before the
attack process but cannot decrease the increased rate of driver
nodes during the attack process. Next, we are concerned with
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enhancing the robustness of network controllability against
malicious attack, called dynamics optimization of controlla-
bility (DOC). We monitor the size of the driver nodes to esti-
mate how the network controllability gets destroyed after some
“important” nodes are removed step by step. Although there
are many methods to measure the “importance” of nodes, we
choose the most used maximal degree as the measure of node
importance. Malicious attack means that the most important
node is deleted at each attack step.

2. Basic index of complex networks
For the convenience of sequential analysis, some basic

concepts of complex networks are introduced. We introduce
the features that have strong correlations with the controllabil-
ity of complex networks and abandon others have been proved
to have no discernible impact, for instance, clustering coeffi-
cient and modularity.[33]

2.1. Network heterogeneity

The heterogeneity index of a network was defined accord-
ing to the Lorenz curve and Gini coefficient originally used in
microeconomics to describe income inequality.[27] Applied to
networks, the heterogeneity index provides a measure of the
average degree of inequality in a network. The index H is de-
fined as[27]

H =
∑

N
i=1 ∑

N
j=1 |ki− k j|

2N2〈k〉
, (1)

where N is the total number of nodes and ki labels the degree
of the i-th node. Actually, the H considers the difference of
every two degree values in a degree sequence. Apparently,
0 < H < 1 and the larger index implies a higher level of het-
erogeneity. The H = 0 means a completely homogeneous net-
work, where all nodes have the same degree. Heterogeneous
networks are harder to control and they are less robust to in-
tentional attacks.[8]

2.2. Network assortativity

A network is said to show the feature of assortativity if
the nodes that have many connections tend to be connected to
other nodes with many connections,[26,28] i.e., a preference for
high-degree nodes to attach to other high-degree nodes. On
the contrary, others show disassortativity-high-degree nodes
attached to low-degree ones. If a network has perfect assorta-
tivity (r = 1), then all nodes connect only with nodes with the
same degree. If the network has no assortativity (r = 0), then
any node can randomly connect to any other node. If a net-
work is perfectly disassortative (r = −1), all nodes will have
to connect to nodes with different degrees.

Degree assortativity of directed networks has been de-
fined by Newman as a Pearson correlation between the ex-
pected degree distribution and the joint degree distribution.[28]

For the practical purpose of evaluating r on an observed net-
work, Newman[29] rewrote the degree assortativity as follows:

r =
∑i jiki−L−1

∑i ji ∑i ki√
[∑i j2

i −L−1(∑i ji)2][∑i k2
i −L−1(∑i ki)2]

, (2)

where ji and ki are the excess in-degree and out-degree of the
nodes that the i-th link leads into and out of respectively, and
L is the number of edges.

However, since nodes in directed networks have both
in-degrees and out-degrees, classes of directed networks
show common patterns across the four directed degree–
degree correlation measures: r(in, in), r(in,out), r(out, in),
r(out,out),[30] where the first element labels the degree of the
source node of the directed link, and the second represents the
degree of the target node. Let α,β ∈ {in,out} index the degree
type, and jα

i and kα
i be the α- and β - degrees of the source

node and target node for link i. Then the directed assortativity
using the Pearson correlation is defined as

r(α,β ) =
L−1

∑i [( jα
i − j̄α)((kβ

i − k̄β )]

σα σβ
, (3)

where L is the number of links in the network, jα is the de-
gree of the source node, and kβ is the degree of the target
node; and j̄α = L−1

∑i jα
i , σα =

√
L−1 ∑i ( jα

i − j̄α)2; k̄β and
σβ are similarly defined. The four directed assortativity types
are shown in Fig. 1. Pósfai et al.[33] investigated that the driver
nodes have linear, quadratic or independent correlations on the
four degree correlation coefficients.

(out, in) (in, out)

(out, out) (in, in)

Fig. 1. (color online) The four directed degree–degree correlations in
directed networks. The fuzzy directed links represent that they do not
enter into the specific correlation.

3. Robustness of network controllability index
In real systems, when a fraction of power stations in the

electricity network are malfunctioning due to either node cas-
cade failures or malicious attacks, the whole network may
be paralyzed because it is broken into several isolated parts.
Therefore, the robustness of networks means that it maintains
the mitigation ability so that it still has considerable connected
components in the network after several malicious attacks. To
avoid such a dramatic break-down and reduce the fragility
of complex networks, a procedure proposed by Schneideret
et al.[25] successfully optimizes the robustness of a network
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against malicious attacks by exchanging only a small number
of links. In particular, they introduce an index R as a unique
measure to weigh the robustness of the network, which is de-
fined as

R =
1
N

1

∑
q=1/N

s(q), (4)

where N is the number of nodes in the network, and s(q) is
the fraction of nodes in the largest connected component after
removing qN nodes by malicious attack.

Actually, the controllability of networks has a strong cor-
relation with the connectivity because the delivery of control
signals relies on the connection between the pairs of nodes.
Analogously, we also propose a robustness index CR to assess
the evolution of controllability with the node removal, which
is defined as

CR =
1
N

1

∑
q=1/N

(1−nD(q)), (5)

where nD(q) ≡ ND(q)/N is the fraction of driver nodes in the
remaining network after attacks. Therefore, the minimal num-
ber of driver nodes in the remaining network can evaluate the
robustness of network controllability. Similar to the index R,
if the CR is larger, it has better robustness of network control-
lability, because ND(q) represents the minimum control price
we should pay.

4. Methods
4.1. Static optimization of controllability

There are several methods through structural perturba-
tions to optimize the controllability of networks without the
process of node attacks or failure, called static optimization of
controllability. We introduce two typical SOC methods, called
adding minimum links (AML, see Fig. 3(c)) and rewiring re-
dundant links (RRL), respectively. AML is the minimal cost
of structural perturbations (only ND− 1 adding links) to con-
trol the network using only one control signal, which simply
links the ending node of the control path to the starting node
of the other control paths in proper sequence.[13] According
to the introduction of the link category on network controlla-
bility, deleting a redundant link cannot increase the number of
driver nodes, and adding a link may enhance the controllabil-
ity of a network but never weaken the controllability of a net-
work. If we keep the total number of links unchanged and only
rewire some links, rewiring redundant links until there are no
redundant links can also optimize the network controllability
effectively.[31]

Consider an arbitrary network G(V , E) with the mini-
mum number of driver nodes being ND. After improving the
initial network through SOC, we present the change of net-
work controllability with a malicious attack (attack the node

with the largest degree in each step) in Fig. 2, where nD(q)
(≡ ND(q)/N) is the fraction of minimum driver nodes ND(q)
after removing qN nodes in the ER network. We can see from
Fig. 2 that the SOC can significantly optimize the network con-
trollability when q = 0. What is noteworthy is that though the
improved network has better controllability at the beginning,
the increased rate of nD does not have significant improvement
during the process of a malicious attack. This result indicates
that the advantage of the robustness of network controllability
in the SOC network might stem from the better controllabil-
ity at the beginning. With the process of a malicious attack,
the network optimized by SOC cannot have any advantage of
robustness for network controllability at all, that is, there ex-
ists another method of structural perturbations that can gener-
ate a network with more robustness of network controllability
against intentional attacks. Moreover, even though the CR of
SOC is larger than that of the initial networks, this dominant
position may be caused by the different controllability at q= 0.

ER, <k>/

initial, CR=0.238

RRL, CR=0.238

AML, CR=0.238

q

0
0

0.8

0.6

0.4

0.2

1.0

. . . . . .

n
D
↼q
↽

Fig. 2. (color online) Plot of the fraction of driver nodes nD(q) after the
removal of qN nodes. AML represents adding the directed link from the
end of one control path to the start of another control path, while RRL
is the method of rewiring the redundant links in the networks. The net-
work size N = 500 and average degree 〈k〉 = 5. Each data point result
is obtained by averaging over 30 different realizations and all the error
bars are small.

4.2. Dynamic optimization of controllability (DOC)

Node attacks and failure are common problems that al-
ways occur in real systems, i.e., electricity networks. How-
ever, to optimize the robustness of network controllability by
only SOC would not cause noticeable improvements under a
malicious attack. Therefore, we propose a method of dynamic
optimization of controllability (DOC) because it evolves a
heuristic algorithm in every step of structural perturbation.

In order to optimize the network robustness R, Schnei-
der et al.[25] proposed a simple hill-climbing search to modify
a network topology. Analogously, we can use the heuristic
algorithm to optimize the robustness of network controllabil-
ity. Note that the restriction to keep the degree of each node
fixed is always important and of real significance in the mod-
ification of artificial systems, for example, the installation of
power lines between a pair of power plants would skyrocket

118902-3



Chin. Phys. B Vol. 23, No. 11 (2014) 118902

costs and be impractical. In this paper, we follow the restric-
tion to fix the in-degree and out-degree of each node when
swapping the links. Hence, in the original network, we swap
the connections of two randomly chosen links, that is, the di-
rected links ei j and ekl , which point from node i to node j, and
from node k to node l, become eil and ek j respectively (see
Fig. 3(a)). Besides, in order to eliminate the ambiguity of the
CR caused by the different ND at the beginning, we firstly use
AML to optimize the network controllability, which connects
all the local control paths to a global control path containing
all the nodes. So our optimizing process contains two steps:
first using AML to achieve the complete controllability, and
then increase the robustness index CR through link swapping.
Unless stated, we will consider AML as SOC in what follows.

Now, we present an improved version of DOC under ma-
licious attacks using simulated annealing.

(I) SOC Consider a network G(V,E) (see Fig. 3(b)) and
use AML to optimize the network controllability firstly, de-
noted as G′(V,E ′) (see Fig. 3(c)).

(II) Link mark Mark the global control path as Ē (see
red links and green links in Fig. 3(c)).

(III) Link swap Choose two pairs of directed links ei j

and ekl ∈ (E ′− Ē) randomly, and delete the two selected links

and add the eil and ek j links, denote the new network as
G∗(V,E ′).

(IV) Acceptance probability Calculate the acceptance
probability p of the system as

p =

 exp
[

CR(G∗)−CR(G′)
T

]
, if CR(G∗)< CR(G′),

1, if CR(G∗)≥ CR(G′).

Meanwhile, we define τ as the number of edge swap
which satisfies p = 1.

(V) Comparison Generate a random number r from
U(0,1). If r < p, make G′ = G∗, otherwise discard G∗. Return
to Step (III).

(VI) Stop If the predefined amount of edge swaps ω is
reached, the search is stopped. Here, we define the amount of
edge swaps as 10|N|〈k〉.

The simulated annealing allows a network G∗ with
CR(G∗)< CR(G′) to be chosen with finite probability, where
global optimization could be reached and inferior local results
could be avoided. Furthermore, we decrease the temperature
as a function of the number of edge swaps, by following the
equation: T (τ) = 0.8τ .

j

lk

i

(a) (b)
(c)

Fig. 3. (color online) Method for dynamic optimization of network controllability. (a) Swapping the two randomly chosen links, the links ei j
and ekl , respectively become eil and ek j to fix the in- and out-degree of each node. (b) The initial network is generated by the ER model with
N = 40 and 〈k〉 = 5, and the green links represent the matching links. There are six local control paths in this network. (c) The typical SOC
method, called adding minimum links. We add the red links to connect all the local control paths to a global control path.

5. Results and discussion
The procedure of DOC is starting from the generated ER

and SF networks. The initial network is composed of N = 500
nodes and the average degree 〈k〉 = 5. We also investigate
whether our method can enhance the robustness of network
connectivity after malicious attacks or not, because the con-
nection of pairs of nodes also affects the network controllabil-
ity. A plot of nD(q) and s(q) versus q under malicious attack
is shown in Fig. 4. The “SOC” represents that the procedure
of optimization only using the first step of the DOC. There-
fore, we can compare the robustness of network controllabil-

ity under malicious attack at the same level, eliminating the
ambiguity of Fig. 2. In this plot, the curves indicate that the
DOC obviously optimizes the robustness of network controlla-
bility under malicious attacks, at the same time it slows down
the decrease speed of the strongly connected component in the
network. More specifically, the CR and R of the ER network
improved by DOC are 54.11% and 132.32% larger than that
of the initial network respectively. Due to the links with direc-
tion, s(q) can be easily and sharply damaged under malicious
attacks. However, our method mitigates the damage of con-
nectivity effectively.
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Fig. 4. (color online) Plot of the fraction of driver nodes nD(q) and the largest strong connected component size s(q) after the removal
of qN nodes. (a) and (b) ER network, (c) and (d) SF network with γ = 3. The initial network is composed of N = 500 and 〈k〉 = 5.
The results are averaged over 30 independent realizations.
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Fig. 5. (color online) CR and R as a function of 〈k〉 for DOC and SOC methods on ER networks ((a) and (b)), SF networks with
γ = 2.5 ((c) and (d)), SF networks with γ = 3 ((e) and (f)). The initial network is composed of N = 500 and 〈k〉 = 5. The results are
averaged over 30 independent realizations.
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Besides, we investigate the CR and R of networks with
different average degrees 〈k〉 by the DOC as shown in Fig. 5.
When the 〈k〉 is small, DOC can notably enhance the robust-
ness for network controllability and connectivity against mali-
cious attacks. Oppositely, with the increase of 〈k〉 , the advan-
tage of DOC is weakening and SOC cannot improve anymore.
This is because the dense network itself has the ability to miti-
gate the damage caused by malicious attacks. Figure 5 also in-
dicates that the CR of the ER network is larger than that of the
SF network. These results stem from the different structural
characters of networks. Compared to CR, the connectivity in-
dex R has the same tendency during the attack process. To
deeply understand the function of DOC, we investigate some
differences of structural characters between the initial and im-
proved networks.

First, the network heterogeneity defined by Eq. (1) is con-
sidered. Since the results in Refs. [8] and [14] show that the
degree of heterogeneity strongly influences the network con-
trollability, we compare the network heterogeneity between
the initial and improved networks, which are shown in Fig. 6.
The decreases of Hin and Hout mean the improved network
tends to be more homogeneous. We can obtain that the DOC

dramatically decreases the in- and out-degree heterogeneity
when the average degree is small. With the increase of 〈k〉,
the difference of H between the initial network and the im-
proved network gets smaller and smaller, eventually getting to
be the same. As we know, the network becomes completely
controllable with the increase of 〈k〉, thus it is unnecessary to
optimize the controllability using SOC. On the other hand, it
demonstrates that connecting the control paths is an efficient
way to decrease heterogeneity, especially for sparse networks.
After DOC, the degree distribution tends to be more homoge-
nous. The network has fewer nodes with low degrees, espe-
cially for the network with small 〈k〉. It is because the larger
the differences between the nodes’ degrees are, the more the
control costs. Moreover, figure 6 implies that the heterogene-
ity of the ER network is less than that of the SF network. This
result also proves that the ER network is more robust for net-
work controllability than the SF network. Besides, based on
the experimental results, the heterogeneity of out-degree and
in-degree have a similar changing trend, soi t is difficult to
clearly identify which heterogeneity is more important for net-
work controllability.
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Fig. 6. (color online) 6Hin and Hout as a function of 〈k〉 for DOC and initial on ER networks ((a) and (b)), SF networks with γ = 2.5
((c) and (d)), SF networks with γ = 3 ((e) and (f)). The initial network is composed of N = 500 and 〈k〉= 5. The results are averaged
over 30 independent realizations.

What is noteworthy is that the network heterogeneities of

SOC and DOC have the same values because of the swapping

restriction, that is, the structural perturbations cannot change

the in- and out-degree of any single node (see the i-th node of

Fig. 3 before and after the link swapping). Therefore, we need

to demonstrate the reason why the DOC network has better

robustness against intentional attacks. The degree–degree cor-

relation (also called assortativity or disassortativity) is consid-
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ered because the link swapping process changes the degree–
degree correlations between the pairs of nodes. For exam-
ple, these correlations between the i-th node and l-th node are
different from that between the i-th node and the j-th node
(see Fig. 3(a)). As we know, each node in directed networks
has an in-degree and an out-degree, thus there are four cor-
relation coefficients defined above: correlations between the
source node’s in- and out-degree, and the target node’s in- and
out-degree, such as, r(in, in), r(in,out), r(out, in), r(out,out).
We investigate the assortativity coefficient defined by Eq. (2)
and the directed degree–degree correlation of four different
types defined by Eq. (3). We report our simulation results in
Fig. 7. From Figs. 7(a)–7(c), the DOC increases the degree–
degree correlation when it optimizes the robustness of net-
work controllability. It means that the improved network has
the tendency of transferring from disassortativity to assortativ-
ity. This is similar with the optimization of maintaining con-

nectivity against malicious attacks,[25,32] which implies that
changing the mixing pattern toward positive assortativity can
enhance the robustness. However, although the improved net-
works change the feature of degree–degree correlations from
a global structure, it needs to investigate the four directed de-
gree correlations because Ref. [33] has indicated that they sys-
tematically affect network controllability. In Figs. 7(d)–7(f),
the scatter plots show that all the r(α,β )(α,β ∈ {in,out}) of
DOC networks increase from negative to positive values. Es-
pecially for r(out, in), it increases dramatically since the high
correlations lower the number of driver nodes.[33] It is impor-
tant for the networks with an assortativity coefficient to main-
tain the connectivity and controllability against malicious at-
tacks, because once a node with the highest degree was at-
tacked or failed, its neighbor node can replace it to maintain
the functions normally.
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Fig. 7. (color online) Scatter plot of the robustness index CR as a function of ((a) and (b)) the degree-degree correlation r and ((c) and (d))
the four directed correlation r(α,β )(α,β ∈ {in,out}) for initial and improved networks. The curves represent the average value of the four
directed assortativities. All the modeled networks are N = 500 and 〈k〉= 5. The results are averaged over 30 independent realizations.

Besides, we further compare the robustness of links[8]

on network controllability after applying our algorithm. In
Ref. [8], the links are classified into three different types: crit-
ical, ordinary, and redundant. A link is critical if its absence
increases the minimum number of driver nodes to maintain full
control of the network; a link is redundant if its absence does
not affect the current set of driver nodes; a link is ordinary
if it is neither critical nor redundant. According to the dif-
ferent function of link categories, the absence of an ordinary

link only changes the control configurations but the network is
still controllable with the same number of driver nodes. The
networks with high robustness must have more ordinary links.
The link robustness of controllability is characterized by the
number of ordinary links EO, eO ≡ EO/E, where E is the total
number of links and eO is the fraction of ordinary links. Fig-
ure 8 shows the values of eO in the DOC and SOC networks.
It clearly shows that eO in networks by DOC is larger than that
by SOC, which implies that is why the networks improved by
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DOC out perform SOC against malicious attacks. When 〈k〉
is medium, the result is especially obvious. These results also

demonstrate that the DOC network can mitigate the destruc-
tion of controllability against edge removals.
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Fig. 8. (color online) Behavior of eO as a function of 〈k〉 for the SOC and DOC methods on (a) ER network, (b) SF network with
γ = 2.5, (c) SF network with γ = 3. The results are averaged over independent realizations.

6. Conclusion
Enhancing the robustness of network controllability and

connectivity is of real significance. In this paper, we com-
pare the robustness of networks controllability with static op-
timization of network controllability against malicious attacks;
however, it can optimize the controllability efficiently but can-
not mitigate the damage of controllability during the attack
process. Therefore, we propose a method of dynamic opti-
mization to improve the robustness of network controllability
against malicious attacks. The optimization procedure uses
the strict structural perturbation, which keep the in- and out-
degree fixed. Moreover, through the views of underlying struc-
ture, we deeply analyze the effectiveness of our method and
find that the improved networks tend to be homogenous and
assortative. We further investigate the link robustness of con-
trollability, and show that the network improved by DOC has
higherlink robustness, which means this method can mitigate
the destruction of controllability against edge and removals si-
multaneously. In summary, our method provides a practical
and effective way to obtain the directed networks with high
robustness of controllability.
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