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A full quantum network scheme
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We present a full quantum network scheme using a modified BB84 protocol. Unlike other quantum network schemes,
it allows quantum keys to be distributed between two arbitrary users with the help of an intermediary detecting user.
Moreover, it has good expansibility and prevents all potential attacks using loopholes in a detector, so it is more practical
to apply. Because the fiber birefringence effects are automatically compensated, the scheme is distinctly stable in principle
and in experiment. The simple components for every user make our scheme easier for many applications. The experimental

results demonstrate the stability and feasibility of this scheme.
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1. Introduction

Quantum key distribution (QKD) exploits the fundamen-
tal laws of quantum mechanics rather than algorithms based
on mathematical complexity to enable two separated parties
(commonly called Alice and Bob) to generate a secret key in
the presence of an eavesdropper. QKD was first proposed
by Bennett and Brassard in 1984, and the first experimen-
tal prototype, which could transmit keys in distance 32 cm
through free space, was demonstrated at IBM.!:?] Subse-
quently, QKD was developed and realized in a number of
different configurations: with entangled photons, single pho-
tons, and continuous variables, via single fiber and free spaces,
and at visible and telecommunication wavelengths.>~1%1 How-
ever, none of these implementations are suitable for mul-
tiuser communications because they are point-to-point links.
Many studies have focused on the development of multiuser
QKD networks based mainly on optical power splitters, opti-
cal switches, or wavelength-division multiplexing.!!!=!8] Al-
though such “quantum networks” have represented great ad-
vances, they are not full networks because quantum commu-
nication can occur only between users and a server and typi-
cally require two single-photon detectors for each user, which
is prohibitively expensive for many applications.

In this letter, we present a novel quantum network scheme
using a modified BB84 protocol in a Sagnac-type interfer-
ometer setup containing an optical switch as well as Fara-
day mirrors. In the protocol, Charlie is an intermediary de-
tecting user located in the middle; he prepares a single qubit
and detects it after it is sequentially communicated from Al-
ice to Bob, who act on it with the unitary phase operator. To
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help Alice and Bob share the key, Charlie publishes the de-
tection results on the public channel. This structure is similar
to measurement-device-independent QKD,!"”! so our scheme
can defend against all potential attacks using loopholes in
a detector, such as the blinding attack and the time-shift
attack,?%2!1 when point-to-point communication occurs in our
network. Furthermore, our quantum network is a full network
in which a quantum key can be distributed between two arbi-
trary users. Only the detecting user requires two single-photon
detectors; the other users need only a phase modulator and
Faraday mirrors, which are often cheap and easy to operate in
practical applications. The setup in our scheme does not re-
quire any feedback control or constant adjustments because its
fiber birefringence effects are automatically compensated.

2. Schematic diagram of modified BB84 proto-
col

Figure 1 shows the modified BB84 protocol used in
our scheme. Charlie initially prepares a qubit in the state
(|0) 4+ [1))/+/2 and sends it sequentially from Alice to Bob
over quantum channels. Finally, the qubit is returned and is
detected by Charlie in the basis (|0) 4-|1))/+/2. Both users act
on the qubit with a phase operator U (¢ i), applying a randomly
chosen @; € (0,7/2,7,31/2):

0(9;) = {10) = 10),11) > e |1 }. ()
After it passes all the users, its state is

X) = (j0) + e @) Ve @
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To distribute the key, the modulation phase ¢; is divided into
two classes: class X corresponds to the choice of ¢; € (0,7),
and class Y corresponds to ¢; € (7/2,37/2). Charlie’s phase
choice is 0 or /2 as a measurement is performed. The prob-
ability of detecting the state (|0) +[1))/v/2 is

1

p=5[1%cos(pa+ @B+ oc)]. 3)

|

The probability of detection for different phase values of
@A, P, @c are shown in Table 1. Finally, Alice and Bob pub-
lish their phase classes on a public channel but keep their par-
ticular choice of @; secret. However, Charlie shares not only
the phase classes but also the measurement results with Alice
and Bob on the public channel. According to the shared class
information, Alice and Bob can determine which run leads to a
deterministic measurement result, i.e., when p_ =1orp, =1.
In these runs, Alice (Bob) can infer Bob’s (Alice’s) choice of
¢ (¢@a). From Table 1, these runs are half of the total runs.
Furthermore, although Charlie’s secret, including the phases
and detection results, is shared with all the users on a public

channel, the key between Alice and Bob is not leaked, so our
scheme can defend against all potential attacks depending on
the imperfection of a detector. The security of the presented
protocol against a general eavesdropping attack follows from
the proven security of the well-known BB84 protocol.[?%23]
Each communication step between two successive parties can

be regarded as a BB84 protocol using two orthogonal bases.

Bob
phase
modulation (6g)
qubits
preparation

I and detection

T

phase
modulation (6,)

Charlie

Alice

Fig. 1. Schematic diagram of modified BB84 protocol.

Table 1. Detection probabilities for different phase values of @4, @g, and @c.

Pe 0 /2

Pa 0 w/2 T 3m/2

P 0 n/2 = 3n/2 0 x/2 3r/2 | 0 «/2 =« 3x/2 0 x/2 =« 37/2
D1/% 100 50 50 O 50 O 50 100 50 0 50 100 0 50 100 50
D2/% 0 50 50 100 50 100 50 0 50 100 50 0 100 50 0 50

3. Schematic diagram of the network setup

Figure 2 shows the proposed network setup in our scheme
with five users, which can be divided into two main parties:
the sender/detector Charlie and the two users Alice and Bob
who need to share the key. Charlie’s station contains a pulsed
1550-nm laser diode, LD; an attenuator, Att; a circulator, Cir; a
phase-sensitive modulator, PMc; two single-photon detectors,
D1 and D2; a 50/50 coupler, C; and two polarizing beamsplit-
ters, PBS;| and PBS,. A 2 x 4 optical switch, SW, is connected
to the other parties by adjusting an optical connection between
two optical common ports, P1 and P2, and one of four out-
put lines. All Charlie’s components are polarization maintain-
ing and aligned to the “horizontal” axis. Other users connect
to Charlie via a quantum channel and have identical compo-
nents, including an attenuator and a phase-sensitive modula-
tor terminated by a Faraday mirror. These components are
widely used in plug & play quantum key distribution systems
and fully compensate for link birefringence.?* To detect Tro-
jan horse attacks, a 99/1 coupler, which is not shown in Fig. 2,
is placed between the quantum channel, QC, and the phase
modulator, monitoring the input light by a single detector.[>!

For convenient description, we assume that SW’s com-
mon port P1 is connect to Alice’s output and P2 is connected

to Bob’s output. The pulsed laser LD emits horizontally polar-
ized pulses at a repetition rate of 2 MHz. After passing through
the circulator Cir and the 50/50 coupler C, the pulses are di-
vided along two paths and transmitted through the two polar-
izing beamsplitters, PBS; and PBS,, and the optical switch
SW to Alice and Bob, respectively. The upper pulse, denoted
by L1 in Fig. 2, passes through the quantum channel QC; to
Alice. The pulse is modulated to phase @ by the phase mod-
ulator PM4 and reflected by the Faraday mirror FM; with a
polarization rotation of 90°. Attenuated by the attenuator A
to the level of a single photon, the pulse returns to Charlie and
is reflected by PBS; and PBS; to reach Bob. Bob has the same
setup as Alice and also modulates the phase of the pulse, de-
noted as @g; the pulse is reflected by FM; with a polarization
rotation of 90° so that it can be transmitted over PBS;. After
Charlie modulates the phase to ¢c by the modulator PMc, the
pulse arrives at the lower arm of coupler C. The lower pulse,
denoted by L, in Fig. 2, is transmitted over the opposite path,
so it arrives at the same time as the upper pulse L;; however,
none of the users modulate its phase when it passes through
PMc, PMg, or PMy. Thus, interference occurs at C; a photon
is detected at D1 when @5 + ¢ + ¢c = 0 or 27, and at D2
if (Pa + @B + @c) = 7 in the valid run of the mentioned pro-
tocol. The detection probabilities of D1 and D2 for different
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phase values chosen by Alice, Bob, and Charlie are illustrated
in Table 1. As shown in Fig. 2, every user is similar in the
network scheme. When they want to distribute keys to each
other, e.g., Alice to Elise or Bob to David, they need only to

adjust SW’s common ports to the corresponding output for the
appropriate user, as mentioned above. This setup is easy to be
expanded by replacing the 2 x 4 switch with a 2 X N switch,
which is also a commercial device.

FM,
Alice
PM,
Ay
(1) PBS, Cir
; QC,
David PMD A3 Llf C O
-~ ap i , P
’ QCs LD
@ 5
D1
C
LA
Eli PMg A
ise E Ay GED / L,/
QGC, PBS; PMc
D2
A, 2X4 SW
PM
" Charlie
Bob
FM,

Fig. 2. Schematic diagram of network setup with five users. LD: laser diode; A, A, Az, A4: attenuators; Cir: circulators; PMy,
PMg, PMc, PMp: phase-sensitive modulators; FM, FM,, FM3, FMy: Faraday mirrors; D1, D2: single-photon detectors; C: a 50/50
coupler; PBS;, PBS;: polarizing beam splitter; 2 x 4 SW: optical switch; QCy, QC,, QCz, QCy4: quantum channels.

4. Experimental results with the setup

Experiments were performed to test the stability and fea-
sibility of the proposed scheme. A 1550-nm laser (id300, id
Quantique, Switzerland) at 2 MHz was applied and was at-
tenuated by A; to a very low level that can efficiently reduce
the Rayleigh backscattering coming from the quantum chan-
nel. The average loss of commercial single-mode fibers is
0.25 dB/km. The insertion of the phase modulator (44, Insti-
tute of China Electronics Technology Group Corporation) and
the PBS (General Photonics Corporation, USA) contributes to
an increase in the attenuation of 3.5 dB and 0.3 dB, respec-
tively. The losses range from 1.5 dB to 1.8 dB when the com-
mon ports of the switch (Sercalo, Switzerland) are connected
to different parties. When interference occurs, two single-
photon detectors (id201, id Quantique, Switzerland) are used
to detect the single photons; their dark count rate is 4 x 107°,
with a gate width of 2.5 ns and an efficiency of 10%. Home-
made electronic systems are used to synchronize all the opti-
cal setups and drive modulators. We did not consider a photon
number splitting attack because, as we know, it is currently
technologically unfeasible and can be defeated by the decoy
state method. [?-28] There is no additional technological diffi-
culty for the decoy state method, in which the optimized pulse
intensity reaches 0.5 photons/pulse, which is higher than our
choice of 0.1 photons/pulse and 0.3 photons/pulse. Further-
more, we cannot claim the security of the scheme against a
number of specific attacks, like, for instance, the Trojan-horse.

However, the fact is that the Trojan-horse attack is a serious
threat for all the known quantum key distribution scheme. [>°!

The raw rate in the protocol is the product of the pulse
rate f, the mean number of photons per pulse u, the proba-
bility ik of a photon from Alice arriving at Charlie, and the
probability 17 of the photon being detected; it is defined as
Riaw = qf UtiinkN- The factor g is 0.5 in our setup because the
measurement bases are compatible in only 50% of the mea-
surement cases. The quantum bit error rates (QBER) for the
scheme can be written as QBER = QBER,, + QBER ¢, =
Popt + Prosie /UtinkM, where Popt 18 the probability of a photon
going to the wrong detector, and pygie is the probability of get-
ting a noise count per gating pulse window. For phase-coding
setups, QBER,; and the interference visibility are related as
(1-Vv)/2.B30

Figure 3 shows the experimental results. We achieved
a 10-km transmission distance between Alice and David at
u = 0.1 with a visibility of V =97.1% and QBER = 4.4% and
at 4 = 0.2 with a visibility of V = 96.9% and QBER = 2.9%.
The achieved raw transmission rates were 275 Hz for 4 = 0.1
and 590 Hz for p = 0.2. The achieved transmission dis-
tance between Alice and Bob was 15 km at u = 0.1 with
V =97.5% and QBER =5.2% and at 4 = 0.2 withV =97.1%
and QBER = 3.0%. The achieved raw transmission rates were
204 Hz for u = 0.1 and 450 Hz for 4 = 0.2. The visibility in
Fig. 3 can be maintained perpetually without any adjustment
to the system for each test.
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Fig. 3. Experimental results with the setup. (a) Measurement results between Alice and David over 10-km fiber. (b) Mea-

surement results between Alice and Bob over 15-km fiber.

5. Conclusion

In summary, we proposed a new full quantum network
scheme using a modified BB84 protocol. The security of the
protocol follows from the proven security of the well-known
BB84 protocol. Unlike other quantum network schemes, it
allows quantum keys to be distributed between two arbitrary
users with the help of an intermediary detecting user. More-
over, it has a good expansibility and prevents all potential at-
tacks using loopholes in a detector, so it is more practical to ap-
ply. Because the fiber birefringence effects are automatically
compensated, our scheme is distinctly stable in principle and
experimentally. The simple components at every user make
our scheme cheaper and easier for many applications. The ex-
perimental results demonstrate the stability and feasibility of
this scheme. In view of its excellent security, easy expansibil-
ity, and simple implementation, we believe it to be a potential
network scheme for practical application.
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