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In the original BB84 quantum key distribution protocol, the states are prepared and measured randomly, which lose
the unmatched detection results. To improve the sifting efficiency, biased bases selection BB84 protocol is proposed.
Meanwhile, a practical quantum key distribution protocol can only transmit a finite number of signals, resulting in keys of
finite length. The previous techniques for finite-key analysis focus mainly on the statistical fluctuations of the error rates and
yields of the qubits. However, the prior choice probabilities of the two bases also have fluctuations by taking into account
the finite-size effect. In this paper, we discuss the security of biased decoy state BB84 protocol with finite resources by
considering all of the statistical fluctuations. The results can be directly used in the experimental realizations.
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1. Introduction

Quantum key distribution (QKD) provides a solution to
the cryptographic task of distributing a secret key between
the legitimate communicating parties usually called Alice and
Bob. The first QKD protocol was proposed by Bennett and
Brassard in 1984, known as BB84 protocol.[1] This fact was
rediscovered in 1991 by Ekert and Artur.[2] The unconditional
security of QKD has been first proved in Refs. [3]–[7]. Since
then, QKD has grown into a mature field both in theory and
practice.[8,9] Several reviews have been devoted to it.[10,11]

In the original BB84 protocol,[1] Alice and Bob ex-
changed infinite single-photon pulses. For each photon, they
made a choice between two polarization bases, i.e. rectilinear
basis (Z) and diagonal basis (X), each with an equal probabil-
ity of 1/2. In the sifting procedure, Alice and Bob dissemi-
nated their basis choices and discarded the unmatched detec-
tion results. For unbiased random selection of the bases, half
of the detected photons were discarded and the efficiency was
at most 50%. To improve the efficiency, Lo et al.[12] proposed
a biased BB84 scheme. In the biased scheme, Alice and Bob
chose the two bases with biased random selection. The secret
key generation rate then increased to about 1 in the infinitely
long key limit.

However, in practical QKD systems, the perfect single-
photon source is beyond the level of current technology. A
highly attenuated laser or a weak coherent-state source is used

as a substitute, which contains multi-photons and can intro-
duce photon-number-splitting (PNS) attack in the presence of
high transmission loss.[6,13] To solve this problem, Hwang[14]

proposed the decoy-state idea, where Alice sent pulses with
different intensities instead of just one coherent state and ran-
domized the phase of each state. Then Eve could not change
the transmittance of a single-photon or multi-photon state
freely without being noticed by Alice and Bob. Thus Alice
and Bob could obtain a good lower bound on the yield of a
single-photon and a good upper bound on the error rate of the
single-photon. The security of this method was first studied
in detail in Refs. [15] and [16]. To improve the decoy-state
method, in Ref. [17], a biased bases selection idea was used
and a new decoy-state scheme was proposed.

The other problem of the original BB84 protocol is that in
practical QKD systems, Alice and Bob can use only finite re-
source for limited computational power and storage capacity.
Thus only a finite number of pulses can be transmitted, result-
ing in keys of finite length. The security bounds in Refs. [3]–
[7] hold true only if infinitely long keys are produced and pro-
cessed. The pioneering proofs of security for a finite-length
key are shown in Refs. [18] and [19], in which the noncom-
posable definition of security is used. The first composable
security proofs with finite resources are given in Refs. [21]
and [22]. The above proofs of security for a finite-length key
focus mainly on the statistical fluctuations of the error rate.
However, because the quantum channel is lossy, fluctuations
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still exist in the prior probabilities of bases selection, which
will change the efficiency of the protocol. To improve the
finite-key analysis, the statistical fluctuations of the probabili-
ties should be considered.

In this paper, we derive a proof of finite-length key se-
curity for the biased BB84 protocol with and without decoy
states. The statistical fluctuations of the prior probabilities of
bases selection are also considered. The rest of this paper is
organized as follows. In Section 2, we review the security
proof of the original BB84 scheme combined with Shor and
Preskill’s work. In Section 3, we derive a proof of security for
the biased BB84 with a finite resource. The security of biased
decoy-state BB84 with a finite resource will be analyzed in
Section 4. Finally, we draw some conclusions in Section 5.

2. Security proof of BB84 with balanced basis
choice
Before introducing the method to analyze the security

of biased BB84 protocol with finite resources, the secu-
rity of BB84 with balanced basis choice is analyzed in this
section.[20] In the original BB84 protocol, the bases are se-
lected uniformly, i.e. each with a probability of 1/2.

Following the technique obtained by Shor and Preskill,[4]

security of prepare-and-measure QKD protocol is identical
with the security of entanglement-based QKD protocol. Al-
ice prepares a maximally entangled state |φ1〉 = 1√

2
(|00〉AB +

|11〉AB), and performs the Hadamard transform randomly to
the second particle of the state. She then sends it to Bob. If
Bob receives the qubit, it is announced and the Hadamard op-
eration is used randomly. It is believed that Pauli channels are
the universal noisy channels in the analysis of security. Con-
sidering Eve’s attack in the Pauli channel, the quantum state
among Alice, Bob and Eve can be described as

∑
u,v,i, j

√
PuvQi j(IA⊗H i

B1
σ

u
xE1

σ
v
zE2

H j
A1
)

×|φ1〉|u〉E1 |v〉E2 |i〉B1 | j〉A1 , (1)

where A1 is part of Alice’s system and B1 is part of Bob’s sys-
tem; H = 1√

2

(
1 1
1 −1

)
is the perfect Hadamard operator, which

can turn Z basis into X basis and vice versa in practical QKD
system;

(
0 1
1 0

)
is the Pauli matrix σx operator, which means

bit-flip error E1 caused by Eve;
(

1 0
0 −1

)
is the Pauli matrix σz

operator, which means phase error E2 caused by Eve. Then
σxσz operator means bit-flip phase error. Puv,u,v ∈ {0,1} is
the probability that Eve introduces σu

x σ v
z operator, and satis-

fies

∑
u,v

Puv = 1. (2)

Qi j, i, j ∈ {0,1} is the probability that Alice performs H i trans-
form and Bob performs H j transform simultaneously. In the

case of balanced basis choice, Qi j = 1/4. After comparing the
bases they used, the case of i 6= j is discarded. Computing the
trace of the quantum system of particles A1, B1 and Eve, we
can obtain the following equation:

ρAB = ∑
u,v

Puv

(
1
2

IA⊗σ
u
xE1

σ
v
zE2
|φ1〉〈φ1|σ v

zE2
σ

u
xE1
⊗ IA

+
1
2

IA⊗HB1σ
u
xE1

σ
v
zE2

HA1 |φ1〉

×〈φ1|HA1σ
v
zE2

σ
u
xE1

HB1

)
⊗ IA. (3)

Bit-flip errors and phase errors exist in the Pauli channel,
and all of the errors are considered to be introduced by Eve
in the security analysis. The initially shared maximally entan-
gled state turns into one of the following four Bell states after
transmitting through the quantum channel:

|φ1〉=
1√
2
(|00〉AB + |11〉AB),

|φ2〉=
1√
2
(|01〉AB + |10〉AB),

|φ3〉=
1√
2
(|00〉AB−|11〉AB),

|φ4〉=
1√
2
(|01〉AB−|10〉AB). (4)

If the previous state is still the Bell state |φ1〉, then there
is no error in the process. However, once it becomes |φ2〉, |φ3〉
or |φ4〉, Alice and Bob think that Eve carries a bit-flip error,
phase error or bit-flip phase error into the transmission corre-
spondingly. By doing so, the bit error rate and phase error rate
are given as

ebit = 〈φ2|ρAB|φ2〉+ 〈φ4|ρAB|φ4〉,
ephase = 〈φ3|ρAB|φ3〉+ 〈φ4|ρAB|φ4〉. (5)

In order to correct the error and distill the maximal en-
tangled state, Alice and Bob must clear the ebit and ephase. In
the practical QKD protocol, we can use a string of sample bits
from the raw key to estimate ebit. However, it is difficult to es-
timate ephase which has no classical counterpart. Fortunately,
in the balanced basis choice as we discuss here, from Eqs. (3)–
(5), the bit-flip error minus phase error rate is

ebit− ephase = 〈φ2|ρAB|φ2〉−〈φ3|ρAB|φ3〉= 0. (6)

In this case, the phase error rate can be estimated by the
bit error rate accurately in the balanced basis choice. Secret
key generation rate is given as

R =
1
2
[1−h(ephase)−h(ebit)] =

1
2
[1−2h(ebit)], (7)

where h(x) = −x log2 x− (1− x) log2(1− x) is the binary en-
tropy function and 1/2 is the efficiency of original BB84. The
maximal bit error rate is 11% given by Eq. (7).
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3. Security proof of biased BB84 with finite re-
source
In the biased BB84 protocol,[12] the two bases are chosen

with different probabilities. Consequently, Alice and Bob are
now much more likely to use the same basis. Then the fraction
of discarded photons is greatly reduced, thereby enhancing the
efficiency greatly.

Now, let N be a large integer. Alice sends a sequence of
N single-photons to Bob. For each single-photon, Alice makes
a choice between the two bases, rectilinear Z and diagonal X ,
with probabilities pa and 1− pa, respectively. Bob measures
the polarization of each received single-photon independently
along the Z and X bases with probabilities pb and 1− pb, re-
spectively. Note that 1/2≤ pa, pb < 1 and the values are made
public.

In order to prove the security of biased BB84, we use a
refined analysis of the sifted key, which is first put forward by
Lo et al.[12] to generalize Shor and Preskill’s[4] proof of secu-
rity of BB84 to the biased scheme. The main idea is that Alice
and Bob divide the sifted key into two subsets according to the
basis employed, and estimate an error rate for each subset.

According to the relationship between the error rate in bi-
ased BB84 and that in the entanglement purification protocol
(EPP), the phase error rate in the Z basis is the bit-flip error
rate in the X basis and vice versa, i.e.

eZ
p = eX

b , eX
p = eZ

b , (8)

where eZ
b and eX

b are the bit-flip error rates of the Z basis and
the X basis respectively, and eZ

p and eX
p are the phase error rates

of the Z basis and the X basis, respectively.
Then, if a key is generated by making a frac-

tion, that is, pa pb/pa pb +(1− pa)(1− pb), of the
measurements along the Z basis and a fraction,
(1− pa)(1− pb)/pa pb +(1− pa)(1− pb), along the X ba-
sis, then the bit-flip and phase error rates of the sifted key are
given by weighted averages of the bit error rates of the two
bases as follows:

eb =
pa pb

pa pb +(1− pa)(1− pb)
eZ

b

+
(1− pa)(1− pb)

pa pb +(1− pa)(1− pb)
eX

b ,

ep =
pa pb

pa pb +(1− pa)(1− pb)
eZ

p

+
(1− pa)(1− pb)

pa pb +(1− pa)(1− pb)
eX

p

=
pa pb

pa pb +(1− pa)(1− pb)
eX

b

+
(1− pa)(1− pb)

pa pb +(1− pa)(1− pb)
eZ

b , (9)

where eb and ep are the bit-flip and phase error rates of the
sifted key.

In a refined data analysis, Alice and Bob separate the
sifted key from the two bases into two subsets and compute
the error rates in the two subsets individually. This method
gives them individual estimates on the bit error rates, eZ

b and
eX

b , which demands that both error rates should be sufficiently
small, for example,

0≤ eZ
b , eX

b < emax−δe, (10)

where δe is the small positive parameter. From the work of
Shor and Preskill,[4] emax is about 11%.

From Eq. (9) we can find that if equation (10) is satisfied,
we have

0≤ eb, ep < 11%, (11)

which says that both bit-flip and phase error rates of the EPP
are small enough to allow the CSS code to be corrected. It
means that Shor and Preskill’s argument can be carried out di-
rectly to establish the security of the biased BB84 protocol, if
Alice and Bob use a refined data analysis.

Here, following the refined data analysis proposed above,
we give the secret key generation rate with the asymptotic limit
as

R = pa pb[1−h(eZ
b )−h(eZ

p )]

+(1− pa)(1− pb)[1−h(eX
b )−h(eX

p )]

= [pa pb +(1− pa)(1− pb)]

× [1−h(eZ
b )−h(eX

b )], (12)

in which equation (8) has been used. The explanation of this
formula is as follows. If Alice and Bob want to distill final
keys from Z basis, both the bit error rate and the phase error
rate belong to Z basis. Similarly, if they want to distill the final
keys from X basis, both the bit error rate and the phase error
rate belong to X basis. The pa pb and (1− pa)(1− pb) are the
efficiencies of the two bases, and pa pb +(1− pa)(1− pb) is
the efficiency of the protocol.

Also Alice and Bob can obtain the secret key generation
rate directly by

R = [pa pb +(1− pa)(1− pb)][1−h(ep)−h(eb)] (13)

with using Eq. (9). Comparing Eq. (12) with Eq. (13), we
find that the difference between the two formulas is due to the
fact that equation (12) needs post-processing twice and equa-
tion (13) only once: the rate of Eq. (12) is in principle higher
because the bound on Eve’s information is tighter. The strict
mathematic proof is shown in Appendix A, in which the con-
vexity of the binary entropy function h(x) has been used.
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3.1. Secret key generation rate with finite resource

In real QKD implementations, however, the number of
emitted pulses is finite, resulting in keys of finite length. For
this reason, statistical fluctuations exist for the error rates of
the two bases. For pa and pb, statistical fluctuations also ex-
ist, i.e. the bias in the probabilities, even though Alice and
Bob know pa and pb exactly at the beginning of the protocol.
Like the security analysis of the QKD protocol with a finite
resource,[22–25] for analyzing the security of biased BB84, the
law of large numbers will be given in the following.[26]

If the statistics λm are obtained by measurements of m
samples of σ according to a positive operator valued measure
(POVM) with d outcomes, then for any ε ′ > 0, σ is contained
in the set{

σ : ‖λm−λ∞‖ ≤ ξ (m,ε ′),

where, ξ (m,ε ′) =

√
2[ln(1/ε ′)+d ln(m+1)]

m

}
, (14)

where λ∞ denotes the probability distribution defined by the
POVM applied to σ .

For analyzing the security of biased BB84 with finite re-
sources, statistical fluctuations of pa, 1− pa, pb, 1− pb, eZ

b ,
eX

b , eZ
p , and eX

p should be considered.
Single-photons encoded on Alice’s side can be divided

into Z-based ones and X-based ones, which means that the
kind of single-photon transmitted by Alice has two outcomes.
The upper and the lower bounds of the probabilities of the Z
basis and X basis used by Alice in the finite resource case can
be given as

pU
a = min

(
pa +

1
2

ξ (N,ε1),1
)
,

pL
a = max

(
pa−

1
2

ξ (N,ε1),0
)
, (15)

(1− pa)
U = min

(
(1− pa)+

1
2

ξ (N,ε2),1
)
,

(1− pa)
L = max

(
(1− pa)−

1
2

ξ (N,ε2),0
)
, (16)

where d = 2, N is the number of single-photon signals emitted
by Alice, ε1 and ε2 are the security parameters of the statistical
fluctuations of pa and 1− pa, respectively.

Meanwhile, the upper and lower bounds of the probabil-
ities of the two bases used by Bob in the finite resource case
can be given as

pU
b = min

(
pb +

1
2

ξ (N,ε3),1
)
,

pL
b = max

(
pb−

1
2

ξ (N,ε3),0
)
, (17)

(1− pb)
U = min

(
(1− pb)+

1
2

ξ (N,ε4),1
)
,

(1− pb)
L = max

(
(1− pb)−

1
2

ξ (N,ε4),0
)
, (18)

where d = 2, ε3 and ε4 are the security parameters of the sta-
tistical fluctuations of pb and 1− pb, respectively.

Similarly, the outcomes of measurements by Bob contain
the right and wrong ones in the Z and X bases, respectively.
Then the upper and the lower bounds of the error rates of
qubits in the finite resource case can be given as

eUZ
b = min

(
eZ

b +
1
2

ξ (N pL
a pL

b ,ε5),0.5
)
,

eLZ
b = max

(
eZ

b −
1
2

ξ (N pL
a pL

b ,ε5),0
)
, (19)

eUX
b = min

(
eX

b +
1
2

ξ (N(1−Pa)
L(1− pb)

L,ε6),0.5
)
,

eLX
b = max

(
eX

b −
1
2

ξ (N(1−Pa)
L(1− pb)

L,ε6),0
)
, (20)

where d = 2; N is the number of single-photon signals emitted
by Alice; ε5 and ε6 are the security parameters of the statistical
fluctuations of eZ

b and eX
b , respectively.

As for error rates with asymptotic limit,

eZ
p = eX

b , eX
p = eZ

b . (21)

exists.
Then, in the finite resource case where statistical fluctua-

tions should be taken into account,[27,28] we have

eZ
p ≈ eX

b , eX
p ≈ eZ

b . (22)

Given eX
b , we can have upper bound eZ

p by randomly sam-
pling argument. The details of proof are shown in the method
of Ref. [17]. Then, the secret key generation rate with the finite
resources is

R ≥ pL
a pL

b [1−h(eUZ
b )−h(eUZ

p )]

+(1− pa)
L(1− pb)

L[1−h(eUX
b )−h(eUX

p )]

= pL
a pL

b [1−h(eUZ
b )−h(eUX

b )]

+(1− pa)
L(1− pb)

L[1−h(eUX
b )−h(eUZ

b )]

= [pL
a pL

b +(1− pa)
L(1− pb)

L]

× [(1−h(eUZ
b )−h(eUX

b )]. (23)

Correspondingly, the secret parameter of the secret key is

ε = ε1 + ε2 + ε3 + ε4 + ε5 + ε6. (24)

3.2. Numerical simulation

In this section, we give numerical simulation results based
on the analysis result in Subsection 3.1. All of the security pa-
rameters in this section are fixed to be 2−25, then the secret
parameter of the secret key can be given as

ε ≤ 2−22. (25)
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For simplicity and without loss of generality, we assume
that pa = pb ≡ p. For a prior estimation of our bounds,
we have supposed as usual that parameter estimation should
yield eZ

b = eX
b ≡ Q. The relationship between the optimal p

and the number of emitted single-photon pulses is shown in
Fig. 1. The corresponding secret key generation rate is shown
in Fig. 2. For each number of single-photon pulses, we opti-
mize the parameter p.

1.0

0.9

0.8

0.7

0.6

0.5

0.4
3 4 5 6 7 98 10

log10N

O
p
ti
m
a
l 
p

Fig. 1. (color online) Relationships between optimal p and the loga-
rithm of the number of the emitted single-photon pulses, log10 N, for
the bit error rates of 0.5%, 2.5%, 5%, and 7.5% (from left to right).

From Fig. 1 it follows that when the number of emitted
pulses is small, the value of optimal p will be kept at 0.5,
which is the original BB84 scheme. Then the value of opti-
mal p increases with the increasing number. In the limit of
large numbers of photon transfer, the optimal p→ 1−.

From Fig. 2, we can assess the influence of finite-key size
on the secret key generation rate. We can see a progressive
increase of the minimal number of the emitted single-photon
pulses when the secret key generation rate becomes positive by
increasing the bit error rate. We find that the minimal number
of the emitted single-photon pulses is N ∼ 104.
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Fig. 2. (color online) Variarions of the secret key rate R with the log-
arithm of the number of the emitted single-photon pulses log10 N for
different error rates, for the biased BB84 with finite resources. For each
number of single-photon pulses, we optimize the parameter p.

4. Security proof of biased decoy-state BB84
with a finite resource

4.1. Model

To analyze the security of the biased BB84 decoy-state
protocol, we follow the widely used decoy-state scheme,
vacuum+weak decoy-state model established in Refs. [15]
and [29] and also shown in Ref. [17]. The weak coherent state
source is equivalent to a photon-number channel model and its
photon number follows a Poisson distribution:

P(n) =
µn

n!
e−µ . (26)

For an optical-fiber-based QKD system, the overall trans-
mission and detection efficiency η between Alice and Bob is
given as

η = tABηBob, (27)

where tAB = 10−αl/10 is the l-length (km) channel transmit-
tance between Alice and Bob; α is the loss coefficient in the
quantum channel measured in dB/km; ηBob denotes the trans-
mittance on Bob’s side, including the internal transmittance of
the optical component and detector efficiency.

Denote Yi as the yield of an i-photon state, and Y0 as the
background count rate, then in a normal channel when there is
no intervention from Eve, Yi will be given as

Yi = 1− (1−Y0)(1−η)i. (28)

The gain of i-photon states Qi is given as

Qi = Yi
µ i

i!
e−µ . (29)

The overall gain which means the probability for Bob to
obtain a detection event in one pulse with intensity µ is

Qµ =
∞

∑
i=0

Qi =
∞

∑
i=0

Yi
µ i

i!
e−µ . (30)

The error rate of i-photon states ei is given as

eiYi = e0Y0 + ed[1− (1−η)i](1−Y0), (31)

where ed is the probability that a photon hits the erroneous
detector and e0 = 1/2. The overall quantum bit error rate
(QBER) is given as

Eµ Qµ =
∞

∑
i=0

eiYi
µ i

i!
e−µ . (32)

Without Eve changing Yi and ei, the gain and QBER are
given as

Qµ = 1− e−ηµ(1−Y0),

Eµ Qµ = e0Y0 + ed(1− e−ηµ)(1−Y0). (33)
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4.2. Security proof of biased decoy-state BB84

Assume that Alice chooses the two bases Z and X with
probabilities pa and 1− pa respectively, for signal states and
decoy states. Bob measures the polarizations of each of the re-
ceived pulses along the Z and X bases with probabilities pb and
1− pb respectively, without separating the signal states from
the decoy states. Combining the model established above with
the refined data analysis in Section 3 and the GLLP (Gottes-
man, Lo, Lütkenhaus and Preskill) formula,[6] the secret key
generation rate in the asymptotic limit of infinitely long keys
is

R ≥ −[pa pb +(1− pa)(1− pb)]Qµ fµ h(Eµ)

+ pa pbQZ
1 [1−h(eZ

1p)]

+(1− pa)(1− pb)QX
1 [1−h(eX

1p)]

= −[pa pb +(1− pa)(1− pb)]Qµ fµ h(Eµ)

+ pa pbQZ
1 [1−h(eX

1b)]

+(1− pa)(1− pb)QX
1 [1−h(eZ

1b)], (34)

where µ is the intensity of the signal state, fµ is the error
correction inefficiency, QZ

1 and QX
1 are the gains of Z-based

single-photon states and X-based single-photon states, respec-
tively.

Since the single-photon state is basis-independent, the
yields of single-photon states in different bases are equal to

Y Z
1 = Y X

1 = Y1, (35)

where Y Z
1 and Y X

1 are the yields of Z-based single-photon states
and X-based single-photon states, respectively.

Then there is

QZ
1 = QX

1 = Q1. (36)

The secret key generation rate can be turned into

R ≥ −[pa pb +(1− pa)(1− pb)]Qµ fµ h(Eµ)

+ pa pbQZ
1 [1−h(eZ

1p)]

+(1− pa)(1− pb)QX
1 [1−h(eX

1p)]

= −[pa pb +(1− pa)(1− pb)]Qµ fµ h(Eµ)

+Q1{pa pb[1−h(eX
1b)]

+(1− pa)(1− pb)[1−h(eZ
1b)]}. (37)

4.3. Secret key generation rate with a finite resource

For analyzing the security of biased decoy-state BB84 in
the face of finite resources, statistical fluctuations of pa, 1− pa,
pb, 1− pb, Y1, P1, eZ

1b, eX
1b, Qµ , and Eµ should be considered.

Photon pulses transmitted on Alice’s side can be divided into
single-photon pulses or multiple-photon pulses, which means
that the proportion of the photon state transmitted by Alice has

two outcomes, then the upper and the lower bounds of the pro-
portion of single-photon states in the finite resource case can
be given as

PU
1µ = min(µ e−µ +

1
2

ξ (Nµ ,ε7),1),

PL
1µ = max(µ e−µ − 1

2
ξ (Nµ ,ε7),0), (38)

where d = 2, Nµ is the number of the exchanged signal states
on Alice’s side, and ε7 is the security parameter of the statisti-
cal fluctuation of P1µ .

As for signal states, the yield on Bob’s side contains the
yield of single-photon states and the yield of multiple-photon
states. Meanwhile, the single-photon yield contains the right
case and the wrong case for each basis. Like the security
analysis of the statistical fluctuation of P1µ , the upper and the
lower bounds of the yield of single-photon states in the finite
resource case can be given as

Y U
1 = min

(
Y1 +

1
2

ξ (Nµ PL
1µ ,ε8),1

)
,

Y L
1 = max

(
Y1−

1
2

ξ (Nµ PL
1µ ,ε8),0

)
, (39)

and the upper and the lower bounds of error rates of single-
photon states for each basis in the finite resource case can be
given as

eUZ
1b = min

(
eZ

1b +
1
2

ξ (Nµ PL
1µY L

1 pL
a pL

b ,ε9),0.5
)
,

eLZ
1b = max

(
eZ

1b−
1
2

ξ (Nµ PL
1µY L

1 pL
a pL

b ,ε9),0
)
, (40)

eUX
1b = min

(
eX

1b +
1
2

ξ (Nµ PL
1µY L

1 (1− pa)
L

×(1− pb)
L,ε10),0.5

)
,

eLX
1b = max

(
eX

1b−
1
2

ξ (Nµ PL
1µY L

1 (1− pa)
L

×(1− pb)
L,ε10),0

)
, (41)

where d = 2; ε8, ε9, and ε10 are the security parameters of
the statistical fluctuations of Y U

1 , eZ
1b, and eX

1b, respectively.
From Eqs. (38) and (39) we can obtain the upper and the lower
bounds of the gain of the single-photon component of the sig-
nal states as

QU
1 = Y U

1 PU
1 , QL

1 = Y L
1 PL

1 . (42)

Likewise, the upper and the lower bounds of Qµ and Eµ

in the finite resource case can be given as

QU
µ = min

(
Qµ +

1
2

ξ (Nµ ,ε11),1
)
,

QL
µ = max

(
Qµ −

1
2

ξ (Nµ ,ε11),0
)
, (43)

EU
µ = min

(
Eµ +

1
2

ξ (Nµ QL
µ ,ε12),0.5

)
,
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EL
µ = max

(
Eµ −

1
2

ξ (Nµ QL
µ ,ε12),0

)
, (44)

where d = 2, ε11 and ε12 are the security parameters of the
statistical fluctuations of Qµ , Eµ , respectively.

Equations (15)–(18), (38)–(44) together with Eq. (37)
yield the secret key generation rate of biased decoy-state BB84
with finite resource

R ≥ −[pL
a pL

b +(1− pa)
L(1− pb)

L]QL
µ fµ h(EU

µ )

+QL
1{pL

a pL
b [1−h(eUX

1b )]

+(1− pa)
L(1− pb)

L[1−h(eUZ
1b )]}. (45)

Correspondingly, the secret parameter of the secure key
is

ε = ε1 + ε2 + ε3 + ε4 + ε7 + ε8

+ε9 + ε10 + ε11 + ε12. (46)

4.4. Numerical simulation

In this section, we give numerical simulation results based
on the analysis result in Subsection 4.3. All the security pa-
rameters in this section are fixed to be 2−25, then the secret
parameter of the secure key can be given as

ε ≤ 2−21. (47)

The parameters for simulation are cited from the exper-
iment Gobby, Yuan and Shields (GYS) experiment[30] and
shown in Table 1. We choose the average photon number
µ = 0.48 and the fµ = 1.22.[29] For simplicity and without
loss of generality, we assume that pa = pb = p. For a prior
estimation of our bounds, we have supposed as usual that pa-
rameter estimation should yield eZ

1b = eX
1b = e1.

Table 1. Key parameters of GYS experiment for simulation.

α/(dB/km) eDet/(%) Y0 ηBob

0.21 3.3 1.7×10−6 0.045

The relationship between the optimal probability and the
transmission distance is shown in Fig. 3. The corresponding
secret key generation rate is shown in Fig. 4. For each trans-
mission distance, we optimize the parameter p. From Fig. 3
we can see that the value of optimal probability p will decrease
as transmission distance increases. At a smaller transmission
loss, the optimal probability p approaches 1 when the finite
key effect can be neglected. However, if the transmitted sig-
nals are lower, the optimal probability p decreases. At a larger
transmission loss, no matter how many signals are transmitted,
the optimal probability p is close to 1/2, which approaches
to the standard BB84 with the vacuum + weak decoy–state
scheme. This is because the constraint on the biased parame-
ter p is that there should be enough photons for performing the

parameter estimation for both bases. Then Alice and Bob need
large values of p and 1− p to estimate the error rates for error
correction and privacy amplification, resulting in a trade-off
between them.

From Fig. 4, we can assess the influence of finite-key size
on the lower bound of the secret key generation rate. Given
pa, pb, Y1, eZ

1b, and eX
1b, the lower bound of the secret key gen-

eration rate is the worst case by considering their statistical
fluctuations, which is demonstrated in Eq. (45). That means
that Eve can obtain a maximum amount of information about
the raw key. Using the law of large numbers in Eq. (14), we
can find that the larger the Nµ , the smaller the statistical fluc-
tuations will be. Therefore the lower bound of the secret key
generation rate in Eq. (45) will increase, which is consistent
with the simulation results in Fig. 4. Furthermore, we find
that in practice if Alice can emit more than Nµ ∼ 1012 signal
pulses, they can be close to the asymptotic bound better.
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Fig. 3. (color online) Relationships between optimal probability p and
transmission distance L for different values of Nµ .
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Fig. 4. (color online) Variations of logarithm of secret key generation
rate with the transmission distance L for different values of Nµ . For
each transmission distance, we optimize the parameter p.

5. Conclusion
In this paper, we derive the security proof of finite re-

source biased BB84 protocol with and without decoy states.
We take into account the statistical fluctuations not only for the
error rates and the yields of the signals, but also for the prior
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probabilities of bases selection. We obtain the secret key gen-
eration rates and the optimal probabilities with and without de-
coy states. In the biased BB84 protocol with a finite resource,
the optimal-biased parameter is susceptible to the length of the
secret key. The optimal-biased parameter approaches 1 when
the finite key effect can be neglected. However, the optimal-
biased parameter is close to 1/2 when the transmitted signal is
low enough.

Appendix A: Proof for the comparison of the two
formulas

To simplify the proof, let

eZ
b = x, eX

b = y, eb = x′, ep = y′,
pa pb

pa pb +(1− pa)(1− pb)
= p,

then
(1− pa)(1− pb)

pa pb +(1− pa)(1− pb)
= 1− p,

and {
x′ = px+(1− p)y,

y′ = (1− p)x+ py.
(A1)

Therefore,

R1 = [pa pb +(1− pa)(1− pb)][1−h(eZ
b )−h(eZ

b )]

= [pa pb +(1− pa)(1− pb)][1−h(x)−h(y)], (A2)

R2 = [pa pb +(1− pa)(1− pb)][1−h(ep)−h(eb)]

= [pa pb +(1− pa)(1− pb)][1−h(x′)−h(y′)]. (A3)

Consider that ∆ = R1−R2, then we will have

∆ = [pa pb +(1− pa)(1− pb)][h(x′)+h(y′)−h(x)−h(y)].

Using the convexity of h(x) and Eq. (A1), we can obtain that

h(x′) = h(px+(1− p)y)≥ ph(x)+(1− p)h(y), (A4)

h(y′) = h((1− p)x+ py)≥ (1− p)h(x)+ ph(y). (A5)

With expression (A4) plus expression (A5), we arrive at

h(x′)+h(y′)≥ h(x)+h(y). (A6)

Therefore ∆ ≥ 0, which means that R1 ≥ R2. If and only if
x = y, the “=” holds.
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