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A quantum broadcast communication and authentication protocol with a quantum one-time pad based on the
Greenberger—Horne—Zeilinger state is proposed. A binary string is used to express the identity of the receiver, which is
encoded as a single sequence of photons. The encoded photon sequence acts as a detection sequence and implements au-
thentication. An XOR operation serves as a one-time pad and is used to ensure the security of the protocol. The binary
string is reused even in a noisy channel and proves to be unconditionally secure. In contrast with the protocols proposed
by Wang et al. [Chin. Phys. 16 1868 (2007)] and Yang et al. [Chin. Phys. B 19 070304 (2010)], the protocol in this study
implements the identity authentication with a reusable binary string; no hash function or local unitary operation is used.
The protocol in this study is also easier to implement and highly efficient without losing security.
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1. Introduction

Cryptography is playing an increasingly important part in
our information-oriented society. With the rapid development
of quantum technology, especially the realization of quan-
tum computing, the current classical cryptography schemes
are potentially in danger. Quantum cryptography utilizes the
principle of quantum mechanics to provide unconditionally
secure information exchange. The quantum key distribution
(QKD),!'3! intended to create a private key between two re-
mote authorized users, is one of the most remarkable applica-
tions of quantum mechanics. Since Bennett and Brassard!!!
put forward the pioneering QKD protocol (BB84 protocol) in
1984, a lot of quantum information schemes have been pro-

(6-101 and quantum secret

posed, such as quantum teleportation
sharing.[11-16]

Recently, a novel concept, quantum secure direct commu-
nication (QSDC), has been proposed and pursued.!!7*! Un-
like QKD, QSDC aims to transmit the secret message directly
without first establishing a key to encrypt it. The research on
QSDC can be divided into the research with single photons
and that based on entangled states. Long and Liu first put
forward a QSDC scheme based on Einstein—Podolsky—Rosen
(EPR) pairs in 2000, in which the concept of quantum data
block was proposed to detect eavesdropping efficiently.!'”) In
2003, Deng et al. presented a two-step QSDC scheme by using

[18

entanglement pairs. '8! After that, Deng and Long developed

a QSDC scheme based on single photons, which acted as a

DOI: 10.1088/1674-1056/23/1/010305

quantum one-time pad cryptosystem.!'?! In 2005, Wang et al.
presented a QSDC scheme with high-dimension quantum su-
perdense coding!?”! and a multi-step QSDC scheme by using a
multi-particle Greenberger—Horne—Zeilinger (GHZ) state.[>!]
The order rearrangement of the particles is another impor-
tant method to improve the transmission security, which was
first proposed by Deng and Long in 2003.11 In 2006, Zhu
et al. put forward a QSDC scheme based on a secret trans-
mitting order of particles.??! Li ef al. questioned the secu-
rity of the protocol in Ref. [22] and pointed out that Trojan
horse attack strategies can be successfully implemented.>!
Wang et al. proposed a QSDC scheme based on an order
rearrangement of single photons.*! After that, Wang et al.
generalized it to a multiparty controlled QSDC scheme, which
could be applied to some special cryptographic tasks.!?®! Li
et al. then put forward a deterministic quantum secure direct
communication (DQSDC) scheme by using single photons!?’!
and a QSDC scheme based on pure entangled states'?’! in
2006 and 2007, respectively. Eavesdropping detection is an
important part of quantum communication, guaranteeing its
In 2009, Gao et al.
strategy by using two photons in each Bell state and mix-

security. presented a new detection
ing into the sending sequence randomly, thereby improving
the security and efficiency of the ping—pong protocol.!?8! Af-
ter that, Li ef al. put forward other efficient detection strate-
gies by using three-particle GHZ states,”! extended three-
particle GHZ states, ! four-particle cluster states!*?! and five-
particle cluster states,**! which brought higher eavesdropping
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detection probabilities. Yang et al. proposed the concept
of a generalized Bell state and unitary operations on the ba-
sis of logical qubits, based on which a QSDC scheme was
developed that was immune to collective noise.!*3! In 2011,
Wang et al. proposed a quantum hyperdense coding proto-
col with hyperentanglement and developed a QSDC scheme
based on this quantum hyperdense coding protocol.**! In the
analyzed the security of QSDC and

authentication protocol based on Bell states and presented

same year, Gao et al.
a man-in-the-middle attack.*>) Gu et al. proposed a two-
step QSDC scheme with hyperentanglement?’! and a robust
QSDC scheme with a quantum one-time pad over a collective-
noise channel. ¥ In 2012, Huang et al. put forward a QSDC
scheme against collective noise with decoy states based on
channel encryption.!*! Liu e al. proposed a high-capacity
QSDC scheme with single photons in both polarization and
spatial-mode degrees of freedom.*3] Ren er al. presented a ro-
bust QSDC scheme by using quantum dot-cavity systems. [+4]

Quantum broadcast communication (QBC)*351 s a
special QSDC which involves a sender and multiple

5.14] The sender transmits a secret message to a dy-

receiver
namically changing set of users via insecure broadcasting
channels. The broadcast encryption scheme ensures that only
the privileged receivers can recover the content subscribed and
the unauthorized users cannot learn anything. In 2007, Li et
al. put forward a multiparty quantum remote secret confer-
ence based on the same key being shared by all the parties
with GHZ states; the quantum secret conference is essentially
a QBC protocol, in which each conferee sends his secret mes-
sage to the others with a one-time pad crypto-system.[#¢! In
the same year, Wang et al. presented three QBC protocols in
which the identity authentication is implemented by using a
previously shared secret identity number and a hash function
with each user.[*”] In 2010,Yang er al. proposed two more
QBC protocols also based on shared secret identity number
and hash function with GHZ states, which improves the effi-
ciency compared with that of Wang ez al.!*®!

In this paper, a quantum broadcast communication and
authentication protocol is proposed with a quantum one-time
pad based on the GHZ state. It is similar to the protocol in
Ref. [46] in previously sharing a key and sending secret mes-
sages with one-time pad crypto-systems. The main difference
in this study is the addition of identity authentication. The
authentication of the receiver’s identity is implemented by us-
ing an unconditionally secure reusable identity string without
a hash function. The identity string of the receiver is encoded
as a single sequence of photons in Z basis or X basis. The
encoded photon sequence, which acts as a detection sequence,
not only guarantees the security of the quantum channel but
also validates the legitimacy of the receiver. Positions and
bases of the identity photons’ sequence in the information se-

quence are not publicly announced in the classical channel,
which ensures the unconditional security of a reusable iden-
tity string even in a noisy channel. The idea of reusing the
previously shared base string with unconditional security in
quantum cases was first proposed by Wen ez al.[>?! The clas-
sical XOR operation, serving as a one-time pad, is used to
ensure the security of the protocol. Compared with protocols
proposed by Wang et al.'*’! and Yang et al.1*8], 1) the proto-
col in this study implements the identity authentication with a
reusable identity string; 2) the hash function and local unitary
operations are not used; 3) the protocol in this study is eas-
ier to implement and has a high efficiency without losing the

security.

2. The protocol

Now let us briefly describe the three-party quantum
broadcast communication protocol. We suppose that the
sender, Alice, wants to transmit her secret message to two le-
gitimate receivers, say Bob and Charlie. Bob has a secret N-
bit string IDp representing his identity. Charlie has ID¢. Alice
shares IDp and ID¢. Suppose that Alice’s secret message M is
a series of classical numbers 0 and 1 in order.

Step 1 Alice prepares N ordered three-particle GHZ

states, each of which is in the state
_ b
V2
We denote the ordered N GHZ states by {[P;(1), P1(2), Pi(3)],

[P(1), P2(2), P,(3)], ..., [Pn(1), Py(2), Pn(3)]}, where the
subscript indicates the order of each state in the sequence and

|9) (1000) +[111))123. 1)

1, 2, 3 represent the three particles in each state. Alice takes
one particle from each state to form an ordered particle se-
quence, [Pi(1), P(1), ..., Py(1)], called S; sequence. The
remaining particles compose S, sequence [P;(2), P»(2), ...,
Py(2)] and S5 sequence [P;(3), P>(3), ..., Py(3)]. This is sim-
ilar to the original protocol.l!”]

Step 2 Alice prepares two N-qubits called Sipg and Sipc
respectively. That is, if the i-th bit of IDg or IDc is 0, she ran-
domly prepares the i-th qubit of Sipg or Sipc in |0) or |1) state;
otherwise she randomly prepares the qubit in |[4) or |—) state.
The Sipp and Sipc are used as decoy photons, as in Refs. [49]
and [50].

Step 3 Alice mixes Sipg and Sipc into S> and S3 ac-
cording to IDg and ID¢ respectively, forming S and S5. For
example, if the i-th bit of IDg is 0, Alice inserts the i-th photon
of Sipp behind the i-th photon in S»; if the i-th bit of IDg is 1,
Alice inserts the i-th photon of Sipg before the i-th photon in
S>. The same thing goes for Sipc and S3. Then Alice sends S’2
and S} to Bob and Charlie respectively.

Step 4 After Bob and Charlie receive S, and S} respec-
tively, Bob and Charlie extract Sipg and Sipc according to IDg
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and ID¢ and measure these photons in the right bases respec-
tively. That is, they use the basis Bz = {|0),|1) } when the
one-to-one bit in IDg or ID¢ is 0 and By = {|+),|—) } when
itis 1.

Step 5 Bob and Charlie announce the states of photons
in S;pp and Sipc they received; the basis information is not
included in this declaration, as in Ref. [35]. For example, Bob
and Charlie use bit 0 to denote states |0) and |+), and 1 for |1)
and |—). Alice compares Bob’s and Charlie’s results with the
initial states of Sipp and Sipc respectively. If the error rates are
low enough, Alice believes that Bob and Charlie are legal and
no eavesdropping exists. In this condition, the communication
goes on. Otherwise Alice interrupts it.

Step 6 Bob and Charlie measure each of the photons in
the S> and S3 sequences with the Z basis in order. They can
form a series of classical numbers Cs, and Cgz in order. Bob
and Charlie respectively tell Alice which photons in S> and S3
they have received. For photons lost in Step 2 or Step 3, Alice
discards the one-to-one matching photons in Step 1. For ex-
ample, if the 5th photon in S5 is not received by Bob and the
6th in S3 is not received by Charlie, then Alice discards the 5th
and the 6th in S;; Bob and Charlie do the same thing with S»
and S3 respectively.

Step 7 Alice measures each remaining photon in S; in
order with the Z basis (similar to the delayed measurement
technique in Ref. [51]) and forms a series of classical num-
bers Cs; in order. Suppose that the length of Cy is N;. Alice
takes the first N; bit from secret message M (called M) and
encrypts it with Cg; bit by bit using the XOR operation (M
XOR Cg; — C). Then Alice publishes C.

Step 8 Bob and Charlie decrypt C with Cs; and Cg3 bit
by bit respectively by using the XOR operation and obtain M
(C XOR Csp — M;,C XOR Cg3 — My).

Step 9 Bob and Charlie store secret message M.

Step 10 Alice, Bob and Charlie make a second transmis-
sion.

So+Sipp| S2 S1 S3 | Ss+Sipc
< 00 >
< 00 >
00 >

< »
<+ >

Charlie

Bob Alice

Fig. 1. Transmission of S, and S3 and authentication between sender
and receivers. The black dots are photons; the solid lines with arrow-
heads represent the transmission of photons in the quantum channel;
S> + Sipp represents mixing the photons in Sipg into S, according to
IDg bit by bit.

The three-party protocol can be easily generalized to a
multi-party one. Suppose that Alice is the sender, Bob is re-

ceiver one, Charlie is receiver two, ..., and Dick is receiver
m. Bob, Charlie, ..., and Dick have their secret N-bit strings
IDg, IDg, ...
tively. Alice shares IDg, IDc, ..

, and IDp representing their identities respec-
., and IDp. Alice prepares N
ordered m-particle GHZ states, each of which is in the state

1
V2

Alice takes one particle from each state to form an ordered se-

[0m) =—=(1000...0)+|T11... 1))123_m- @)

quence, called Sy sequence. The rest of the particles compose
S> sequence, S3 sequence, ..., and S, sequence, respectively.
Alice prepares m — 1 N-qubits called Sipg, Sipc, - - -, and Sipp
according to IDg, IDc, ..., and IDp respectively. Alice mixes

S1pB, SIDCS - - -, and Sipp into S», 53, ..., and S, according to
IDg, IDc, ..., and IDp respectively, forming S5, S5, ..., and
S,. Alice sends S5, S5, ..., and S, to Bob, Charlie, ..., and
Dick respectively. The details of the multi-party protocol are
very similar to those of the three-party one. The security of
the multi-party protocol is the same as that of the three-party

one.

3. Security analysis

Photons in sequence S| are measured with the Z basis in
order, and form a classical number sequence Cs;. In accord
with the uncertainty principle of quantum theory, Cs; is a real
random number used as a one-time pad to encrypt the secret
message using the XOR operation. The number Cg; is not
known by anybody except Alice, which ensures the security
of the protocol.

When Alice transmits S, and S3 to Bob and Charlie re-
spectively, she mixes Sipp and Sipc into S> and S3 according
to IDg and IDc respectively. The positions and bases of Sipp
and Sipc are secret and will not be publicly announced in a
classical channel, which prevents Eve from performing tar-
geted attacks and makes use of IDg and IDc in subsequent

[521 Suppose that Eve

communication unconditionally secure.
intercepts some photons called Sg. Because she does not know
which photons are detecting photons and which photons are
from S, or S3, to decrease the detection probability she can
only perform the same attack on all photons in Sg. Assum-
ing that Eve measures each photon in Sg with the X basis, she
has a 50% chance of measuring each photon with the correct
basis. However, because of not knowing which photons are
detecting photons, Eve cannot obtain any information about
IDg and IDc. Furthermore, because the positions of Sipg and
Stpc are secret, Eve cannot succeed in a correlation-elicitable
(CE) attack.

In Step 5, Bob and Charlie announce the states of the pho-
tons they received in Sipp and Sipc, but the basis information
is not included. In this step, Alice not only verifies the le-
gitimacy of Bob and Charlie but also detects eavesdropping
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without revealing any information about IDg and ID¢, which
makes IDg and ID¢ reusable in subsequent communication.

Obviously, in ideal cases, the protocol in this study is se-
cure. We can also verify that the protocol is secure in a noisy
channel. First, we can perform quantum privacy amplification
on the photons to make a perfect quantum state and perform
error correction on the measurement results. Second, in this
protocol, in each communication, there is a one-to-one rela-
tionship between photons in Alice’s S; , Bob’s S, and Charlie’s
S3; therefore, a secret message will not be encoded on photons
lost by eavesdropping or by noise in the channel, which en-
sures the accuracy of information and provides security. Third,
positions and bases of identity strings are secret and will not be
publicly announced, which makes their reuse unconditionally
secure[>?! even in a noisy channel.

4. Conclusion

In the QBC protocol presented in this paper, the secret
information can be securely transmitted to the receiver with-
out any useful information being leaked to an eavesdropper.
Compared with the protocols presented by Wang et al.!*’! and
by Yang et al.,'*¥! the QBC protocol in this paper has the fol-
lowing differences: the measurement result of S is used as a
one-time pad to encrypt the secret message by using the clas-
sical XOR operation; the identity strings of the sender and the
receiver can be reused with unconditional security even in a
noisy channel; there is only one measurement of photons in
the protocol; Sipg and Sipc act as detection sequences and are
mixed into S, and S3 according to IDg and IDc respectively;
the positions and bases of Sipp and Sipc will not be publicly
announced, which guarantees the security of IDg and ID¢ and
precludes CE attacks; local unitary operations are not used;
and no hash function is used in identity authentication.

In summary, a proposed QBC protocol based on a one-
time pad is introduced in full detail. The security of the proto-
col is analyzed. The protocol is easier to implement and highly
efficient without sacrificing security.
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