Chin. Phys. B Vol. 22, No. 9 (2013) 090311

Distributed wireless quantum communication networks”

Yu Xu-Tao(£& BT, XuJin(f&: #)®), and Zhang Zai-Chen(7K7E5))

) State Key Laboratory of Millimeter Waves, Southeast University, Nanjing 210096, China
b)Department of Physics, Southeast University, Nanjing 210096, China
©) State Key Laboratory of Mobile Communications, Nanjing 210096, China

(Received 23 January 2013; revised manuscript received 3 April 2013)

The distributed wireless quantum communication network (DWQCN) has a distributed network topology and trans-
mits information by quantum states. In this paper, we present the concept of the DWQCN and propose a system scheme
to transfer quantum states in the DWQCN. The system scheme for transmitting information between any two nodes in the
DWQCN includes a routing protocol and a scheme for transferring quantum states. The routing protocol is on-demand
and the routing metric is selected based on the number of entangled particle pairs. After setting up a route, quantum tele-
portation and entanglement swapping are used for transferring quantum states. Entanglement swapping is achieved along
with the process of routing set up and the acknowledgment packet transmission. The measurement results of each entan-
glement swapping are piggybacked with route reply packets or acknowledgment packets. After entanglement swapping, a
direct quantum link between source and destination is set up and quantum states are transferred by quantum teleportation.
Adopting this scheme, the measurement results of entanglement swapping do not need to be transmitted specially, which
decreases the wireless transmission cost and transmission delay.
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1. Introduction

The distributed wireless network is an architecture with
distributed nodes and without a central control node, such as
the ad hoc network and mesh network. !>l All nodes make de-
cisions based on their own local information. It has attracted
great interest for its flexibility and has wide applications in the
wireless area. However, due to the lack of a fixed infrastruc-
ture and all nodes sharing the open wireless channel, the dis-
tributed wireless network can be easily attacked.!>*! Security
is an important issue for the distributed wireless network.

Since the 1980s, the combination of quantum physics
with information technology has created a fundamentally new
mode of communication, which guarantees absolutely secure
communication and can improve the capacity of networks.>=1
Quantum entanglement is an important characteristic of quan-
tum physics. Based on quantum entanglement, teleportation,
and swapping, a quantum communication network can be
constructed and the information can be carried by quantum

[10-12] Recently, the research of quantum entanglement

states.
has made great progresses. Pan ef al. created an eight-photon
entanglement!'3! and carried out the experiment of topological
error correction with eight-photon cluster states.!'#! The quan-
tum teleportation and entanglement distribution over 100-km
free-space channels have also achieved.!!>! These technolo-

gies offer the possibility to construct large scale and complex
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wireless quantum communication networks.
Currently, most works focus on a simple network

¢, 11671831 4nd there are few studies on wireless quan-

contractur
tum communication networks with a complex infrastructure.
Cheng ef al. first investigated mobile wireless networks in
the quantum domain.!"”) They proposed a quantum routing
mechanism in a hierarchical network architecture to teleport
a quantum state from source to destination even though they
do not share Einstein—Podolsky—Rosen (EPR) pairs mutually.
Tan et al. proposed two heuristic algorithms to generate a con-
stant fidelity entanglement flow in quantum communication

(20 Zhou et al. proposed an automatic retransmis-

networks.
sion quantum synchronous communication protocol based on
quantum entanglement and solved the two-army problem with
EPR pairs and teleportation.!?!->? Yu et al. proposed a routing
protocol for a wireless ad hoc quantum communication net-
work (WAQCN).[23] In this paper, we integrate the distributed
wireless network with quantum physics to guarantee the secu-
rity of the network, named the distributed wireless quantum
communication network (DWQCN). We give the definition of
DWQCN and present a system scheme, including a routing
protocol and a special quantum information transfer scheme.
The system scheme of a DWQCN is adaptable to all wireless
quantum communication networks with distributed infrastruc-
tures, such as ad hoc infrastructures, mesh infrastructures, and
distributed cellular infrastructures. Therefore, compared with

*Project supported by the Science Fund for Creative Research Groups of the National Natural Science Foundation of China (Grant No. 60921063) and the Young
Scientists Fund of the National Natural Science Foundation of China (Grant No. 60902010).

fCorresponding author. E-mail: yuxutao@seu.edu.cn
© 2013 Chinese Physical Society and IOP Publishing Ltd

http://iopscience.iop.org/cpb http://cpb.iphy.ac.cn

090311-1


http://dx.doi.org/10.1088/1674-1056/22/9/090311
mailto:yuxutao@seu.edu.cn
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn

Chin. Phys. B Vol. 22, No. 9 (2013) 090311

the WAQCN, the DWQCN has wider applicability.

This paper is organized as follows. In Section 2, the net-
work model and characteristics of the DWQCN are presented.
In Section 3, a routing protocol to transfer information be-
tween any two nodes of the DWQCN by quantum states is pre-
sented. In Section 4, based on the routing protocol, a method
to set up a quantum channel is given. In Section 5, the per-
formance of the DWQCN is evaluated. Finally, we give the
conclusion of this paper.

2. Model of DWQCN

The distributed wireless quantum communication net-
work (DWQCN) is defined as follows. It has a distributed
topology, the network nodes are mobile quantum devices with
wireless communication capability; the nodes transmit infor-
mation mainly through a quantum channel with the classic
wireless channel as a supplementary one. In the DWQCN, the
information can be carried by quantum states through quantum
coding.

10 §s used to transfer

In this paper, quantum teleportation
a quantum state from one node to another via entangled parti-
cles, such as EPR pairs.!!!l The EPR pairs can be distributed
in advance and shared by nodes that are far apart. If there are
no direct EPR pairs between the source and the destination,

12131 can be technology used to form

entanglement swapping!
EPR pairs between the source and the destination. Because
of the quantum state transferred following the EPR pair be-
ing consumed, the EPR pair can be seen as a quantum link to
transfer the quantum state. So we define the quantum link as
follows. In the DWQCN, there exists a quantum link between
two nodes if and only if they share EPR pairs. The network
model is shown in Fig. 1. The dashed line presents the quan-
tum link and the real line expresses the wireless link. The
number between two nodes is the number of EPR pairs shared
by them. For two nodes, if there exist quantum and wireless
links simultaneously between them, they are neighbor nodes,
such as node A and node B. The topology of the DWQCN is
changed not only for the node joining or leaving, but also for
the change of the quantum links. Once the EPR pairs owned
by two nodes are exhausted, the topology of the DWQCN is
also changed.
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Fig. 1. Network model for DWQCN.

Teleportation and entanglement swapping need a classi-
cal channel to transmit measurement results. Therefore, in
Fig. 1, two nodes can transfer information by quantum states
if and only if there exist a hop-by-hop quantum channel and a
wireless channel simultaneously between them. The quantum
channel composes the quantum route and the wireless channel
composes the wireless route. The nodes in the quantum route
and those in the wireless route can be different. For exam-
ple, node D wants to communicate with node F. The quantum
route can be composed by routes DG and FG and the wireless
route can be composed by routes DG and DF. In this paper, to
simplify the route protocol, we select the route with the same
quantum route and wireless route.

3. Routing protocol for DWQCN

As in a traditional network, a routing protocol in the
DWQCN is used to set up and maintain routes between nodes.
The routing protocols for the traditional wireless distributed
networks can be divided into two main categories: table-driven
and on-demand.!¥ The on-demand routing protocols initiate a
route discovery procedure only when a node needs a route to
a destination and the procedure is adapt to the changing net-
works. Therefore, the routing protocol for the DWQCN is pro-
posed as an on-demand protocol.

In the DWQCN, information is carried by quantum states,
therefore a route in the DWQCN includes not only a wireless
route but also a quantum route. The wireless route is com-
prised by the nodes making up a hop-by-hop wireless path
from the source to the destination. The quantum route is com-
prised with the nodes sharing EPR pairs hop-by-hop from the
source to the destination. Because the wireless and quantum
links are all needed in quantum teleportation, the routing pro-
tocol in the DWQCN needs to find a route in which every hop
owns wireless and quantum links simultaneously. As defined
in Section 1, two nodes are considered as neighbor nodes in
the DWQCN if and only if there exist quantum and wireless
channels simultaneously. Therefore for the DWQCN, we can
choose a set of neighbor nodes to set up a route. For example,
in Fig. 1, route A—=B—D—E—H can be selected as the route
from A to H, however route A—+B—E—H cannot be selected
because nodes B and E are not neighbor nodes.

The routing protocol usually consists of three parts: (i)
route request, (ii) route set-up, and (iii) route maintenance.
The route request and route set-up constitute a route discov-
ery process to establish a route from the source to the destina-
tion. Each node maintains a route table. Route table entries
contain the destination address, next hop address, route cost,
sequence number for destination, and expiration time for the
entry. The sequence number is used for loop prevention and
as the route freshness criteria in ad hoc on-demand distance
vector AODV?# routing. For every reachable node, there is
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only a single route in the table to reduce the difficulty of man-
agement.

If the EPR pairs between two neighbor nodes are ex-
hausted, the quantum link between them will break. Therefore
the EPR pairs are the resource for transferring quantum states.
Different from a traditional wireless network using minimum
hop-count as the route metric, the DWQCN can use the num-
ber of EPR pairs between neighbors as the route metric. The
routing metric used in the proposed protocol is

M =max(N;), 1<j<m, (1)

where m is the number of selectable routes, N; is the mini-
mal number of EPR pairs between nodes in the j-th selectable
route. In the following, the basic procedure to set up and main-
tain the route from node A to node H in Fig. 1 is described in
detail to propose the basic mechanisms of our protocol.

3.1. Route request

In Fig. 1, once node A wants to send information to node
H, first it will check the route table for a fresh route to node
H. If there does not exist an available route to node H, a route
discovery process is initiated by node A. Node A broadcasts a
route request (RREQ) packet to its neighbors via the wireless
channel. The RREQ packet includes the addresses of source
and destination, sequence numbers of source and destination,
the address of the previous node, the value of routing cost, and
the request ID. The source sequence number adds 1 before be-
ing added to the RREQ. The initial value of the routing cost
is set to 0. The intermediate node receiving the RREQ will
check whether it has received the same RREQ. If received, the
RREQ is discarded; otherwise, the node will take the follow-
ing actions.

(i) Update the route cost in the RREQ. The number of
EPR pairs between the sending and the receiving nodes in the
RREQ is denoted as N. and the value of routing cost in the
RREQ is denoted as C;. If N, is zero, indicating that there
does not exist any wireless or quantum link, the RREQ is dis-
carded. Otherwise the node updates C;, if C; >N, or C; = 0,
set C; to Ne; if C:< Ne, C; is not changed.

(i1) Update the route table to set up a reverse route to the
source node. If there exists a fresh route to the source node,
the route cost in the route table is compared to C;. If the route
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cost in the route table is smaller, then the route entry to the
source is updated, and the cost is set to C.. The next hop ad-
dress to the source is replaced by the previous node address in
the RREQ.

(iii) Update the previous node address in the RREQ with
the current node address and broadcast the RREQ. At last, the
destination node may receive more than one RREQ from its
neighbors with different routes and will initiate a route set-up
procedure.

3.2. Route set-up

The route set-up procedure is initiated only by the desti-
nation node. A direct quantum link between the source and the
destination is also set up following the route set-up procedure.
The destination node selects an optimal route from the avail-
able routes according to the route cost and adds the selected
route to the route table. Assume there are two available routes,
one is A—B—D—E—H, and the other is A—-C—F—G—H.
The route costs for the two routes are 25 and 20, respec-
tively. Based on the routing metric, destination node H selects
A—B—D—E—H as the route from node A to node H. Node
H unicasts a route reply (RREP) packet to node E. The RREP
packet includes the addresses of source and destination, desti-
nation sequence number, the address of the previous node, and
the route cost to the destination. The initial value of the route
cost is zero. After receiving the RREP, node E will take the
following actions.

(i) Update the route cost in the RREP. The number of EPR
pairs between the sending and the receiving nodes in the RREP
is denoted by N., and the route cost in the RREP is denoted by
C.. The process of updating the route cost in every intermedi-
ate node is as follows. If C/ >N or C/=0, set C, to N.; if C <
N, C/ is not changed. For node E, the route cost in the RREP
is updated to N..

(i1) Update the route table to set up the route to the des-
tination node with the selected route. The route cost of the
route entry to the destination node is set to C, and the next
hop to node H is set to the previous node in the RREP. In this
example, the previous node of node E is node H.

(iii) With receiving RREP, node E triggers an entangle-
ment swapping and a quantum link between node H and node
D is set up. The measurement results of entanglement swap-
ping are piggybacked onto the RREP.
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Fig. 2. Selected route in the example.
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(iv) Node E sends the RREP to node D.

After receiving the RREP, node D conducts the same pro-
cedure as node E. By this way, the RREP is received eventually
by node A and a quantum link from node A to node H is set
up simultaneously. Node A adds the route entry to destina-
tion H. After the route discovery, the numbers of EPR pairs
shared between neighbors in the selected route are shown in
Fig. 2. Compared with the status shown in Fig. 1, the number
of EPR pairs in the selected route decreases by 1 because of
the entanglement swapping.

3.3. Route maintenance

The same as the route maintenance in AODV, each node
in an active route needs to monitor the connectivity to the next
hop. This connection includes wireless and quantum links.
For the wireless link, each node broadcasts a HELLO mes-
sage to its neighbors periodically. If a node does not receive
the HELLO message from a neighbor for a certain time, it
considers that the wireless link between them is broken. For
the quantum link, if the EPR pairs between two nodes are ex-
hausted, it considers that the quantum link between them is
broken. When a node detects that a wireless or quantum link
to the next hop in an active route is broken, it informs the
source node with a route error (RERR) packet. All unreach-
able destinations are listed in the RERR. Every intermediate
node deletes the unreachable route and forwards the RERR un-
til it reaches the source node. Then the source node reinitiates
aroute discovery process to find a new route to the destination
node.

4. Quantum information transfer scheme

Using the proposed routing protocol, entanglement swap-
ping is operated following the transmission of the RREP.
When the RREP reaches the source node, one particle of the
source has been entangled with that of the destination. For the
selected route A—B—D—E—H, the quantum logic circuit for
quantum teleportation and entanglement swapping is shown in
Fig. 3. Assume x is the particle carrying information, its state
can be expressed as

) = a|H) +B|V), 2

where & and 8 are complex numbers and ||a||> + || B]|* = 1,
|H) and |V) denote the horizontal and vertical polarization
sates of this particle, respectively.

In the following, the transmission process of a quantum
state in the DWQCN is described in detail. When the RREP
reaches node E from node H, an entanglement swapping is
used to generate an EPR pair between nodes H and D. As
shown in Fig. 3, particles E, and H; form an EPR pair, D,
and E; also form an EPR pair. There are four possible Bell

states for an EPR pair

1
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1
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lv™) 7
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07 )eom, = (IH)g, |H)y, +V)g, V), )/ V2. the total four-
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Fig. 3. The quantum logic circuit.

At node E, using the Bell-sate measurement to E; and E;
will make them entangled. Consequently, H; and D, will also
become entangled and the entanglement swapping is achieved.
The quantum logical circuit of entanglement swapping is com-
posed by a CNOT gate and a Hadamard gate as shown in
Fig. 3. By using the CNOT gate to E; and E;, the four-particle
state becomes

O)puran, = 5 s ), (A, [y, + V), V)
V0V, (V)i i, + ), Vg - 5)

After applying the Hadamard gate to E, we have

‘¢>D251E2H1
= TXIEHH>D2(\H>E1 +V)e ) ([H)g, [H)y, + Vg, [V)u,)
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+ Vi, (IH)E, = Ve ) (IV)g, [H)h,

This equation can be rewritten in the basis of Bell states of E;
and E;

+1H)g, |Viu, )l (6)

|¢>DzE1E2H1

2f[IH>E1\H>E2(\ )0, H ), + V)0, [Vin,)
+1H)e, Ve, ([H)p, [Vin, +V)p, [ H)y,)

+ Ve [H)e, ([H)p, [H)y, — V), [V)u,)

+ Ve Ve, (1H)p, Vg, = V)b, [H)y,)l- )

Note that after the entanglement swapping, particles D,
and H; are entangled. The Bell state of D, and H; depends
on the states of the two particles held by node E. For exam-
ple, if the measurement result of E; and E; is |[HH >E1Ez’ the
state of D, and Hy must be (|H)p, |H)y, + ‘V>D2‘V>H|)/\/§'
The measurement results, represented by 2 bits of classical in-
formation, are piggybacked with the RREP to node D. Node D
obtains the Bell state of D, and H; by the measurement results
and will do entanglement swapping as node E. Every interme-
diate node operates in the same way as node E. At last, particle
A1 at node A and particle H; at node H form an EPR pair and
the measurement results of B; and B, are sent from node B
to node A. Node A obtains the Bell state of A; and H; by the
measurement results. A direct quantum link from the source to
the destination is set up. After that, node A transfers the state
of x by quantum teleportation. Assume the Bell state of A; and
Hyis (|H)a, [V)u, — |H)a, |V)H1)/ﬂ, node A makes a joint
Bell-state measurement on particles x and Aj. The quantum
logical circuit of measurement is shown in Fig. 3. The entire
system can be written as state |x)x ® |y )4, H,. After applying
the CNOT and Hadamard gates, the state can be written as

|W>XA1H1

= (@/2)(|H)+ V) )(H)a, Ve, = V)a, [H)u,)

+(B/2)(H) = V) )(IV)a, Vn, — [H) o, [H) g, )- (8)
The equation can be rewritten as
[W)xa
= %[(|H>XIH>A1 FIVIVa ) (@V)y, = BlH)y,)
+(H)H) o, = V) [V)a ) (@V)y, +BlH)y,)
+(H) V) A, IV H) 5 ) (—alH)y, +BIV)y,)
+(H)V)a, = V)i H) A ) (—alH)y, = BIV)y )l (9)

Clearly, particles x and A are projected into an EPR pair
with one of the four Bell states and H; is projected into a state
which is uniquely related to the original state of x. At node
A, the measurement results of the state of x and A; (2 bits of
classical information) are sent to node H by a wireless chan-
nel. The packet is called a quantum teleportation measurement

results (QTMR) packet. It includes the addresses of source
and destination, the measurement results, and a flag to indicate
whether the information transmission from node A to node H
is finished. From the QTMR, node H gets the state of x and
A and performs a corresponding linear unitary operation on
particle H; to obtain an exact replica of the state of x.

After obtaining the information, node H sends an ac-
knowledgement (ACK) packet to node A. The flag in the
QTMR is copied into the ACK packet. The intermediate node
receiving the ACK checks the flag. If the information trans-
mission is not finished, the node does entanglement swapping
to set up a new quantum link from the source to the destina-
tion. The measurement results of entanglement swapping are
piggybacked with the ACK hop by hop. Node A receiving
the ACK gets the state of a new EPR pair between A and H
and uses quantum teleportation to transmit new information.
The process is repeated until the information transmission is
finished (flag=0).

During all information transmission processes, every in-
termediate node performs entanglement swapping following
the routing set-up or acknowledgment process. During the in-
formation transmission processes, the messages transmitted on
the wireless channels are shown in Fig. 4. The measurement
results of entanglement swapping are transmitted piggybacked
with control messages and do not consume additional wireless
resources.

source destination

—mee
| meme

QTMR (flag=1)

route
discovery

~
ACK (flag=1)
quantum state
transfer t
QTMR (flag=0)
ACK (flag=0)
-

Fig. 4. Messages transmitted on wireless channels.

5. Performance evaluation

For the traditional on-demand routing protocols in wire-
less networks, if an intermediate node has a valid route to the
destination, it will reply to the source with an RREP and the
route is selected by the source. For the routing protocol in
the DWQCN, the intermediate node dose not send an RREP
even if it has the valid route to the destination and the route
is selected by the destination. These special characteristics
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are more adapted to the DWQCN, because the valid state for
a route in the route table will remain for some time but the
number of EPR pairs are changing constantly with quantum
state transferring. The destination node chooses a route and
the route metric is decided by the number of EPR pairs, which
is more suitable for the current status of network.

In our scheme, the measurement results of entanglement
swapping are piggybacked with the control message and do
not need to be transmitted separately. Compared with the
quantum information transmission scheme in Ref. [23], which
needs to transmit the measurement results separately, the infor-
mation transmission scheme in this paper decreases the trans-
mission cost and delay.

We simulate the performances of the DWQCN with the
proposed scheme using a discrete event driven method. In our
simulations, the network area is 600 m x 600 m. The nodes are
uniformly distributed in a random way and each node selects
its destination node randomly. A node shares EPR pairs with
nodes within its wireless transmission range. The initial num-
ber of EPR pairs between any neighboring nodes is set to a
random value between 1000 and 2000. The physical layer has
a bi-directional wireless channel and each node has a wireless

171 is used

bandwidth of 11 Mbps. A random way-point model
as the movement model. In this model, a node selects a loca-
tion in the specified network area randomly, then moves to that
point with a constant speed which is selected randomly within
apreset speed range (0, Vinax), where Vipax is the maximal mov-
ing speed of nodes. After reaching the objective location, the
node stays there for a pause time and then moves again. We
change the effective transmission range and the value of Viax.
The main evaluation measurement in the simulation is the av-
erage route discovery time, which is the average time from
the source node sending an RREQ to receiving an according
RREP from the destination node. The results are shown in
Fig. 5.

As shown in Fig. 5, with the same number of nodes, the
route discovery time decreases with the increase of the single-
hop wireless transmission range. A larger wireless transmis-
sion range makes more nodes become neighbors, so the av-
erage number of hops between two nodes in the network de-
creases. When the wireless transmission range is 100, a larger
number of nodes will lead to a smaller route discovery time.
The reason is that when the transmission range is small, there
exist fewer available routes. When the number of nodes in-
creases, the available routes also increase. When the wireless
transmission range is 200, a larger number of nodes will lead
to a longer route discovery time. The reason is that when the
transmission range is larger, there are more available routes.
But with the increase of node number, the number of broad-
casted route request messages increases rapidly, which leads
to more queuing time and confliction. Therefore the route dis-

covery time will also increase.

—¥— transmission range 100 m (30 nodes)
—A— transmission range 200 m (30 nodes)
[ —©— transmission range 100 m (50 nodes)
—#— transmission range 200 m (50 nodes)

[N}
o

—
(S}
”1

Average route discovery time/s
[
=)

0.5
X A X N
0 L L
0 5 10 15 20
‘/;uux/m'sil

Fig. 5. Average route discovery time.

We then discuss the security of the DWQCN. The fol-
lowing method can be used to improve the security of the
DWQCN. Before distributing the entangled particles, a pream-
ble sequence is sent to avoid the replacement or destruction.
For the sender and receiver of the entangled particles, the
preamble sequence is composed by a serial of particles with
known states in a predefined order. For example, the polar-
ization direction of particle 1 is linear and the polarization di-
rection of particle 2 is orthogonal. If an adversary replaces or
destroys the particles in the preamble sequence, he cannot send
the particle with the same state to the receiver because the state
of this particle is unknown. Therefore, if any state of the re-
ceived particles is not correct, the receiver will know that there
exists an adversary. During the process of teleportation and
swapping, the measurement results will be transmitted safely

[25]

by using traditional secret communication methods,'>! such

as asymmetric or public key cryptography.

6. Conclusion

In this paper, a system scheme including a routing proto-
col and a quantum information transfer is proposed to transfer
quantum states carrying information between any two nodes
in the DWQCN. Because the information is transmitted with
quantum states, the number of EPR pairs between neighbors
is used as the routing metric. This routing protocol is on-
demand. The routing request packets are transmitted by a
wireless channel and the selected route is decided by the des-
tination node, which is adapted to the current distribution of
EPR pairs in the network. Quantum teleportation is used for
transferring quantum states. If the source and the destination
nodes do not share EPR pairs mutually, entanglement swap-
ping is used. Entanglement swapping is operated with the
process of transmitting RREP or ACK. The measurement re-
sults of entanglement swapping are piggybacked with RREP
or ACK, which decreases the transmission cost and delay.
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