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This paper points out that, due to a flaw in the sender’s encoding, the receiver in Gao et al.’s controlled quantum
secret direct communication (CQSDC) protocol [Chin. Phys. 14 (2005), No. 5, p. 893] can reveal the whole secret message
without permission from the controller. An improvement is proposed to avoid this flaw.
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1. Introduction
Controlled quantum secure direct communication

(CQSDC),[1–10] a type of the quantum secure direct commu-
nications firstly proposed in 2002,[11] which enables a sender
to communicate with a receiver without any pre-shared key,
under the supervision of a controller, is an important research
topic in quantum cryptography.

In 2005, Gao et al.[1] proposed a CQSDC protocol based
on controlled teleportation technology. The sender gener-
ates single photons in the X basis {|+〉 , |−〉} according to
his/her secret bits, where |+〉 = (|0〉+ |1〉)/

√
2, and |−〉 =

(|0〉− |1〉)/
√

2. With the help of the controller, these photons
are teleported to the receiver, and then the receiver can mea-
sure them to reveal the secret message under the permission of
that controller. Because of the use of quantum teleportation,
the quantum channel between the sender and the receiver is
not required, which further reduces the use of optics devices.
However, due to a flaw in the sender’s encoding function, the
receiver can obtain the secret message directly by measuring
his/her qubits, without the controller’s permission (i.e., the
controller’s measurement result). This study points out this
loophole in Gao et al.’s protocol, and proposes an improve-
ment to avoid the loophole. The rest of the article is organized
as follows: Section 2 reviews Gao et al.’s CQSDC protocol.
The security loophole is described in Section 3, and Section 4
gives an improved protocol. Finally, a conclusion is given in
Section 5.

2. Review of Gao et al.’s CQSDC protocol
This section reviews Gao et al.’s CQSDC protocol based

on the controlled quantum teleportation strategy. The protocol
which includes the sender, Alice, the receiver, Bob, and the
controller, named Charlie, can be described as follows:

Step 1 The controller, Charlie, prepares a sequence of
three-particle GHZ-like states:

|ξ 〉= (|000〉+ |110〉+ |011〉+ |101〉)/2.

Let Q′A (Q′B, Q′C) be an ordered set includes all the first (sec-
ond, third) particles in the sequence. The controller distributes
the Q′A sequence to Alice, and the Q′B sequence to Bob using
the block transmission strategy.[11]

Step 2 Alice, Bob, and Charlie choose a subset of par-
ticles randomly, and then discuss publicly to make sure that
the entanglement relationship is still exists. After the discus-
sion process, the remaining particles in the set Q′A (Q′B, Q′C)
are denoted as QA (QB, QC).

Step 3 Alice generates a particle sequence QM according
to her secret message, M. If the secret bit is 0 (1), she will
generate |+〉M = (|0〉+ |1〉)/

√
2 (|−〉M = (|0〉− |1〉)/

√
2).

Step 4 If Charlie allows the communication between Al-
ice and Bob, he will measure each particle in his sequence
QC in the Z basis {|0〉 , |1〉} (the first permission). Then Alice
takes the Bell measurement on the particles from the sequence
QA and QM , and Alice will send her measurement results to
Bob. Then, if Charlie permits Bob to read Alice’s secret, he
will publicly announce his Z-basis measurement result (the
second permission).

Step 5 To recover the quantum state of Alice’s secret
message, Bob performs the unitary operations according to
Charlie and Alice’s measurement results. All the eight pos-
sible measurement results of Charlie and Alice and the cor-
responding unitary operations are listed in Table 1, where the
Bell states are defined as |Φ+〉 = (|00〉+ |11〉)/

√
2, |Φ−〉 =

(|00〉− |11〉)/
√

2, |Ψ+〉 = (|01〉+ |10〉)/
√

2, and |Ψ−〉 =
(|01〉− |10〉)/

√
2; the unitary operation are defined as I =

|0〉〈0|+ |1〉〈1|, X = |0〉〈1|+ |1〉〈0|, Z = |0〉〈0|− |1〉〈1|, and
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ZX = −|0〉〈1|+ |1〉〈0|. After performing the unitary opera-
tion on each particle of the sequence QB, Bob measures them
in the X basis to reveal Alice’s secret message.

Table 1. The unitary operation table to Bob with |ξ 〉. The second and
third columns are the state of qB after Step 4. To recover the state of qB
to the teleported state in qM , the corresponding unitary operation in the
fourth column has to be performed on qB.

Charlie and Alice’s State of qB State of qB
Unitary operationmeasurement result (qM = |+〉) (qM = |−〉)

|0〉C |Φ+〉MA |+〉 |−〉 I
|0〉C |Φ−〉MA |−〉 |+〉 Z
|0〉C |Ψ+〉MA |+〉 −|−〉 X
|0〉C |Ψ−〉MA |−〉 −|+〉 ZX
|1〉C |Φ+〉MA |+〉 −|−〉 X
|1〉C |Φ−〉MA |−〉 −|+〉 ZX
|1〉C |Ψ+〉MA |+〉 |−〉 I
|1〉C |Ψ−〉MA |−〉 |+〉 Z

It should be noted that there are two permissions in this
protocol. The first one is the “measurement action” by the
controller, Charlie, given in Step 4. If Charlie did not mea-
sure his qC (in QC) in the Z basis, Alice’s secret state (i.e., qM)
would not be able to teleport to Bob’s qB, where qB denotes
any qubit in the quantum sequence QB. Hence, the first per-
mission controls if Alice is allowed to transmit her secret mes-
sage. And the second permission is Charlie’s measurement re-
sult on each qubit in sequence QC, in Step 4, which controls if
Bob can reveal Alice’s secret or not. That is, without knowing
Charlie’s measurement result, Bob cannot perform the corre-
sponding unitary operation on qB to recover the state qM from
qB.

3. A security loophole in Gao et al.’s CQSDC
protocol
According to the quantum property, the phase of a qubit

does not affect its value (i.e., its measurement result). For ex-
ample, the X-basis measurement result of both qubits |+〉 or
−|+〉 is |+〉. Equation (1) shows the result of each unitary
operation performed on an X-basis qubit. It can be seen that
the unitary operations I and X do not change the value of an
X-basis qubit, but the unitary operations Z and ZX do.

I |+〉= |+〉 ,

I |−〉= |−〉 ,

X |+〉= |+〉 ,

X |−〉=−|−〉 ,

Z |+〉= |−〉 ,

Z |−〉= |+〉 ,

ZX |+〉= |−〉 ,

ZX |−〉=−|+〉 , (1)

In Gao et al.’s CQSDC protocol,[1] because the qubit of
Alice’s secret message, qM is produced in the X basis, the state
of the teleported qubit is thus in the X basis before Bob per-
forms the recovering unitary operation (see the second and the
third columns of Table 1). Therefore, in Step 5 of Gao et al.’s
protocol, Bob can directly measure his particle qB in the X ba-
sis without performing any unitary operations on his qubits,
and then determines whether to flip the value or not accord-
ing to the unitary operation table. That is, if the corresponding
unitary operation is Z or ZX , he will flip the value to obtain
the secret message. For example, if Bob’s measurement result
is |−〉, which corresponds to the classical bit “1”, and thus he
knows the required unitary operation is Z. Then, he knows that
Alice’s secret message is “0” because Z |−〉= |+〉.

In Table 1, the unitary operation is either Z or ZX (I or
X) when Alice’s measurement result is |Φ−〉MA or |Ψ−〉MA

(|Φ+〉MA or |Ψ+〉MA). This property is independent of Char-
lie’s measurement result. Hence, in Step 4, if Charlie and
Alice have already measured their particles, and with Alice’s
published measurement results, Bob is able to determine the
secret message directly without the second permission from
Charlie. For example, if Alice’s published Bell measurement
result is |Ψ−〉MA, and Bob’s measurement result is |+〉B on his
particle qB, then the secret message from Alice is 0 = 1, where
i represents an NOT operation, for i = 0,1.

4. The improvement
This section presents an improved protocol to avoid the

security loophole in Gao et al.’s CQSDC protocol. The im-
proved protocol is described as follows.

Step 1–2 The controller produces and distributes GHZ-
like states to Alice and Bob as described in Section 2.

Step 3′ According to her secret message M, Alice pro-
duces the quantum sequence QM in Z basis, i.e., Alice pro-
duces |0〉 (|1〉) if her secret bit is 0 (1).

Step 4–5 The rest the of steps are the same as the orig-
inal protocol described in Section 2. With the help from the
controller, the qubits in QM will be teleported from Alice to
Bob.

For those Z-basis qubits, the unitary operations I and Z
do not affect the value of them, but the unitary operations X
and ZX will flip the value of the Z-basis qubits (see Eq. (2)).
Hence, the receiver, Bob can measure qB in the Z basis after
Alice’s Bell measurement. Then he can recover the measure-
ment result to Alice’s secret according to the demanded uni-
tary operation one of { I, Z } or { X , ZX }.

I |0〉= |0〉 ,

I |1〉= |1〉 ,

X |0〉= |1〉 ,
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X |1〉= |0〉 ,
Z |0〉= |0〉 ,
Z |1〉=−|1〉 ,
ZX |0〉=−|1〉 ,
ZX |1〉= |0〉 , (2)

However, if Bob tries to reveal the secret without Char-
lie’s measurement result, Table 2 shows that each Bell mea-
surement result has two possible unitary operations, in which
one will change the qubit’s value and the other will not. For
example, if Alice’s measurement result is |Ψ+〉MA, the corre-
sponding operations are I and X , where X changes the value of
a Z-basis qubit, but I does not. Hence, after Bob measures his
qubit, qB in Z basis, without knowing Charlie’s measurement
result on qC, he cannot decide whether he should flip the value
of his measurement result or not. In other words, Bob can
reveal Alice’s secret message only if he receives the second
permission from Charlie.

Table 2. The unitary operation table to Bob with |ξ 〉 and qM in the Z
basis.

Charlie and Alice’s State of qB State of qB
Unitary operationmeasurement result (qM = |+〉) (qM = |−〉)

|0〉C |Φ+〉MA |0〉 |1〉 I
|0〉C |Φ−〉MA |0〉 −|1〉 Z
|0〉C |Ψ+〉MA |1〉 |0〉 X
|0〉C |Ψ−〉MA |1〉 −|0〉 ZX
|1〉C |Φ+〉MA |1〉 |0〉 X
|1〉C |Φ−〉MA |1〉 −|0〉 ZX
|1〉C |Ψ+〉MA |0〉 |1〉 I
|1〉C |Ψ−〉MA |0〉 −|1〉 Z

5. Conclusion
This study points out a security loophole in Gao et al.’s

CQSDC protocol. Because of the loophole, Bob can directly
measure his particle qB in the X basis to reveal the secret
message of Alice directly without Charlie’s second permission
(i.e., the measurement result). To overcome this loophole, an
improved protocol is presented. By changing the state of Al-
ice’s message qubits from the X basis to the Z basis, the weak-
ness in the original protocol can be solved. The security of the
improved protocol (the same as the original protocol) is based
on quantum teleportation.
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