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An LCOR model for suppressing cascading failure in
weighted complex networks∗
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Based on the relationship between capacity and load, cascading failure on weighted complex networks is investigated,
and a load-capacity optimal relationship (LCOR) model is proposed in this paper. Compared with three other kinds of load-
capacity linear or non-linear relationship models in model networks as well as a number of real-world weighted networks
including the railway network, the airports network and the metro network, the LCOR model is shown to have the best
robustness against cascading failure with less cost. Furthermore, theoretical analysis and computational method of its cost
threshold are provided to validate the effectiveness of the LCOR model. The results show that the LCOR model is effective
for designing real-world networks with high robustness and less cost against cascading failure.
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1. Introduction
Cascading failure is a failure in a system of intercon-

nected parts in which the failure of a part can trigger the fail-
ure of successive parts, and the entire system may be affected
even though intentional attacks and random failures emerge
very locally.[1] This issue is crucial for many networked struc-
tures such as power grids, computer networks, transportation
networks, etc. Evidence has demonstrated that in such a net-
work, when an element fails, its ‘load’ (e.g., power, infor-
mation, or traffic flow) is redistributed to the other elements
of the network. Some of the increased load may then ex-
ceed the capacity of their respective element, leading to fur-
ther failures and eventually to a cascading breakdown of the
entire network.[2–4] Instances of breakdown with severe conse-
quences include power outages,[5] internet congestion,[6] traf-
fic jams,[7] and many other problems of social and economical
systems.[8–10] Examples include large blackouts in the US due
to failure in the power grid and the rail and road traffic disrup-
tion due to snowstorm in southern China.

Many studies have been devoted to the field of controlling
cascading failure.[11–15] While these are applicable solutions,
they cannot eliminate all failures.[16] How to improve the net-
work robustness against cascading failure and how to design
manmade networks with lower cost are two important prob-
lems. The study on the relationship between load and capac-
ity is one of the most effective ways to solve the above prob-
lems, which has drawn a great deal of attention in the past
decades.[17,18] Previous studies on cascading failure in net-
works assume that the capacity of an element is directly pro-

portional to its initial load. For example, Wang and Chen[19]

investigated the cascading failure on weighted complex net-
works by adopting a local weighted flow redistribution rule
(LWFRR), and the strongest robustness against cascading fail-
ure at a specific weighting strength was found in this model.
The relationship between the edge capacity Ci j and the initial
load Li j is Ci j = T Li j, where T is a capacity parameter. There
exists a critical threshold Tc (minimum threshold) at which re-
moval of any one edge no longer leads to cascading failure.
The critical threshold Tc is the maximum of the critical thresh-
olds of edges, and substantial useless capacity exists in other
edges. Although the linear relationship can realize the robust-
ness against cascading failure, it wastes much cost.

The study on the nonlinear relationship between capacity
and load started with the work of Kim and Motter.[20] It was
shown that real systems tend to have larger unoccupied por-
tions of the capacity on network elements with smaller capac-
ity, which contrasts with key assumptions involved in previ-
ous studies. It was then shown that the nonlinear relationship
could better improve the network robustness against cascad-
ing failure with less cost, and many load-capacity nonlinear
models were proposed for controlling cascading failure. For
example, a high robustness and low cost model for cascading
failure was proposed by Wang and Kim.[21] In this model, the
capacity of a node is assigned by a monotonically increasing
function of its load. With the use of a simple functional form
with two free parameters, the authors proved that it is possible
to make networks more robust while spending less cost. Yang
and Wang[22] discovered an effective solution to suppress cas-
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cading failure in complex networks. In this model, the rela-
tionship between the node capacity Ci and the initial load Li is
Ci =α+βLi, where α ≥ 0 and β ≥ 0 are the capacity parame-
ters. Another load-capacity nonlinear model was proposed by
Dou and Zhang,[23] which is Ci j = Li j + βLα

i j, with α and β

being capacity parameters. In addition, negative exponential
relationship was found between α and β under certain condi-
tions.

In order to investigate cascading failure based on the re-
lationship between load and capacity, we assume that: the cas-
caded effect of failure is only considered in the edges; the load
of edges is their initial weights; the process of cascading fail-
ure complies with the LWFRR; the network robustness is de-
scribed as the removal of any one edge does not lead to cascad-
ing failure; and, the cost of network is the ratio of total capac-
ity to total load. In such case, the load-capacity optimal rela-
tionship (LCOR) model is proposed in this paper. We compare
the cost thresholds of four kinds of models: the LCOR model;
the load-capacity linear model Ci j = T Li j; the nonlinear rela-
tionship model Ci = α + βLi; and the nonlinear relationship
model Ci j = Li j +βLα

i j. Numerical simulations are performed
on a number of model networks such as random networks,[24]

small-world networks,[25] and scale-free networks.[26] Further-
more, we consider a number of real-world networks includ-
ing the Chinese railway network, the US airports network,
and the Shanghai metro network. We found that the LCOR
model is highly robust against cascading failure with less cost.
Through theoretical analysis and computational method of its
cost threshold, we prove the effectiveness and universality of
the LCOR model.

2. Cascading model

We use the LWFRR to investigate the cascading failure in
weighted complex networks, which is introduced in Ref. [19].
In the LWFRR, when an edge is subjected to an attack and re-
moved from the network, the load passing through this edge
is redistributed to its neighboring edges. As a consequence,
the load of each neighbor edge increases proportionally to its
weight. More precisely (see Fig. 1),

∆Lmn = Lmn
Li j

∑
a∈Γm

Lma + ∑
b∈Γn

Lnb
, (1)

where Γm and Γn are the sets of neighboring nodes of vm and
vn, respectively (note that Γm does not include node vn, and Γn

does not include node vm). The Lmn is the load on the edge emn

before being broken, and ∆Lmn is the additional load that the
ei j receives.

j

i↼m↽
n

emn

DLmn

(Lmn/wmn)

Fig. 1. (color online) Illustration of the LWFRR triggered by an edge-
cut-based attack. The initial load Lmn of the edge is considered to be its
weight. Edge emn is broken and the load along it is redistributed to the
neighboring edges connecting to both ends of vm and vn. Among these
neighbor edges, the one with higher weight will receive higher shared
load from the broken edge.

On one hand, the capacity Ci j of edges determines the
maximum load that the edge can handle. In the cascading fail-
ure process, the load at some edges may exceed their capacity
and failure occurs consequently. For example, if

Ci j < Li j +∆Lmn, (2)

then the edge ei j fails, the process of edges failure and load re-
distribution is repeated until no edge fails, at which point the
cascading failure process can be regarded as being completed.

On the other hand, if we do not consider the cost of net-
works, cascading failure could never happen by assigning high
value to capacity. However, in practice, the capacity is limited
severely by cost. For quantitative characterization, we define
the cost of a network as the ratio between the total capacity
and total load, namely,

E =
1
M ∑Ci j/Li j, (3)

where M is the number of edges, and the sums are taken over
all edges of the network.

To explore the effect of a small initial attack on four kinds
of models, we cut only one edge ei j initially and calculate the
avalanche size Si j (the number of broken edges) after the cas-
cading failure process is over. To quantify the robustness of
the whole network, we adopt the normalized avalanche size
SN = ∑

i j
Si j/M obtained via summation over all the avalanche

sizes by cutting each edge initially at each time divided by the
total number of edges M.

There exists a cost threshold Ec. It is a minimum thresh-
old at which removal of any one edge does not lead to cascad-
ing failure. More precisely,

SN = 0, (E > Ec),

0 < SN ≤M, (E < Ec),
(4)

when E > Ec, no cascading failure occurs; while for E < Ec,
SN increases and the cascading failure emerges. The lower the
avalanche size SN is, the more robust the network is against
cascading failure.
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3. Load-capacity optimal relationship model
The capacity of an element was assumed to be directly

proportional to its initial load in the previous studies, and then
many nonlinear models were proposed for the study of sup-
pressing cascading failure. As an edge fails, its load shifts to
neighboring edges in the network, and some of those neighbor-
ing edges might be pushed beyond their capacity, which will
get broken in turn and shift their load onto other neighboring
edges. Thus, to suppress cascading failure, the following con-
dition should be satisfied in the neighboring edges of emn (see
Fig. 1):

Ci j ≥ Li j +∆Lmn, (5)

where ei j is an arbitrary edge in the set of neighboring edges
of emn. It follows from Eqs. (1) and (3) that

Ei j =
Ci j

Li j
≥ 1+

Lmn

∑
a∈Γm

Lma + ∑
b∈Γn

Lnb
. (6)

This indicates two points: first, the cost Ei j relates to
the initial load of emn and the sum of load on the neigh-
boring edges of emn, but not its own load; second, when
Ci j = Li j +∆Lmn, for arbitrary one edge emn in the network,
the cost thresholds of the neighboring edges of emn for resist-
ing the load redistribution from emn are the same.

To avoid the emergence of cascading failure with the least
cost, we assume Ci j = Li j+∆Lmn. For arbitrary one edge ei j in
the network, emn is arbitrary one of its neighboring edges. The
Ei j is the cost of the edge ei j to avoid the emergence of cas-
cading failure caused by the break of edge emn, and different
emn will need different cost Ei j. Thus, we choose the maxi-
mum one to ensure that the breaking of any one edge in the set
of neighboring edges of ei j does not lead to cascading failure.
More precisely,

Ci j = max(Ei j)Li j, (7)

where Ei j is the cost to avoid the emergence of cascading fail-
ure caused by the broken of an edge in the set of neighboring
edges of ei j. Based on Eq. (7), we present the LCOR model as
follows:

Ci j = max

(
1+

Lmn

∑
a∈Γm

Lma + ∑
b∈Γn

Lnb

)
Li j, (8)

where the edge emn ∈ Γi j, Γi j is the set of neighboring edges
of ei j, and four kinds of conditions for emn are i = m, i = n,
j = m, and j = n. The condition of i = m is shown in Fig. 1.

4. Network data
In this paper, the cascading failure is investigated in inar-

tificially constructed model networks as well as in a number
of real-world networks including the railway network, the air-
ports network, and the metro network.

4.1. Model networks

Numerical simulations are performed on a number of
inartificially constructed model networks such as random net-
works, small-world networks, and scale-free networks. To il-
lustrate the simulation results, we assume the weight of edges
in two manners.

(i) Each edge weighted by the multiplication of the degree
of the nodes,[11]

wi j = ai j(kik j)
θ , (9)

where wi j is the weight of edge ei j, ki and k j are the degree
of nodes vi and v j, and θ is a tunable weight parameter. The
initial load Li j of the edge is considered to be its weight.

(ii) Each edge weighted by the multiplication of the be-
tweenness centrality of the nodes,[27]

wi j = ai j(BiB j)
θ , (10)

where Bi and B j are the betweenness centrality of the
nodes vi and v j, θ is a tunable weight parameter Bi =

∑
p6=i6=q

[Γpq(i)/Γpq], Γpq is the number of shortest paths from

the node vp to vq, and Γpq(i) is the number of these shortest
paths making use of node vi.

4.2. Real-world networks

Although model networks are useful in understanding
how real systems behave, they cannot capture many of the
structural properties of the real networks. Therefore, we also
consider a number of real networks and apply the cascading
failure to them.

Chinese railway network (CRN) The railway network
contains 2910 nodes and 94720 edges, which is generated by
viewing stations as nodes, and an arbitrary pair of stations is
considered to be connected by an edge when at least one train
stops at both stations, weighted by the train flux. The data
comes from the China Railway Passenger Train Timetable for
2011,[28] which have 2910 stations and 4183 trains.

US airport network (UAN) The airlines connection net-
work in the US consists of 332 nodes and 2125 edges. The
weights correspond to the number of seats available on the
scheduled flights.[29]

Shanghai metro network (SMN) The metro network
contains 244 nodes and 3840 edges. In this network, an ar-
bitrary pair of stations is connected by edge when at least
one train stops at both stations, weighted by the metro flux.
The data comes from the Shanghai metro network map for
2012,[30] which have 244 stations and 11 trains.
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5. Simulation results
In order to show the effectiveness and advancement of the

LCOR model, four kinds of relationship models are consid-
ered in this paper. We calculate their cost threshold Ec meeting
the condition that the cascading failure does not occur when
any one edge ei j is removed, respectively. Note that we cut
only one edge ei j initially to explore the effect of a small initial
attack on load-capacity relationship models. The relationship
models are listed as follows.

(i) The LCOR model (see Eq. (8)).
(ii) The load-capacity linear model is expressed as

Ci j = T Li j, (11)

where T > 1 is the capacity parameter, and the value of cost
threshold Ec is the maximum of the critical thresholds of
edges.

(iii) A load-capacity nonlinear model proposed by Yang
and Wang[22] is expressed as follow:

Ci j = α +βLi j, (12)

where α ≥ 0 and β ≥ 0 are the capacity parameters. For fixed
β (α), there should exist a critical threshold αc(βc), below
which cascading failure occurs.

(iv) Another load-capacity nonlinear model proposed by
Dou and Zhang[23] is expressed as follows:

Ci j = Li j +βLα
i j, (13)

where α and β are the capacity parameters, and negative ex-
ponential relationship is found between α and β under certain
conditions.

The simulation results are shown in Fig. 2. Compared
with other three kinds of relationship models, the LCOR
model could realize robustness against cascading failure with
the least cost. In order to show the effectiveness and universal
of the LCOR model, we introduce the computational method
of cost threshold Ec by theoretical analysis. Two weight-
ing schemes are taken into account in the calculation of cost
threshold.

(i) When wi j = ai j(BiB j)
θ , it follows Eqs. (6) and (10)

that

Ei j = 1+
(BmBn)

θ

∑
a∈Γm

(BmBa)
θ + ∑

b∈Γn

(BnBb)
θ
. (14)

Using Bates’ rule,[31] we have

∑
a∈Γm

(BmBa)
θ = Bθ

m

Bmax

∑
B′=Bmin

kmP(B′|Bm)B′θ , (15)

where P(B′|Bm) is the conditional probability that a node with
betweenness centrality B′ is connected to a node with Bm, Bmax

and Bmin are the maximum and minimum node betweenness
centralities, km is the degree of node vm, and Γm is the set of
neighboring nodes of vm. We should note that Γm includes
node vn.
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Fig. 2. (color online) The cost threshold Ec as a function of average de-
gree 〈k〉 and parameter θ for different load-capacity relationship models
on (a) ER networks with 1000 nodes, (b) NW networks with 1000 nodes
and P= 0.3, and (c) BA networks with 1000 nodes. Data show averages
over 10 realizations. The weight of edge is set to be wi j = ai j(BiB j)

θ

in this simulation, and the approximate result appears in the condition
of weighting edge by wi j = ai j(kik j)

θ .

BA and NW networks have no degree–degree
correlation,[32] and these networks do not show any signifi-
cant betweenness–betweenness correlations.[27] Thus, we have
P(B′|Bm) = P(B′), and then

∑
a∈Γm

(BmBa)
θ = Bθ

mkm

Bmax

∑
B′=Bmin

P(B′)B′θ = Bθ
mkm〈Bθ 〉. (16)

Equation (14) can be simplified into

Ei j ≈ 1+
(BmBn)

θ

Bθ
mkm〈Bθ 〉+Bθ

n kn〈Bθ 〉
, (17)

where Bθ
mkm +Bθ

n kn ≥ 2
√

kmkn(BmBn)
θ/2, and equation (17)

can be approximated as

Ei j ≈ 1+
(BmBn)

θ/2

2
√

kmkn〈Bθ 〉
. (18)

From the above analysis, the maximum cost for arbitrary
edge can be chosen by considering the ranges of θ < 0, θ = 0,
and θ > 0, respectively. Namely,

max(Ei j)≈


1+Bθ

max/2
√

kmkn〈Bθ 〉, (θ > 0),

1+1/2
√

kmkn, (θ = 0),

1+Bθ
min/2

√
kmkn〈Bθ 〉, (θ < 0),

(19)
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where Bmax and Bmin are the maximum and minimum node
betweenness centralities. Thus, we estimate the cost threshold
as

Ec =
1
M ∑max(Ei j)

≈


1+Bθ

max/2〈k〉〈Bθ 〉, (θ > 0),
1+1/2〈k〉, (θ = 0),

1+Bθ
min/2〈k〉〈Bθ 〉, (θ < 0).

(20)

(ii) When wi j = ai j(kik j)
θ , we have

Ei j ≈ 1+
〈k〉(kmkn)

(θ−1)/2

2〈kθ+1〉
. (21)

The maximum cost for an arbitrary edge can be chosen
by considering the ranges of θ < 1, θ = 1, and θ > 1, respec-
tively. We estimate the cost threshold as

Ec =
1
M ∑max(Ei j)

≈


1+ 〈k〉kθ−1

max /2〈kθ+1〉, (θ > 1),

1+ 〈k〉/2〈k2〉, (θ = 1),

1+ 〈k〉kθ−1
min /2〈kθ+1〉, (θ < 1).

(22)

The two results are both based on a mean-field type of
approximation. From the result, we can see that the value of
the cost threshold Ec is influenced by the topology, degree dis-
tribution, and weight distribution of network.

We also compare the critical threshold of different rela-
tionship models in real-world weighted networks including the
Chinese railway network, the US airports network, and the
Shanghai metro network. The cost thresholds for each model
are shown in Table 1. The LCOR model has the least cost
threshold. Particularly in the railway network and the airport
network, the result of Model i is much better than other mod-
els. The reason is that some individual edges need high ca-
pacity in the networks. For the Chinese railway network, the
maximum of cost Emax = 1.8879 exists in one edge. Thus, the
cost threshold of Model ii equals the maximum cost, and vast
useless cost exists in other edges. The same phenomenon oc-
curs in the Model iii and Model iv. However, the LCOR model
could fully solve this problem based on reasonable capacity
allocation. Therefore, it could achieve robustness against cas-
cading failure with the least cost.

Table 1. The cost threshold Ec of the Chinese railway network with
2910 nodes and 94720 edges, the US airports network with 332 nodes
and 2125 edges, and the Shanghai metro network with 244 nodes and
3840 edges. Data shows averages over 10 realizations.

Network Model i Model ii Model iii Model iv
Railway 1.0264 1.5010 1.4612 1.4371
Airport 1.0527 1.8879 1.8604 1.8223
Metro 1.0202 1.0556 1.0498 1.0437

In addition, we provide the SN as a function of the cost
E for different real-world weighted networks. As shown in

Fig. 3, the Model i in the real-world networks could improve
the network robustness against cascading failure with the least
cost. For example, for the values of the cost as E = 1.01 in the
Shanghai metro network, the average avalanche size of Model
i is SN = 0.547, while SN ≥ 0.7 for other models. Similar
patterns are observed for other real-world networks including
the Chinese railway network and the US airports network. In
any of these examples, the appropriate relationship between
capacity and load based on the LCOR model could ensure the
robustness of the network against cascading failure with the
least cost. The observation suggests that the robustness of a
network with any structure against cascading failure can be
substantially improved by assigning appropriate capacity for
the edges, and one of effective ways is to assign capacity rea-
sonably based on the LCOR model.
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Fig. 3. (color online) SN as a function of cost E for (a) the Chinese rail-
way network, (b) the US airports network, and (c) the Shanghai metro
network. Data shows averages over 10 realizations.

6. Conclusion
The increasing complexity of infrastructure networks

makes them very sensitive to local failures, and the cascading
failure may occur in such networks. In this paper, we inves-
tigate the cascading failure on weighted complex networks by
focusing on the relation between capacity and load. Then the
LCOR model is proposed for against cascading failure with
the least cost. Many model networks as well as a number of
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real-world weighted networks including the railway network,
the airports network and metro network are used in the com-
parison analysis of four relationship models. The result reveals
that the capacity allocation based on the LCOR model could
realize robustness against cascading failure with the least cost.
Meanwhile, we give the computational method of the cost
threshold of the LCOR model.

According to the simulation results and the comparison
analysis, we show that the LCOR model is effective and uni-
versal for designing networks with high robustness to cascad-
ing failure and less cost, and it has immediate applications
in designing real-world networks including power grids, com-
puter networks, and transportation networks.
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