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A novel scheme to construct a hash function based on a weighted complex dynamical network (WCDN) generated
from an original message is proposed in this paper. First, the original message is divided into blocks. Then, each block is
divided into components, and the nodes and weighted edges are well defined from these components and their relations.
Namely, the WCDN closely related to the original message is established. Furthermore, the node dynamics of the WCDN
are chosen as a chaotic map. After chaotic iterations, quantization and exclusive-or operations, the fixed-length hash value
is obtained. This scheme has the property that any tiny change in message can be diffused rapidly through the WCDN,
leading to very different hash values. Analysis and simulation show that the scheme possesses good statistical properties,
excellent confusion and diffusion, strong collision resistance and high efficiency.
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1. Introduction

Chaos is a kind of deterministic random-like process
found in nonlinear dynamical systems and has been used in
cryptography and the generation of pseudo-random numbers
due to its attractive features such as sensitivity to initial value,
random-like behavior and ergodicity."?! In recent years there
have been a tremendous number of reports on how to use
chaotic systems to design cryptographic algorithms.!':3-6 Tn
particular, hash function construction based on chaos has at-
tracted the attention of many researchers,/”211 and a lot of hash
functions based on chaos have been proposed and can solve the
problem of massive operation in traditional hash algorithms.
Based on chaotically coupled map lattices, several hash func-

d.[8:12,14,15,20] Using chaotic

tion schemes have been propose
tent maps, some algorithms for one-way hash functions were
presented.[*-! 116 Akhshani et al.!'” proposed a hash function
according to the hierarchy of two-dimensional (2D) piecewise

[17

nonlinear chaotic maps. Xiao e all'”l proposed a one-way

hash function algorithm on the basis of a piecewise linear
chaotic map with changeable-parameters, and Luo et al!*]
proposed and analyzed a one-way hash function algorithm in
line with the spatiotemporal chaotic system.

However, some drawbacks have been pointed out in

221 showed

chaos-based hash functions. For example, Li ez all
that the uniform distribution property in Xiao’s schemel!”! will
collapse in finite computing precision, even if it is theoreti-
cally uniformly distributed in continuous phase space. Wang
et all?®! pointed out that the schemes in Refs. [15] and [18]

have a conflict problem caused by inappropriate parameter
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mapping, unsuitable plain-text grouping, or improper irrita-
tion processing. On the other hand, there are so many iterating
times that the hashing speed is too slow for practical use in
some chaos-based hash function algorithms. For example, in
Ref. [19], the number of iterations for encrypting each mes-
sage byte is at least 200. In Wang et al.’s scheme,['?) in order
to maintain the independence of the distribution of each lat-
tice value, the 4 x 8 two-dimensional (2D) coupled map lattice
needs to be iterated 45 times in each step. A similar prob-
lem also exists in Refs. [10] and [11]. Therefore, a few key
factors, such as choosing an appropriate map, enhancing the
complexity of the chaotic map, and minimizing or eliminat-
ing the effect of finite precision must be considered carefully
when a hash function is constructed.

It is well known that excellent confusion and diffusion are
key properties for a secure cryptography algorithm. In some
research results about complex dynamical networks,>*>! the
topology of a network often plays a crucial role in determining
its dynamical behaviors, which include the synchronization
of the network, the propagation of epidemic and rumor, and
the diffusion of fads.[*6-34! For example, the ability to achieve
synchronization in a large-sized nearest-neighbor coupled net-
work can be greatly enhanced by simply adding a tiny frac-
tion of distant links, thereby making the network become a
small-world model.!*6! Compared with information propaga-
tion over other networks (e.g., random networks, small-world
networks or scale-free networks), the spreading speed on the
nearest neighbor coupled networks is slowest.>>3¢! The con-
cept of the efficiency of a network has been introduced as a
measure of how efficiently it exchanges information.’”! Un-
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der the same conditions, the efficiency is higher in random
networks than in nearest-neighbor coupled networks. Accord-
ing to the concept of a complex network, a coupled map lat-
tice is a nearest-neighbor coupled network. In order to speed
up the confusion and diffusion of an original message, a ho-
mogeneous mixing network is obviously more effective than a
coupled map lattice.

In this paper, borrowing the idea of generating a weighted
complex dynamical network, a novel scheme for constructing
a hash function is proposed. In order to speed up the confusion
and diffusion of an original message, we construct a weighted
complex dynamical network from the original message. First,
the original message is divided into blocks, and each block is
divided into components. Second, we treat these components
as the nodes of the network, and define the edges from the rela-
tions between the components (or nodes). Finally, we take the
chaotic map as the node dynamics, and the divided message is
chosen as the initial values of each node. Through chaotic it-
erations, quantization and exclusive-or operations, the scheme
can construct a fixed-length hash value and lead to very differ-
ent hash values due to the advantage that any tiny change in
message can be diffused rapidly.

2. The weighted complex dynamical network
and its generation from a message
2.1. The complex network generated from a message

We generate a weighted complex dynamical network

(WCDN) from an original message. As shown in Fig. 1,

then each block My (k =1,...,
into N components c(k 1) C(k2)>-
=1,

bit) can be regarded as a node in the network. Let V, =
{C(k’i)|i= 1,2,...,
erated by the message block My, and Ex = {e(; )|i,j =
1,2,...,N} as the edge set of the network, where €(k,ij) 1s an
element of Ej, describing the edge weight value between node
i and node j. It is noted that the division must satisfy the con-
dition L = N x 8m. For example, we can set L =256, N = §,
and m = 4.

K) with the L-bit is divided
;C(k.N)> and each compo-
nent ¢ (k= 1,. ,N) with m-byte (or 8m-

N} denote the node set of the network gen-

2.2. The mathematical model of WCDN

For the network in Fig. 1, we consider a general weighted
complex dynamical network consisting of N nodes with lin-
early diffusive couplings. Let each node of the network be

assigned to a dynamical variable. The evolution of the dynam-

ical variables can be described by*%3%]
N
Xiret) = FXin) + Y €ijXgny i=1,2..,N, (1)
=

where x(; ;) is the dynamical variable of the i-th node in the
k-th network at the 7-th time step. The topology of the net-
work is introduced through the coupling matrix Ej with the
elements ey ; j), and f(x(;,)) is a real function describing the
local dynamics, which can be a chaotic map, such as a log-
arithmic map f(x ) = b+1Inlxg |, b € (=1,1), logistic
map f(Xis) = MeiyXrin (1 — X@in)s B € (3.57,4) or
other chaotlc map. In our algorithm, the logistic map is taken
as the local map.

the original message is divided into K blocks M|, M5, ..., Mg,
M M,y M, M, M,
& bytesPin, bytes" <, bytes'>
M, Ck 1) C(k, 2) C(k,N)

/

Fig. 1. Network generation from a message.

Remark 1 The second term of Eq. (1) can be regarded
as a disturbance generated by the network for the chaotic map
X(kig+1) = f(X(k,ip))- If we take the logistic map, the distur-
bance might resultin x ;1) & [0, 1], namely, x( ; 41) may be

outside the domain of the map. To solve the problem, we can

X(kiat1) Hax (10 (1 =X 14))

X(k N 1+1) PN N (1= X))

+

change the value x ;1) through MOD operation, namely,

X(kig+1) = [X(gie+1)| mod 1.

Thus, we can construct a modified weighted complex dy-

namical network as follows:

€(k,1,1) -+ €(k1,N) X(k,1,1)

mod 1,

@

€(k,N,1) """ €(k,N,N) X(k,N t)
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or

L(kt+1) = |.f(w(k7t)) +Ek33(k,t)| mod 1. 3)

Equation (3) is in the vector form of Eq. (2). In Eq. 3), i) =
(X(k,1.0) X (k.2.0)5 - - - »X(k:N,r) )» COTTEsponding to the states of the
nodes in the network, and Ey = {eq ; j|i,j=1,2,...,N}.

Remark 2 A very useful characteristic of the above net-
work as an encryption scheme is that it is highly sensitive to
X(kiy) and eq; ;) in Eq. (2). Any tiny change in a node can
rapidly diffuse and affect the evolution of the other nodes.

Remark 3 In the next section, we will transform ¢ ;)
into the network initial values x( ;0), and construct Ej in
Eq. (3).

3. The construction of the hash function

We take a message with arbitrary length as an input signal
and produce a hash value as output. The overall scheme of the
hash function construction is shown in Fig. 2. The scheme or
algorithm mainly consists of the following five steps.

Step 1 Pre-processing of an original message M

Set the following transformation:

M' = M + string(|M|), 4)

where ‘+” denotes the concatenation operation of a character
string, |M| is the length of the original message M, and string
(x) represents a transformation from integer number x to the
corresponding character string. Then there are padding char-
acters to the last block so that the size of the expanded message
consists of K x L bits.

Step 2 Determination of p ;) and Hp

Choose suitable values of l ;y, i = 1,2,...,N for com-
puting Eq. (2), where ;) is a real number and p ;) €
(3.57,4).

Let Hy (k= 1,2,...,K) with h-bit denoting the hash
value related to the k-th message block. Choose a suitable
H), as the initial hash value with # bits. Note that H can be
known to the authenticator and the attacker.

Step 3 Determination of x( ;o) and Ej

For the first message block M, the initial value x; ; o) of
node i can be obtained by the following transformation:

Xpio) = (kx2774+ix2 4 ey x27¥) mod 1, (5)
where k denotes the order of message block My, and ¢ ;) x
278" denotes that the integer C(k,i) With 8m-bit is converted to
the fixed point number with 8m bits precision. It is noted that
the MOD operation can ensure 0 < x ;) < 1.

For the k-th message block M; (k > 2), the initial value of
node i, x; ; o) can be obtained by the following transformation

Xpio)=(kx277+ix 27 e x2 ¥ x4y ;) mod 1, (6)

where x(;_1 ;) is the output value corresponding to the previ-
ous message block M_; (see Fig. 2).

string
M)

padding
char

origianl message M

‘¢— L[ bits —»4—L bits —» <4—L bits —»

M, M,
T0 |E
v (1,0) v !
| WCDN-1
Tan|zaly zaly Te) Tk Ter
\ Y
|quantizati0n| |quantization|
v ) &0 v i
ahY
H, > »H—> —>P—>
H, H, Hy Hy,

Fig. 2. The hash function generation scheme.

Then, we generate the coupling matrix Ey.

a) Let Ekij) = Clki) D C(k,j)ai7j =1,2,...,N, where
8(]”"]‘) = (S(k,i,j) [1]78(](’1‘,}‘) [2], . 78(k,i,j) [m}), and ‘@’ denotes
the exclusive-or operation bit by bit.

b) Letag. jy = (& j 1] +€wijy2]+- -, +Eujy[m]) mod
256.

¢) Considering the position of each element in Ej and
the order of message block k, we take the variable p(; ; ;) as

P(kij) = ((j—1) X N+i+k) mod 256. @)

d) Generate the matrix Ej by the transformation,

(ki) = Plki.j) B A(kij) —128) x27°. ®)

Step 4 Iterations and quantization

This step consists of r round iterations and quanti-
zation. After r round iterations by performing Eq. (2),
Z(k1):T(k2),- -+ L(k,) are produced. The result of each iter-
ation is quantized to N g-bit sequences by

Okiv) = int(x(g sy x 29), )

where g is the quantized degree. Each Q( ;) can be written
as a g-bit binary sequence, Qi) = bis1)D(k,is2) Dikisg)
(i=1,2,...,Nand t = 1,2,...,r). Usually, N is the multiple
of 8 and ¢ has the form of 2% (o =0,1,2,...). By rearrang-
ing the elements of Qi ;1) = DO (kir,1)D(k,ir2) - - D(k.it.q)» WE CAN
obtain the 7-th round quantization output by

Yo = D121y DN )bk1,02)002402)
bani2) b1k 20.q) PN (10)

After r round iterations, we combine each round output
and produce a 32 x r-bit value, denoted by Y. Thus, the
quantization output of the k-th message block M is Yi =

(1,Y,...,Y,).
We obtain Hy, as follows:
H,=H, 19Y,k=1,2,... K. (11)

Apparently, the number of rounds r, quantized degree ¢, and
the size of network N determine the length of hash value A,
namely h =N X g X r.
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Step 5 Process the next message block following Step 3
and Step 4. After all K blocks are processed, the final hash
value can be obtained from H g, namely H = Hg.

4. Security and performance analysis
4.1. The hash value of a message and parameter sensibility

We set the initial parameters as: Hy =0, 4y =l =--- =
uy =3.95,N =8,/ =256 bits, g =4, r =4, and h = 128 bits.

The proposed algorithm will be separately performed in
the following eight cases:

Case 0 The original message M is “In recent years, a large
amount of work on chaos-based cryptosystems has been pub-
lished. However, many of the proposed schemes fail to explain
or do not possess a number of features that are fundamentally
important to all type s cryptosystems.”;

Case 1 Change the first letter ‘I’ into ‘J” and only one bit
is changed;

Case 2 Append a char ‘0’ to the end of the message to
study the influence of the padding char;

Case 3 Change the initial parameter x(; ) by 2732,
namely x(1 1 0) = X(1,1.0) +2 %

Case 4 Change the coupling factor e(; ;1) by 2732 and
2728 respectively;

Case 5 Change the initial parameter p; by 2732, 2728,
and 2726, respectively.

The corresponding hash values in hexadecimal form are
as follows.

Case 0 301F5E89DF016398A4659159A8B61008;

Case 1 912F7FDFD037EABCBOE7E30C92383527;

Case 2 1C889CE2CES5625FE6477CADSECCFB090;

Case 3 BIDE93F9FB7915361C296663FBD27DSF;

Case 4

301756815789EB913DDA24456CD452A0 (2-32);

9D97CD541E268753AB9590FA9S7EB671 (27 28);

Case 5

301F5E895F81E318309D53043030319A (232);
6F1F1C271C028DEA64D2D4DA4F36CF50 (2728);
5095E03B9A9570FD767A10E432626242 (27%6).

The simulation results indicate that a tiny change in the
message or parameter will cause a substantial difference in the
final hash value. Meanwhile, the sensibility of p; is lower than
that of ey 1 1) and x(1 1 g)-

4.2. Statistical analysis of diffusion and confusion

From the perspective of resisting attacks, any designed
cryptosystem should have the following two basic crypto-
graphic properties: confusion and diffusion.'! For the hash
value with a binary format, each bit is 0 or 1. Therefore, the
ideal diffusion effect should be that any tiny change in the orig-
inal message can cause a bit change in the hash value with a
probability of 0.5, and that the change is stable. The following

six performance indexes are usually defined and used:3-1%20]

N
mean number of changed bits: B = % Y B;;
i=1
minimum number of changed bits: B, = min(B;,i =

1,...,8);

maximum number of changed bits: Bp,x = max(B;,i =
1,...,8);

mean changed probability: P = % x 100%;

s
standard variance of B: AB = [ <1~ .Zl (B;—B)?,
i=

s
standard variance of P: AP = S%l Y (P,—P)2x100%,
i=1

where S denotes the total number of tests, / the length of the
hash value, and B; the hamming distance for changing one bit
of the message, with Bn,x and By, being the maximal and
minimal hamming distance.

We choose a paragraph of a text message (about
10 Kbytes), and set S = 256, 512, 1024, 2048, 10000. The
simulation results are listed in Table 1 for 4 = 128 and Table 2
for h = 160, respectively.

Table 1. The statistical performance of the proposed hash function
when the hash length is 128 bits.

§=256 S§=512 S§=1024 S=2048 S§=10000
B 64.03 63.70 63.71 64.01 64.00
P(%) 50.02 49.76 49.78 50.01 50.00
AB 5.49 5.71 5.87 5.69 5.67
AP(%) 4.29 4.47 4.59 4.44 4.43
Bax 78 83 88 83 85
Bnin 50 45 45 45 45

Table 2. The statistical performance of the proposed hash function
when the hash length is 160 bits.

§=25 S§=512 S§=1024 §=2048 §=10000
B 79.88 80.03 79.90 79.93 79.93
P(%) 49.92 50.02 49.94 49.96 49.96
AB 5.71 6.14 6.30 6.10 6.32
AP(%) 3.57 3.84 3.93 3.81 3.95
Bax 99 96 101 100 104
Buin 60 57 59 61 58

According to the analyses of the data in Table 1 and Ta-
ble 2, we can draw the conclusion that the mean changed bit
number B and the mean changed probability P are very close
to the ideal values of 4/2 and 50%, respectively. Furthermore,
AB and AP are both very small, indicating that the capabilities
for diffusion and confusion are very stable. The results show
that the hash function is secure against statistic attacks.

The corresponding distribution of changed probability is
also plotted in Fig. 3, with § = 2048, h = 160.

0.6

05

0.4

0 0.5 1.0 1.5 2.0
S/10°

Fig. 3. Distribution of changed probability.
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4.3. Collision test

First, we choose a message with a length of 10K bytes
and produce the hash value in ASCII format using the pro-
posed algorithm. Then a bit is randomly chosen in the mes-
sage and negated, and a new hash value is generated for the
new message and stored in ASCII format. Two hash values
are compared and the number of ASCII characters with the
same value at the same locations is counted by

w=if(t(e-) ((e)), where f(xy) =4 7TV ()
i=1 . v Y Oa-x#)@

where ¢; and ¢! are the i-th entry of the original and the new
hash value, respectively, and function ¢(-) converts the entries
into their equivalent decimal value. This kind of collision test
is performed S times.

The absolute difference between two hash values is cal-
culated in S-independent collision tests by

S
d=Y |t(e;) —t(e})]. (13)
i=1

Obviously, smaller o or bigger d means stronger collision re-
sistance.

Under the assumption of uniform and random distribu-
tions of hash values, the theoretical number of w with different
values during S-independent tests, denoted by Wy (@), is then
given by

Ws(@) = S x prob{o}

~Noman(z) (1-3) " a9

where k is the number of bits in a byte.

The above collision test is performed S = 10* times using
the proposed hash function, and the experimental maximum,
minimum, and mean of d are listed in Table 3. The theoretical
values and the statistical results of the Wy (®) experiments are
shown in Table 4.

Tables 3 and 4 show that the proposed algorithm pos-
sesses a stronger collision resistance capability than MDS5,
SHAL.

Table 3. Absolute differences between two hash values.

Absolute difference d ~ Minimum Maximum Mean
MD5 590 2074 1304
SHA-1 795 2730 1603
Ref. [12] (128-bit) 689 2295 1526
Ref. [12] (160-bit) 822 2745 1763
Ref. [11] (128-bit) 744 2431 1371
Ref. [10] (128-bits) 609 2329 1365
Ref. [10] (160-bits) 866 2731 1706
Ref. [9] (128-bits) 788 2273 1492
Ref. [8] (128-bits) 655 2064 1367
Ref. [20] (128-bits) 796 2418 1599
Our algorithm (128-bits) 562 2024 1242
Our algorithm (160-bits) 914 2827 1800

Table 4. Comparisons among the values of Wy (®) obtained at different
values of @.

Wy (@) 0=0 ow=1 0=2 0w=3
Theoretical values (128-bits) 9393 589 17.33 0.32
Theoretical values (160-bits) 9247 72526 27.02 0.64
Ref. [12] (128-bit) 9377 607 16 0
Ref. [11] (128-bit) 9434 533 13 0
Ref. [10] (128-bits) 9415 571 14 0
Ref. [9] (128-bits) 9381 605 14 0
Ref. [8] (128-bits) 9359 626 15 0
Our algorithm (128-bits) (g =4) 9393 591 16 0
Our algorithm (160-bits) (g =4) 9242 732 26 0

4.4. Further discussion

In comparison with traditional hash algorithms, such as
MD5 with fixed 128-bit and SHA-1 with fixed 160-bit lengths,
the proposed algorithm can produce a hash value with n x 32
bits (n > 1). For a longer hash value, the computation time
of the proposed algorithm will not increase so much. Fur-
thermore, the matrix computation in WCDN can be easily de-
signed to work in parallel to reduce the computation time.

When a chaotic map is realized using finite computation
precision, the digital dynamical properties will be very differ-
ent from those in the continuous domain. However, many re-
search has shown that digital realizations using floating-point
arithmetic are suitable approximations.[>-1%13]

Since the IEEE 754 floating-point standard was available
in virtually all computers produced in 1980,14°! two hash val-
ues of a message with the same parameters and algorithms
generated by two computers will be the same if the IEEE 754
floating-point standard is implemented in both computers, in
spite of the different programming languages and platforms.
In the proposed algorithm, the IEEE 754 double precision
floating-point format possessing a 64-bit word length with a
52-bit fraction is adopted.

Furthermore, the fixed-point arithmetic can be adopted in
the algorithm. In this case, assuming a finite precision of P-bit,
equation (3) can be modified as follows:

T (e s11) = | F (@) + Ex (k)| mod 1,
B =8(xp2") 27", 15)

where, g(-) is an approximation function, which may be the
ceil, floor or round functions.

5. Conclusions

In this paper, we construct a weighted complex dynamical
network from a message block and a hash function from the
generated weighted complex dynamical network for the first
time. Through chaotic iterations, quantization, and exclusive-
or operations, the scheme can construct a fixed-length hash
value. The analysis and simulation show that the scheme is ex-
tremely sensitive to the initial values and coupling matrix, and

040506-5



Chin. Phys. B  Vol. 22, No. 4 (2013) 040506

also has good properties such as excellent one-way, confusion

and diffusion, strong collision resistance, and good flexibility.

It can be easily applied to data signature or authentication, and

other areas.
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