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Virus spreading in wireless sensor networks with
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In this paper, an extended version of standard susceptible-infected (SI) model is proposed to consider the influence
of a medium access control mechanism on virus spreading in wireless sensor networks. Theoretical analysis shows that
the medium access control mechanism obviously reduces the density of infected nodes in the networks, which has been
ignored in previous studies. It is also found that by increasing the network node density or node communication radius
greatly increases the number of infected nodes. The theoretical results are confirmed by numerical simulations.
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1. Introduction
In recent years, wireless sensor networks (WSNs) have

received a great deal of attention because of their enormous
potential applications in civil and military fields.[1] A typi-
cal WSN consists of massive sensor nodes working unattend-
edly and transmitting their collected data to the sink node
connected to the Internet.[2] The sensor nodes are generally
deployed in inaccessible and hostile environments, and both
their power communication capabilities are limited. When
the sensor nodes are far away from the sink node, they must
transmit their collected data through the intermediate nodes
to the sink node, owing to the limited communication range,
i.e., the source nodes first send their data to their neighbor-
ing nodes, which in turn transmit the data to their respective
neighbors. Moreover, the restrained resource often leads to
weak defense capabilities of sensor nodes, and thus the sensor
nodes are easily attacked by viruses, especially when they are
deployed in hostile environments.[3] Therefore, the research
of security mechanisms for the WSN has important practical
significance.[4]

Using the spreading theory of epidemics to investigate
the dynamics of virus spreading in WSN has been widely
concerned.[5–7] Motivated by the surfacing viruses that can
spread over the air interfaces, De et al.[8] used epidemic
theory to investigate the potentially devastating threat of
node compromise spreading in the WSN, and found that the
uniform random deployment was more vulnerable to virus
outbreak. Moreover, they presented a susceptible-infected-
removed (SIR) model to analyze the propagation rate and the
extent of spread of viruses in the WSN over several typical

broadcast protocols. The analysis showed that the number of
source nodes had a significant influence on the subsequent rate
of spread of viruses.[9] Shon and Park[10] presented a novel
energy-efficient security architecture to resolve the trade-off
issue between security and energy in the WSN, and verified
the approach through performance analysis. Nicholas et al.[11]

proposed a framework to derive the epidemic threshold for any
mobility model under the SIS propagation model. Anagnos-
topoulos et al.[12] extended the spreading model SIS to SIKS,
studied the dynamics of multi-epidemical spreading in WSN,
and found the relationship among the epidemical thresholds
of the transmuted epidemics. Tang[13] gave a modified SI epi-
demic model to improve the anti-virus capability and flexi-
bly adapt to different viruses of the WSN. Zhang et al.[14]

introduced an immunization method to enhance the network
robustness against viruses. We[15] established a new WSN
topology and discussed the virus propagation in it. However,
most of the existing studies have not studied the effect of the
medium access control (MAC) mechanism on the behavior of
virus spreading.

The MAC mechanism is necessary to ensure the normal
communication of the WSN, because it can effectively prevent
the interference between different speaking nodes using the
same channel at the same time.[16–18] When a speaking node
is busy, all the other nodes inside its communication range
(called the node neighbors) must keep silent. Before send-
ing a package, a node should first check in its transmission
range whether any of its neighbors are busy. If a neighbor of
the node is speaking, the transmission cannot begin. Thereby,
it can be inferred in the way that the MAC mechanism inter-

∗Project supported by the National Natural Science Foundation of China (Grant Nos. 61103231 and 61103230), the Natural Science Foundation of Jiangsu
Province, China (Grant No. BK2012082), the Innovation Program of Graduate Scientific Research in Institution of Higher Education of Jiangsu Province,
China (Grant No. CXZZ11−0401), the Natural Science Basic Research Plan in Shaanxi Province of China (Grant No. 2011JM8012), and the Basic Research
Foundation of Engineering University of the Chinese People’s Armed Police Force (Grant No. WJY201218).

†Corresponding author. E-mail: wjwangyq@126.com
© 2013 Chinese Physical Society and IOP Publishing Ltd http://iopscience.iop.org/cpb　　　http://cpb.iphy.ac.cn

040206-1

http://dx.doi.org/10.1088/1674-1056/22/4/040206
mailto:wjwangyq@126.com
http://iopscience.iop.org/cpb
http://cpb.iphy.ac.cn


Chin. Phys. B Vol. 22, No. 4 (2013) 040206

weaves with the node contradiction will affect the spreading
dynamics of viruses in the WSN.

Considering the influence of the MAC mechanism,[19,20]

we propose a novel SI model to further study virus spreading
in the WSN. In this paper, we assume that the sensor nodes
each have a maximum transmission radius rc (the width of
the circular strip), and r(t) is the radius of viruses spread-
ing in the WSN at time t (the radius of the outer circle) as
shown in Fig. 1. When a sensor node is attacked by viruses,
the viruses will propagate together with the normal data to its
neighbors. As the spreading process of viruses continues, fi-
nally all the nodes of the WSN without any anti-virus mech-
anism will be compromised. Since the limitation of commu-
nication range, the infected nodes inside the inner circle of
Fig. 1 cannot spread viruses to susceptible nodes on the out-
side, i.e., these infected nodes are invalid. In order to exhibit
the effect of the MAC mechanism, in our SI model not all the
infected nodes inside the circular strip can spread viruses to
their neighbors, i.e., some infective nodes will also work as
invalid sources. The research shows that the density of the in-
fected nodes with a MAC mechanism is obviously lower than
that without it in the networks. Moreover, the increase of the
network node density or the node communication radius will
greatly increase the number of infected nodes. However, the
network size weakens the virus spreading in the WSN.

rcr↼t↽

infective    invalid   susceptible ¯

Fig. 1. Spreading phenomenon of viruses in the WSN.

The rest of this paper is organized as follows. In Sec-
tion 2, a novel SI spreading model with a MAC mechanism
is proposed. In Section 3 the theoretical analysis of propa-
gation behaviors of our SI model is presented. Then in Sec-
tion 4, numerical simulations are given to confirm the predic-
tions achieved in Section 3. Finally, in Section 5 we draw
some conclusions from the present study.

2. Novel SI model
In this section, in order to investigate the dynamic be-

havior of viruses in the WSN with a MAC mechanism, we

propose a novel SI model, which is different from the model
in the previous related work. The new SI spreading model is
defined as follows: each node in the WSN has two different
discrete states: susceptible and infected. The susceptible de-
notes that the nodes are free of viruses but can be infected.
Infected means that the nodes carry viruses and can pass the
viruses to other susceptible nodes.[21] At the initial moment,
we randomly select a node as the infected node. Suppose that
the nodes in the WSN are uniformly randomly distributed with
density σ , the size of WSN N is constant without considering
the node deletion caused by node failure, S(t) and I(t) are the
numbers of susceptible and infected nodes at time t, respec-
tively, then we have N = S(t)+ I(t).

In our SI model, due to considering the effect of the MAC
mechanism, when an infected node gets a chance to transmit
a packet by channel contention, all the other infected neigh-
bors inside its transmitting radius rc cannot speak out at the
same moment. The detailed transmission process of viruses
is described as follows: at each time step t, when the in-
fected nodes communicate with their susceptible neighbors,
these neighbors will be infected with infection probability λ .
Here, the probability λ depends not only on the infectivity
of the viruses, but also on the communication range of the
nodes.[17] According to our SI model, the number of infected
nodes will gradually increase with time (t). However, because
not all the infected nodes are able to infect other susceptible
nodes in the whole spreading process of viruses, the change
rate of infected nodes is not directly determined by the total
number of infected nodes.

3. Analysis of the SI model
Let s(t) and i(t) denote the densities of the infected and

susceptible nodes at time t, respectively. Obviously, the two
variables satisfy s(t) = S(t)/N and i(t) = I(t)/N. In our SI
model, since not all the infected nodes can spread viruses, we
denote the number of infected nodes that work as valid sources
at time t, with Ie(t), and represent the density with ie(t) that
satisfies ie(t) = Ie(t)/N. For the case of node uniform random
deployment, each node can contact the order of σπr2

c neigh-
bors. Using the mean-field theory,[22] the reaction equations of
s(t) and i(t) with time t are respectively given by

di(t)
dt

= λσπr2
c ie(t)s(t), (1)

ds(t)
dt

=−λσπr2
c ie(t)s(t). (2)

From Fig. 1, we know that the infected nodes inside the
internal circle do not have the ability to spread viruses to the
outside susceptible nodes. Only those that are in the circular
strip area are able to infect other susceptible nodes. Combin-
ing the MAC mechanism,[13,17] the number of infected nodes
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working as valid sources Ie(t) at time t can be calculated as

Ie(t) =
σπr(t)2−σπ [r(t)− rc]

2

σπr2
c

=
2r(t)

rc
−1, (3)

when r(t)� rc, we have

Ie(t)≈ 2r(t)/rc, (4)

meanwhile, we can easily obtain

σπr(t)2 = I(t). (5)

Substituting Eq. (5) into Eq. (4), we derive

Ie(t) =
2
√

I(t)
rc
√

σπ
, (6)

then we have

ie(t) =
2
√

i(t)
rc
√

σπN
. (7)

Combining Eq. (1) and Eq. (7), one can obtain

di(t)
dt

= λσπr2
c

2
√

i(t)
rc
√

σπN
[1− i(t)]

=
2λ rc
√

σπ√
N

√
i(t) [1− i(t)] . (8)

By applying the initial condition i(t = 0) = i0 = 1/N,[23] we
solve i(t) as

i(t) =

1− 2(
√

N−1)

(
√

N +1)exp
(

2λ rc
√

σπ√
N

t
)
+(
√

N−1)


2

. (9)

Equation (9) shows that in the proposed SI model, for a
given network size N, the density of infected nodes is related to
the node communication radius rc, node density σ , and infec-
tion probability λ . When t→ ∞, then i(t)→ 1, which reveals

that once a node in the WSN is attacked by viruses, all the
nodes will be eventually infected. From this, we can reduce
the virus spreading in the networks by properly reducing the
node density.

From Eq. (9), we can obtain

i′(t)∼ e−Ct , (10)

where the constant C = 2λ rc
√

σπ/
√

N and i′(t) = 1−
√

i(t).

4. Numerical simulations
In this section, in order to compare with the above an-

alytical predictions, numerical experiments on the proposed
SI model are performed. Assume that the nodes in the WSN
follow uniform random distribution. In the simulation pro-
cess, the parameters are chosen as follows: the size of net-
work N = 2000, 3000, 4000, the communication radius rc =

0.7, 1, 1.2, 1.4, the node density σ = 1, 2, 4 and the infection
probability λ = 0.1, 0.3, 0.5, respectively. All the chosen pa-
rameters are dimensionless. The dynamic process starts with
randomly selecting a node as the infected node, and all the fol-
lowing simulation results are obtained by averaging at least 20
independent runs of the network model.

Figure 2 shows the corresponding relationship between
the density of infected nodes i(t) and time t with the MAC
mechanism, where λ = 0.1 and N = 2000. From Fig. 2, we
can observe that when different values of σ and rc are selected,
the results of the numerical simulation are basically consistent
with the theoretical analysis from Eq. (9), which proves the
correctness of the theoretical analysis. It is also noted that due
to taking a reasonable approximation in the process of theoret-
ical analysis, the results obtained from the theoretical analysis
are a little larger than the numerical simulations. Figure 3 ex-
hibits the change of i′(t) with the time t for different values of
C with the MAC mechanism. As shown in Fig. 3, all the plots
decay exponentially, i′(t)∼ exp(−Ct), which are also in better
agreement with the theoretical predictions from Eq. (10).
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Fig. 2. Plots of density of infected nodes i(t) versus the time t with the MAC mechanism: (a) σ = 1, rc = 1.4; (b) σ = 2, rc = 1; (c) σ = 4, rc = 0.7.
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Fig. 3. Plots of i′(t) versus Ct for different values of C with the MAC
mechanism.

Figure 4 represents the variations of density of the in-
fected nodes i(t) with time t for different values of commu-
nication radius rc, with and without the MAC mechanism, re-
spectively, where λ = 0.1, σ = 1, and N = 2000. From Fig. 4,
we can observe that the communication radius affects the virus
spreading in the WSN for both those with and without a MAC
mechanism. Given the communication radius rc, i(t) with the
MAC mechanism is obviously less than that without it in the
WSN, which implies that the MAC mechanism can effectively
inhibit the transmission of viruses. Figure 4 also shows that
i(t) increases with communication radius rc increasing, for
which the reason is that the infected nodes with large rc can
infect more susceptible nodes at the same time.
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Fig. 4. Curves of i(t) versus time t for different values of rc with and
without MAC mechanism, respectively.

Figure 5 depicts the evolution relationship between the
density of infected nodes i(t) and time t for different values of
σ , with and without a MAC mechanism, respectively, where
λ = 0.1, rc = 1.2, and N = 2000. From Fig. 5, we find that
for the same value of σ , the existence of the MAC mechanism
reduces the number of infected nodes. Moreover, increasing
σ can greatly accelerate the virus spreading in the networks.
This is because inside the communication range rc of an in-
fected node, the larger the value of σ , the more susceptible
nodes can be infected.
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Fig. 5. Curves of i(t) versus time t for different values of σ with and
without a MAC mechanism, respectively.

Figure 6 exhibits the changes of the density of infected
nodes i(t) with time t for different values of λ with a MAC
mechanism, where σ = 1, rc = 1.4, and N = 2000. As shown
in Fig. 6, the density of infected nodes i(t) obviously increases
as λ increases, which is mainly because the large λ raises the
probability that the susceptible nodes are infected, thus accel-
erating the network virus spreading. As a result, more and
more nodes in the networks are infected.
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Fig. 6. Plots of density of infected nodes i(t) versus time t for different
values of λ with a MAC mechanism.

Figure 7 illustrates the dependence of density of infected
nodes i(t) on time t for different values of N with MAC mech-
anism, where σ = 1, rc = 1.4, and λ = 0.1. As shown in Fig. 7,
i(t) decreases as network size increases. From this it follows
that there obviously exists a finite-size effect in our SI model,
which is consistent with that of the SI model without a MAC
mechanism and strongly supports the above theoretical anal-
ysis. Furthermore, we can draw a conclusion that in order to
reduce the spreading velocity of viruses in WSN, a larger N
should be chosen, which is exactly contrary to the conclusions
obtained by the previous studies on the transmission behaviors
of viruses in WSN.
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Fig. 7. Curves of density of infected nodes i(t) as a function of time t
for different values of N with the MAC mechanism.

5. Conclusions
Considering the influence of the MAC mechanism, in

this paper we propose a new SI model to study the spread-
ing behavior of viruses in the WSN by using the transmis-
sion dynamics of epidemics. The characteristic feature of our
SI model is that in the process of virus spreading, when an
infected node is transmitting a packet, all the other infected
nodes inside its transmission range must keep silent. Firstly,
it is found that the MAC mechanism can obviously reduce the
number of infected nodes in the networks, which has been ig-
nored in previous studies. Secondly, we also find that the in-
crease of the network node density or node communication ra-
dius will apparently increase the density of infected nodes. Fi-
nally, we can effectively inhibit virus propagation by increas-
ing the network size. In order to improve the security features
of the WSN, it is necessary to use the epidemic propagation
theory to deeply investigate the virus spreading dynamics in

the WSN. In this paper only the effect of the MAC mechanism
is considered, however, there are various communication pro-
tocols in the WSN. Combining multiple protocols to discuss
the spread of network viruses is the problem that should be
studied in the future.
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