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Global dynamics of a novel multi-group model for computer worms*
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In this paper, we study worm dynamics in computer networks composed of many autonomous systems. A novel multi-
group SIQR (susceptible-infected-quarantined-removed) model is proposed for computer worms by explicitly considering
anti-virus measures and the network infrastructure. Then, the basic reproduction number of worm Ry is derived and the
global dynamics of the model are established. It is shown that if Ry is less than or equal to 1, the disease-free equilibrium is
globally asymptotically stable and the worm dies out eventually, whereas, if R is greater than 1, one unique endemic equi-
librium exists and it is globally asymptotically stable, thus the worm persists in the network. Finally, numerical simulations

are given to illustrate the theoretical results.
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1. Introduction

Computer worms are a major security threat on computer
networks. The propagation of computer worms can lead to
distributed denial of service attack, damage the security of
classified information, and even cause financial losses.[!! For
example, the Code Red worm once infected 3.6 x 103 hosts
and caused 2.6 billion dollars of financial losses in 2001.°!
Then, the Slammer worm brought about more than 90% of
vulnerable computers in the Internet to shut down within 10
minutes and the Blaster worm attacked 1.88 x 10° hosts run-
ning Microsoft operating systems in 2003.1>* The recent Con-
ficker worm infected over 13 million IP address throughout the
world-wide network.!'! Therefore, controlling worm propaga-
tion is of great importance. Working towards this goal, it is
necessary for us to model and analyze the dynamic behavior
of computer worms.

In view of the similarity between biological viruses
and computer worms,>!
the SIS (susceptible-infected-susceptible) model and the SIR
(susceptible-infected-removed) model have been applied in

epidemiological models such as

computer worm studies.">>~71 In the SIS model, a node is
infected and cured repeatedly, while in the SIR model, once
the infected nodes are cured, they will never be infected again.
Obviously, the basic SIS and SIR models cannot accurately
describe worm propagation in the real network environment in
which the anti-virus measures are taken.

Recently, some extended models have been suggested
which include anti-virus measures.®!! Mishra er al®! as-
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sumed that the infected nodes get temporary immunity after
running anti-malicious software. So they proposed a SIRS
(susceptible-infected-removed-susceptible) model with a fixed
period of temporary immunity. Ren et al!°! considered that
the anti-virus ability of a network is limited due to the limited
software cost. They expressed the removed rate as a piece-
wise function, and presented a novel SIR model. Zou ez all'!
suggested a dynamic quarantine model for worm propagation
based on the principle of assumed guilt before proven inno-
cence. Wang et al!'!l considered both vaccination and quaran-
tine measures, introducing a more general mitigation epidemic
model for a rapid spreading worm.

Itis noticed that the models mentioned above are all based
on the assumption of a homogenous network. This means
that the infected host infects any of the susceptible hosts by
the same probability. In fact, a large computer network (e.g.,
the Internet) is generally non-homogenous in the structure of
topology. The different routing tables and ACLs (Access Con-
trol Lists) of routers lead to different connectivity in local net-
works. Some studies have shown that the network topology
can also affect the worm propagation. For example, Liljen-
stam et al.l'?! thought that the routing can change the connec-
tivity and thus may cut off parts of the population. Thus, they
proposed a stratified SIR epidemic model for worm propaga-
tion at the level of autonomous systems (ASes). Kim et al.[4!
evaluated the impact of topological constraints on worm prop-
agation by simulation, showing that a worm may only infect a

small number of susceptible nodes corresponding to network
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topological criteria.

Although previous studies have formulated various worm
models including different factors to study computer worm
propagation behaviors, none tackles the combined effects of
both anti-virus measures and network infrastructure on worm
propagation in the real computer network environment. Moti-
vated by this, we focus on the following key issues: i) Explic-
itly considering both anti-virus measures and network infras-
tructure, we propose a novel multi-group SIQR (susceptible-
infected-quarantined-removed) worm model by adopting the
multi-group epidemiological model;!'3~131 ii) In particular, the
global dynamics of the proposed model are established to un-
derstand the global behavior of a computer worm.

The rest of this paper is organized as follows. Section 2
formulates the multi-group SIQR epidemic model. The global
stability of the model is examined by using the Lyapunov func-
tion and LaSalle’s invariant set theorem in Section 3. Numer-
ical simulations are carried out to validate the theoretical re-
sults in Section 4. Finally, we conclude and discuss the paper
in Section 5.

2. Model formulation

First, it is necessary to point out that most real-world
computer networks are dynamic networks whose topologies
are time-varying!'-18 But, here we assume the network
topology is fixed. One reason is that, compared with the worm
spreading speed by which worm propagation can reach steady
states quickly, the change of network topology is generally rel-
atively slow. Another reason is that considering this change
can make theoretical analysis very complicated and difficult.
We will consider the time-varying characteristic of network
topology in future work. Furthermore, we assume the com-
puter network is composed of n (n > 2) ASes. Each AS is
equivalent to a group of multi-group models. Each host in the
network has one of four possible states: susceptible (S), in-
fected (I), quarantined (Q), and removed (R). The hosts with
state S are healthy but vulnerable to worm infection. The hosts

with state I mean that they have been infected by a worm and
can transmit the worm to the susceptible hosts. The hosts with
state Q denote that they have been quarantined (i.e. temporar-
ily disconnected networks) due to exhibiting suspicious behav-
ior of susceptible hosts or failure to clear the worms from the
infected hosts in time. The hosts with state R indicate that they
have gained immunity to the worm infection by installing an
anti-virus program or personal firewall. At the same time, the
total number of hosts in k-th (1 <k <n) AS is partitioned into
compartments Si(¢), It (7), O (¢), and R (¢) according to hosts’
states, denoting the number of susceptible, infected, quaran-
tined, and removed hosts at time ¢, respectively.

A schematic diagram of hosts’ state transition and cor-
responding parameters are shown in Fig. 1. The susceptible
hosts will move to a infected state if they are infected by a
worm from their own AS or other associated ASes. In addi-
tion, they will go directly to state Q if they exhibit suspicious
behavior, or go to state R if they obtain immunity via installing
anti-virus software. The infected hosts will become state R
given that the worm is cleared and the anti-virus software is
setup, otherwise they become Q if the worm cannot be cleared
in time. The quarantined hosts become state R due to rein-
stalling the operation system as well as anti-virus software, or
return to the susceptible compartment if they are the suscepti-
ble hosts quarantined by mistake before. The explanation for
each parameter in Fig. 1 is summarized in Table 1. All the pa-
rameters are assumed to be nonnegative. It is worth noting that
the transmission rate f3; denotes the inside infection rate in the
same AS if k = j, otherwise, it denotes the cross infection rate
between different ASes.

Fig. 1. Schematic diagram of the multi-group SIQR model.

Table 1. Parameters and explanations used in this paper.

Parameter Explanation

By Transmission rate between compartments S and /;

dks,d,l{,d,gd,? Natural death rate of S, I, Q, R compartments in the k-th AS, respectively

Ay Influx of new hosts into the k-th AS

& Removed rate of susceptible hosts in the k-th AS

G Quarantined rate of infected hosts in the k-th AS

i Quarantined rate of susceptible host in the k-th AS

Tk Removed rate of infected hosts in the k-th AS

Ok Removed rate of quarantined hosts in the k-th AS

O Released rate of quarantined hosts to susceptible compartment in the k-th AS
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Based on the analyses and assumptions mentioned above,
the multi-group SIQR model can be constructed by the follow-
ing differential equations

N n
Sk = A+ 6Ok — '21 BrjSid; — (df + & + ) Sk
J:
. n
I = Zl BeiSlj — (di + qi + ro) Ik, (1)
j=

Qk = qrdp + WSk — (d;i2 + 8+ 6k) Ok,
Ry = &Sk + ridy + 6,0 —dll}Rk7 k=1,2,...,n.

For each k, summing the four sub-equations in Eq. (1),
we have
N, — S 1 Q R *
Nk—Ak—dkSk_dek_dk Qk—dkRk SAk—dek, 2)

where Ny = St + I + Ok + Re, df = min{d},d},d2,dR} > 0.
Hence,

limsup(Ny = Sk + I + O + Ri.) < Ay /df.

=300

3)

S <

F: (Slallanv"'aSl%Ianﬂ)eRin

A
Si+ L+ 0p < =%

Similarly, from the first three sub-equations in Eq. (1), we also
easily have

Ak
(dS + e+ ) — B/ (A2 + 8+ 6;)

limsup Sy <
t—oo

“

Since the variable R; does not appear in the first three sub-
equations of Eq. (1), we can consider the following reduced
system

. n
Sk = Ak + 0O — ‘21 BrjSilj — (di + &+ ) Sk,
j=
. n
Iy = -21 BrjSil; — (dy + g+ i) i,
=

Ok = qicli + MiSk — (d;?+5k+9k)Qk,
k=1,2,....n

&)

for Sy, Iy, and Q, to discuss the dynamic behavior.

Obviously, the omega limit sets of Eq. (5) are contained
in the following bounded region in the non-negative cone of
R3":

Ay

(d3 + & + 1) — B/ (A2 + 8 + 6,

(6)
ST

k=1.2,....n

It can be verified that the region I" is positively invari-
ant. In addition, the behavior of R; is determined by the last
sub-equation in Eq. (1).

3. Stability analysis

The global stability of a system is one of the most im-
portant topics related to global dynamic behavior.!*->3! In
the following, we will prove the global stability of the pro-
posed model (Eq. (5)) by using a graph-theoretic approach
to the method of global Lyapunov functions (see Refs. [24]
and [25]). It is easily found that equation (5) has the
disease-free equilibrium Py = (S?,O, Q(l), ...,89.0,07), where
SO = A/ ((df + &+ ) — B/ (d2 + & + 6)) and QF =
Ay (dS + &+ ) (d2+ 8 + 6) — ) (k=1,2,....n).
By using the next generation matrix method,”®! the basic re-
production number of a worm is given by

Ry=p(FV™Y, k=1,2,....n, (7
where p denotes the spectral radius, and
S8 SBin
F= : : ; ®)
Sgﬁnl Sgﬁnn nxn
V = diag[di+qi+ni], (1 <k<n). )

It can be verified that p(FV~!) = p(V~'F), so Ry can
also be rewritten by

Ry = p(V''F)
[ SBu SBin
di+q1+r di+q1+r
=p : :
SpBui SpBun
d +-gn+ra Al +qn+rn .

= p(M(S?,Sg,,SS)) = P(M())

Theorem 1 Assume that B = (B ;)nxn is irreducible. If
Ry < 1, then Py is the unique equilibrium of Eq. (5) and it is

(10)

globally asymptotically stable in I"; while if Rg > 1, then P is
unstable and equation (5) is uniformly persistent in 12 (interior
of I).

Proof Let S = (S1,52,...,5,) and $° = (59,59,...,59),
then M(S%) = My. Since 0 < S, < S? (1 <k < n), then we fur-
ther have 0 < M(S) < M(So) = Mp. On the other hand, M is
irreducible from the irreducibility of B = (B;)nxn. Accord-
ing to the well-known Perron—Frobenius Theorem, M, has a
positive eigenvector 0(w;, @, ..., ®,) with respect to p(Mp),
i.e., the following equation holds

0-p(My) = oM. an
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We choose the following Lyapunov function
n
L=) ——1I. (12)
k; dy +qx + ")

Then

n

i-y

e
k:l d +6]k+rk)

n
Y BiiSl; — (di + i+ ri) I

|
M .

= dI +qk+rk)

j=1
= - (M(S)[—1)

< - (MyI—1)

= [p(Mo)—1@-T1<0 if Ry< 1. (13)

If Ry = p(My) < 1, then L = 0 if and only if I = 0. If
Ry = 1, then L = 0, which implies

o-MS)I=o0-1 (14)

Furthermore, if S # S°, then @ - M(S) < 0 - M(S5°) = w, thus
equation (14) has only the trivial solution / = 0. Therefore,
wehaveL:OifandonlyiflzoorS:S0 when Ry < 1.
We can prove that the only compact invariant subset of the set
I" (where L = 0) is the singleton {Py}. By using LaSalle’s
Invariance Principle, P is globally asymptotically stable in I".

If Ry = p(Mp) > 1 and I # 0, we know that @ - My — @ =
[p(Mp) — 1]@ > 0. From the continuity property, we have
L= - (M(S)I—1I) > 0 in the neighborhood of Py in I". This
implies that Py is unstable. Using a uniform persistent result
from Ref. [27] and similar way in the proof of Proposition 3.3
of Ref. [28], we can draw the conclusion that when Ry > 1,
the instability of Py implies the uniform persistence of Eq. (5).
This completes the proof of Theorem 1.

From Theorem 1, we know that if Ry > 1, equation (5)
is uniformly persistent and its solutions in 12 are uniform
bounded, which implies the existence of an equilibrium of
Eq. (5) in ') Let P* = (S%,15,Q%,..., S5, I, Q%) be an en-
demic equilibrium, then we have the followmg equilibrium
equations

n

A+ 6005 = Y BiiSily + (di + &+ m)Si, (195

=1
< 1

Y BeiSil; = (di+ax+ o)y, (16)

=

qili; + S; = (d2 + 8+ 6,) ;. 17

Theorem 2 Assume that B =
equation (18) is satisfied

(Bkj)nxn is irreducible and

(S =) (Qr — Ox) <O for S # Sk and Oy # Q. (18)

If Ry > 1, there exists a unique endemic equilibrium P*, and

P* is globally asymptotically stable in 12 .

Proof Denote

k]:BkjSZI;F, 1<k, j<nn>2, (19)
and matrix
YiaBu  —Pu —Bui
B —1.312 szz Ba —[.3;12 o
—Bin —Ban Yitn Bl
Since B = (B )nxn is irreducible, then matrix (B;)nxn is

also irreducible. By using Lemma 2.1 in Refs. [24] and [25],
a basis for the solution space of the linear system

Bv=0 2y

) = (€11,€22,- -, Cnn),
where cy; denotes the cofactor of the k-th diagonal entry of
B,andvi =cy >0,1<k<n.
Choose the Lyapunov function as
I
a—qmﬁ)
I
Ok ) ] 22)
Ok

- * sk S
V= kzlkaSk Sk—SklnS];E) + <1k—
+ (Qk —0; — Q¢In

Differentiating V along solutions to Eq. (5) and combin-
ing Eq. (15) to Eq. (17), we have
< Si I .0
Soef(s-508) ¢ (6 5a) (0 G
=1 0
n

[Ak + 0Ok — (df + & + i) Sk

can be expressed as v = (vi,v2...,Vp

1%

S St L .
— S—’;Ak — S—ZGka + Z Bi;iSilj + (dS + & + 1) S

—(dp+ qi+ ) — + (di+ i+ )i

Z BkjSkI

il + WSk — (d2 + 8 + 60 Ox
_ Orax - [0
Ok Ok

=Y w (d,f+£k+uk)5,ﬁ< *)
1;1 [ St Sk
Z ﬁk/Sk

(%
+ ( 2y fuSi; - iﬁkj
=1 =1
(

S*
+ | qredi + WSk — <dQ+5k+9 Sk) )
k

QZ)]
— 23
X( O (23)

It is well known that the arithmetic mean is greater than

Si+ (dQ+ 8 + Gk)Qk}

+ (d +61k+rk)1k)>

(S0)°r; iﬁ >

j_

or equal to the geometric mean, so Si/S; 4 S;/Sk > 2, with
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equality holding if and only if Sy = S}, then

S, Sr
(df + &+ ) Si(2— o — L) <o. 24)
Si S

Since Bv = 0, thus Zﬁ]kvj

dition, combining with Eqs (16) and (19) we have

Z ﬁszk is satisfied. In ad-

n
Y BuiSilivi = (di+ qi + ) I v,

i=1

n
Zﬁij;IZVj =
J

1<k<n. (25)

This implies that

n

Ik ZB/kS VJ

n
v Y BiSily =

1 j=1

™=

k

n
Py
Z (dy + g+ i) v (26)

From Eq. (18), and the third sub-equation in Eq. (5), it
can be derived that

(Clklk + WSy — (d,? + 6+ eksk) Qk) ( —Qk) <0, 27)
Sk Ok

with equality holding Sy = S} and O} = Q.
Using Egs. (24), (26), (27), and Bjk in Eq. (19), we have

IOV ITES Wl

Vi kj — kJ (9 rer

=1 S LS
no Sk I,Sk1;>

Y Vkﬁkj< - 1o )¢

k,j=1 Sk IkSkIj

= Hn(517]17S2aI2a"'

1%

IN

Snsdn). (28)

In the following discussion, we will point out that
I‘In(Sl,I],SQ,IQ7 ... ,Sn,]n) < 0 for all (S1711aS2;]27 .. ,Sn,ln) S
13. It is noticed that such a result has been proved for a multi-

group SIR model.*#

Here, for the completeness of this pa-
per, we will prove it again by using a more simple method in
Ref. [25] for the proposed model Eq. (5). Let L = G(B) de-
note the directed graph associated with matrix B, T a directed
spanning subtree of L, U an unicyclic of L which is a disjoint
union of rooted trees whose roots form a directed cycle, Cy a
cycle of U, I = [(U) the number of arcs in Cy, and E(U) the

set of directed arcs in U. Then

H,=Y Huu, 29
U
with
St LS
Hy= ]I ﬁm(zz Y ("+ ! ")) (30)
(,m)€E(U) (k,j)EE(U) Sk IkSkI.i

Note that for each unicycle graph U,

S5 LS LI
E I T k=1 (31)
wpeEw) Sk WSG o ey I

Thus,

St LiSiIf
Yy <k+ / ’j’;)zzl, (32)
(kjickw) NSk ISl
then H, y <0 for each U, and H, ;y = 0 if and only if
i; _ I;iSil;
Sy IkS,jIj*. ’

(k,j) € E(U). (33)

Therefore,

H,=)Y H,y <0. (34)
U

We have proved that V < 0 with V = 0 if and only if

Sk =S}, O; = Ok, and H, = 0. Note that if S, = SZ, 1<k<n,
then H, = 0 if and only if Iy = al}, k = 1,2,...,n, where a is
an arbitrary positive number. Substituting Sk St Or = Ok,

and Iy = alj into the first sub-equation of Eq. (1), we have
n
0=Ac+ 605 —a Y BisSil; — (d + &+ 1m)S;. (39)
Jj=1

Clearly, the right-hand side of Eq. (35) is strictly decreas-
ing in a. According to Eq. (15), we know that equation (35)
holds if and only if @ = 1, namely at P*. So, the largest invari-
ant subset where V = 0 is the singleton {P*}. By LaSalle’s
Invariance Principle, P* is globally asymptotically stable in 12
Here, it is necessary to point out that the global stability of
P* implies that the endemic equilibrium is unique in 1S This
completes the proof of Theorem 2.

4. Numerical simulation

In this section, in order to validate the theoretical analysis,
we do several numerical simulations. To make the simulations
easy, the network of two ASes is considered here (i.e. N = 2),
so we have the following two-group epidemic model

Si =A1+ 6101 — (BuSili + Bi2Silr)
—(d5 + &1+ 11)S1,

I = (BuSili + B2Sib) — (dY +q1 + 1)1,

Ql =t]111+.u151—(61?4-514-91)Q17 (36)

Sr =AM+ 6,05 — (Br1S2li + BrSalh)
—(d5 + &+ 112)S7,

L= (BnSali + B2Sal) — (dy + g2 +12) b,

0> = oo + 125> — (dS + &+ 6,) 0s.

Here, we assume that $;; > 0 and B,; > 0, showing that the
worm can propagate cross two ASes each other. If 8;; > 0 and
B2z > 0, then it implies that worm spreading also occurs inside
the first AS and the second one respectively. The other values
of parameters are set as follows: A; =1, 6; =1/5, dls =1/20,
e = 1/50, w = 1/20, di =1/10, ¢; = 1/20, r; = 3/10,
d? =1/20, § =1/4; Ay =15, 6, =5/12, d5 = 1/25,
& = 3/100, pp =2/25, d} = 1/15, qo = 1/10, r, = 2/5,
d¥=1/20,8=1/5.
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Fig. 2. (color online) When Ry ~ 0.77 < 1, the disease-free equilibrium
Py = (12.2807,0,2.1930, 14.6368,0, 1.3208) is globally asymptotically sta-
ble. Figures 2(a) and 2(b) show that the worm gradually dies out with
time evolution in the first and second ASes respectively. Initial values are:
S1(0) =20, 1;(0) = 6, Q1(0) =2, $(0) =25, ,(0) = 10, and Q>(0) = 5.
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Fig. 3. (color online) When Ry ~ 4.19 > 1, the endemic equilibrium
P* =(3.5989, 1.6358, 1.0809, 3.4091, 4.0919, 1.2308) is globally asymp-
totically stable. Figures 3(a) and 3(b) show that the worm persists with
time evolution in the first and second ASes respectively. Initial values are:
S1(0) =20,1,(0) =6, 01(0) =2, 5,(0) =25, 1L(0) = 10, and Q»(0) =5.

Since Bi2 > 0, B21 > 0, the matrix

_ [Bll ﬁ12:|

Ba1 B
is irreducible. If

B [ 0.01 0.003]
0.005 0.015 |’

we have Ry ~ 0.77 < 1. In this case, the disease-free equilib-
rium Py = (12.2807,0,2.1930,14.6368,0,1.3208) of Eq. (5)
is globally asymptotically stable from Theorem 1 (see Fig. 2).

However, if

0.05 0.03
B= [o.oz 0.08} ’

we have Ry ~ 4.19 > 1. From Theorem 2, equation (5) has a

unique endemic equilibrium
P* =(3.5989, 1.6358, 1.0809, 3.4091, 4.0919, 1.2308)

and it is globally asymptotically stable (see Fig. 3).

5. Conclusion and discussion

In this paper, we have presented a multi-group SIQR
model at the level of autonomous systems (ASes) for worm
propagation in computer networks. The model includes not
only anti-virus measures but also the infrastructure of com-
puter network. By using a graph-theoretic approach to the
method of global Lyapunov functions, the global dynamics of
the model have been analyzed rigorously. The results have
shown that the model has a globally stable disease-free equi-
librium if the basic reproduction number of the worm is less
than or equal to 1, while it has a unique endemic equilibrium
which is globally stable if the basic reproduction number is
greater than one. Finally, numerical simulations are given to
validate the theoretical results. The proposed model, a more
accurate worm model, can help us to understand the dynamic
behavior of computer worms. Moreover, the theoretical results
are able to provide some useful guidance for making effective

countermeasures on worm propagation.
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