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We evaluate the influence of temperature on the behavior of a three-phase clock-driven metal-oxide—semiconductor
(MOS) chaotic circuit. The chaotic circuit consists of two nonlinear functions, a level shifter, and three sample and hold
blocks. It is necessary to analyze a CMOS-based chaotic circuit with respect to variation in temperature for stability
because the circuit is sensitive to the behavior of the circuit design parameters. The temperature dependence of the proposed
chaotic circuit is investigated via the simulation program with integrated circuit emphasis (SPICE) using 0.6-pm CMOS
process technology with a 5-V power supply and a 20-kHz clock frequency. The simulation results demonstrate the effects
of temperature on the chaotic dynamics of the proposed chaotic circuit. The time series, frequency spectra, bifurcation

phenomena, and Lyapunov exponent results are provided.
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1. Introduction

Since Pecora and Carrol proposed a method to synchro-
nize two identical chaotic systems,[l’z] chaotic circuits and
their applications in secure communication have attracted the
great attention from many researchers. In addition, secure
communication using a chaotic signal (as a carrier) to mask
sensitive information has been successfully demonstrated. [>#]
The main advantage of chaotic secure communication system
in comparison with conventional cryptosystems is that chaotic
secure communication systems can be realized with very sim-
ple circuits on part of a chip.[’! As reported by Yang, [®! fourth-
generation chaos-based secure communication, which uses
impulsive synchronization, has a greater advantage over third-
generation chaos-based secure communication, which uses
continuous chaotic synchronization.”*! Lower bandwidth us-
age (performance in a limited bandwidth) is needed to transmit
the synchronization signal, which is less sensitive to channel
noise and provides a much higher degree of security.!®) Fur-
thermore, hardware implementations using integrated circuits
based on CMOS technology have become popular instead of
using discrete electronic components, because these integrated
circuits are much more convenient for compact, effective, and
low-cost embedded systems.[10-11]

In chaos-based secure communication using impulsive
synchronization, discrete-time chaotic generators act as a crit-
ical and essential role and determine the performance of the

overall system. This has led to discrete chaotic generators that
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have attracted much attention in the field of electronics en-
gineering. Intensive studies have been conducted on the im-
plementation of chaotic systems.!'?! These circuits are very
useful because they represent new types of random genera-
tors that can be used for secure communication and neural
networks. [13-16]

The most important aspect in the design of a chaotic cir-
cuit is the design of the nonlinear functions (NFs) by con-
sidering the relationships among the circuit parameters. The
variations in these critical parameters can eliminate the output
chaotic sequence of the circuit.!'” However, both analog and
digital integrated circuits based on silicon are highly sensitive
to temperature.!'®-23 For chaotic applications, temperature-
stable chaotic systems are required; therefore, the temperature
dependence on the chaotic dynamics of these circuits needs
to be analyzed sufficiently. In previous designs, the effects of

temperature were ignored, [>-10-1116]

raising the issue of what
will happen if the operating temperature is changed within a
large range. Therefore, the temperature dependences of the
chaotic dynamics of these circuits must be thoroughly ana-
lyzed. In this work, we propose a three-phase clock-driven
chaotic oscillator by voltage control based on CMOS technol-
ogy and then analyze the effects of temperature on the opera-
tion of the circuit. The temperature range chosen in this study
is from —60 °C to 60 °C, which covers realistic operating con-
ditions.

The remainder of this paper is organized as follows. In
Section 2, we propose a simple three-phase chaotic circuit,
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analyze the circuit topology, and generate the discrete chaos
equations. In Section 3, we perform the analyses of the ef-
fects of temperature on the transfer curves of the chaotic cir-
cuit using an approximate mathematical model. In Section 4,
we present the simulation results of the desired operation at
room temperature and then demonstrate undesired effects due
to temperature variation. Finally, in Section 5, we discuss our

conclusions with several comments regarding the design of the

CMOS-based discrete chaotic circuit.

2. Three-phase clock-driven chaotic circuit for
the analysis of the effects of temperature

In this study, a three-phase clock-driven chaotic oscillator
is proposed for temperature analysis. Figure 1(a) shows the
block diagram, and figure 1(b) shows the schematic diagram
of the proposed chaotic circuit.
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Fig. 1. (color online) (a) Block diagram and (b) three-phase clock-driven chaotic oscillator.

From Fig. 1(a), the entire circuit model is described by

x(t+1)=h-g-flx(t=2),1), (1)

where x is the internal state variable, u is the control factor, g
and f are the nonlinear functions (NFs) that generate a chaos
map, and 4 is a linear function that represents the buffer. Fig-
ure 1(b) shows the implementation of Fig. 1(a), where two NFs
are realized using two sub-circuits to generate a chaos map. [>4]
The chaos map is controlled by the voltage, which determines
whether the chaotic circuit generates a chaotic or periodic sig-
nal. Further, a level shifter (LS) is used as a buffer to adjust
the output voltage for feedback.!'”) In addition, three sample
and hold blocks, which act as capture and delay elements, are
used to generate the discrete time series. These clocks need to
ensure that the overlapping between them does not occur.
Figures 2(a) and 2(b) show the transfer curves of the two

sub-circuits that generate the chaos map, and figure 2(c) shows
the transfer curve of the LS, which is biased at a fixed voltage

M =09V).

The operation of the proposed circuit is described as fol-
lows (Fig. 1). When clock 1 is active, the output of nonlinear
block 1 is sampled and stored in Cj. In the next time steps (i.e.,
when clock 2 is active), the sampled voltage is captured at the
output of nonlinear function block 2 (NFB2) (stored in C;) and
finally at the output of the LS (stored in C3), which is feedback
to the input according to Eq. (1) to generate a sequence of out-
put signals. The computation is iterated once per cycle; thus, a
discrete dynamic system is generated by continuous cycles to

generate an iterated map from the implementation of Eq. (1).
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Fig. 2. (color online) Transfer curves at room temperature for (a) NF
block 1, (b) NF block 2, and (c) LS block.

3. Effects of temperature on the discrete-time
chaotic circuit
3.1. Temperature dependence on the properties of MOS-
FET
For stable operation of a chaotic circuit, all noise source
types must be considered and their effects on the dynamic
range must be evaluated. Hence, a comprehensive study on
the effects of temperature on the integrated chaotic circuit is

not only fundamental but also critical. This is because of

the sensitivity of the initial conditions of any chaotic system.
First, we introduce the effects of temperature on the properties
of metal-oxide—semiconductor field-effect transistor (MOS-
FET) devices. Then, the undesirable effects of the variation in
temperature on the operation of the system is discussed with
the aid of the transfer curves.

A metal-oxide—semiconductor (MOS) transistor exhibits
a temperature dependence that must be considered in cir-
cuit designs. Many studies have been conducted to evalu-
ate the effects of temperature on the characteristics of MOS
devices.?1>-281 In MOS technology, many temperature-
dependent parameters are needed, such as mobility, threshold
voltage, saturation velocity, series parasitic resistance, leak-
age current, output resistance, and sub-threshold current. [21,27]
The two most important basic parameters of a MOSFET, i.e.,
the mobility and threshold voltage, have been thoroughly ana-
lyzed with regard to the temperature variation. For simplicity,
we focus on these factors to highlight the effects on the char-
acteristics of MOSFET devices due to temperature.

The mobility values of the charge carriers (electrons
and holes) are determined by several scattering mechanisms:
phonon scattering (by optical and acoustical phonons), ion-
ized impurity scattering, surface scattering, remote charge
scattering, etc. Phonon scattering is strongly temperature-
dependent because the number (density) of phonons increases
with temperature increasing (i.e., this density follows the
Bose-Einstein distribution). This causes the mobility to be
temperature-dependent.

Following Ref. [27], we write the n-channel transistor
drain current equations (with neglecting the effects of chan-
nel length) as follows:

in the saturation region,

Iancox w 2
I — —_ — V N 2
d 2 (L>(VGS )3 )
in the Ohmic (triode) region,
C w
Id = .un2 0X (L> |:2 (VGS — VT) VDS — V]%S] . (3)

In this equation, u, is the carrier mobility, and Vr is
the threshold voltage, which decreases with the increase of
temperature.'”®! As reported in Refs. [29] and [30], these
quantities are expressed as functions of temperature as fol-

lows:
Vi (T) = Vi (To) + avr (T —To), “)
T\ %
(1) = () (1) 0
0

where T is the reference temperature (or absolute temperature
at 300 K or 27 °C), ayr = dV1/dT, and o, is a negative con-
stant. At high drain currents, we consider the current when
the gate—source voltage Vg is above the threshold voltage. In
both the saturation region and Ohmic region, the drain—source
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current Iy is controlled by the carrier mobility and threshold
voltage. Keep in mind that the threshold voltage is also a func-
tion of temperature and decreases with temperature increasing
as shown in Eq. (4); however, the variation in mobility dom-
inates compared with the variation in the threshold voltage
with temperature increasing,[*! so that the drive current de-
creases as temperature increases. This effect is illustrated in
Figs. 3(a) and 3(b). At low drain current, the variations in sur-
face inversion potential (affecting the threshold voltage) with
temperature will dominate the temperature-induced changes in
drain current, meaning that the drain current decreases as the
temperature decreases as shown in the inset of Fig. 3(a). In
addition, the MOS output resistance usually increases as tem-
perature increases.
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Fig. 3. (color online) Variations in the current—voltage characteristics
of an n-type MOSFET with temperature, showing (a) I;—V,s and (b)
Ia=Vas.

The simulation results above confirm the temperature de-
pendence of the MOSFET. Based on this fundamental under-
standing, we evaluate the variations of the transfer curves of
a MOSFET based on a chaotic circuit and then demonstrate
their effects on the unstable behavior of a chaotic system.

3.2. Temperature dependence of the characteristics of
MOSFET-based chaotic circuit

The simplest way to study the effects of temperature on
the operation of the proposed chaotic circuit is to observe
their influences on the transfer curves of the entire chaotic
circuit. However, this is very complex work that cannot be

Output voltage Vou/V

Input voltage Vi,/V

3-0 T T T T
L Vbp =50V
Vo= 20V
2.5
>
~
H
=~ 20
0]
&
=
g 15
-
=
o /
=
3 1.0
051 nonlinear function 2
1 1 1 1 1 1 1 1 1
0 1 2 3 4 5
Input voltage Vi,/V
5 T T T T
) Vop=5V
V=09V
4 - -
=
e L
) 3F 4
&
= L
S
s
s of
2
£
] L
o
1 - -
level shifter
OO 1 2 3 4 5

Input voltage Vi,/V

Fig. 4. (color online) Variations of transfer curves with temperature for
(a) NF block 1, (b) NF block 2, and (c) LS block.
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accomplished by hand-calculations. Thus, we limit our study
to evaluating the effects of temperature and their importance
on MOSFET-based chaotic circuit design. This study is sup-
ported by the SPICE program. Figure 4 shows the variations
in the transfer curves with temperature.

To evaluate the effects of temperature on the behavior
of the circuit, we assume that the circuit operates in a tem-
perature range from —50 °C to 50 °C, which is the realis-
tic operating condition. The function exhibits a temperature-
sensitive family of curves as shown in Fig. 4(a). The transfer
curves for different temperatures exhibit N-type shapes and
negative differential resistance in an input range from 2.25 V
to 2.45 V. The second function exhibits temperature-sensitive

3.0F (a)

Output voltage Vout/V

bell-shaped transfer characteristics and negative differential 2.5 -—
resistance in an input range from 2.25 V to 5.0 V [Fig. 4(b)]. V.=25V (b)
Finally, figure 4(c) shows that the LS exhibits temperature- <
sensitive linear transfer curves with a dropout voltage on the § 207
order of hundreds of millivolts. Here, the temperature varia- %D “
tion causes a slight modification to each of the transfer curves 5 15
in the sub-blocks. However, these slight variations of these ; ‘
curves significantly affect the chaotic dynamics of the circuit. % Lo ‘
From the simulated data in Fig. 4, the transfer curves are o ‘
expressed as follows: room temperature (25 °C)
0.72018x+1.26734+ o, 0<x<2, R N
Fx) = —0.29066x +3.15274 + 0y, 2 <x<2.25, ©) Time/ms
—1.36639x+5.49724 + 03, 2.25 <x < 2.45, 101 . . .
0.57361x+4-0.71107 4+ 04, 2.45<x <35, | Ve=25V (c)
0.72018x+1.26734+ B, 0<x<2, 101} _
—0.29066x +3.15274 + B, 2<x<2.25,
8() =13 _230061x+7.44888 4 Bs, 2.25<x <275, )
~0.28311x+1.91592 4 B4, 2.75<x <5, g 107 1
hx) = { 0.50587 + 71, 0<x<0.5, ® z .
0.92236x4-0.023154+7p, 0.5<x<}5, A 10 Y
where o; (i=1:4), B; (j=1:4),and % (k=1:2) are the em-
pirically fitted temperature-coefficient factors of the functions 1077F |
. . room temperature (25 °C)
that show the changes in behaviors of the transfer curves ac-
cording to temperature variation. We note that all the functions 10790 ' 510 15

behave approximated as piecewise linear functions. These em-
pirical equations can be thought of as a simple way to deter-
mine the effects of temperature, rather than to solve the more
complex equations of small-signal models.

4. Simulation results

The circuit is analyzed via SPICE simulation with a 5-V
power supply and a 20-kHz clock frequency. We first verify
the operation of the proposed chaotic circuit at room tempera-
ture (25 °C), and then evaluate the effects of temperature.

To verify the chaotic properties of the discrete-time
chaotic circuit, a set of numerical experiments including time
series, frequency spectrum, bifurcation, and Lyapunov expo-
nent analysis are conducted.

Frequency/kHz

Fig. 5. (a) Bifurcation diagram at room temperature and (b) the chaotic
time series at the output, and (c) the chaotic frequency at the output.

SPICE simulations are carried out using the proposed cir-
cuit in Fig. 1 to verify the operation of the proposed circuit
before analyzing the effects of temperature. In the SPICE sim-
ulations, the circuit operates at the control voltage V. =2.5V
and the temperature 25 °C. In addition, the bias voltage V4
is set to be 0.9 V, which allows the LS to feedback a suit-
able voltage to generate a chaotic signal. Figure 5(a) shows
the chaotic output for a wide range of V, from 2.3 V to 4 V,
whereas the other regions show periodic and equilibrium sig-
nals. Figure 5(b) shows a time series of a chaotic signal. Fig-
ure 5(c) shows the frequency spectrum for a frequency range
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of 0 kHz-20 kHz, which clearly shows one of the chaotic char-
acteristics.

Next, the operation of the proposed circuit is confirmed
via the bifurcation diagram, one of the most effective meth-
ods of measuring the behavior of a chaotic circuit. Some bi-
furcation diagrams are presented in this paper to provide an
overview of the parameter values in which chaotic attractors
can exist. The bifurcation diagrams of V,; versus the tempera-
ture are shown in Fig. 6, where we can easily see the effects on
the operation of the chaotic circuit when temperature varies.
The domain of existence for chaos at different temperatures is

30r T=-50°C (a)

Output voltage Viu/V

30 T=0°C ()

Output voltage Viu/V

Input voltage Vou/V

presented. The variation in temperature, however, can elimi-
nate the chaotic operation of the system; thus, the output be-
haves in a simple, a periodic, a quasi-periodic, or even an equi-
librium state. Here, we perform a simple comparison between
Fig. 5(a) and the bifurcation diagrams in Figs. 6(b) and 6(c) in
which the temperatures are —25 °C and 0 °C (these conditions
can be realized according to environmental conditions or fluc-
tuations at the operating temperature). For V, =3V, the circuit
exhibits a chaotic signal at room temperature, whereas it ex-
hibits a periodic signal at —25 °C [Fig. 6(b)] or an equilibrium
signal at —50 °C [Fig. 6(a)].

3.0

Output voltage Vout/V

Output voltage Vou/V

0 1 2 3 4 5
Input voltage Viu/V

Fig. 6. Bifurcation diagrams of V;,; versus V; at different temperatures: (a) —50 °C, (b) —25 °C, (c) 0 °C, and (d) 50 °C.

We now analyze the effect of temperature on the opera-
tion of the chaotic circuit. To maintain simplicity in the analy-
sis, we consider the temperature as a new control factor; thus,
equation (1) can be represented as follows:

x(l+1):h'g'f(x(t_2)7“7¢)7 (9)

where ¢ is a control variable that represents the temperature
coefficient [other variables have the same definitions as those
in Eq. (1)]. We assume that the chaotic circuit is designed to
generate a four-period signal at the output at room tempera-
ture [Fig. 5(a)]. Then, we measure the output variation when
the temperature varies from —60 °C to 60 °C. Figure 7(a)
shows that the output of the chaotic signal changes consider-
ably and exhibits almost all the behaviors (in equilibrium, peri-

odic, quasi-periodic, and chaotic signals) that a chaotic system
should have. Figure 8 shows the output variations at two dif-
ferent temperatures. Figures 8(a) and 8(b) show the time series
and frequency spectrum of the chaotic state at —40 °C. Fig-
ure 8(b), which corresponds to Fig. 8(a), shows the frequency
spectrum for a frequency range of 0 kHz—20 kHz. Further-
more, figures 8(c) and 8(d) show the time series and frequency
spectrum of the six-period state at 0 °C. Figure 8(d), which
corresponds to Fig. 8(c), shows five peaks indicating six pe-
riods. The temperature variations cause performance to mis-
match between the designed function and the obtained results,
leading to functional failure in the operation of the proposed
chaotic circuit.

To perform further analyses, Lyapunov exponents for dif-
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ferent parameters are needed to confirm systems which own
the chaotic behaviors. Lyapunov exponents provide empir-
ical evidence of chaotic behavior. In general, the values of
Lyapunov exponents are usually computed using two different
methods. The first method is used for continuous systems that

Lyapunov exponent is defined as follows: (!0

2= [1og| £/ ()] p () dx

In this definition it is assumed that the differential func-

(10)

2.5 T T . r

o
=)

Output voltage Voui/V
"
o

—20 20 60
Temperature/°C

tion f(x) and the distribution function p(x) must be known.
However, we need to estimate the value of the Lyapunov expo-
nent numerically based on the samples of the output voltages
obtained in the simulation for each particular value of temper-
ature parameter. The Lyapunov exponent is then calculated
according to the following equation: 3!

A ! Nfll A% (fn + )’ (11)
=— 0g, .
N n=0 Ax ( )
0.3} (b)
~< r ...Ill.... 1
= - %
2 o0ar . I \
5 \ L ]
% | ] " -
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3 / .
g o\ = 1
a —0.1r% " e
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Fig. 7. (color online) Bifurcation diagrams of V¢ and Lyapunov exponent diagram versus temperature (V, is fixed at 2 V).

3.0 T T T T T T T T T
T=—-40°C (a)

208

Output voltage Vu/V

0 1 1 1 1 1 1 1 1 1
0 1 2 3 4 5

Frequency/kHz

3.0 T T T T

Output voltage Viu/V

0.5 T T S T
0 1 2 3 4 5

Time/ms

(b)

100 T=—40"°C

2 0
-
5]
z
o
[al}
108 1
1012 L L 1
0 5 10 15 20
Frequency /kHz
) ' L@
10} T=0°C ]
2 104 ]
=
-
5}
3 - ~
e
10-8} ]
1012 1 1 L
0 5 10 15 20
Frequency/kHz

Fig. 8. Output voltages varying with time at temperatures of —40 °C (a) and 0 °C (c), and output powers varying with frequency at

temperatures of —40 °C (b) and 0 °C (d) (V% is fixed at 2 V).
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It should be noted that the calculated values of Lyapunov
exponents in Eq. (11) for various values of temperature gain
high precision in the case where the number of data of inter-
nal state x; of time series is large enough. This affects the
accuracy of the calculated Lyapunov exponent. A plot of Lya-
punov exponent values, calculated for various values of tem-
perature is shown in Fig. 7(a) with 12000 points of the internal
states from x[0] to x[12000]. The behavior of circuit now is
confirmed by a positive Lyapunov exponent, which indicates
that the series is chaotic while the others with negative values
represent non-chaotic output signal (periodic or equilibrium
signal). For instance, for T = 40 °C the Lyapunov exponent
is calculated to be equal to —0.1537. This is matched with
the time series at the output as shown in Fig. 7(b). All these
gained results confirm that the temperature variations cause a
mismatch performance between the designed function and the
obtained result on output, leading to functional failure in the
operation of the proposed chaotic circuit.

As mentioned at the beginning of this paper, the proposed
chaotic circuit is designed using the MOS technology which
heavily depends on the operating temperature. This is an im-
portant and critical problem as it is not easy to eliminate the
temperature dependence of a conventional MOS-based chaotic
circuit. However, a feasible solution is to design the circuits
which need to be stable against the temperature by means of
the merits of new materials in combination with the hardware
design technology,??! for high quality chaotic generators in
the future.

5. Conclusion

The effects of temperature on the behavior of a discrete-
time-based chaotic circuit are investigated by using SPICE
simulations with 0.6-um CMOS technology. The simulation
results demonstrate the effects of temperature on the operation
of the proposed chaotic circuit. Therefore, in the design of the
integrated chaotic oscillators, the effects of temperature must
be taken into consideration.
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