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A new pseudorandom number generator based
on complex number chaotic equation*
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In recent years, various chaotic equation based pseudorandom number generators have been proposed, however,

the chaotic equations are all defined in the real number field. In this paper, an equation is proposed and proved to be

chaotic in the imaginary axis. And a pseudorandom number generator is constructed based on the chaotic equation. The

alteration of the definitional domain of the chaotic equation from the real number field to the complex one provides a

new approach to the construction of chaotic equations, and a new method to generate pseudorandom number sequences

accordingly. Both theoretical analysis and experimental results show that the sequences generated by the proposed

pseudorandom number generator possess many good properties.
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1. Introduction

Pseudorandom number generators (PRNGs)!*~19]
play an important role in security schemes, such as
generating cryptographic key streams and initializing
variables in cryptographic algorithms. Though the se-
quences generated by PRNGs appear to be random,
they are not truly so, because they can be reproduced
by certain deterministic algorithms. When the period
of the sequence is long enough, it has many good sta-
tistical characteristics.

Due to the random-like behaviors of chaos!'® and
the sensitivity of chaotic trajectories to the initial con-
ditions, many chaotic systems have been proposed and
applied to information security fields. In recent years,
researchers have exploited the single chaotic map!!~7)
or more chaotic mapsl’~!¥ to construct PRNGs. For
example, in Ref. [1], an algorithm for a multiple
pseudorandom-bit generator was presented based on
a coupled map lattice. In Ref. [2], a PRNG was pro-
posed to be constructed by using the piecewise lin-
ear map and the noninvertible nonlinearity transform,
and the characteristic of the multi-value correspon-
dence of the asymptotic deterministic randomness was
studied. In Ref. [3], several one-dimensional chaotic
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maps together were used to generate pseudorandom
numbers. In Ref. [4], the generation of a pseudoran-
dom bit sequence using coupled congruential genera-
tors was proposed. Reference [5] proposed a multiple
pseudorandom bit generator based on a spatiotempo-
ral chaotic map. Reference [6] proposed an algorithm
to generate pseudorandom numbers with the nearest-
neighboring coupled-map lattices. Reference [7] pro-
posed two algorithms to generate pseudorandom se-
quences, one was based on one logistic map, and the
other was based on two logistic maps. Real number
sequences obtained from the logistic maps were turned
into binary sequences by a threshold function. Refer-
ence [8] proposed a chaotic digital encoder modular
arithmetic. Reference [9] proposed a one-dimensional
iterative chaotic map with infinite collapses within
symmetrical region [—1,0) U (0, 1]. Reference [10] pre-
sented a pseudorandom binary generator that adopted
only binary operations, and the security relied on the
large numbers of branches of the inverse of the func-
tion used in the algorithm. Reference [11] proposed
the methods for constructing pseudorandom number
generators based on an ensemble of hyperbolic auto-
morphisms of the two-dimensional Sinai—Arnold cat
map. Reference [12] generated pseudorandom num-
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bers by means of the sawtooth chaotic map and pro-
posed a method of designing the security of sequences.
Reference [13] exported the self-shrinking technique
used in the classical cryptography into chaotic systems
to develop keystreams with good statistical properties
using a one-dimensional chaotic map. Reference [14]
chose the chaotic equation based on the linear feed-
back shift register, and the chaotic sequence gener-
ated by the equation was transformed into a binary
sequence by a binary system transformation.

At present, there are many chaos based PRNGs,
but they are all performed within the real number
field. In this paper, we generalize the definitional do-
main of the chaotic equation from the real number
field to the complex one. We believe this general-
ization will give us a new way and a new method to
generate pseudorandom sequences. We prove an equa-
tion chaotic in the imaginary axis, and demonstrate
some characteristics of the equation. And we also
construct the binary sequences based on this equa-
tion. Computer simulations confirm that the binary
sequences are pseudorandom, which improves the se-
curity of chaos based PRNGs and increases the resis-
tance against attacks.

The rest of this paper is organized as follows.
In Section 2, we prove a complex number equation
chaotic in the imaginary axis. In Section 3, we con-
struct a pseudorandom number generator to obtian
binary sequences from the complex number sequences.
Section 4 presents the property analysis of the pseu-
dorandom number sequences. Finally, a conclusion is
drawn in Section 5.

2. New complex number chaotic
equation

There are different definitions for chaos. The def-
inition of Devaney'® is as follows.

Definition 1 Let J be a set, f: J — J is chaotic
in J, if

1) f is sensitive to the initial values. Namely,
there exists § > 0, for every « € J and every adjacent
area N of x, there exist y € N and n >0 to make
(@) — )] > 6.

2) f is topological transitive. Namely, for every
coupled open sets U, V' C J, there exists £ > 0 to
make f*(U)NV # ¢.

3) The periodic points are dense in J. Namely,
if O is the set of all the periodic points, then for the
closure O of O, there is O = J.

To prove the proposed equation, we will prove a
lemma first.

Lemma 1 In the unit circle S, if 6 is an angle in
S, then equation f(6) = 26 is chaotic.

Proof We will prove the equation chaotic accord-
ing to Definition 1.

Let 6 = 1, for an arbitrary 6 € S and an arbitrary
adjacent area N of 0, we take a point #/ € N. If we
set ng = [logy 1/]0 — 6’| 4+ 1], then we have

[£70(0) = 7o (07)] = (2706 — 276
=2"0—-¢|>2>46 (1)

So, the equation is sensitive to the initial value.

2) For arbitrary open arcs U, V C S, let the arc
length of U be I, then the arc length of f*(U) is 2¥1.
When k — 0o, there is 281 — oo, then there exists kg
to make 2K T > 27, so f*(U) NV # ¢ holds. So, the
equation is topological transitive.

3) We now prove the periodic points of the equa-
tion are dense. The idea is for every 6 € S (without
loss of generality, we assume 6 € [0, 27]), we will find a

periodic point sequence 61, 0s, ... to make lim 6; =6

hold. Namely, for every § > 0, there e;(i_sﬂt); ko to
make 0, € (6 — 0,0 4+ ) hold. Then it is obvious
that the closure of the set composed of all the peri-
odic points is S. So the periodic points of the equa-
tion are dense. Let f™(f) = 270, if 6 is a periodic
point, then 270 = 0 + 2kw, so the periodic point of
the equation is 6 = 2kn/(2" — 1), (0 < k < 2™). For
every 0 € S, V6 > 0, obviously, there exists ng to
make 0 = 2w /(2™ — 1) < §. Let 0 = 2kn /(2™ — 1),
k=1,2,...,2™ obviously, they are all periodic points
of the equation. Then it is obvious that there exists
ko to make 0y, = 2kom/(2"° — 1) € (6 — 4,0 + §). So,
the periodic points of the equation are dense.

Now we can present and prove the complex num-
ber equation.

Proposition 1 The equation

22 +1
2z,

(2)

Tn41 =

is chaotic in the imaginary axis.

Proof Firstly, we make a variable substitution,

let z, = (z, +1)/(z,, — 1), then
Zn — 1

L= . 3

= (3)

Put Eq. (3) into Eq. (2), we have

Zpp1 =1 [z =D/ + D +1 2241
Zni1+1 20z —1)/(zn+1) 2217

(4)
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So, we obtain
Capr — D2 —1) = (apy + D(EE D). (5)

Then there is
Znp1 = —22. (6)

Now, let us take account of the relationship be-
tween z,, and z,. For simplicity, we leave out the
subscripts, namely, z,, and z, are given by x and z,
respectively. Since x and z are both complex numbers,

we let x = p+ qi and z = r + si, then

T =p+gqi

z—1
z+1

_(r—=1)+si

(r41) +si
[(r—1) + si][(r +1) — si]
[(r+ 1)+ si][(r+1) — si]
r2 4+ 52 — 1+ 2si

(r+1)2+ 52
ot -1 2s i )
S o(r+1)2482 0 (r+1)2482

Obviously, when r2 + s2 = 1, there is p = 0, which
means that the imaginary axis of the original plane
(let it be the x plane) is turned into the unit circle
in a new plane (let it be the z plane) via the variable
substitution.

Now we prove that equation (2) is chaotic in the
imaginary axis. From the previous derivation, we
know this is equivalent to prove that equation (6) is
chaotic in the unit circle. We express equation (6)
in the common function form f(¢t) = —t2. Without
loss of generality, we can remove the minus sign from
the function. Namely, we only need to prove function
g(t) = t? is chaotic in the unit circle.

Let S be the unit circle, an arbitrary point in S
given in the polar coordinate is ei?, then

glei?) = o0, (5)

If we denote the point in .S with a radian number, then
equation (8) becomes

9(6) = 26. (9)

From Lemma 1, we know g¢(f) is chaotic in the unit
circle. Consequently, the complex number equation

(2) is chaotic in the imaginary axis.

3. Construction of pseudo-

random number generator

In this section, a pseudorandom number gener-
ator is constructed based on the complex number
chaotic equation.

We divide the imaginary axis of the x plane into
four sets, By = {bi|b < —1}, By = {bi| — 1 < b < 0},
Es = {bil0 < b < 1}, and B4 = {bi|b > 1}. Let
Q1, Q2, Q3, and Q4 indicate the first, the second, the
third, and the fourth quadrants in the z plane, respec-
tively, and then we also divide the unit circle in the z
plane into four parts, I; = {S|S € Q1}, I = {S|S €
@2}, Is = {S|S € Qs3}, and I = {S|S € Q4}. From
the proof of Proposition 1, we know that the imagi-
nary axis in the z plane is mapped into the unit circle
in the 2z plane. And from Eq. (3), it is easy to obtain
that Fy, Fs, Fs, and E, are mapped into Iy, Io, I3,
and 14, respectively, as shown in Fig. 1.

iv
E,
¢
E,
0
E, X
i
E,
(a)
iy’
I, I,
0 X'
I, 1,
(b)

Fig. 1. Map from (a) the imaginary axis in the = plane
to (b) the unit circle in the z plane.

Arbitrary initial point zg = boi (bg € R, by #
0,41) in the imaginary axis iterated with Eq. (2)
can lead to a sequence x; = b1i, xo = boi,...,
s Ly -« .}, A=

xp = bgi,.... Let A = {xo,21,29,...
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{z¢|z, € Er}, B = {w¢|x, € Eao}, C = {a¢]x, € Es},
D = {xx, € E.}, it is obvious that sets A, B,
C, D are a partition of A, namely, the equalities
ANnBNCND=¢and AUBUCUD = A hold.
For 100 sequences obtained with different initial
values, we have counted the numbers of every sequence
{z:}, t € {0,1,2,...,k} in the four sets A, B, C, D
respectively, and have calculated the average values
of the 100 sequences for different iteration times, see
Table 1. We propose the following distance function
D to measure the statistic properties of the sequence
generated by the complex number chaotic equation:

e 1 N
D(P,P®) = v Zi:l

where P is the practical probability distribution, P*°

Pi — Dy | (10)

is the ideal probability distribution, N is the number
of the sets that the sequence has been divided into, p;
is the frequency of the sequence in the i-th subset, and
p; is the corresponding ideal frequency. Because P° is
the ideal probability distribution, we have pie =1/N.
Obviously, this distance function can present the dif-
ference between P and P®, so D(P, P¢) should be

close to zero in an optimal situation. We calculate
D(P, P¢), and the whole set is divided into four sub-
sets A, B, C', D. The average values of the 100 times
are shown in Table 1. Table 1 indicates that the dis-
tributions of the four sets are close to equal, namely,
P(A)=P(B)=P(C)=P(D)=1/4.

Based on the above analysis, we can encode the
complex number sequence now.
A =
{zo,x1,2,...,Tk,...} can be obtained by using the

A complex number sequence
complex number chaotic equation (2), where z¢ = boi,
r1 = bii, x9 = boi,..., o = bri,... To obtain the
binary sequence, we encode the complex number se-

quence as follows:

0, Tt € AU C,
ay =
1) xt E BUD7
te{0,1,2,...k .} (11)

In this way, a pseudorandom number generator based
on the complex number chaotic equation is con-
structed.

Table 1. Distributions of sequences in four subsets.

Length of Number of  Number of  Number of Number of D(P, P®)
sequence  points in A  points in B points in C' points in D
1000 255 247 238 260 0.00525
10000 2491 2495 2513 2501 0.00070
50000 12493 12506 12496 12505 0.00035
100000 24997 24990 25004 25009 0.00026
500000 125009 125001 124996 124994 0.00004

4. Analysis of pseudorandom se-

quence

This section is devoted to analyzing the proper-
ties of binary sequences generated by the proposed

pseudorandom number generator.

4.1. Statistic characteristics
4.1.1. Theoretical analysis

The statistic characteristics of the binary se-
quence are as follows.

Proposition 2 Distributions of 0 and 1 in the bi-
nary sequence produced by Eq. (11) are equal, namely,
P(0)=P(1) =1/2.

Proof Obviously, P(a; = 0) = P(z; € A) +
P(z; € C), Plag = 1) = P(ay € B) +
From Section 3, we have P(4) = P
P(D) =1/4, so P(a; = 0) =1/2, Play = 1) = 1/2.
Namely, P(0) = P(1) =1/2.

Proposition 3 The expectation of the binary

[\

sequence is 1/2.
Proof Obviously, a; is a random variable valued
in {0,1}. Then the expectation of a; is

E(a;) = 0P(0) + 1P(1)

1 1

—0x-+1x=
><2+ ><2

1

=

Proposition 4 The entropy of the binary se-
quence is 1.
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Proof The binary sequence can be seen as a sin-
gle signal discrete information source X, and then the
entropy is

H(X)

-3 () logp(e)
= —[p(0)log p(0) + p(1) log p(1)]
= 1.

These properties represent the good randomness
of the binary sequence.

4.1.2. Numerical analysis

We have tested the binary sequences with differ-
ent initial values for 500 times, where the length of
the sequence is 100000 at least.

As an example of distributions of 0 and 1, consider
a sequence {I;}1 5! with N = 200000 obtained by the
above-mentioned method with initial value xg = 0.31.
Figure 2 shows that the ratio of 1 to 0 in {I;}2 ! is
close to 1 (as expected for a truly random sequence).

2.0

1.61 1

1.2 1

0.8 1

Distribution

0.4r J

0 4 8 12 16 20
N/10000

Fig. 2. Distributions of 0 and 1 in a sequence, where
N = 200000 and zg = 0.3i.

The autocorrelation function™! ¥ of sequence
{1;}N5! measures the amount of similarity between

{I,}N5Y and a shift version of {I,}N,'. For j =
0,1,....,N —1,
_ i A-D
v (IS ) = S (1)

where A and D are the numbers of bit-by-bit
agreements and disagreements between {I;}N ;! and
{lt}i\gj ~! respectively. The value of the autocorrela-
tion function ¥ should be close to 0 in a truly random
sequence. While in the binary sequences generated by
the complex number chaotic equation, the values of

¥ are all close to 0. Figure 3 shows the result of an

example with N = 100000, initial value zg = —0.2i,
and j = 100.

The cross-correlation measures the amount of
similarity between different sequences. For a truly
random sequence, the value is close to 0. Fig-
ure 4 shows the cross-correlation value of two se-
quences with initial values ¢y = —0.2i and yy =
—0.20000000000001i respectively.  Obviously, the

cross-correlation value is close to 0 in Fig. 4.

1.0

0.61 1

0.2 J

—0.2 J

Autocorrelation

—1.0

0 2 4 6 8 10
N/10000

Fig. 3. The autocorrelation value of a sequence, where

N = 100000, o = —0.2i, and 7 = 100.

1.0

0.6
=)
S
2
S 0.2
0
S
| —0.2¢
%
£
O —0.6¢

—1.0 _—
0 2 4 6 8 10

N/10000

Fig. 4. The cross-correlation value of two sequences with
initial values 9 = —0.2i and yo = —0.200000000000011i,
respectively, and N = 100000.

4.2. NIST tests

The NIST tests!'” are used to detect deviations of
a binary sequence from the true randomness. For each
test, a P value is computed from the binary sequence.
If this value is greater than a predefined threshold «, it
is considered that the sequence passes the test success-
fully. Usually, « is set to be 0.01. In the experiments,
100 sequences, 1000000 bits each, are generated with
our scheme. The test results are shown in Table 2.
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In Table 2, prop. denotes the proportion of the
sequences that pass the test. And if there is more than
one statistical value in a test, the P value denotes the
average value. The test results show the good statistic
characteristics of the binary sequences.

4.3. Security analysis
4.3.1. Analysis of key space

The brute-force attack to our pseudorandom
number generator requires finding the initial condi-
tion b. In the complex number chaotic equation, the
initial value b belongs to R, where R is the set of
all real numbers. Obviously, to ensure that the com-
plex number chaotic equation is meaningful, there
should be b # 0,£1. So the key b lies in the set
J ={b e R|b# 0,£1}. Such a large key space can
resist the brute-force attack.

Table 2. Results of NIST tests.

Test P Prop.
0.495000 1.00
0.517249  1.00
0.492596  0.99
0.447331  1.00
0.487530  1.00
0.565011  1.00
0.514842  1.00

0.444320 1.00

Frequency
Block-frequency
Cumulative sums
Runs

Longest run
Rank

FFT

Overlapping templates
Non-overlapping templates
(B = 000000001)

Universal

0.503238  1.00

0.467056  0.99
0.504711  1.00
0.514166  0.99
0.520510  1.00
0.495331  1.00
0.482491  1.00

Approximate entropy (m = 10)
Random excursions (z = 1)
Random excursions variant (z = 8)
Serial

Linear complexity (m = 500)

4.3.2. Analysis of key sensitivity

For any pseudorandom number generator, the key
sensitivity, i.e., the sensitivity to the variation of key

5] From Section 2, we know

parameters, is important.
that our pseudorandom number generator is provided

with good key sensitivity.

4.3.3. Analysis of linear complexity

The linear complexity measures the (linear) un-
predictability of a sequence (finite or periodic) by us-
ing the length of the shortest linear feedback shift
register (LFSR) that is able to generate the given

sequence.!'®19 The BerlekampMassey algorithm (2"

is an effective scheme to calculate the linear complex-
ity. The expected linear complexity of a sequence of N
independent and uniformly distributed binary random
variables is very close to N/2. We have tested 1000
binary sequences generated by the proposed pseudo-
random number generator, and the results are all sat-
isfactory. Table 3 is the outcome of the sequence with
the initial value 0.5i.

Table 3. Linear complexity of a sequence.

Length of sequence  Linear complexity

200 103
500 252
1000 501
5000 2501
10000 5000
20000 10000

4.4. Speed analysis

The proposed algorithm is implemented using
GCC, and the speed performance is measured on a
personal computer with 2.1 GHz Pentium(R) Dual-
Core CPU, 2.00 GB RAM, and with Ubuntu as the
operating system. In Table 4, we have compared our
scheme with the other schemes in terms of speed.

Table 4. Speeds of the proposed
scheme and some other schemes.

Generator Speed/Mbit-s~1
Proposed 0.4844
Ref. [8] 0.3798
Ref. [14] 0.2897
Ref. [21] 0.2385

When the randomness and the security require-
ment are fulfilled, the running speed becomes an im-
portant factor for practical applications. From Ta-
ble 4, we find the proposed pseudorandom number

generator is better.

5. Conclusion

In this paper, a new chaotic equation has been
presented and proved, where the definitional domain
of the equation is the imaginary axis. The difference
from the conventional real number field provides a
new approach to the construction of chaotic equations.
Based on this equation, a pseudorandom number gen-
erator has been constructed. The randomness, the
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security, and the speed of the binary sequences gener-

ated by the pseudorandom number generator are sat-

isfactory.
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