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Cryptanalysis on an image block encryption algorithm

based on spatiotemporal chaos*
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An image block encryption scheme based on spatiotemporal chaos has been proposed recently. In this paper, we

analyse the security weakness of the proposal. The main problem of the original scheme is that the generated keystream

remains unchanged for encrypting every image. Based on the flaws, we demonstrate a chosen plaintext attack for

revealing the equivalent keys with only 6 pairs of plaintext/ciphertext used. Finally, experimental results show the

validity of our attack.
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1. Introduction

Chaos is a definitive and similar random pro-
cedure which appears in a nonlinear system.!'—¢ A
chaotic system is characterized by sensitive depen-
dence on the initial conditions and control parame-
ters. Therefore, it has attracted much attention for

cryptology. In 1989, Matthews!]

first proposed the
chaos-based encryption scheme, and Fridrich!® first
introduced the chaotic map into image encryption in
1997. Since then, many chaos-based image encryp-
tion algorithms have been designed to realize secure
communication through public channels.

However, most of these schemes are based on low-

9,10]

dimensional chaotic maps,| whose drawbacks such

as small key space, weak security, and so on are obvi-

ous. Hence high-dimensional chaotic systems,!!*—13!

multiple chaotic systems, 141

and spatiotemporal
chaotic systems!'®=2% have been proposed to improve
the security of chaos-based encryption schemes. Un-
fortunately, many of them have been found to be in-
secure.

In this paper, we analyse the image block encryp-
tion scheme based on spatiotemporal chaos proposed
recently in Ref. [19]. The cryptosystem first divides
the image into blocks, and then uses the block number

as the spatial parameter of coupled map lattice (CML)

DOI: 10.1088/1674-1056/21/6 /060502

to iterate the chaos system. The chaos sequence and
the former block plaintext co-determine the substitu-
tion and diffusion of each block. Although it has many
advantages, such as a large key space and high key
sensitivity, and so on, unfortunately, we find that this
method is vulnerable to the chosen plaintext attack.

The outline of this paper is as follows. In next
section, we describe the cryptosystem under study. In
Section 3 we demonstrate a chosen plaintext attack
that reveals the equivalent keys. In Section 4, we il-
lustrate the success in our break with experimental
results. Some security weaknesses and mistakes of the
scheme under study are given in Section 5. Finally,
we conclude the paper.

2. Wang and Teng’s cryptosys-

tem

In Wang and Teng’s cryptosystem, a CML is
adopted, which can be described as

Tny1(i) = (1 =) (f(zn(1)))

+ S (i = 0) + fali+ 1), (1)

where n is the time index, i ( = 1,2,...,L) is the
lattice site index, € € (0,1) is a coupling constant,
x, (1) represents the state variable for the i-th site at
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time n (n = 1,2,...). The periodic boundary condi-
tion ,(0) = z,(L) is assumed. The local mapping
function f(z) is chosen to be the logistic map and ex-

pressed as

Tpt1 = axp(l — zy,), (2)

with parameter a € (3.5699456,4] and x € (0,1), and
the system is in chaotic state.

2.1. Preprocess of the plain image and
chaotic sequence

Assume that the size of the plain image matrix P
is M x N, where P is divided into m x n (m,n > 5)
blocks, with the size of each block being M/m x N/n
(M, N are divisible by m, n, respectively). Each block
is represented as matrix P; (0 < i <m X n).

The number of CML lattice L is set to be m x n
which is equal to the block number of the divided im-
age. Initialize the system with parameters a, € and
value {xo(1),20(2),...,20(m x n — 1)} to iterate the
chaotic system 500 + M/m x N/n times, discard the
former 500 values to avoid harmful effects.

The output sequence of CML is transformed into
an integer sequence as follows:

x! (i) = 2, (i) x 10'* mod 256. (3)

n

Then arrange the integer sequence 2/, (i) generated by
each lattice i from left to right, from top to bottom to
form a matrix X; (0 < i < m xn) of size M/m x N/n.

2.2. Substitution of the image blocks

Shuffle the plain image matrix P by vector T
as P’ = T(P), where T = {to,t1,---,tmxn—1-
For block P;, the shuffling process can be described
as P = t;(P;).

{ti71, ti72, -
formation, t; = {t;1,t; 2, ..

If t; is row transformation, t; =
stinv/m}, otherwise, t; is column trans-
i Nn -

The last output value xM/me/n(i) of each lat-
tice ¢ and the last pixel value of the (i — 1)-th block
are combined to determine the substitution of the i-th
block. Use

0= (I'M/me/n(i)"_Piil[M/m2_561HN/n -~ 1]

) mod 1

(4)
as reference, if § > 0.5 then corresponding block P;
will be permuted by row transformation, otherwise P,
is permuted by column transformation. After being
permuted, the block P; is changed into P.

(i) Row transformation:
M/m values {x501(), 502(), - - -, 50040/m (i)} from

we take out the

the output sequence of the i-th lattice, and ar-
range these M/m values in an order and obtain
{Z501 (i), T502(4), - - -, Tsoo+m/m (i)} We find the po-
sition of values {Z501(), T502(i), - - - T50040/m (1)} in
{®501(4), 2502(4), - - -, ¥5004-11/m (i)} and mark down
the transform position TM = {t1,t2,...,tar/m}-
Then rearrange the row of the i-th image block ac-
cording to T M.

(ii) Column transformation:
N/n values {x501(%), 502(), . . ., Z500+N/n (i)} from
the output sequence of the i-th lattice, and ar-

we take out the

range these N/n values in an order and obtain
{.f501 (’L), i‘502(i), .. ,i‘500+N/n(Z.)}. We find the po-
sition of values {.f501 (’L), T502 (Z), S 7‘i500+N/n(i)} in
{7501 (%), 2502(%), - - -, T5004+-N/n (i) } and mark down the
transform position TN = {p1,p2,...,pn/n}. Then re-
arrange the column of the i-th image block according
to TN.

2.3. Diffusion of image blocks

We use the transformed image matrix X; to dif-
fuse the permuted block P/. The corresponding ele-
ments of these matrixes are processed. C} is the cipher
image block matrix. The encryption transformation is

C;= (P +X;+C;_1+ P/_}) mod 256,
C_1=0, P, =0. (5)

The decryption proceeds in a way similar to encryp-
tion but in reverse order. For more details about the
encryption/decryption procedures, readers may refer
to Ref. [19].

3. Chosen plaintext attack

In the chosen plaintext attack, some plain images
are attacked and the corresponding ciphered images
are obtained. By analysing the plaintext/ciphertext
pairs, the attack can reveal the secret parameters.

For the purpose of the attack, we assume that the
plain image matrix is P, and the ciphered image ma-
trix is C. If the row number M/m and the column
number N/n of each block are known to be attacked,
the ciphered image matrix C can be divided into
{Cy,C1,...,Crxn—1}, with the size of each block C;
being M/m x N/n. If the the matrix X is known to
be attacked, the output P’ of the shuffling procedure
can be easily obtained by using the reversed operation
of Eq. (5).
image matrix P can be recovered from the shuffled

If shuffling vector T is known, the plain

image P’. Therefore, there are only three secret pa-
rameters to be extracted, and their blocks each have a
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size M /m x N/n, thus matrix X is obtained from the
spatiotemporal chaos system and the shuffling vector
T. The attack consists of three steps, which are shown
below in detail.

3.1. Extracting M/m X N/n

Choose two plain images each with a size of M x IV
to encrypt, whose pixel matrixes are donated as PA
and P B respectively and the corresponding ciphered
image matrixes are CA and CB, respectively. Let
P A be composed of all “a” and PB of all “b”, where
0 <a <255 b= (a+ 1) mod256. In this way, the
shuffling procedure does not work for the chosen plain
images, PA and PB, that is to say, PA' = PA and
PB’' = PB. Although the size of each image block
is unknown, we can compute (CB — C A) mod 256 as
follows:

CAy = (a+ Xp) mod 256,
CB, = (b+ X() mod 256,
(CBy — CAyp) mod 256
= (b+ Xo —a— Xp) mod 256 =1,
CA; = (2a+ X, + CAp) mod 256,
CB; = (2b+ X; + CBy) mod 256,
(CB; — CA;) mod 256
=(2b+ CBjy — 2a — CAp) mod 256 = 3,
CA;s = (2a+ X5+ CA;) mod 256,
CBs = (2b + X» + CB;) mod 256,
(CB3 — CAs3) mod 256
=(2b+CB; —2a — CA;) mod 256 = 5,

CA,xn-1=(2a+ Xpmxn-1+ CApxn—z) mod 256,
CBisxn-1= (2b+ Xixn—1 + CByyxn—2) mod 256,
(CBpxn—1— CApxn—1) mod 256

=(204+ CB,,xn—2 —2a — C A, xpn—2) mod 256

= (2mn — 1) mod 256. (6)

From Eq. (6), we can see that the result of
(CB—CA) mod 256 is also divided into m x n blocks,
as are the plain images. The pixel values in each block
are the same, and the difference between two adjacent
blocks is equal to a constant 2.

Fig. 1. Result of (CB — CA) mod 256 when a = 0 and
b=1.

To give a better demonstration, here we set a=
0 and b= 1, the result of (CB — CA) mod 256 is
shown in Fig. 1. By analysing the result of (CB —
CA) mod 256, we can easily obtain the row number
M/m and column number N/n of each block.

3.2. Extracting matrix X

The diffusion step in the cryptosystem under
study is designed in the propagating cipher-block
chaining (PCBC) model?" by using the previous ci-
phertext block C;_1, the previous shuffled plaintext
block P/, and the keystream X, to encrypt the
present shuffled plaintext block P/. The flowchart of
the encryption in PCBC mode is given in Fig. 2.

block P, block P, block P,,, 1
initialization v v A
vector IV > —> >
e o o
encryption encryption »{ encryption
> > >
key key key
A 4 \ 4 Y
cipher C cipher C| cipher C,,,,_1

Fig. 2. Propagating PCBC model encryption.
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We invoke a plaintext set PD =
{PDy,PD;,...,PD,,,_1}, whose element PD, is
of size M/m x N/n and each element P D is set to be
0. Encrypt PD and represent the corresponding ci-
phertext as CD = {CD,,CD;,...,CD,,,_1}. It is
obvious that the shuffled image matrix PD’ = PD =
{0,0,...,0}.

According to Eq. (5), the obtained ciphertext C D
can be further represented as follows:

CD, = (PD{+ X, + IV) mod 256,
IV =C_1+PD_,,
CD, = (PD, + X, + CDy + PD),)) mod 256,
CD, = (PDj + X, + CD; + PD') mod 256,
.. (7)
Because PD); = PD; = 0, the obtained ciphertext
C D can be rearranged as follows:
CDgy = (04 Xo + 0) mod 256 = X,
IV =0+4+0=0,
CD; = (0+ X; + X+ 0) mod 256
(X1 + Xo) mod 256,
CD; = (0+ X5 + X1 + Xo + 0) mod 256
= (X3 + X1 + Xp) mod 256,

(8)

The matrix X = {Xo, X1,..., Xmn_1} can be easily

recovered as follows:
Xo=CDy,
X1 =(CD; — CDy) mod 256,
X5 =(CDy;— CD; — CD,) mod 256,
(9)

3.3. Extracting shuffling vector T’

We first obtain the range of the last output value
Xar/mxN/n(i) of each lattice i, we invoke a plain-
text set PE = {PE,, PE,,...,PE,,,_1}, whose el-
ement PE; is of size M /m x N/n, each element PE;
is set to be as follows:

M/m—-1M/m—-1--- M/m-1

M/m—-2M/m-—2--- M/m-—2

PE; =
0 0 0
0 0
1 1
PH, =

Encrypt PE and obtain the corre-
sponding ciphertext represented as CFE =
{CE,,CE,,...,CE,,,,_1}. Now that we have

known the matrix X, we can invert the diffusion
procedure. Hence we can easily obtain the output
PE’ of the shuffling procedure by using the reversed
operation of Eq. (5). If PE, = PE;, we know that
the i-th block PE; is implemented by column trans-
formation, which indicates that 6 of the i-th block
obtained by Eq. (5) is less than or equal to 0.5. Oth-
erwise, PFE; is implemented by row transformation,
which indicates that 0.5 < 6 < 1. With the help of

Eq. (4), we can obtain X s/ n/n (i) as

XM/mXN/n(i)
= (0 — PE;_1[M/m — 1][N/n — 1]/256) mod 1
=(0—0)mod1=06. (10)

So we can see that the range of Xps/mxn/n (i) is the
same as that of 6.

Next, we can recover the shuffling vector T'. The
detailed procedure is described below. The flowchart
of attacking the item ¢; of the shuffling vector T is
given in Fig. 3.

Step 1 Construct two plain images PH and
PV,

Step 2 Set i= 0;

Step 3 According to the range of X s/ x n/n (%)
obtained above, we set the values of blocks PH ; and
PV,

M/m—-1M/m-1--- M/m-1
M/m—-2M/m-—2--+ M/m—2

PH, = ;
0 0 0
and
01---N/n—1N/n
01---N/n—1N/n
PV, =|::... c

01---N/n—1N/n
01— N/n—1 128

if 0.5 < Xpr/mxn/n(i) < 1;

M/m—-2M/m—-2--- M/m—2 M/m—2
M/m—-1M/m-1---M/m—-1 128
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chosen plaintext PH

|

chosen plaintext PV

A 4
encryption matrix X encryption
l N A 4
ciphertext CH —— ciphertext C —> ciphertext CV

| ,

A 4

shuffled image PH' shuffle

d image P’

shuffled image PV’

A 4 N

A 4

shuffling matrix
TH:{th07 thl: teey thmnfl}

the i-th block P}

shuffling matrix
TH:{tva tvy, ..., tvmnfl}

|

t;=th;

Fig. 3. Flowchart of attacking item t; of the shuffling vector T'.

and
N/n N/n—1 ---

N/n N/n—1 ---

o O

PV, =

N/n N/n—1---0
if X]V[/me/7L(’i) < 0.5.

In this way, all blocks of PH are implemented by
row transformation and all blocks of PV are imple-
mented by column transform.

Step 4 If i > m x n, go to Step 5; otherwise,
set i =i+ 1, go to Step 3;

Step 5 Encrypt PH and PV and obtain the
corresponding ciphertext CH and CV respectively.
Now that the matrix X is obtained in Subsection 3.2,
we can easily obtain the output PH’ and PV’ of the
shuffling procedure, using the reversed operation of
Eq. (5);

Step 6 Set j =0;

Step 7 The row transformation vector th; per-
mutes the j-th block of PH | since each entry in the
first column is distinct, the location of the first column
of PH ; reveals the permutation th;. For example, if
XZ\/I/mXN/n(j) < 05, thj’k = PH;K,O + ]., where 1 <
k < M/m, and PH;KO represents the k-th row first
column of P H'j; Otherwise, 0.5 < X/ /pmxn/n(J) < 1,
thjr = M/m — PH'

JK,0°

Step 8 The column transformation vector tv;
permutes the i-th block of PV, since each entry in
the first row is distinct, the location of the first row
of PV; reveals the permutation tv;. For example, if
0.5 < Xar/mxn/m(y) <1, tvj = PV;-M + 1, where
1 <k < N/n, and PV,  represents the k-th column
first row of PV;; otherwise, X 7 /mxn/n(j) < 0.5, and
thjr=N/n— PV;M.

Step 9 If j > m x n, we obtain two vec-
tors, TH = {thg,thy,...,thmn_1} and TV =
{tvg, tvy, ..., tumn—_1}, then go to Step 10; otherwise,
set 7 =j 41, go to Step 7;

Step 10 Set g = 0;

Step 11 Since the range of X7/, x n/n(q) is ac-
quired above and the last pixel value of (¢—1)-th block
P, [M/m —1][N/n —1]/256 is known, the range of
0 of current plain block P, can be obtained using
Eq. (6). If § > 0.5, the current plain block P, is
implemented by row transformation, so t, = thy; oth-
erwise, the current plain block P, is implemented by
column transformation, hence ¢, = tvy;

Step 12 If ¢ > m x n,

cedure is ended,

{to,t1,...
Step 11.

the attack pro-
and the shuffling vector T =
,tmxn—1}; otherwise, set ¢ = ¢ + 1, go to
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4. Experimental results

We encrypt an image of a lady called Lena, with
a size of 256 x 256, by using the Wang and Teng’s al-
gorithm, and then break it with our chosen plaintext
attack described above. The experiment is performed
using MATLAB on a personal computer with a Pen-
tium 4 CPU 1.70 GHz, 768 MB memory and 80 GB

(a) The plain image of Lena

(b) The cipher image

hard-disk capacity, and the operation system is Mi-
crosoft Windows XP. The original image, the cipher
image and the image recovered are shown in Figs. 4(a),
4(b), and 4(c), respectively. Obviously, the recovered
image is identical with the original one, which implies
that the original algorithm is too feasible to be applied

in image encryption.

e T

(¢) The recovered image

Fig. 4. Experimental result of the chosen plaintext attack.

5. Security flaws and mistakes of

the original scheme

In this section, we discuss some defects and mis-
takes of the scheme under study. Firstly, we give four
defects of the scheme.

(I) As claimed in Ref. [19], row block number m
and column block number n must be divisible by row
number M and column number N of the image re-
spectively, moreover, m,n > 5. These constraints led
to the encryption failure of many images using the
scheme proposed in Ref. [19], such as an image of size
256 x 5. Even though some images can be successfully
encrypted using it, there are few partition approaches.
For example, when the size of an image is 256 x 281,
there are only 6 kinds of partition methods. Espe-
cially, when the row number and the column number
of an image are both prime numbers, there is only one
kind of partition approach, where m = M and n = N,
that is to say, a pixel is a block. All in all, there are a
lot of restrictions on the size of the image.

(IT) Matrix X generated from the spatiotempo-
ral chaos system and used in the diffusion step is the
same for each plaintext. That is to say, the generated
keystream depends on neither the plaintext nor the ci-
phertext. The reuse of the keystream more than once
makes it weak against chosen plaintext, chosen cipher-
text and known plaintext attacks. In Subsection 3.3
of this paper, we recovered the keystream matrix X

by a chosen plaintext attack and only a pair of plain-
text/ciphertext is used.

(III) In the diffusion step of original scheme, be-
cause C_1 =0, P’ { =0,and IV = C_1® P’ ,, there
are many pairs of C_; /P’ which satisfy the require-
ment C_; @& P’, = 0. Hence it is not secure enough.
To prevent some attacks, IV = C_; & P’ should
be generated randomly each time and should not be
reused. In this way, I'V is not predictable by anyone
but except the sender and the receiver.

(IV) Given two plain images with only one pixel
different at the position (z, y) of the i-th block, if (x,
y) is the last position of a block, because all plain-
texts before (z, y) are identical for the two plaintext
images, the ciphertexts before (x, y) will also be iden-
tical; otherwise, there are only m xn—i different values
between the two ciphertexts, where m x n represents
the number of blocks.

There are two mistakes in Ref. [19], which are
corrected in our paper.

i) The last sentence in Subsection 2.3 of Ref. [19]
says moving t; column to the first column, ¢y to
the second column. However, the authors also pre-
viously said the rearrangement of column of the
i-th image block according to TN, and TIN =

{p17p27 s
be written as move p; column to the first column, po

,Pn/n}- Hence, the sentence can correctly

to the second column.

ii) Equation (4) in our paper, whose out-
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put value decides the substitution of the i-th
block, is incorrectly defined as 8 = (zypxn(i) +
P,_;[M/m —1][N/n —1]/256) mod 1 (see Subsec-

tion 2.3 in Ref. [19]). As claimed in Ref. [19], x(7)
is generated from the CML lattice and each lattice
generates M/m x N/n values (see Subsection 2.2 in
Ref. [19]), so the last output value of each lattice 7 is

X\ /mxN/n(i), n0ot Tprx v (2) any more.

6. Conclusion

In this paper, we gave a complete break of an im-
age block encryption algorithm based on spatiotem-
poral chaos. The main weakness of the encryption
scheme is that the keystream generated from the
spatiotemporal chaos system depends on neither the
plaintext nor the ciphertext, which makes it fixed and
reused in encrypting every image. The security weak-
ness reveals that the proposed encrypting algorithm
in Ref. [19] is not secure against the chosen plaintext
attack. In this paper, particularly, we use 6 pairs of
plaintext/ciphertext for revealing the equivalent keys.
The experimental results demonstrate that our at-
tack can successfully decrypt the cipher image. To
avoid the flaws in application, the encrypting algo-
rithm needs some improvements.
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