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Estimation of key rate after setting dead time
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The estimation of key rate is an important aspect of the quantum key distribution process, especially in the use of

dead time. In this paper, we demonstrate a numerical simulation to estimate the average detection probability and the

key rate. Using our method, the estimated average detection probability is better than the previous result. Besides, we

can easily find the best dead time, especially when considering the impact of after pulse.
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1. Introduction

Quantum key distribution (QKD) allows two par-
ties to share a random sequence which can be used in
secure communication. Its unconditional security is
guaranteed by the physical principle. The practical
system is based on the attenuated laser signal which
may contain more than one photon in a pulse. So
this may be a weak point for eavesdropping attacks.
The security of the practical QKD needs to be consid-
ered. Huang!! proposed the decoy state method, and
Lol?3] gave the GLLP formula for the secure key rate
as follows:

R~ q{=Quf(Ey)Hx(Ey) + Qi1 — Ha(er)]}. (1)

Here ¢ depends on the protocol [1/2 for the
Bennett—Brassard 1984 (BB84) protocol], 1 denotes
the average photon number of signal states, @, is the
detector’s response probability caused by signal states
at Bob’s side, E, is the overall bit error rate in QKD
system, @)1 and e; are the response probability and bit
error rate caused by single photon pulse, and Hs(z)
is the binary Shannon information function, with the

form
Ha(w) = ~alogy(w) — (1 — ) logy(1 — ). (2)

The variables, such as @, and E,, can be mea-
sured directly from the experiment.
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Usually, we need to know the estimated value of
the count rate of a particular system before running it.
When the devices used in the system are perfect, this
estimation will be very easy. Unfortunately, no device
is perfect, especially the single photon detector!*-!
which contains dark count and after pulse. When its
repetition frequency is high,!=8! the after pulse occurs
more frequently, resulting in a significant increase of
bit errors. In order to make QKD work well, a possi-
ble way is introducing dead time to reduce the errors
and improve the safety rate. During the dead time,
no gates are applied to the detector, so after a detec-
tion event, the following pulses will be ignored. For
a given system with dead time, it is hard to estimate
the average detection probability without running the
QKD system. The authors of Refs. [9] and [10] used
different formulas to estimate the results. The former
used a negative exponential term to modify the raw
key rate:

Raw; = fpe(~/P7). (3)

The latter used

1
Rawy = fp———. 4
2= f pl T fpr (4)
Here, 7 denotes the dead time, f is the frequency

of gate, p is the detection probability for every gate,
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usually assigned to the probability of a pulse from Al-
ice to Bob(pas)-

We found when the dead time is relatively large,
the estimated values and the actual results are very
different.['1:12] In this paper, we demonstrate esti-
mating detection probability by using the method of
numerical simulation. In the demonstration, we use
BB84 decoy protocoll’3 and assume after pulse obeys
a negative exponential probability distribution.!* We
obtained the curve of the average detection probabil-
ity and the secure key rate. By comparing our values
with the formula estimates, it shows a significant dif-
ference between them, especially when the dead time
is larger.

2. Analysis of the average detec-
tion probability
The detector used in the QKD system is com-

The detector will

respond to pulses arriving in the gate-on time, while

monly employed in gated mode.

the pulses out of the gate will be ignored. Once the
gate frequency (f) and detection probability for the
gate (p) are given, the raw key can be calculated by
the formula: Raw = fp.

The laser pulse can be modeled as a weak coher-
ent state and the average photon number of each pulse
is u. The optical pulses from the sender Alice, then
translate through the quantum channel to the receiver
Bob. Given loss coefficient of the channel o (dB/km)
and fiber length L (km), the whole loss of the chan-
nel can be expressed as: 10~*L/10 At Bob’s side, the
whole loss of the devices is 8 (dB), the detection effi-
ciency of the detector is np, then the probability of a
pulse from Alice to Bob being detected is

Pay = 1 — e~ (10", (5)

We usually use p,p, instead of p in Egs. (3) and (4),
without considering the dark count and after pulse.
And when dead time is introduced, the expected av-
erage detection probability of the signal photon Qg is
given by the following approximate formula

QL = papel P, (6)
Qf = pab/(l erabm)a (7)

where m = f7 is the dead time (pulse). Those formu-
las just give the theoretical approximation. Its result

may be inaccurate for longer dead time. They are ob-
tained under the condition that the after pulse’s effect
is completely shielded by setting dead time.

In fact, the thermally excited carrier, during the
gate-on time, also could be detected, giving a dark
count in detection. The dark count, one of the bot-
tleneck limits of the performance of detectors, can be
reduced as much as possible, but is inevitable. Let pq
denotes the probability of detection caused by dark
count. Furthermore, if an emission from one of the
trapped carriers is detected during the following gate-
on time, this detection event is called after pulse. The
after pulse’s effect is another bottleneck, according to
the results in Ref. [15], the after pulse probability will
drop to the dark count level after 5 microseconds. Let
Dap, @ function of interval pulses n, denote the prob-
ability that an after pulse is observed after n pulses
following a detection event. We can use an exponen-
tial distribution function to approximate their results

pap(n) =poe " (8)

Since the probability of after pulse decays expo-
nentially, introducing a proper dead time in detection,
during which no detection event occurs, is an effective
way to reduce bit errors.

When we consider the dark count and the after
pulse, according to the theory of probability, the de-
tection probability of a pulse is

P = Pab + Pap + Pd — PabPap — PapPd
— PdPab + PabPapPd- 9)

In order to obtain more precise values, we need
to take this equation into the modification formula in
Refs. [13] and [14]. Because of the use of dead time
the probability caused by the after pulse cannot be
calculated easily. In order to simplify the calculation,
people usually ignore the small terms, just taking the
first two terms of Eq. (9) as p, so the average detection
probability will be inaccurate, and the results will be
far from the actual ones. For example the experimen-
tal value of the raw key in Ref. [15] is about 13.5 kHz,
while the estimated value using the exponential func-
tion is only 8.9 kHz when the dead time is 40 ps. If
we can simulate the detection process, we believe it
will be a good method to obtain a realistic detection
probability. In this paper, we provide a numerical sim-
ulation for the QKD detection process, from which we
can obtain the bit error rate, the average detection
probability, secure key rate, and other parameters.
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3. Implementation and results

We use the Monte Carlo method to simulate the
detection process. In our simulation, we use BB84 de-
coy state protocol. A big array is used to store the
randomly generated optical pulses. The optical pulses
contain a signal state, decoy state, and vacuum state,
with the probability 0.6, 0.3, and 0.1, respectively.
Thus, each element of the array is a signal state with
the probability of sixty percent. We assume the gate
and the optical pulse have the same frequency. When
a pulse arrives, the detection program first determines
the type of state: the signal state, decoy state or vac-
uum state. Moreover, the pulse intensity will be at-
tenuated through the channel, and during this pulse’s
gate-on time, the photon, which can cause a detec-
tion event, will also include two other types of noise.
So for each pulse, it also needs to determine whether
it is the after pulse, dark count or optical pulse ac-
cording to their detection probability. For one detec-
tor, similar to the case using wrong detection base,
it has 0.5 probability of gaining the right result. All
the above judgments are based on the random num-
ber. We obtain the statistic of detected pulses for each
type. Then it is able to calculate the actual average
detection probability, error rate, and other informa-
tion through statistical results. In our simulation, the
fiber length is 50 km and its loss is set to 0.2 dB/km,
the whole loss of Bob’s system is 3 dB, the detector’s
detection efficiency is 0.1 and the dark count rate is
10~°. The two parameters of after pulse py and a are
set to 0.0317 and 0.00115, respectively.

First we ignore the effect of the after pulse, and
using our simulation we can obtain the value of the
variables mentioned in the formula (1), such as the av-
erage detection probability. Figure 1 shows the aver-
age detection probability change with dead time. The
solid line with small circle is the obtained simulation
value, the dashed line is the value obtained from the
fractions modified formula (7), and the solid line with
dot is the value obtained from the exponential modi-
fied formula (6). When the dead time is small, these
three results vary slightly. But with increasing dead
time the difference between them increases, and is very
obvious when m* p,, > 1. The difference between the
values of formula (7) and ours is smaller than formula

(6) and ours.
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Fig. 1. (colour online) The average detection probability
change with dead time, without considering the effect of
after pulse.

When the effect of the after pulse is considered
the difference will be even greater. Figure 2(a) shows
the result with the probability of after pulse sat-
The solid line with asterisk
shows the average detection probability we obtained.
When the dead time is small, the probability of after
pulse is bigger, so the average detection probability is

isfying equation (8).
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Fig. 2. (colour online) The average detection probability
change with dead time considering the influence of after

pulse.

060202-3



Chin. Phys. B Vol. 21, No. 6 (2012) 060202

Figure 2(b) shows
that when the dead time is large enough, satisfying

particularly bigger than others.

m* pap > 1, the difference between our result and the
former is also more obvious.

Figure 3 shows the secure key rate, calculated
by formula (1), with and without the effect of after
pulse. The values on the solid line with asterisk first
increased and then decreased with the increase of dead
time. This means that we can easily find the optimum
dead time, corresponding to the highest point of this

curve.

—e—no after pulse
51 —— consider after pulse |
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Fig. 3. (colour online) The secure key rate with (solid
line) and without (dotted line) after pulse.

4. Conclusion

We demonstrated a new method to estimate the
the average detection probability. Using our method,
we can obtain a better estimation of the count rate,
when the product of dead time (pulse) and p,p is

greater than one. Besides, we can easily find the op-
timum dead time. These results, used as a reference
of the system’s parameter settings, will be more accu-
rate.
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