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A new image encryption scheme is proposed based on a delayed fractional-order chaotic logistic system. In the

process of generating a key stream, the time-varying delay and fractional derivative are embedded in the proposed

scheme to improve the security. Such a scheme is described in detail with security analyses including correlation

analysis, information entropy analysis, run statistic analysis, mean-variance gray value analysis, and key sensitivity

analysis. Experimental results show that the newly proposed image encryption scheme possesses high security.
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1. Introduction

In recent years, image encryption has drawn more
and more attention because of the wide applications

(1-12] Some tradi-

of image data over the internet.
tional encryption algorithms, such as data encryption
standard (DES) and River-Shamir-Adleman (RSA),
have been generally used in data encryption.!*®! How-
ever, these encryption algorithms are not so effective
owing to some intrinsic features of images, such as
bulk data capacity, high redundancy, and high cor-
relation of pixels.'¥ Chaotic systems possess several
inherent characteristics favorable to information secu-
rity, including extreme sensitivity to initial conditions
and control parameters, broadband power spectrum,
random-like behaviour, and tolerance to sufficiently
high levels of noise. These characteristics have drawn
much attention of cryptographers to develop new en-
cryption algorithms. In fact, the fundamental idea of
chaos-based encryption can be traced back to the clas-
sical Shannon’s paper, in which the basic stretch-and-
fold mechanism of chaos was proposed.'®! The close
relationship between chaotic maps and cryptographic
algorithms has been explored.[16:17]

Fractional calculus, which dates back to the 17th
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century, has been applied to physics and engineering

s.18] A fractional-order system is char-

in recent decade
acterized of a dynamical system described by frac-
It has been found

that most systems can be elegantly described with

tional derivatives and integrals.

the help of fractional-order systems, especially the
description of memory and hereditary properties of
various materials and processes.['?) Meanwhile, it has
been shown that the chaotic behaviour of an integer-
order nonlinear system is maintained when the or-
der becomes fraction.2°=27] In comparison with their
integer-order counterparts, fractional-order nonlinear
systems in general show higher nonlinearity and more
degrees of freedom in the model due to the existence
of fractional derivatives. In fact, fractional derivatives
have a complex geometrical interpretation for their
nonlocal (or long-range dependence) effects either in
space or time. (28]

As is well known, the complexity of an attack al-
gorithm is determined by the size of key space and
the complexity of verification of each key. One advan-
tage of fractional-order chaotic systems for encryption
is computational complexity goal. Fractional-order

chaotic systems have a more complex varying power
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spectrum, making a cryptosystem enhance the secu-
Another
advantage lies in the fact that derivative orders can

rity both in frequency and time domains.

be also used as secret keys. By adding a free param-
eter (i.e., derivative order) to disguise the portrait of
a dynamical system, it is very difficult for an eaves-
dropper to ascertain system type. Kiani-B et al. pre-
sented a novel approach to enhance the security of
data transmission and improve the vulnerable points
of chaotic masking.['? In fact, it was the first time that
a fractional-order chaotic system was used to illustrate
the enhancement of security of a chaotic cryptosys-
tem. In addition, one-dimensional chaotic maps have
the advantages of simplicity and high-level efficiency,
and are generally considered as a good candidates for
image encryption.w’ﬂ

Time delay is ubiquitous in the real world. It
has been known that the introduction of time delay
enriches the dynamics of models, and causes com-
plex dynamics such as periodic, quasi-periodic, and
chaotic motions in fractional-order systems.!?! A de-
layed fractional-order chaotic system exhibits remark-
ably strong nonlinear characteristics and is expected
to greatly enhance the security of a cryptosystem.
However, to the best of our knowledge, the delayed
fractional-order chaotic system has not been employed
in encryption so far. Although extracting information
masked by the chaotic signal of a time-delayed sys-
tem has been considered,3 the order of the involved
delayed chaotic system is integer.

Motivated by the above-mentioned reasons, this
paper proposes a new image encryption scheme based
on a delayed fractional-order logistic system. The
time-varying delay and fractional order are selected
as secret keys and embedded in the proposed scheme
to enhance the security. Detailed security analyses, in-
cluding correlation analysis, information entropy anal-
ysis, run statistic analysis, mean-variance gray value
analysis, and key sensitivity analysis, indicate that the
novel image encryption scheme possesses high security.

1
l
Z/r(L) = W

(1 - 6)yn7m + 6yn7m717
o™ = (= )yl + Oy,

Qo(tn - 7_)’
yo = ¢(a), Yy =1,

where [ = 1,2,... is the iteration number, and

7[haf(tn7yg_1)7vg_l)) - ij('a)ynfj];
j=1

2. Basic definition and prelimi-

nary

There are several different definitions of fractional
integration and differential so far.'8 The most fre-
quently used are the Griinwald-Letnikov (G-L) def-
inition, the Riemann-Liuville (R-L) definition, and
the Caputo definition. For a wide class of functions,
the G-L and R-L definitions are equivalent. In this
paper, the G-L definition is used.

Definition!'®  The Griinwald-Letnikov frac-
tional derivative of function y(t) of order « is defined
as follows:

(Deyle) = Jim e > (=17 Jute— m),

J
where [-] denotes the integer part, o € R is the order
of derivative, a and t are the bounds of operation ,D{,
and h is the sampling time.

Due to the nonlocal characteristic of the fractional
derivative operator, the numerical methods of solving
ordinary differential equations have to be modified to
cater for fractional differential equations (FDEs).[2"!
We have proposed a numerical scheme to solve the
delayed FDEs.®!] The method is briefly introduced
below.

Consider the following delayed FDE:

aDYY(t) = f(t,y(t),y(t — 1)),
a<t<b m—-1<a<m,

y(t) = (1),

(1)

t <a,

where « is the order of the differential equation, ¢(t)
is the initial value, 7 is the time-varying delay and m
is an integer.

Supposing (m 4+ 6)h =7,0<d6 <1, h =T/N,
t, =nh,and n =1,2,--- , N, the iteration algorithm
can be constructed as follows:

(n>m, m>0),
(n>m, m=0),
(n <m),
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where

3 2\

If [y — y"Y| < e (e = 107C is the given error), we
need to consider y,, as yg).

It has been proved that the approximation error
of this algorithm is O(h?t®).B In this paper, the
above-mentioned algorithm is employed as the numer-
ical method to calculate the delayed FDE.

3. Fractional

rithm

encryption algo-

In this section, the delayed fractional-order
chaotic logistic system is presented and a novel im-

age encryption scheme is described in detail.

3.1. The delayed fractional-order chaotic
logistic system

The delayed fractional-order logistic system can
be described by

oDPY(t) = —ay(t) +ry(t —7)(1 —y(t —=7)), (6)

where y(t) is the state variable, ¢ (0 < ¢ < 1) is
the derivative order, a and r are constant scalars. It
has been shown that system (6) can exhibit chaotic
phenomenon,®? and Fig. 1 shows its chaotic attrac-
tor.

1.2¢
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Fig. 1. (colour online) The chaotic attractor of the de-

layed fractional-order logistic system with » = —53 and
q = 0.95.

3.2. Description of the encryption algo-
rithm

In this subsection, we will give the encryption
scheme based on the delayed fractional-order chaotic
logistic system.(6) We employ the numerical method
presented in Section 2 to solve the delayed chaotic
system. The time step size h = (a — b)/N, where N
is a variable and selected as one of the secret keys.
In order to integrate the information of the initial im-
age into the encryption algorithm, we select the initial
function as follows:

256 256

o(t) =YY B(i,j)/256°, (7)

i=1 j=1

where B(i,7) is the matrix of the original image.

Most scrambling technologies use chaotic se-
quences created by some specified chaotic systems to
build the scrambling address code. Supposing that the
secret key is accurate at the Nth significant digit, then
in the interval [0, 1], there are K = 10" + 1 points at
most without repeating. When the iteration time is
greater than K, there will be a cycle in the algorithm.
In order to avoid this situation, enhance the difficulty
of deciphering and resist exhaustive search, we employ
the following technique to produce chaotic sequences.

1) In the produce of every M chaotic sequence,
the fractional derivative ¢ is modified as follows:

0.3 xk
ceil(256 x 256,/1000)°

q=qo+ (8)
where k = 0,1,--- , ceil(256 x 256/1000) — 1 , ceil(-)
denotes the nearest integer towards +oo.

2) Meanwhile, for a given time delay 7, a pertur-
bation is added to 7 in every M chaotic sequence, that
is, 7 = 19 + 7o sin(t).

It is worth noting that this technique makes
chaotic sequences distribute in different orbits, which
can prevent decryption by using chaotic synchroniza-
tion. In particular, cycling in the algorithm can
greatly enhance the encryption speed.

Now, we discuss in detail the procedure of encryp-
tion and decryption in the proposed cryptosystem.

Step 1 Select the parameters 7, ¢, N, and the
initial value yo.

Step 2 Use the delayed fractional-order logis-
tic system to produce an M x N chaotic sequence
k1, ko, ..
construct an arithmetic sequence Y : 1,..., M x N.

., kayxn. In accordance with this sequence,
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Step 3 Rearrange the elements of the M x N
chaotic sequence in descending order, and correspond-
ingly rearrange the arithmetic sequence Y to Y’ in
order to record the change of position.

Step 4 According to Y, rearrange the matrix

B to Z, where Z is an M x N matrix containing the
data of encryption image.

A block diagram, as shown in Fig. 2, illustrates
the complete procedure of the proposed scheme for
encryption/decryption.

chaotic .
= rearrange rearrange e
sequences sequences
k4 ¥
initial i initial
. = sequence wEEHREOT » sequence .
image image LinalzgE

Fig. 2. Block diagram of the proposed scheme for encryption/decryption.

3.3. Experimental results

In this subsection, we provide some experimen-
tal results to illustrate the performance of the pro-
posed chaotic cryptosystem. We set the parameters as
yo = 0.5, 7 = 0.540.5sin(¢), N = 1000, and go = 0.92.
According to the devised algorithm proposed in Sec-
tion 3.2, we encrypt the Cameraman image. The plain
image and its encrypted image are depicted in Fig. 3,
respectively.

Fig. 3. (a) Plain image, (b) encrypted image.

4. Security analysis

In this subsection, in order to prove that the pro-
posed cryptosystem is secure against the most com-
mon attacks, the security analyses of the proposed
image encryption scheme, including statistical anal-
ysis, sensitivity analysis with respect to the key and
plaintext, are carried out.

4.1. Statistic analysis

Correlation of two adjacent pixels We anal-
yse the correlation between two vertically and hor-
izontally adjacent pixels in the plain image and its
encrypted images. For the purpose of calculation, we

use the following formula:
1 1<
Bla) = 5 Y, D) = (i~ B())?
i=1 i=1

L
cov(z,y) = N Z(Jh - E(z))(yi — E(y)),
i=1
Y)

cov(z,

P = D) D(y)’
(9)

where z and y are the values of two adjacent pixels in
the image, and N is the total number of pixels selected
from the image. Figures 4 and 5 show the correlation
between the plain image and its encrypted image. It
can be easily found that the correlation of the initial
image is an obvious linear relationship, whereas the
correlation of the encrypted image is a stochastic re-

lationship.
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Fig. 4. (colour online) (a) The horizontal and (b) vertical

correlations of the plain image.
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Fig. 5. (colour online) (a) The horizontal and (b) vertical

correlations of the encrypted image.
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Information entropy Information theory is a
mathematical theory of data communication and stor-
age founded by Shannon. It is well known that the in-
formation entropy H(s) of a plaintext message s can
be calculated as follows:

N
1

H(s) = 32 P(s) o8 s, (10)
where P(s;) is the probability of symbol s;. Given
that a real information source seldom transmits ran-
dom messages, in general, the entropy value of the
source is smaller than the ideal one. However, when
these messages are encrypted, their information en-
tropy should ideally be 8. If the entropy of such an
encrypted message is smaller than 8, then there will
be a predictability, which threatens its security.[*?! Ac-
cording to Eq. (10), we compute the information en-
tropy for the encrypted image, i.e., 7.9702, which is

very close to the theoretical value of 8.
Run statistic A new evaluation criterion for the
image encryption effect is proposed, that is, the run

[34] The run statistic can be used in the effect

statistic.
evaluation of image encryption algorithm based on the
image pixel coordinate permutation. This criterion is
simple in expression and convenient in computation.
In particular, it is independent of the image size. The

definition of the run statistic is given as follows:

A R

R=1xN "M xN

(11)

where M x N is the size of the initial image, and n} is
the number of the run length in line ¢. When the run
length statistic increases, it indicates that the num-
ber of the grayscale increases. Correspondingly, there
will be a severe change in grayscale value in adjacent
pixels, that is, the confusion degree of the image in-
creases. By definition, the run statistics of the plain
image and its encrypted image are calculated to be
0.0884 and 0.4561, respectively.

Mean-variance gray value The definition of
mean-variance gray value is as follows:

M N o
22}%@*%
=== 12
G <N : (12)

where a, denotes the average of all the gray values of
image pixels, and M X N is the size of the initial image.
In general, the larger the mean-variance gray value is,
the more uniform the difference of the grayscale be-
tween the plain image and its encrypted image is, and
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thus the better the scramble performance will be. The
mean-variance gray values of the plain image and its
encrypted image are 0.0039 and 52.8358, respectively.

4.2. Key sensitivity analysis

Key sensitivity is an essential property for any
good cryptosystem, which ensures the security of the
cryptosystem against brute-force attacks. The en-
crypted image produced by the cryptosystem should
be sensitive to secret keys. In other words, if the at-
tacker uses two slightly different keys to decrypt the
same plain image, the two encrypted images should
be completely independent of each other. Figure
3(a) is encrypted by using the secret keys yo = 0.5,
7 = 0.5+ 0.5sin(t), N = 1000, ¢o = 0.92. We try
to decrypt the encrypted images using different keys.
Given that there is a change of the value of yg, e.g.,
1o = 0.500001, which is slightly different from the en-
cryption key, the resultant decrypted image is shown
in Fig. 6. Obviously, the decrypted image using a
slightly different key is completely different from that
in Fig. 3(a). It should be noted that other experimen-
tal tests including individual change of 7, N, or g can
be implemented in a similar way.

Fig. 6. Decrypted image when there is a slight change of yg.

5. Conclusion

In this paper, a novel approach to enhance the
security of image encryption is presented. For the
first time, we implement the delayed fractional-order
chaotic logistic system in a simple chaotic masking
method to illustrate the security enhancement. The
scheme is described in detail. The security analyses in-
cluding correlation analysis, information entropy anal-
ysis, run statistic analysis, mean-variance gray value
analysis, and key sensitivity analysis are carried out
to testify the security of the newly proposed image en-
cryption scheme. The experimental results show that

the novel image encryption scheme possesses high se-
curity.
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